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Dear

With immense joy and excitement, | extend my heartfelt greetings to all
of you and warmly welcome you to Sreenarayanaguru Open University.

Established in September 2020 as a state-driven initiative, Sreenarayana-
guru Open University is dedicated to advancing higher education through
open and distance learning. Our vision is guided by the principle of “ac-
cess and quality define equity,” laying the foundation for a celebration of
excellence in education. | am delighted to share that we are steadfast in
our commitment to uphold the highest standards and refrain from com-
promising on the quality of education we offer. The university draws its
inspiration from the legacy of Sreenarayana Guru, a revered figure in the
Indian renaissance movement. His name serves as a constant reminder for
us to prioritize quality in all our academic endeavors.

Sreenarayanaguru Open University operatesswithin the practical frame-
work of the widely recognized “blended format.” Acknowledging the
constraints faced by distance learfiers in accessing traditional classroom
settings, we have curated a pedagogical. approach/centered on three main
components: Self Learning Matenial, Classroom¢Counselling, and Virtual
Modes. This comprehensive blend is\poised to deliver dynamic learning
and teaching experiences, maximizing engagement and effectiveness. Our
unwavering commitment to quality ensures excellence across all aspects of
our educational initiatives.

The University aims to/ffer you an engaging and stimulating educational
environment that fosters active learning. The SLM is designed to offer a
comprehensive and cohesive learning experience, fostering a deep interest
in the study of technological advancements in IT. Careful consideration
has been given to ensure a logical progression of topics, facilitating a clear
understanding of the discipline’s evolution. The curriculum is thoughtfully
crafted to provide ample opportunities for students to navigate through
the current.trends in information technology. Furthermore, this course is
designed to provide essential insights into computer hardware, software
classification, and foundational HTML concepts crucial for web develop-
ment.

We assure you that the university student support services will closely
stay with you for the redressal of your grievances during your student-
ship. Feel free to write to us about anything that seems relevant regarding
the academic programme.

Wish you the best.

Regards,
Dr. Jagathy Raj V.P. 01-09-2026
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Cyber Crime
Overlview




Learning Qutcomes

Upon the completion of this unit, the learner will be able to:

¢ define cyber attacks and explain their basic concepts
¢ classify cyber attacks into internal and external attacks
¢ explain the different types of internal and external attacks with examples

¢ summarize the impact and consequences of cyber attac individuals and

organizations \
Prerequisites
WObile phones, online banking,
iléyusing these, you may have come across

s, unknown links, or warnings about
heard about incidents where someone’s

Every day, you are using digita
social media, and email se
situations like receiving su
account security. Sometimes,

These everyday e 1 that while technology makes life easier, it also brings
certain risks. Have er wondered how such attacks happen, who carries them out,

This unit builds on what you already know and introduces you to the concept of cyber
attacks. It helps you understand the different types of attacks, how they occur, and how
they can affect individuals, organizations, and governments. By learning this, you will
be better prepared to identify threats and understand the importance of cybersecurity in
the digital world.

Key concepts

Cyber attacks, Internal attacks, External attacks, Phishing, DoS, Malicious insider
attacks
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Discussion

1.1.1 Introduction to Cyber Attacks

In the present digital age, computers, mobile devices, and the internet have become
an essential part of everyday life. People depend on digital technologies for various
activities such as banking, online shopping, communication, education, and accessing
government services. Due to this widespread usage, a large amount of sensitive
information including personal details, financial data, and official records is stored and
transmitted through computer systems and networks.

As dependence on digital systems increases, the chances of misuse and unauthorized
activities also rise. Some individuals attempt to take advantage of system vulnerabilities
or human weaknesses for illegal purposes. They may target software flaws, weak
passwords, or even trick users into revealing confidential information. Such harmful
and unauthorized activities are referred to as cyber attacks.

Cyber attacks have become one of the most serious challenges in the field of information
technology because they can lead to data loss, financial damage,and privacy violations.
These attacks not only affect individuals but cafipalso disrupt organizations and
government services.

A common example of a cyber attack is afphishing scam:“In'this type of attack, the
attacker creates a fake website that closely resembles a genuine banking website. When
users unknowingly enter their login credentials on this fake site, the attacker captures
the information. This stolen data is.then used,to access the victim’s bank account and
carry out fraudulent transactions.

1.1.2 Definition of Cyber Attacks

A cyber attack can be.défined as a deliberdte and unauthorized attempt to access, alter,
damage, or destroy computer systems, networks, or data. Such attacks are usually
carried out with the intention of causing harm, stealing information, or gaining some
form of benefit.

Cyber attacks mainly afféet three important aspects of information security, namely
confidentiality, integrity, and availability. These three principles are essential for
maintaining the security and proper functioning of any information system. The three
principles of information security are collectively known as the CIA Triad, as shown in
Figure 1.1.1.

Confidentiality refers to the protection of sensitive information from unauthorized
access. It ensures that data such as personal details, passwords, and financial
information is accessible only to authorized users. When attackers gain access
to such private information without permission, confidentiality is violated.
Example: Stealing login credentials from a user’s account.

Integrity refers to maintaining the accuracy and reliability of data. It ensures that
information is not modified, deleted, or tampered with by unauthorized users.
When attackers change or manipulate data, it affects the integrity of the system.
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Example: Altering student marks in a university database.

COMFIDENTIALITY

INTEGRITY

BVAILABILITY

Fig. 1.1.1 CIA Triad

Availability ensures that computer systems and data areiaccessible to authorized users
whenever required. Cyber attacks that disrupt'services orimake'systems unavailable

directly affect availability.

Example: A website becoming inaccessible due to a cyber attack such as a denial of

service attack.

1.1.3 Types of Cyber Aftacks

Cyber attacks can be classified into different types based on the source and method of
the attack. Understanding these types helps in identifying threats and taking appropriate
security measures. In generalgeyber attacks are broadly divided into two main categories:
internal attacks and external attacks as shown in Figure 1.1.2.

['YPES OF CYBER ATTACKS

AT

e —,

—P[ Maliclous Insidar Attacks

—l-[ Magligent Inskdsr Attacks

—"[ Camprormised Insder AMacks J

—>[ Privilagae Abusa ]

1

EXTERMAL ATTACKS

—l'[ Malwars ATlacks

—l-[ Phizshing Attacks

—i{ Donial of Serace IDe5] Attacks i

——[ Man-In-tha-Middie (i m-_zl:_l

-[. Praswors Attacks ]

Fig. 1.1.2 Types of Cyber Attacks
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1.1.3.1 Internal attacks

An internal attack, also known as an insider attack, is a type of cyber attack that is carried
out by a person who is part of an organization and has authorized access to its systems,
networks, or data. These individuals may include employees, system administrators,
contractors, or business partners.

Unlike external attackers, insiders already have permission to access the system.
However, they misuse this access either intentionally or unintentionally, which can
lead to serious security issues. Internal attacks are considered highly dangerous because
insiders are familiar with the organization’s structure, security policies, and system
weaknesses.

Internal attacks can occur due to various reasons such as personal dissatisfaction,
financial gain, revenge, or lack of awareness about security practices. In some cases,
employees may not intend to cause harm but may still create security risks due to
negligence or carelessness.

One of the major challenges with internal attacks is that theysare difficult to detect.
Since the attacker is an authorized user, their activities often appear normal, making it
harder for security systems to identify suspicious behawior.

Internal attacks can result in several consequefces, including:
¢ loss of confidential data,
¢ damage to systems or files,
¢ financial loss to the organization,and
¢ harm to the organization’s reputation.

Consider the situation, in an organization the employees are frequently granted access
to important systems, whi¢h they may subsequently misuse either intentionally or
through negligence:

For instance, an employeefwho has access to a company’s database containing
confidential customer information may copy this data and share it with competitors for
personal gain. Such actions can lead to financial loss and damage to the organization’s
reputation. This is considered an internal attack because the individual is part of the
organization and misuses their authorized access.

Types of Internal Attacks

Internal attacks are carried out by individuals within an organization who have
authorized access to systems and data. These attacks can occur either intentionally or
unintentionally. Based on the nature and intention of the attacker, internal attacks can
be classified into the following types:

1. Malicious Insider Attack

A malicious insider attack occurs when an employee or an authorized user intentionally
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misuses their access privileges to harm the organization. In this type of attack, the
individual is fully aware of their actions and deliberately performs activities that can
damage the organization’s systems, data, or reputation.

Such attacks usually arise due to reasons such as financial gain, personal revenge, job
dissatisfaction, or conflicts within the workplace. Since the attacker already has access
to the system, they can easily carry out harmful activities without raising immediate
suspicion.

Malicious insiders may engage in activities such as copying confidential data, leaking
sensitive information to competitors, deleting important files, or introducing harmful
software into the system. These actions can result in serious consequences, including
financial loss, loss of trust, and legal issues for the organization. For example, an
employee who is unhappy with the organization copies confidential customer data and
sells it to a competitor company for money.

2. Negligent Insider Attack

A negligent insider attack occurs when an employee unintentionally causes a security
breach due to carelessness or lack of awareness abgut cybersecurity practices. In this
case, the individual does not have any intention to ‘harm the organization, but their
actions still lead to security issues.

This type of attack commonly occurs when employees fail to follow basic security
guidelines. For instance, using weak passwords, sharing login credentials, clicking on
suspicious links, or downloading files from untrusted sources can expose the system to
cyber threats. Negligent insider attacks highlightsthe'importance of user awareness and
training, as even a small mistake can leadto serious consequences such as data breaches
or malware infections. For example, an employee receives a fake email and clicks on
a malicious link, which.installs malware ofi the system and allows attackers to access
sensitive data.

3. Compromised Insider Attack

A compromised insider attack occurs when an external attacker gains unauthorized
access to an insider’s account by stealing their login credentials. Once the attacker gains
access, they use the account to perform malicious activities within the system.

In this situation, the actual employee may not be aware that their account has been
compromised. Since the attacker is using a valid account, the system treats them as a
legitimate user, making it difficult to detect the attack.

This type of attack often occurs through phishing, password attacks, or malware that
captures login information. It can lead to serious security breaches, as attackers can
access confidential data and perform unauthorized actions. For example, a hacker sends
a phishing email to an employee and steals their login credentials. The hacker then uses
these credentials to access the company’s system and download sensitive information.

4. Privilege Abuse

Privilege abuse occurs when an individual misuses their authorized access rights beyond
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what is permitted. This type of attack is common among users who have higher-level
privileges, such as system administrators, managers, or database administrators.

These users have the ability to access and control critical parts of the system. If they
misuse their privileges, they can modify, delete, or misuse important data. Privilege
abuse can be either intentional or done for personal benefit.

This type of attack is particularly dangerous because high-level users have greater
control over the system, and their actions may not be easily questioned or monitored.
For example, a system administrator intentionally deletes important company records
or alters sensitive data without proper authorization.

1.1.3.2 External Attacks

An external attack is a type of cyber attack that is carried out by individuals or groups who
are outside an organization and do not have authorized access to its systems, networks,
or data. These attackers attempt to gain access by exploiting system vulnerabilities or
by using various hacking techniques.

External attackers may include hackers, cyber criminals, or organized groups who target
individuals, organizations, or government systems. These attacks areusually performed
over the internet and can affect a large number of users‘atthe same time.

The main objectives of external attacks aredo:
¢ gain unauthorized access to systems,
¢ steal sensitive or confidential'information,
¢ damage or disrupt seryices, and
¢ misuse data forfinancial er other bénefits.

External attacks may be easiemte detect at the network perimeter, though sophisticated
attacks can remain undetected for long periods. However, they can still cause serious
damage if proper security measures are not in place. External attackers use different
techniques such as malwareyphishing, denial of service attacks, password attacks, and
man-in-the-middle attacks to achieve their goals.

For example, a hacker sends a phishing email that appears to be from a bank. The user
clicks on the link and enters their login details on a fake website. The attacker collects
this information and uses it to access the user’s bank account.

Types of External Attacks

External attacks are carried out by attackers who are outside an organization and do not
have authorized access to its systems. These attackers use various techniques to gain
access, steal information, or disrupt services. The common types of external attacks are
explained below:

1. Malware Attack

A malware attack involves the use of malicious software designed to damage, disrupt,
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or gain unauthorized access to computer systems. Malware includes different forms
such as viruses, worms, trojans, and ransomware. These programs are usually spread
through infected email attachments, unsafe downloads, or malicious websites.

Once malware enters a system, it can perform harmful actions such as deleting files,
stealing sensitive data, monitoring user activities, or locking the system. Some malware,
like worms, can spread automatically across networks, affecting multiple systems.
Ransomware is particularly dangerous as it encrypts files and demands payment to
restore access. For example, a user downloads free software from an untrusted website.
The software contains hidden malware that encrypts all files on the computer and
displays a message demanding money to unlock them.

2. Phishing Attack

A phishing attack is a social engineering technique used by attackers to trick users into
revealing sensitive information such as usernames, passwords, bank details, or OTPs.
Attackers pretend to be a trusted source, such as a bank, company, or government
agency.

Phishing attacks are commonly carried out through, emails, SMSymessages, or fake
websites that closely resemble legitimate ones. Users ate often asked to click on a link
and enter their details, which are then capturedsby,the attacker. These attacks exploit
human trust rather than technical weaknesses.

For example, a user receives an email thatappears to be from their bank, asking them to
verify their account details. The link in the'email leads4o a fake website where the user
enters their login information, which is then stolensby the attacker.

3. Denial of Service (DoS) Attack

A Denial of Service (DoS) attack.is an attempt to make a computer system, server, or
network unavailablé to its intendedusers. This can be achieved by flooding the system
with a large number of requests, exhausting its resources, or exploiting a vulnerability
that causes the system or service to slow down or crash.

In some cases, attackers dsefmultiple computers to carry out the attack simultaneously.
This is known as a Distributed Denial of Service (DDoS) attack. These attacks mainly
target the availability of systems and do not necessarily involve data theft. DoS attacks
can disrupt business operations, affect online services, and lead to financial losses. For
example, an attacker sends a huge number of requests to a company’s website, causing
the server to crash. As a result, genuine users are unable to access the website.

4. Man-in-the-Middle (MitM) Attack

A Man-in-the-Middle (MitM) attack occurs when an attacker secretly intercepts
communication between two parties without their knowledge. The attacker positions
themselves between the sender and the receiver and can monitor, capture, or even alter
the information being exchanged.

This type of attack is common in unsecured networks, especially public Wi-Fi, where
data transmission is not properly encrypted. Attackers can steal sensitive information
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such as login credentials, credit card details, or personal messages.

For example, a user connects to a public Wi-Fi network at a café. An attacker on the
same network intercepts the communication and captures the user’s login details when
they access their bank account.

5. Password Attack

A password attack involves attempts by attackers to gain unauthorized access to systems
by guessing or cracking user passwords. Attackers use various techniques such as brute
force attacks, where all possible combinations are tried, and dictionary attacks, where
commonly used passwords are tested.

Weak or easily guessable passwords make it easier for attackers to succeed. Once the
attacker gains access, they can steal data, modify information, or perform unauthorized
actions. For example, a hacker uses automated software to try multiple password com-
binations on a user’s account until the correct password is found, gaining unauthorized
access.

Recap

¢ Cyber attacks are unauthorized aftempts to access, damage, or disrupt
computer systems and networks.

¢ Cyber attacks exploit system, vulnerabilities as well as human weaknesses
such as lack of awareness.

¢ Cyber attacks can affect individuals, organizations, and governments by
causing financial loss, data theft, and service disruption.

¢ A cyber atta€k is defined as‘a deliberate attempt to access, alter, or destroy
systems and data withoutipermission.

¢ The main objectives of €yber attacks include stealing sensitive information,
damaging systemgypand gaining financial or personal benefits.

¢ Information security is based on three important principles known as
confidentiality, integrity, and availability.

¢ Confidentiality ensures that sensitive information is accessed only by
authorized users.

¢ Integrity ensures that data remains accurate and is not modified or tampered
with by unauthorized users.

¢ Availability ensures that systems and data are accessible to authorized users
whenever required.

¢ Cyber attacks are broadly classified into internal attacks and external attacks
based on their source.
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¢ Internal attacks are carried out by individuals within an organization who
have authorized access to systems.

¢ Internal attacks are difficult to detect because the attacker is a trusted user
within the organization.

¢ Malicious insider attacks occur when an employee intentionally misuses
access privileges to harm the organization.

¢ Negligent insider attacks occur when an employee unintentionally causes a
security breach due to carelessness.

¢ Compromised insider attacks occur when an attacker gains access to an
employee’s account and misuses it.

¢ Privilege abuse occurs when a user misuses their authorized access rights
beyond permitted limits.

¢ External attacks are carried out by attackers outside the'@rganization without
authorized access.

¢ External attackers use various techniques to gainaecess, steal data, or disrupt
services.

¢ Malware attacks involve the use of malicious software to damage or control
systems.

¢ Phishing attacks trick u§ers into revealing’sensitive information through
fake messages or websites.

¢ Denial of Service attacks make/systems or services unavailable by
flooding them@with excessive traffic, exhausting resources, or exploiting
vulnerabilities.

¢ Man-in-the-Middle attacks involve intercepting communication between
two users to steal data,

¢ Password attacks involve guessing or cracking passwords to gain
unauthorized access.

¢ Internal attacks may be more difficult to detect because attackers have
authorized access, while external attacks are carried out by attackers outside
the organization.

Objective Type Questions

1. What is an unauthorized attempt to access or damage a computer system
called?

2. Which principle ensures that data is accessible when needed?
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3. Which principle protects data from unauthorized access?

4. Which principle ensures that data remains accurate and unaltered?

5. What type of attack is performed by an employee within an organization?

6. What type of attack is performed by outsiders without authorized access?

7. Which internal attack involves intentional harm by an employee?

8. Which internal attack occurs due to carelessness?

9. Which attack involves stealing login credentials and misusing an account?
10. What type of attack involves misuse of access rights?

11. Which external attack uses harmful software?

12. Which attack tricks users through fake emails or web
13. Which attack makes a system unavailable b
14. Which attack intercepts communicatie

15. Which attack involves guessing o

Answers to Objective Type,Q

1. Cyber attack

2. Availabili

3. Confidentiality

4. Integrity

5. Internal

6. External

7. Malicious insider attack

8. Negligent insider attack

9. Compromised insider attack
10. Privilege abuse

11. Malware
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12. Phishing

13. DoS

14. Man-in-The-Middle attack

15. Password attack

Assignments

Explain the concept of cyber attacks and discuss their impact on individuals
and organizations with examples.

2. Describe the principles of information security (Confidentiality, Integrity,
and Availability) with suitable examples.
3. Differentiate between internal attacks and e
4. Explain the different types of internal at
5. Describe the common types of e; and explain any two with
examples.
Suggested Readin
1. Godbole, , and Suni e. Cyber Security: Understanding Cyber
Crimes, C ics and Legal Perspectives. Wiley India, 2011.
2. Brooks, Charles J., et vbersecurity Essentials. Wiley, 2018.
3. Stallings, William. Network Security Essentials: Applications and Standards.
Pearson.
Reference
1. India. The Information Technology Act, 2000. Government of India.
2. National Institute of Standards and Technology. Cybersecurity Framework
(CSF) 2.0. U.S. Department of Commerce, 2024.
3. Cybersecurity and Infrastructure Security Agency. Cybersecurity Resources.

U.S. Department of Homeland Security.
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UNIT 2| Cyber Crimes against Individuals

Learning OQutcomes

Upon the completion of this unit, the learner will be able to:
¢ define cyber crimes against individuals and explain their impact

¢ identify and describe different types of email-based cyber crimes
explain various forms and methods of phishing attacks

classify different types of online frauds and spammingtechniques

* & o

explain the concepts of cyber defamation, cyberstalking, and cyber bullying

Prerequisites

In your daily life, you are already using digital technologies such as email, social media,
online shopping platforms, and messaging applications for communication, learning,
entertainment, and financial tram$actions. You'maycheck your email regularly, receive
messages on your phone, browse socialdmedia feeds, or make payments online. While
doing so, you might have noticed certain unusual situations such as receiving messages
from unknown sourcesgemails‘asking for personal details, or attractive offers that seem
too good to be true,

At times, you may alse hear about incidents where people lose money due to fake
online offers, become victims ©f fraud, or face problems because someone misused
their personal informatiomgYou might have even experienced unwanted messages, spam
emails, or suspicious links that made you feel unsure about their authenticity. These
common experiences show that along with the convenience of digital technologies,
there are also risks involved in using them.

As the use of the internet continues to grow, cyber criminals are finding new ways to
target individuals by taking advantage of both technical weaknesses and human trust.
They use methods such as fake emails, fraudulent websites, misleading messages, and
social engineering techniques to deceive users. Many of these attacks appear genuine,
making it difficult for users to identify them easily.

This unit introduces you to various types of cyber crimes that specifically target indi-
viduals, including email spoofing, online frauds, phishing and its forms, spamming,
cyber defamation, cyberstalking, and cyber bullying. By studying these topics, you will
gain a clear understanding of how such attacks are carried out, how they affect individ-
uals, and why it is important to be aware of them.
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Key concepts

Cyber crimes, Email spoofing, Phishing, Online frauds, Cyber bullying.

Discussion
1.2.1 Introduction to Email-Based Cyber Crimes

In today’s digital world, email has become one of the most widely used communication
tools for personal, professional, and official purposes. People use email to send important
information, documents, and financial details. However, the widespread use of email
has also made it a common target for cyber criminals.

Attackers use various techniques to misuse email systems in order to deceive users and
steal sensitive information. These attacks are designed to appear genuine so that users
trust them without suspicion. One of the most common fofms of such attacks is email
spoofing.

1.2.2 Email Spoofing

Email spoofing is a type of cyber crime in whichramattackensendsan email that appears
to come from a trusted or legitimate source! In this method, the'sender’s email address
is falsified so that the message looks genuiine to the receiver. As a result, the receiver
believes that the email is from a known organization such as a bank, company, or service
provider.

In practice, email spoofing takes advantage of the way email systems allow the sender
information to be modified. Attackers 'manipulate the “From” field of the email so that
it displays a fake identitysSince the email @ppears authentic, users may not suspect any
risk and may trust the message withouterification.

The main purpose ‘of email spoofing is to deceive users into performing certain actions.
These actions may include providing personal or financial information, clicking on
harmful links, or downloadinig malicious attachments. In many cases, email spoofing
is used along with phishing attacks to collect sensitive information such as usernames,
passwords, and banking details.

Email spoofing can lead to serious consequences. It may result in identity theft, financial
loss, and unauthorized access to personal or organizational accounts. Therefore, it is
considered a major threat to individuals in the digital environment.

A common example of email spoofing is when a person receives an email that appears
to be from their bank, requesting urgent verification of account details. The email may
contain a link that directs the user to a fake website. When the user enters their login
credentials, the attacker captures this information and uses it to access the victim’s
account and carry out fraudulent activities.

1.2.2.1 Prevention Methods

Email spoofing can be reduced by following appropriate security practices. The following
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methods can help users and organizations identify and prevent email spoofing.
1. Verify the Sender's Email Address

Users should carefully check the sender's complete email address before responding to
an email or clicking on any links or attachments. The display name may look familiar
even when the actual email address belongs to an attacker. Users should verify that the
email address belongs to the expected organization and be cautious of unfamiliar or
slightly altered addresses.

2. Check Email Headers

Email headers contain technical information about the sender, recipient, and servers
through which the email was transmitted. Checking the headers can help identify
suspicious or forged emails by providing additional information about the actual source
and path of the message. This can be particularly useful when the sender's displayed
address appears suspicious.

3. Sender Policy Framework (SPF)

Sender Policy Framework (SPF) is an email authefitication mechanism that allows a
domain owner to specify which mail servers are authotized to send emails on behalf
of that domain. Receiving mail servers can.eheckithe SPE, infofmation to determine
whether the sending server is authorized./This helps reduce the use of a domain for
unauthorized or spoofed emails.

4. DomainKeys Identified Mail (DKIM)

DomainKeys Identified Mail {DKIM) is'an email authentication method that uses a
digital signature to verify that an email ' was sent by an authorized domain and that the
message has not been altered duging transmission. The receiving mail server can verify
the signature using wiformation published by the sender's domain.

5. Domain-based Message Authentication, Reporting and Conformance (DMARC)

Domain-based Message Authentication, Reporting and Conformance (DMARC) works
with SPF and DKIM to provide an additional layer of email authentication. It allows
domain owners to specify how receiving mail servers should handle emails that fail
authentication checks. Depending on the configured policy, suspicious messages may
be monitored, quarantined, or rejected.

6. Avoid Sharing Sensitive Information

Users should not provide passwords, banking details, OTPs, or other sensitive
information in response to unexpected or suspicious emails. If an email requests such
information, users should independently verify the request through the organization's
official website or another trusted communication channel.

7. Report Suspicious Emails

Suspicious or fraudulent emails should be reported to the appropriate organization or
cybercrime reporting authority. Reporting such messages can help prevent other users
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from becoming victims of similar attacks and supports efforts to identify fraudulent
activities.

1.2.3 Online Frauds

Online fraud refers to any illegal activity carried out over the internet with the intention
of deceiving individuals to gain money or sensitive information. In such crimes,
attackers use digital platforms such as websites, emails, and social media to trick users.

Online frauds mainly depend on deceiving users rather than breaking technical systems.
Attackers create fake websites, messages, or offers that appear genuine and attractive.
These may include online shopping deals, lottery winnings, job offers, or investment
schemes.

Users are often influenced by offers that seem too good to be true. Attackers create
urgency by using messages like “limited time offer” or “act immediately,” which forces
users to make quick decisions without proper verification. As a result, users may share
personal details or make payments, leading to financial loss:

1.2.3.1 Types of Online Frauds
1. E-commerce Fraud

E-commerce fraud refers to fraudulent activities cartied out during online buying and
selling with the intention of obtaining money, goods, services, or sensitive information
through deception or unauthorized transactions. It can oceur on both fake and legitimate
e-commerce platforms. Attackers_may use fake webSites or product listings, stolen
payment or credit card information, unauthorized transactions, fraudulent refunds or
chargebacks, and other deceptive techniquesito commit fraud.

These websites often display: attractive offers, discounts, and branded products to
gain the trust of customers. Once the.usér places an order and makes the payment, the
product is either not deliveredior a fake/low-quality product is sent. In many cases, the
website becomes maetive after collecting money from users. E-commerce fraud can
also occur on legitimate platferms, for example, through the use of stolen payment
card information, unauthdrized purchases, or fraudulent refund and chargeback claims.
E-commerce fraud mainly targets users who do not verify the authenticity of the website
before making a purchase.

For example, a person orders a branded mobile phone from a website offering huge
discounts. After making the payment, the product is never delivered, and the website
disappears.

2. Lottery Scam

A lottery scam is a type of online fraud in which users receive messages or emails
claiming that they have won a lottery or prize. The message often appears to come from
a well-known organization or international company.

The attacker asks the user to pay a certain amount as a processing fee, tax, or service
charge to claim the prize. In reality, there is no prize, and the attacker’s main aim is
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to collect money from the victim. These scams often create excitement and urgency,
making users act without verifying the information.

For example, a person receives an email stating that they have won an international
lottery worth a large amount of money. To claim the prize, they are asked to pay a small
fee. After paying, they receive no reward.

3. Job Fraud

Job fraud involves fake job offers provided by attackers to deceive individuals,
especially job seekers. In this type of fraud, attackers create fake job advertisements or
send emails offering attractive job opportunities with high salaries.

Once the user shows interest, the attacker may ask for money for registration, training,
or document processing. In some cases, personal information such as certificates and
identity details may also be collected. Job fraud takes advantage of people who are
actively searching for employment and are eager to secure a job quickly.

For example, a person receives an email offering a high-payingjob in a reputed company.
The sender asks for a registration fee to process the application. After the payment is
made, no job is provided.

4. Investment Fraud

Investment fraud is a type of online fraud'in which attackers promote fake investment
schemes that promise high returns with little or no risk. These schemes are designed to
attract individuals who are looking fer, quick financialdgains.

Attackers may use websites, Social mediayplatforms, or messages to advertise these
schemes. They may show fake testimOnials or past success stories to convince users.
Once the victim invests money, the attacket either disappears or stops communication.
Such frauds exploit the greed or financial expectations of individuals.

For example, a person_dfivests money in an online scheme that promises to double
the investment within a short period. After the payment is made, the scheme becomes
inactive, and the money is lost.

1.2.4 Phishing

Phishing is a type of cyber crime in which attackers attempt to obtain sensitive
information such as usernames, passwords, bank details, or OTPs by pretending to be a
trusted entity like a bank, company, or service provider.

Phishing attacks mainly rely on deceiving users rather than exploiting technical
weaknesses. Attackers create fake emails, messages, or websites that look very similar
to genuine ones. These messages often create a sense of urgency, such as warning about
account suspension or offering attractive rewards, to make users act quickly without
thinking.

When users click on links or provide information, the attacker captures the data and
uses it for illegal purposes such as financial fraud or identity theft. Phishing is one of
the most common cyber attacks targeting individuals.
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The typical flow of a phishing attack is illustrated in Figure 1.2.1.

A phishing attack generally follows a sequence of steps. First, the attacker prepares
a deceptive message that appears to come from a trusted source and sends it to the
target user. The message may contain a link or attachment designed to attract the
user's attention. When the user clicks the link, they may be directed to a fake website
that closely resembles a genuine one. The user may then be asked to enter sensitive
information such as a username, password, bank details, or OTP. The attacker captures
the submitted information and may use it for unauthorized access, financial fraud,
identity theft, or other illegal activities. In some cases, malicious attachments may also
install harmful software on the user's device.
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Fig. 1.2.1 Phishing attack flow
Methods Used to Carry Out Phishing

Phishing attacks can be carried out using different methods that trick users into revealing
sensitive information or installing malicious software. Some of the common methods
used in phishing are explained below:

1. Clicking on an Unknown File or Attachment

One of the common methods used in phishing is sending malicious files or attachments
through emails. Attackers send emails that appear to be from trusted sources and
include attachments such as documents, PDFs, or links. When the user opens these
files, they may unknowingly install malware on their system or be prompted to enter
confidential information. These attachments are often found in spam emails or fake
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corporate communications and are designed to look genuine, making users trust and
open them without suspicion.

2. Wi-Fi Phishing

Wi-Fi phishing involves creating a fake or deceptive wireless network to trick users into
providing sensitive information. Attackers may use Captive Portals or Evil Twin attacks
to present users with fake login pages.

a. Captive Portals

A Captive Portal is a web page that appears when a user connects to a Wi-Fi network
and asks the user to provide information or accept certain terms before accessing the
internet. In a phishing attack, an attacker can create a fake captive portal that looks like
the login page of a genuine Wi-Fi service, hotel, airport, or other organization. The
user may be asked to enter an email address, username, password, or other sensitive
information. The attacker can then capture the information entered by the user.

Example: A user connects to a public Wi-Fi network and is shown a page that appears
to be the official login page of the service provider. The user enters, their email address
and password, which are then captured by the attacker:

b. Evil Twin Attack

An Evil Twin attack involves creating @ fake Wi-Fi network that has a name or
appearance similar to a legitimate wireless network. The attacker may give the fake
network a name similar to the netweoik available in a hotel, airport, café, or other public
place. When users connect to the fake network, the attacker may display a fraudulent
login page, such as a captive portal, to tfick them into entering their credentials.

Example: A genuine café Wi-Fi network i§ named “Cafe WiFi”. An attacker creates
a fake network named “Cafe WiFinFre€”. A user connects to the fake network and is
presented with a login pagea€questing their username and password.

3. Responding to Social Media Requests

Social media platforms are'often used by attackers to carry out phishing through social
engineering techniques. Attackers create fake profiles and send friend requests or
messages to users. Once the request is accepted, the attacker gains the user’s trust and
may start collecting personal information. Users may unknowingly share private details
such as contact information, photos, or other personal data, which can later be used for
targeted phishing attacks or identity theft.

4. Clicking on Unauthenticated Links or Ads

Another common phishing method involves clicking on fake or unauthenticated links
and advertisements. These links are designed to look similar to legitimate websites and
often appear in emails, pop-up ads, or unsafe websites. When users click on such links,
they are redirected to fake websites where they are asked to enter sensitive information
such as usernames, passwords, or financial details. Since the websites closely resemble
genuine ones, users may not realize that they are being deceived.
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1.2.4.1 Forms of Phishing
1. Email Phishing

Email phishing is the most common type of phishing in which attackers send fake
emails to a large number of users. These emails are designed to look as if they are sent
from trusted organizations such as banks, online services, or companies.

The attacker carefully designs the email using official logos, formatting, and language
to make it appear genuine. The email usually contains a message that creates urgency,
such as a warning about account suspension or a request to verify account details. It
may also include a link that directs the user to a fake website or an attachment that
installs malware. When the user clicks on the link and enters personal information, the
attacker captures this data and uses it for fraudulent activities.

For example, a user receives an email that appears to be from a bank asking to verify
account details. The link provided leads to a fake website where the user unknowingly
enters their login credentials.

2. Spear Phishing

Spear phishing is a more advanced and targeted formr of phishing in which attackers
focus on a specific individual or organizatien. Unlike email phishing, which targets
many users, spear phishing attacks are catefully planned using personal information
about the victim.

Attackers may collect details suchgas,the vietim’s name, job role, or organization to
make the message appear more@uthentic. Because of this personalization, the victim is
more likely to trust the message and respondito it. Spear phishing is commonly used to
steal confidential information'or gain access to organizational systems.

For example, an employee receivespan’email that appears to be from their manager
requesting confidential company data. Since the email looks genuine, the employee
shares the informations

3. Smishing

Smishing is a type of phishing that is carried out through SMS (text messages). Attackers
send messages that appear to come from trusted sources such as banks, courier services,
or government agencies.

These messages often contain a link or a request for urgent action, such as updating
account details or claiming a reward. The message creates a sense of urgency so that
the user responds quickly without verifying the source. When the user clicks the link or
shares information, the attacker collects the data.

For example, a user receives an SMS stating that their bank account will be blocked and
is asked to click a link to verify details. The link leads to a fake website.

4. Vishing

Vishing is phishing carried out through voice calls. In this method, attackers call the
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victim pretending to be officials from banks, customer service centers, or government
organizations.

The attacker speaks in a convincing manner and may use fear or urgency to pressure the
victim into sharing sensitive information such as OTPs, PINs, or account details. Since
the communication happens directly through a phone call, victims may trust the caller
more easily. Vishing is dangerous because it involves direct interaction, making it more
difficult for victims to recognize the fraud.

For example, a person receives a call claiming to be from the bank, asking for OTP
details to resolve an issue. After sharing the OTP, money is withdrawn from the account.

5. Whaling

Whaling is a highly targeted form of phishing that specifically targets high-ranking
individuals such as senior executives, government officials, or other influential persons.
Attackers carefully research the target and create convincing messages that appear
to come from a trusted person or organization. The aim ‘may be to obtain sensitive
information, gain unauthorized access to accounts, or persuade the target to authorize
financial transactions.

Example: An attacker may send a carefully prepared email to/a senior executive,
pretending to be a government authority orgbusinessipartnetpand request confidential
information or an urgent financial transaction.

1.2.5 Spamming

Spamming refers to the act offsending a largémmumber of unwanted, irrelevant, or
unsolicited messages to users through eleéetronic communication systems such as email,
messaging platforms, or social media.

Spamming is one ofdhe most commonsCyber crimes that targets individuals. In this
method, attackers/send bulkemessages to many users without their consent. These
messages are often adveftisements, promotional content, or fraudulent offers. In many
cases, spam messages may alsg contain malicious links or attachments that can harm
the user’s system.

Spammers collect email addresses or contact details from various sources and use
automated tools to send messages in large volumes. Since these messages are sent to
a wide audience, even if a small number of users respond, attackers can gain benefits.

Spamming not only causes inconvenience by filling inboxes with unnecessary messages
but also creates security risks. Users who click on links or download attachments from
spam messages may become victims of phishing attacks, malware infections, or online
frauds.

1.2.5.1 Types of Spamming
1. Email Spam

Email spam is the most common form of spamming in which a large number of unwanted
emails are sent to users without their permission. These emails are usually promotional
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in nature and may advertise products, services, or fake offers.

Spammers use automated tools to send bulk emails to thousands of users at once. Many
of these emails may contain misleading subject lines to attract attention. In some cases,
they also include malicious links or attachments that can lead to phishing attacks or
malware infections. Email spam can overload a user’s inbox, making it difficult to
identify important messages.

For example, a user receives multiple emails every day promoting unknown products or
fake discount offers, even though they never subscribed to such services.

2. SMS Spam

SMS spam refers to unwanted messages sent to mobile phones. These messages are
often promotional or fraudulent and may include links, contact numbers, or instructions
to claim offers.

Attackers use SMS spam to promote fake schemes, lottery winnings, or urgent account
updates. These messages often create a sense of urgency, encouraging users to respond
quickly without verification. SMS spam is particularly dangerous because users tend to
trust messages received on their personal mobile deviges.

For example, a user receives a message statingithat'they have wona prize and are asked
to click a link or call a number to claim it.

3. Social Media Spam

Social media spam involves sending or postinggunwanted messages, advertisements,
or links on platforms such @s social métworking sites, messaging apps, or online
communities.

Spammers may createffake accounts or use bots to send friend requests, post links, or
share promotional /content. These messages may contain harmful links that redirect
users to fake websites ordnalicious downloads. Social media spam can spread quickly
due to the large number of users on these platforms.

For example, a user re¢eives repeated messages or friend requests from unknown
profiles promoting fake offers or suspicious links.

4. Comment Spam

Comment spam refers to posting irrelevant or promotional messages in the comment
sections of websites, blogs, or online forums. These comments are usually unrelated
to the actual content and are posted to advertise products or redirect users to other
websites.

Spammers often include links in these comments to increase website traffic or promote
malicious content. In some cases, automated programs are used to post large numbers
of such comments. Comment spam reduces the quality of online discussions and may
expose users to security risks.

For example, a blog post contains multiple unrelated comments promoting products or
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including links to unknown websites.

1.2.6 Cyber Defamation

Cyber defamation is the act of damaging a person’s reputation by spreading false
or harmful information about them through digital platforms such as social media,
websites, blogs, or emails. It involves publishing statements online that are not true and
that negatively affect a person’s image, character, or credibility.

In the online environment, such information can spread very quickly and reach a large
number of people within a short time. This makes cyber defamation more harmful than
traditional forms of defamation, as it is difficult to completely remove the content once
it is shared.

For example, if a person posts false accusations about someone on social media without
any proof, and this information harms the person’s reputation, it is considered cyber
defamation.

Types of Cyber Defamation
1. Social Media Defamation

Social media defamation occurs when false or.harmful‘information about a person is
posted or shared on social media platforms4Since social media‘allows instant sharing,
such content can quickly reach a large audience, increasing its impact.

In many cases, individuals may post false‘aecusations,/Aumors, or offensive comments
about someone out of anger, jealouisy, or personal.cefiflict. Even sharing or forwarding
such content without verification can dlso contribute to defamation. This type of
defamation is particularly dangerous Hecause once the content goes viral, it becomes
very difficult to control or remove completely.

For example, a pefson posts_false allegations about a colleague on a social media
platform, which spreadswidely and damages the colleague’s reputation.

2. Website or Blog Defamation

Website or blog defamation occurs when defamatory content is published on websites,
blogs, or online articles. This type of content may appear as written posts, reviews, or
comments that contain false information about an individual.

Such content may remain available online for a long time, making it accessible to a wide
audience. It can affect a person’s professional image, especially if the content appears
in search results. In some cases, attackers create entire websites or blogs dedicated to
spreading false information about a person.

For example, a blog publishes false information about a businessperson’s activities,
which affects their professional reputation.

3. Email Defamation

Email defamation occurs when false or harmful information about a person is shared
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through emails with others. This type of defamation often targets individuals within
organizations, workplaces, or social groups.

The attacker may send emails containing false accusations or misleading information to
colleagues, clients, or friends of the victim. Even though the audience may be smaller
compared to social media, the impact can still be serious, especially in professional
environments. Email defamation can damage trust, relationships, and -career
opportunities.

For example, an individual sends emails to office staff falsely accusing a colleague of
misconduct, affecting the colleague’s reputation at the workplace.

1.2.7 Cyberstalking

Cyberstalking is a type of cyber crime in which a person is repeatedly harassed,
threatened, or monitored using digital platforms such as social media, emails, or
messaging applications. It involves continuous and unwanted online behavior that
causes fear, discomfort, or emotional distress to the victim:

In cyberstalking, the attacker may send repeated messages, track the victim’s online
activities, spread false information, or try to contrél and intimidate the victim. Since
these actions are carried out over the internet, they can occur at any time and may be
difficult to stop.

For example, if a person continuously sends threateningmessages and keeps monitoring
another person’s social media activities'@ven after being blocked, it is considered
cyberstalking.

Types of Cyberstalking
1. Email Stalking

Email stalking is @ form of cyberstalking in which the attacker repeatedly sends
unwanted emails t@ the viefim. These emails may contain threatening messages, abusive
language, or disturbing content intended to create fear or discomfort.

The attacker may send emails frequently, sometimes from different email addresses,
to avoid being blocked. Even if the victim ignores or blocks the sender, the attacker
may continue the behavior using new accounts. This continuous flow of unwanted
communication can cause mental stress and anxiety to the victim.

For example, a person receives multiple threatening emails every day from an unknown
sender. Even after blocking the email address, the attacker continues sending messages
using different accounts.

2. Social Media Stalking

Social media stalking occurs when an attacker continuously monitors and interacts with
a person through social media platforms without their consent. The attacker may send
repeated messages, comment on posts, or track the victim’s activities online.
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In many cases, the attacker may create fake accounts to continue the harassment if they
are blocked. This type of stalking invades the victim’s privacy and can make them feel
unsafe while using social media.

For example, an individual repeatedly sends unwanted messages and comments on a
person’s posts. Even after being blocked, the attacker creates new profiles to continue
the behavior.

3. Online Harassment

Online harassment involves sending abusive, insulting, or threatening messages through
digital communication platforms such as chat applications, forums, or messaging
services. This type of cyberstalking may occur publicly or privately. The attacker’s
intention is to emotionally disturb or intimidate the victim. Continuous harassment
can negatively affect the victim’s mental health and confidence. For example, a person
sends repeated abusive and insulting messages to another person through a messaging
app, causing emotional distress.

4. Monitoring and Tracking

Monitoring and tracking is a more serious form of cyberstalking in which the attacker
secretly observes the victim’s online activities, location, or personal data. This may be
done using spyware, tracking tools, or by collecting informationifrom online platforms.

The attacker may use this information to control, threaten, or manipulate the victim.
This type of stalking is dangerous because the victim may not be aware that they are
being monitored.

For example, an attacker installs spyware oma victim’s device and tracks their location
and online activities without their knowledge.

1.2.8 Cyber Bullying

Cyber bullying is @ forme0f cyber crime in which a person is intentionally harassed,
insulted, threatened, or embarrassed using digital technologies such as social media,
messaging applications, online forums, or gaming platforms. It involves using the
internet or electronic devices to harm another person emotionally or socially.

Incyber bullying, the attacker may engage in activities such as sending abusive messages,
spreading false rumours, posting embarrassing photos or videos, or making offensive
comments online. These actions are often repeated and targeted, which increases their
impact on the victim.

Unlike traditional bullying, cyber bullying can occur at any time and does not require
face-to-face interaction. The anonymity provided by digital platforms may allow
attackers to hide their identity and continue the behaviour without being easily identified.

Cyber bullying can have serious effects on the victim, including stress, anxiety, loss of
confidence, social isolation, and emotional distress. Since content shared online can
spread quickly to a large audience, its impact can be more severe and long-lasting.
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Types of Cyber Bullying

1. Harassment

Harassment involves repeatedly sending abusive, insulting, threatening, or unwanted
messages to a person through digital platforms. The attacker may use social media,
messaging applications, email, or online forums to repeatedly disturb or intimidate the
victim.

Example: A person repeatedly sends insulting and threatening messages to another
person through a messaging application, even after being asked to stop.

2. Exclusion

Exclusion involves deliberately leaving a person out of online groups, conversations,
gaming activities, or social activities with the intention of making the person feel isolated
or rejected. It may also involve intentionally preventing someone from participating in
an online community.

Example: A group of students creates an online group for a classactivity but deliberately
excludes one student and discusses the activity in the group to make the student feel
isolated.

3. Outing

Outing involves sharing a person's private, personal, or embarrassing information,
photographs, messages, or other content online without their permission. The purpose
may be to embarrass, humiliate, orfharm the person.

Example: A person shares fanother andividual's private photographs or personal
messages in a social media group without permission, causing embarrassment to the
victim.

4. Impersonation

Impersonation involves pretending to be another person online by using their name,
photograph, or other identifyifig information. The attacker may create a fake account
and post messages or content that could damage the victim's reputation or relationships.

Example: A person creates a fake social media account using another student's name
and photograph and posts offensive messages pretending to be that student.

5. Trolling

Trolling involves deliberately posting provocative, insulting, or offensive comments
online to upset, anger, or provoke another person. Trolls may repeatedly comment on
social media posts, forums, or online discussions to create conflict or emotional distress.

Example: A person repeatedly posts insulting comments under another person's social
media posts with the intention of provoking and embarrassing them.
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Recap
¢ Email is widely used for communication but has become a common target
for cyber crimes.

¢ Email spoofing is a cyber crime where attackers send emails that appear to
come from trusted sources.

¢ Online fraud refers to illegal activities carried out through the internet to
deceive users and gain money or sensitive information.

¢ Common types of online frauds include e-commerce fraud, lottery scams,
job fraud, and investment fraud.

¢ Phishing is a cyber attack in which attackers trick users into sharing
confidential information by pretending to be trusted entities.

¢ Phishing attacks are carried out using methods such asmalicious attachments,
fake Wi-Fi networks, social media interactions, and unauthenticated links.

¢ Forms of phishing include email phishing, spear phishing, smishing, and
vishing.

¢ Spamming is the act of sending largé numbers of unwanted messages through
email, SMS, social media, or othet platforms.

¢ Types of spamming include.email spam, SMS spam, social media spam, and
comment spam.

¢ Cyber defamation involves damaging a person’s reputation by spreading
false information online:

¢ Cyber defamation can occur through social media, websites or blogs, and
emails.

¢ Cyberstalking is the repeated harassment or monitoring of a person using
digital platforms.

¢ Types of cyberstalking include email stalking, social media stalking, online
harassment, and monitoring or tracking.

¢ Cyber bullying involves using digital platforms to intentionally harm, insult,
or embarrass a person.

Objective Type Questions

1. What is sending fake emails with a forged sender address called?
2. What type of cyber crime involves deceiving users to gain money online?

3. What is the fake message technique used to steal user information called?
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10.
I1.
12.

13.

Which type of phishing is carried out through SMS?

Which type of phishing is done through voice calls?

What is the act of sending bulk unwanted messages called?
What type of fraud involves fake online shopping websites?
What type of fraud involves fake job offers?

What is damaging someone’s reputation online called?

What type of cyber crime involves repeated online harassment?
What is continuous monitoring of a person online called?

What is using digital platforms to insult or harm someone called?

What type of phishing targets a specific individual?

Answers to Objective Type ti

10.
I1.
12.

13.

Email spoofing
Online fraud
Phishing
Smishing

Vishing
Spamming
E-commerce fra
Job fraud

Cyber defamation
Cyberstalking
Monitoring and Tracking.
Cyberbullying

Spear phishing
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Assignments

1. Explain the concept of email spoofing and discuss its impact with an example.

2. Describe different types of online frauds and explain any two in detail with
examples.

3. What is phishing? Explain its various forms and methods used to carry out
phishing attacks.

4. Define spamming and discuss its different types with suitable examples.

5. Explain the concepts of cyber defamation, cyberstalking, and cyber bullying
with examples.
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Learning Qutcomes

Upon the completion of this unit, the learner will be able to:

¢ define cyber crimes against women and children
¢ explain online sexual harassment and its forms
¢ describe the stages of online grooming

¢ summarize effects and prevention of child¢sexual exploitation and abuse
material (CSEAM)

¢ explain digital human trafficking methods

Prerequisites

Think about your daily life. You chat aith,friends, share photos, watch videos, and
explore new things online. The digital world feels friendly, fast, and full of opportunities.
It connects you to peoplesand imformationn just a few seconds, making life easier and
more enjoyable.

But have you ever paused to think; can this same space sometimes become unsafe? Just
like in the real world, not everyone online has good intentions. Some people misuse
digital platforms to harnuyethe@rs, especially those who are more trusting or less aware.
A simple action like accepting a friend request, replying to a message, or sharing a
photo may seem harmless, but in certain situations, it can lead to uncomfortable or even
dangerous experiences.

Many times, these risks are not very obvious. They may begin as friendly conversations,
attractive offers, or supportive interactions. Gradually, they can turn into situations that
affect a person’s privacy, safety, and emotional well-being. This is why it is important to
understand not only how to use technology, but also how to use it safely and responsibly.

In this unit, you will explore the lesser-known side of the digital world, where tech-
nology is misused to target individuals, especially women and children. You will learn
about different types of harmful online activities, how they occur, and how they impact
people’s lives. More importantly, this unit will guide you in recognizing warning signs
and adopting simple practices to stay safe, aware, and confident while using digital
platforms.




Key concepts

Cyber safety, Online harassment, Child protection, Digital threats, Human trafficking

Discussion

1.3.1 Introduction

In today’s digital world, the use of the internet, smartphones, and social media
has become an essential part of everyday life. People use these technologies for
communication, education, entertainment, and accessing various online services. While
these advancements have made life easier, they have also created new opportunities for
misuse and exploitation.

Among all users, women and children are considered more yulnerable to cyber crimes
due to factors such as lack of awareness, trust in online interactions, and exposure
to unknown individuals through digital platforms. Cyber criminals take advantage of
these vulnerabilities to carry out harmful activities‘that affect the safety, privacy, and
dignity of individuals.

Crimes against women and children in theddigital environment include activities such
as online sexual harassment, online grooming, child'sexual exploitation and abuse
material (CSEAM), and human trafficking through digital platforms. These crimes are
often carried out using social mediagmessaging applications, websites, and other online
tools. Many of these attacks involve manipulation, deception, and exploitation rather
than direct technical attacks.

Such crimes can have segious consequences; including emotional distress, psychological
trauma, social isolation, and in someseases, long-term harm to the victim’s well-being.
Since digital content can spréad'quickly and widely, the impact of these crimes is often
more severe and diffieultto control.

This unit aims to providesa.elear understanding of different types of cyber crimes that
specifically target women and children. It helps in identifying how these crimes are
carried out, understanding their impact, and recognizing the importance of awareness
and preventive measures. By studying this unit, you will be able to better understand
the risks involved in using digital platforms and the need for responsible and safe online
behavior. Let us now discuss each of these topics in detail

1.3.2 Online Sexual Harassment

Online sexual harassment is a significant form of cyber crime that involves unwanted,
inappropriate, or offensive behavior of a sexual nature carried out through digital
platforms such as social media, emails, and messaging applications. It includes actions
that violate the dignity and privacy of individuals and cause discomfort, fear, or
emotional distress.

In the digital environment, the misuse of online platforms has led to the rise of such
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cyber crimes, particularly targeting women and young individuals. Offenders may send
explicit messages, share inappropriate content, or make offensive remarks without
consent.

A major factor contributing to this cyber crime is the anonymity provided by the
internet, which allows offenders to hide their identity and continue their actions without
immediate detection.

Online sexual harassment can occur in both public and private digital spaces, including
social media posts, private messages, and emails. In some cases, even known individuals
may engage in such behavior, making it more difficult to address.

1.3.2.1 Forms of Online Sexual Harassment

Table 1.3.1 Forms of Online Sexual Harassment

S 1| Form of Cyber Explanation
no | Crime

Example

1 | Sending Unwanted | This form of cyber cri
Sexual Messages | sending sexually
inappropriate S

erson repeatedly sends
ropriate messages through

2 | Sharing Obscene
Images or Videos

An individual sends explicit
videos are sent | images to another person
ut permission, | through social media without
tim’s privacy. consent.

yber crime involves posting | Posting inappropriate remarks

iate Comments on | offensive or sexually suggestive | on someone’s photo on a social

Social Media ments on a person’s online | media platform.
posts or profiles, which may be
publicly visible.
4 | Online Stalking This form of cyber crime includes | A person continuously sends

with Sexual Intent | repeatedly following, monitoring, | messages and tracks a user’s
and contacting a person online | online activity
with sexual intentions.

5 | Threats and Black- | This is a serious cyber crime where | An offender threatens to leak
mail the offender threatens to share | private photos to force the
private content unless the victim | victim to obey.

complies with their demands.
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1.3.2.2 How to Prevent Online Sexual Harassment

Online sexual harassment is a serious cyber crime, but it can be reduced by following
safe and responsible practices while using digital platforms. The following measures
can help individuals protect themselves and ensure a safer online experience:

1. Do not share personal information: Avoid sharing sensitive details such
as phone numbers, addresses, passwords, or private photos with unknown
individuals online.

2. Use privacy settings effectively: Adjust privacy settings on social media
platforms to control who can view your profile, posts, and personal
information.

3. Avoid interacting with strangers: Be cautious while accepting friend
requests or responding to messages from unknown people, as they may have
harmful intentions.

4. Block and report offenders: If someone behaves, inappropriately,
immediately block the user and report thedincident using the appropriate
reporting mechanism. Cyber crime complaints €an be reported through the
National Cyber Crime Reporting Portaliatshttps://eyberetime.gov.in/. The
portal provides a dedicated Womef/Children Related Crime category for
reporting cyber crimes involving wWomen and children. Complaints can be
registered through the available reporting options on the portal.

5. Do not respond to harassment: Ignoering inappropriate messages can
prevent encouraging the offendet andireduce further interaction.

6. Save evidence.of harassment: Keéep screenshots, messages, or emails as
proof, whichcan be useful'while reporting the issue to authorities.

7. Be aware of €yber safety practices: Understanding common cyber threats
and safe online behaviot helps in identifying and avoiding risky situations.

1.3.2.3 Legal Provisions Related to Online Sexual Harassment

Online sexual harassment and related cyber offences may have legal consequences
under the Information Technology Act, 2000 and the Bharatiya Nyaya Sanhita (BNS),
2023. The following provisions are relevant to some of the activities discussed in this
section.

1. Section 66E of the Information Technology Act, 2000 — Violation of Privacy

Section 66E of the Information Technology Act, 2000 deals with the violation of privacy.
It applies to specified acts involving the intentional or knowing capture, publication, or
transmission of the image of a private area of a person without consent, in circumstances
covered by the provision.

This provision is particularly relevant to cases involving the unauthorized capture or
sharing of private images.
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Example: If a person's private image is captured and transmitted electronically without
consent, the act may attract Section 66E, depending on the facts and circumstances of
the case.

2. Section 67 of the Information Technology Act, 2000 — Obscene Material in
Electronic Form

Section 67 deals with publishing or transmitting obscene material in electronic form.
It is relevant to situations where obscene content is circulated through websites, social
media platforms, messaging applications, or other electronic communication systems.

Example: Sharing obscene material through a social media platform may attract the
provisions of Section 67, depending on the nature of the material and the circumstances
of the case.

3. Section 67A of the Information Technology Act, 2000 — Sexually Explicit Material
in Electronic Form

Section 67A deals with publishing or transmitting material containing a sexually explicit
act or conduct in electronic form. It is relevant to serious cases invelving the electronic
transmission or publication of sexually explicit content.

Example: Uploading or transmitting sexually €xplicit. material through a digital
platform may attract Section 67A, subject to the applicable legal conditions.

4. Section 77 of the Bharatiya Nyaya Sanhita, 2023 - Voyeurism

Section 77 of the Bharatiya Nyaya Sanhita, 2023.deals with voyeurism. It addresses
specified acts involving watching or capturing the image of a woman engaged in a
private act where she would otdinarily €xpect privacy, and the subsequent dissemination
of such an image in circumstances covered/by the provision.

Example: Secretlyfecording a woman while she is engaged in a private act and sharing
the recording without hef consent may constitute an offence covered by Section 77,
subject to the facts and circumstances of the case.

5. Section 78 of the Bharatiya Nyaya Sanhita, 2023 — Stalking

Section 78 of the Bharatiya Nyaya Sanhita, 2023 deals with stalking. It includes
specified forms of repeatedly following or attempting to contact a woman despite a
clear indication of disinterest, as well as monitoring a woman's use of the internet,
email, or other forms of electronic communication, subject to the conditions specified
in the provision.

Example: Repeatedly monitoring a woman's online activities or electronic commu-
nications despite her clear disinterest may fall within the scope of Section 78.

1.3.3 Online grooming

Online grooming is a serious form of cyber crime in which an adult establishes a
relationship with a child through digital platforms with the intention of exploiting,
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manipulating, or abusing the child. This process involves gaining the child’s trust over
time and using that trust for harmful purposes.

In the digital environment, children frequently use social media, online games, and
messaging applications for communication and entertainment. Cyber offenders take
advantage of this by creating fake identities and pretending to be friendly individuals,
often posing as someone of a similar age. This makes it easier to approach and interact
with children without raising suspicion.

Online grooming is usually a gradual process. The offender begins by initiating contact
and engaging in casual conversations to build rapport. Over time, the offender gains the
child’s trust by showing care, offering emotional support, or sharing common interests.
Once trust is established, the offender may begin to request personal information,
private images, or engage the child in inappropriate discussions.

In more serious cases, the offender may use emotional manipulation, threats, or blackmail
to control the child and force them into harmful activities. Since these interactions
take place online, children may not easily recognize the danger, making them more

vulnerable to such cyber crimes.

1.3.3.1 Stages of Online Grooming

Online grooming occurs in a sequence of stéps through whichsthe offender gradually
gains the trust of the child and exploits them. The mainstages of online grooming are
illustrated in Figure 1.3.1

STAGES OF ONLINE GROOMING

INITIATION TRUST BUILDING EXFLOITATION CONTROL AND
| wmaron | Bl s

»
] ¢ =
. 3

Fig. 1.3.1 Stages of Online Grooming

1. Initiation

In this stage, the offender establishes contact with the child through social media, online
games, or messaging applications. The offender may send friend requests or start casual
conversations. Often, they pretend to be of a similar age or share common interests to
gain attention and reduce suspicion.
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2. Trust Building

The offender develops a friendly relationship by communicating regularly and gaining
the child’s confidence. They may show care and emotional support, making the child
feel comfortable and secure. Over time, the child begins to trust the offender.

3. Exploitation

Once trust is established, the offender starts asking for personal information or private
photos. They may also involve the child in inappropriate conversations. The child may
share such information due to the trust developed.

4. Control and Manipulation

In this stage, the offender uses threats, emotional pressure, or blackmail to control the
child. They may threaten to share private information if the child does not cooperate,
making the child feel afraid and trapped.

1.3.4 Child Sexual Exploitation and Abuse Material (CSEAM)

Child sexual exploitation and abuse material (CSEAM) refers to visual or other recorded
material that depicts or represents the sexual exploitation or sexual abuse of children.
CSEAM is a serious form of cyber crime and represents a severe violation of the rights,
dignity, privacy, and safety of children.

The term CSEAM is used in place of the earlier expression “child pornography.” The
Supreme Court of India, in Just Rights for Children Alliance v. S. Harish (2024), directed
that the term “child pornography™ should not'bemused in judicial orders or judgments
and that the term “child sexual exploitation,and abuse material (CSEAM)” should be
used instead. The Court observed that the terminology should reflect the exploitative
and abusive nature of sueh material rather than suggesting consensual activity.

CSEAM may involve the creation, distribution, possession, or viewing of sexually
explicit material imvolving children through digital platforms. Such material may
be created, stored, and shared ghrough websites, social media platforms, messaging
applications, or other online«hannels.

Offenders may exploit children by forcing, manipulating, or deceiving them into
participating in the creation of such material. In many cases, children may not fully
understand the consequences of their actions, making them more vulnerable to
exploitation.

This cyber crime is highly dangerous because digital content can be easily copied and
distributed to a large audience within a short period. Once such material is shared online,
it becomes extremely difficult to remove completely, which can lead to continuous and
repeated harm to the victim.

CSEAM is often linked with other cyber crimes such as online grooming, where offenders
build trust with children before exploiting them. The availability and circulation of such
material can encourage further criminal activities and increase the risk of child abuse.
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1.3.4.1 Effects of Child sexual exploitation and abuse material
(CSEAM)

CSEAM, as a serious form of cyber crime, can have severe and long-lasting effects on
victims. These effects can impact the physical, emotional, psychological, and social
well-being of children.

1. Emotional Trauma: Victims may experience fear, shame, anxiety, and
depression due to exploitation and abuse.

2. Psychological Stress: Victims may suffer from emotional distress, loss of
confidence, and difficulties in trusting others.

3. Social Isolation: Fear of judgment, embarrassment, or exposure may cause
victims to withdraw from friends, family, and society.

4. Damage to Reputation: Since digital content can spread rapidly, the victim’s
dignity and privacy may be affected.

5. Long-Term Harm: The continued circulation of CSEAM can repeatedly
harm the victim, even after the original incident has occurred.

1.3.4.2 How to Prevent Child sexual exploitation‘and abuse
material (CSEAM)

1. Educate Children about Online Safety: Children should be made aware
of the risks associated with sharing personal information, photos, or videos
online.

2. Parental Supervision: Parents and guardians should monitor children’s
online activitics while respeeting their privacy and encouraging open
communication.

3. Avoid Sharing Private'Content: Children should be advised not to share
private images or/videos with strangers or unknown persons online.

4. Use Privacy Settings: Appropriate privacy and security settings should be
enabled on social media platforms and other online services.

5. Report Suspicious Activities: Suspicious online interactions, attempts to
obtain private images, or suspected exploitation should be reported to the
appropriate platform and authorities.

6. Create Awareness: Schools, parents, educational institutions, and society
should create awareness about online exploitation and responsible digital
behavior.

7. Preserve Evidence: Relevant messages, screenshots, URLs, usernames,
and other digital evidence should be preserved when reporting suspected
exploitation.
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1.3.5 Human Trafficking through Digital Platforms

Human trafficking through digital platforms is a form of cyber crime in which offenders
use online technologies such as social media, websites, and messaging applications to
recruit, deceive, transport, or exploit individuals for illegal purposes such as forced
labor or sexual exploitation.

In the modern digital environment, traffickers make use of online platforms to identify
and target vulnerable individuals. They often create fake profiles, post attractive job
offers, or send messages promising better opportunities such as employment, education,
or a better lifestyle. These offers appear genuine and convincing, which makes victims
trust the offenders.

Once the victim responds, the trafficker gradually manipulates or deceives them and
may eventually exploit them. Digital platforms make this cyber crime more dangerous
because offenders can easily hide their identity and reach a large number of people
within a short time. This type of crime is especially harmful as victims may not
realize the danger until they are trapped, leading to serious physical, emotional, and
psychological consequences.

1.3.5.1 Methods Used in Digital Human Trafficking

Human trafficking through digital platform§ 1s cartied outpusing various deceptive
methods. These methods are designed to attract, manipulate, and exploit victims through
online technologies.

1. Fake Job Offers

Traffickers post attractive job/advertisements on websites and social media platforms,
offering high salaries and befter opportunities. These offers often appear genuine and
target individuals whoaareysearching for employment. Once the victim shows interest,
they are misled andé@ventually exploited.

2. Social Media Manipulation

Offenders create fake profiles®n social media platforms to approach and communicate
with potential victims. They build trust by engaging in friendly conversations and
gradually manipulate the victim. This method is similar to online grooming and is
commonly used to trap individuals.

3. Online Advertisements

Traffickers use misleading online advertisements to attract victims by offering unrealistic
benefits such as free travel, education, or job opportunities. These advertisements are
designed to appear legitimate and encourage individuals to respond without verification.

4. Messaging and Communication Applications

Private messaging platforms are used by traffickers to communicate secretly with
victims. They use these platforms to control, influence, and monitor the victim’s actions
without attracting attention.
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5. Online Grooming and Relationship Building

Traffickers may use online platforms to establish relationships with potential victims
and gradually gain their trust. They may communicate regularly, show concern, offer
emotional support, or pretend to share common interests. After gaining the victim’s
trust, traffickers may manipulate or deceive them and eventually exploit them for forced
labour, sexual exploitation, or other purposes.

1.3.5.2 Legal Provisions Related to Human Trafficking

Human trafficking is a serious criminal offence involving the recruitment, transportation,
transfer, harbouring, or receiving of persons for the purpose of exploitation. In India,
human trafficking and certain related forms of exploitation are addressed through the
Bharatiya Nyaya Sanhita (BNS), 2023 and the Immoral Traffic (Prevention) Act (ITPA),
1956.

1. BNS Section 143 — Trafficking of Person

Section 143 of the Bharatiya Nyaya Sanhita, 2023 deals with, trafficking of persons.
It covers recruiting, transporting, harbouring, transferring, or t€eeiving a person for
exploitation through means such as threats, force, coereion, abduction, fraud, deception,
abuse of power, or inducement. The provision includes, forms of exploitation such
as physical exploitation, sexual exploitations slavety, or ‘practices similar to slavery,
servitude, beggary, and forced removal oforgans.

Example: A person uses a fake job advertisement on social media to deceive an
individual and recruit them for exploitation:‘Such conduct may fall within the scope of
Section 143, depending on thefacts and ciccumstances of the case.

2. BNS Section 144 — Exploitation of'a Trafficked Person

Section 144 of the Bharatiya Nyaya Safhita, 2023 deals with the exploitation of a
trafficked person. It specificallysaddresses sexual exploitation of a trafficked person and
provides stronger proteetion where the trafficked person is a child.

Example: A person who knowingly or having reason to believe that a person has been
trafficked engages that person for sexual exploitation may attract Section 144 of the
BNS, subject to the facts and circumstances of the case.

3. Immoral Traffic (Prevention) Act, 1956 — Sections 3 to 6

The Immoral Traffic (Prevention) Act, 1956 (ITPA) addresses activities connected
with prostitution and related exploitation. The following provisions are relevant to
understanding trafficking-related activities involving prostitution:

¢ Section 3 — Keeping a brothel or allowing premises to be used as a brothel:
This provision deals with maintaining or managing a brothel or knowingly
allowing premises to be used as a brothel.

¢ Section 4 — Living on the earnings of prostitution: This provision deals with
persons who knowingly live, wholly or partly, on the earnings of prostitution
of another person, subject to the conditions specified in the Act.
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¢ Section 5—Procuring, inducing or taking a person for the sake of prostitution:
This provision addresses specified acts of procuring, inducing, taking, or
causing a person to be taken for the purpose of prostitution.

¢ Section 6 — Detaining a person in premises where prostitution is carried
on: This provision deals with the detention of a person in premises where
prostitution is carried on, under the circumstances specified in the Act.

Recap

¢ People use the internet, smartphones, and social media every day.
¢ Women and children are the most vulnerable to cyber crimes.
¢ Cyber crimes can cause emotional and mental harm to victims.

¢ Online sexual harassment includes unwanted messages, sharing obscene
content, posting bad comments, stalking, and making threats.

¢ To prevent harassment, people should use privacy settings, avoid strangers,
block or report offenders, save evidence, and stayalert.

¢ Online grooming happens when adults build‘trust with children to exploit
them.

¢ The stages of grooming are starting eontact, building trust, exploiting, and
controlling the child.

¢ Child sexual exploitation and@buse material (CSEAM) involves making,
sharing, or keeping sexual content involving minors.

¢ Child sexual'exploitation and abuse material (CSEAM) can cause emotional
trauma, mental stress, social isolation, damage to reputation, and long-term
harm.

¢ Prevention of childgpornography includes teaching children about safety,
supervising their online activity, avoiding sharing private content, using
privacy settings, reporting suspicious activity, and raising awareness.

¢ Human trafficking through digital platforms happens using fake jobs, social
media tricks, misleading ads, and messaging apps to exploit victims, Online
Grooming and Relationship Building.

¢ Human trafficking is addressed under BNS Section 143, while BNS Section
144 deals with the exploitation of trafficked persons.

¢ The Immoral Traffic (Prevention) Act, 1956 (ITPA) contains relevant
provisions relating to prostitution and related exploitation, including Sections
3,4,5,and 6.
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Objective Type Questions

1. What term describes harmful online actions against women and children?
2. What is sending unwanted sexual messages called?

3. What term refers to building trust with a child to exploit them?

4. Which stage of grooming involves asking for personal information?

5. What does CSEAM refer to?

6. What is the act of repeatedly following someone online called?

7. What is the online crime of tricking victims with fake jobs?

8. Which practice can help prevent CSEAM?

9. Which section of the BNS deals with trafficking of N
o

Answers to Objective Type Questions

1. Cybercrime

2. Harassment

3. Grooming

4. Exploitation

5. Child Sexual Exploitation and Abuse Material
6. Stalking

7. Trafficking

8. Educating children about online safety

9. Section 143

Assignments

1. Explain online sexual harassment. Describe its different forms and how it
affects women and children in the digital environment. Give examples for
better understanding.

2. What is online grooming? Explain the stages involved in online grooming
and how children can become vulnerable to such crimes.
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3. Describe child sexual exploitation and abuse material (CSEAM). Discuss its
effects on the physical, emotional, psychological, and social well-being of
children and suggest measures to prevent it.

4. Explain human trafficking through digital platforms. Describe the methods
used by traffickers to exploit victims online and give examples of how they
operate.

5. Discuss the preventive measures that can be taken to protect women and

children from cyber crimes. Explain why awareness and responsible online
behavior are important.
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UNIT 4] Cyber Crime against Government

Learning OQutcomes

Upon the completion of this unit, the learner will be able to:

¢ explain the concept of cyber terrorism and its methods

¢ describe website defacement, its causes, and effects

¢ explain attacks on critical infrastructure and their impact

¢ describe unauthorized access to government data and its consequences

¢ explain espionage, surveillance, and™common®attacks on government
networks

Prerequisites

In your daily life, you regularly use digital technologies such as mobile phones, the
internet, online bankinggsocial media, and government websites for communication
and accessing services. You may-alféady be aware of basic cyber threats such as
hacking, phishing, malwaze; and enline frauds that affect individuals and organizations.
These concepts help'you understand how attackers misuse digital platforms to steal
information or cause harm.

Now, think about how important systems like electricity supply, transportation, healthcare
services, and government databases also depend on similar digital technologies. Just like
personal systems, these large-scale systems can also become targets of cyber attacks.
However, when such systems are attacked, the impact is much greater, affecting not just
one person but a large number of people and even the entire country.

In this unit, you will build on your existing knowledge of cyber security and explore how
cyber crimes are carried out against government systems and national infrastructure.
You will learn about serious threats such as cyber terrorism, website defacement,
attacks on critical infrastructure, unauthorized access to government data, espionage,
and surveillance. You will also understand common attack methods used against
government networks.
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By connecting your prior understanding of basic cyber threats with these advanced con-
cepts, you will be able to clearly understand the importance of protecting government
systems, ensuring data security, and maintaining public safety in the digital age. This
knowledge will help you develop a broader perspective on cyber security and its role
in national development.

Key concepts

Cyber terrorism, Website defacement, Critical infrastructure attacks, Unauthorized
access, Espionage, Surveillance

Discussion

1.4.1 Cyber Terrorism

Cyber terrorism is a serious form of cyber crime in whieh computer systems, networks,
and digital technologies are used to carry out.attacks that threatén national security,
disrupt essential services, and create fear among the public.

In the modern digital environment, govetnments rely heavily on information systems
for administration, communication, defensey and the delivery of public services. This
dependence makes governmentSystems vulnerable’to cyber attacks. Cyber terrorists
exploit weaknesses in these syStems to gaimunauthorized access, disrupt operations, or
damage critical infrastructure.

The primary objectiye of cyber terrorism 1s not only to cause technical damage but
also to create panig, instability, and msecurity within society. These attacks are often
planned and may be motivated by political, ideological, or religious factors. In many
cases, cyber terrorism involves grganized groups that use advanced technological tools
and techniques.

Cyber terrorism can take various forms, including unauthorized access to government
networks, disruption of communication systems, spreading of false information, and
attacks on critical infrastructure such as power grids or transportation systems. Due to
the anonymous nature of the internet, identifying and preventing such attacks can be
challenging.

An example of cyber terrorism is an attack on a country’s power grid, where cyber
attackers gain access to control systems and disrupt electricity supply across major
regions. This can affect hospitals, transportation, and communication systems, leading
to widespread panic and disruption.

Legal Reference: Section 66F of the Information Technology Act, 2000

Cyber attacks that threaten the security and integrity of a country can have serious
consequences. In India, Section 66F of the Information Technology Act, 2000 deals
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specifically with cyber terrorism.

The provision covers certain acts involving unauthorized access to or attempts to
access computer resources when carried out with the intention of threatening the unity,
integrity, security, or sovereignty of India, or causing or likely to cause damage to critical
information infrastructure. It also covers certain unauthorized access or disruption of
computer resources that may cause harm to national security or other essential interests.

Cyber terrorism is therefore considered a serious cyber offence because it can target
important computer systems and digital infrastructure and may pose a threat to national
security.

The detailed legal provisions and penalties for cyber offences, including the relevant
provisions of the Information Technology Act, 2000, are discussed further in Block V1.

1.4.1.1 Methods of Cyber Terrorism

Cyber terrorism involves the use of various techniques to attack government systems,
disrupt essential services, and create fear among the public. These methods are carefully
planned and executed using advanced digital tools and technologies.

1. Denial of Service (DoS) Attacks:

A Denial-of-Service (DoS) attack is a cybet attack in whichsan attacker attempts to
make a computer system, network, server, or online setvice unavailable to legitimate
users. The attack may be carried out by overwhelming the target with a large number of
requests or by exploiting weaknesses.in the'system that€onsume its available resources.

DoS attacks can occur through(different methods, including:

1. Flooding: The attacker sends a very large number of requests or data packets
to the target systém. The excessivé traffic consumes network bandwidth or
processing gapacity, making the service slow or unavailable to legitimate
users.

2. Resource Exhaustion: The attacker deliberately consumes limited system
resources such das memory, processing power, network connections, or
storage. When these resources are exhausted, the system may become slow,
unstable, or unavailable.

3. Vulnerability-Based DoS: The attacker exploits a weakness or vulnerability
in software, a network protocol, or a system service to cause it to crash,
become unresponsive, or consume excessive resources. Unlike a flooding
attack, this type of DoS attack may succeed even without generating a very
large volume of traffic.

2. Malware Attacks:

Cyber terrorists use malicious software such as viruses, worms, and ransomware to
damage systems or gain unauthorized access. Malware can delete files, steal sensitive
data, or block access to important systems, causing serious disruption.
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3. Unauthorized Access (Hacking):

In this method, attackers exploit security vulnerabilities to gain illegal access to
government systems or databases. Once inside, they may steal, modify, or destroy
confidential information.

4. Website Defacement:

Cyber terrorists may hack government websites and change their content to display
false information, propaganda, or threatening messages. This can damage the reputation
of the government and create fear among citizens.

5. Attacks on Critical Infrastructure:

Cyber terrorists target essential services such as power grids, transportation systems,
healthcare systems, and communication networks. Disrupting these services can affect
daily life and create large-scale panic.

6. Data Theft and Cyber Espionage:

Attackers secretly access and steal sensitive government data such as defense
information, strategic plans, or confidential records. This information may be misused
for political or strategic advantage.

1.4.2 Website Defacement

Website defacement is a form of cyber \erime in which an unauthorized individual
gains access to a website and modifies its ‘content without permission. In this attack,
the original information displayed on the,website'is replaced with false, offensive, or
misleading content.

This type of attack commeonly targets govefmment and organizational websites because
they are widely accessed by the publiesBy altering the content, attackers aim to damage
the credibility and feputation’of the organization. In some cases, website defacement is
used to spread politicalimessages, propaganda, or warnings to a large audience.

Website defacement uswally occurs due to security weaknesses such as poor
authentication mechanisms, unpatched software vulnerabilities, or improper access
control. Even a small security gap can allow attackers to gain control of the website and
make unauthorized changes.

1.4.2.1 Causes of Website Defacement

1. Weak Passwords or Poor Authentication: The use of simple or easily
guessable passwords, along with inadequate authentication mechanisms,
makes it easier for attackers to gain unauthorized access to the website.

2. Unpatched Software or Outdated Systems: Websites that use outdated
software or fail to install security updates remain vulnerable to known
threats, which attackers can exploit to access and modify content.

3. Lack of Proper Security Measures: Absence of essential security controls
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such as firewalls, intrusion detection systems, and secure configurations
increases the risk of unauthorized access.

4. Vulnerabilities in Web Applications: Security flaws in web applications,
such as improper input validation or coding errors, can be exploited by
attackers to gain control over the website.

1.4.2.2 Effects of Website Defacement
Table 1.4.1 Effects of Website Defacement

S1 Effect Description
no

1 | Loss of Reputation | Website defacement damages the image of a government
or organization. Users may lose trust when they see that the
website has been hacked, reduc onfidence in its security.

ful information on
ormation, leading to

2 | Spread of False Attackers may display 4
Information the website. Users may b
confusion or wrong iSi

3 | Service Disruption

4 | Security Concerns

1.4.2.3 PreventivedMeasures of Website Defacement

Protecting a website from defdcement is similar to protecting a house from intruders.
Just as we lock doors, install security systems, and regularly check for safety, websites
also need proper protection to prevent unauthorized access.

1. Use Strong Passwords and Authentication Methods:

Just like a strong lock protects a house, strong passwords protect a website. Using
complex passwords and additional security methods like two-factor authentication
makes it difficult for attackers to break in.

2. Regularly Update and Patch Software:

Software updates act like repairs for weak points in a system. If a website uses outdated
software, attackers can easily find and exploit known weaknesses. Regular updates help
in closing these security gaps.
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3. Implement Proper Security Controls and Monitoring:

Installing security tools such as firewalls and monitoring systems is like having CCTV
cameras and security guards. These tools help detect suspicious activities and prevent
attacks before they cause damage.

4. Conduct Regular Security Audits and Testing:

Regular checking of the system helps identify hidden weaknesses. Just like periodic
inspections ensure safety in buildings, security audits help in finding and fixing
vulnerabilities in websites.

1.4.3 Attacks on Critical Infrastructure

Attacks on critical infrastructure are a type of cyber crime in which attackers target
essential systems and services such as electricity, transportation, healthcare, and
communication networks with the aim of disrupting their normal functioning.

Critical infrastructure refers to the basic systems that aresnecessary for the smooth
functioning of a country. When cyber attackers target these8ystems, they attempt to
damage, control, or disrupt these services using digital technologies.

These attacks can lead to serious problems such as‘pewer failures, communication
breakdowns, or disruption of healthcare servi€€ss Sincera largé number of people
depend on these systems, even a small attack can afféct many individuals and create
panic in society.

1.4.3.1 Types of Critical Infrastructure Attacks
1. Power Grid Attacks

Power grid attacks target the electricity supply systems of a country, which are controlled
by digital technologiessAttackers may gain access to these control systems and shut
down or manipulate‘the power supplya"Such attacks can lead to large-scale blackouts,
affecting homes, industries, hespitals, and communication systems. For example, if
attackers hack into a'€ity’s power control system and disrupt electricity supply, it can
affect traffic signals, hospital eperations, and daily life.

2. Transportation System Attacks

Transportation system attacks focus on digital systems used in railways, airports,
traffic signals, and public transport. These systems depend on computer networks for
scheduling and communication. Attackers may disrupt these systems, causing delays,
confusion, or accidents. For example, if a railway signaling system is manipulated,
trains may be delayed or misrouted, leading to serious operational issues.

3. Healthcare System Attacks

Healthcare systems include hospitals and medical databases that store important patient
information. Cyber attacks on these systems can disrupt medical services and delay
treatments. In some cases, attackers may block access to patient records, making it
difficult for doctors to provide proper care. For instance, a ransomware attack on a
hospital system can prevent access to patient data during emergencies, affecting
treatment decisions.
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4. Communication Network Attacks

Communication networks such as internet services, telephone systems, and emergency
communication channels are essential for information sharing. Attackers may target
these networks to disrupt communication, leading to confusion and delays in response.
For example, if a cyber attack disables internet and phone services in a region, it can
affect communication between people and emergency services during critical situations.

1.4.4 Unauthorized Access to Government Data

Unauthorized access to government data is a type of cyber crime in which an individual
or group gains access to confidential or sensitive government information without
permission. This data may include citizens’ personal details, financial records, official
documents, or information related to national security. Such unauthorized access usually
occurs through methods like hacking, weak passwords, phishing attacks, or malware.

Once access is gained, attackers may steal, modify, or misuse the data for personal,
financial, or political gain. This can lead to serious consequenges such as data breaches,
identity theft, financial loss, and threats to national security. Imisome cases, the stolen
data may also be sold or shared with other attackers,increasing theyrisk further.

This type of cyber crime not only affects individuals whose data/is exposed but also
damages the credibility and trust of govemiment institutions.«Therefore, protecting
government data from unauthorized acces§ 1s essential to ensure security, privacy, and
proper functioning of public systems.

1.4.4.1 Effects of Unauthorizéd’Access,.to Government Data

1. Loss of Confidential Information

Unauthorized access can lead'to the exposute or leakage of sensitive government data.
This may include personal details'of citizens, official records, or classified information.
Such data, once leaked, can bedifficultto recover or control. For example, if an attacker
gains access to a government database containing citizens’ personal information, such
as Aadhaar or financial records,/the data may be leaked or misused.

2. Threat to National Seecurity

When attackers access confidential information related to defense, intelligence, or
strategic operations, it can pose a serious threat to national security. Such information
can be used against the country. For example, if defense-related data or military plans
are accessed by unauthorized individuals, it may weaken the country’s security and
give advantage to hostile entities.

3. Identity Theft and Misuse of Data

Stolen personal data can be used by attackers to impersonate individuals and carry out
illegal activities. This includes financial fraud, opening fake accounts, or committing
crimes using someone else’s identity. For instance, if an attacker obtains personal details
such as name, address, and ID numbers from a government database, they may use this
information to perform fraudulent transactions.
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4. Financial Loss

Unauthorized access can result in financial damage to both individuals and the
government. Attackers may manipulate financial data, steal funds, or carry out fraud.
For example, if attackers access a government financial system, they may transfer funds
illegally or alter financial records, leading to economic loss.

5. Loss of Trust in Government Systems

When government data is compromised, people may lose confidence in the system’s
ability to protect their information. This can affect the credibility and reliability of
government institutions. For example, if a data breach exposes citizens’ personal
information, people may hesitate to use government digital services in the future.

1.4.5 Espionage

Espionage means secretly collecting important or confidential information without
permission. In the context of cyber crime, this is called cyberespionage, where attackers
use computers, networks, and the internet to access sensitive' gevernment data.

The main goal of espionage is to obtain valuable information such as defense plans,
government policies, confidential reports, or strategic deeisions. Attackers usually carry
out these activities silently and over a long periodiof time se thatthey are not detected.

To perform espionage, attackers may use techniques such as hacking into secure systems,
sending phishing emails to gain login details, or installing malware to access data.
Once the information is collected, it may be,used for/political, military, or economic
advantage, or even shared with other unauthorizedparties.

Espionage is considered very dangereus because it can weaken national security and
expose sensitive information that should remain confidential.

For example, if a Hacker gains aceess to a government defense system and secretly
collects information about military strategies over several months without being
detected, it is an act of cyber espionage.

1.4.6 Surveillance

Surveillance means continuously monitoring a person, system, or network to observe
activities and collect information. In cyber crime, unauthorized surveillance occurs
when someone monitors another person’s digital activities without their knowledge or
permission.

Attackers may use tools such as spyware, tracking software, or monitoring programs to
observe emails, messages, browsing history, or even location data. This allows them to
collect personal or sensitive information about the victim.

While surveillance can be used legally by governments for security purposes, illegal
surveillance becomes a cyber crime when it violates privacy. It can be used to control,
threaten, or misuse the collected information.

Continuous monitoring can also create fear and discomfort for the victim, as they may
feel that their privacy is being invaded.
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For example, if an attacker installs spyware on a person’s computer or mobile phone
and secretly tracks their messages, calls, and online activities, it is considered illegal
surveillance.

1.4.7 Use Cases — Common Attacks on Government Networks

Government networks are widely used to store, process, and manage important
information and services. Due to the sensitive nature of this data, these networks are
common targets for cyber attackers. Various types of cyber attacks are carried out on
government systems to steal information, disrupt services, or create panic among the
public.

The following are some of the most common attacks on government networks:
1. Phishing Attacks

Phishing attacks are one of the most common methods used to target government
employees. In this attack, fake emails or messages are sent that look like they come
from trusted sources such as senior officials, departments, or service providers. These
messages usually create urgency and ask the user to click a link orprovide login details.

If the employee trusts the message and enters their information, the attacker collects the
data and gains access to government systemsaThis,type of attack mainly depends on
human error rather than technical weakness.

For example, a government employee may receive an/email that appears to be from
their department asking them to update their password. When they click the link and
enter the details, the attacker captures the login eredentials.

2. Malware Attacks

Malware attacks invoelverthe use of harmful software such as viruses, worms, or
ransomware to damiage systems or steal data. Attackers usually send malicious files
through email attachment§ or links. When the user opens the file, the malware gets
installed in the system.

Once inside, the malware €an delete files, steal information, or even block access to
important data. In government systems, this can disrupt services and affect important
operations.

For instance, if a government employee opens an infected attachment, ransomware may
lock all important files and demand payment to restore access.

3. Denial of Service (DoS) Attacks

A Denial-of-Service (DoS) attack is a cyber attack in which an attacker attempts to
make a computer system, network, server, or online service unavailable to legitimate
users. The attack may be carried out by overwhelming the target with a large number of
requests or by exploiting weaknesses in the system that consume its available resources.
DoS attacks can occur through different methods, including:

1. Flooding: The attacker sends a very large number of requests or data packets
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to the target system. The excessive traffic consumes network bandwidth or
processing capacity, making the service slow or unavailable to legitimate
users.

2. Resource Exhaustion: The attacker deliberately consumes limited system
resources such as memory, processing power, network connections, or
storage. When these resources are exhausted, the system may become slow,
unstable, or unavailable.

3. Vulnerability-Based DoS: The attacker exploits a weakness or vulnerability
in software, a network protocol, or a system service to cause it to crash,
become unresponsive, or consume excessive resources. Unlike a flooding
attack, this type of DoS attack may succeed even without generating a very
large volume of traffic.

The main objective of a DoS attack is to disrupt the availability of a service and prevent
legitimate users from accessing it. For example, an attackeramay exploit a vulnerability
in a web server, causing the server to crash whenever a speeially crafted request is
received.

DoS attacks can affect websites, online applications, banking services, communication
systems, and other critical digital services. Therefore, organizations should regularly
update software, fix security vulnerabilitie§, monitor metwork activity, and implement
appropriate security controls to reduce the risk of DoS attacks.

4. Unauthorized Access (Hacking)

Unauthorized access, or hacking, occur§ when attackers gain access to government
systems without permission by exploiting security weaknesses. Once they enter the
system, they can view, change, or delete important data.

This type of attack is dangerous because it directly affects the confidentiality and
integrity of governmentifnformation.

For example, a hacker may bteak into a government database and access sensitive
information such as citizen'records or official documents.

5. Website Defacement

Website defacement is an attack where the content of a government website is changed
without permission. Attackers may replace the original content with false information,
messages, or images.

This affects the reputation of the government and may mislead users who visit the
website. It also shows that the system is not secure.

For example, the homepage of a government website may be replaced with unauthorized
or offensive content by attackers.

6. Insider Attacks

Insider attacks occur when individuals within the organization misuse their access
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to systems. These individuals may be employees, staff members, or anyone who has
authorized access.

They may intentionally leak confidential information or accidentally cause security
issues by sharing login details. Since insiders already have access, these attacks are
difficult to detect.

For example, a staff member may share confidential government data with unautho-
rized persons or misuse it for personal benefit.

Recap

¢ Cyber terrorism is a cyber crime that targets government systems to create
fear and disrupt national security.

¢ Ituses methods such as DoS attacks, malware, hacking, website defacement,
and attacks on critical infrastructure.

¢ Website defacement involves unauthorized modification of website content
to damage reputation and spread false information.

¢ It occurs due to weak passwordss outdated, software, lack of security
measures, and application vulnerabilities.

¢ Website defacement leads to loss of trust, spread of misinformation, service
disruption, and security risks.

¢ Attacks on critical infrastructure target essential services like electricity,
transportation, healthcare, and communication.

¢ These attackscause large-seale. diSruption and create panic among the public.

¢ Unauthorized aceéss to government data involves illegal access to sensitive
information without permission.

¢ It results in data theft, identity misuse, financial loss, and threats to national
security.

¢ Espionagerefers to secretly collecting confidential information for advantage.

¢ Surveillance involves continuous monitoring of activities, often violating
privacy.

¢ Government networks are targeted through phishing, malware, DoS attacks,
hacking, website defacement, and insider attacks.
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Objective Type Questions

10.

I1.

12.

13.

What type of cyber crime aims to create fear and threaten national security?
Which attack floods a server with excessive requests?

What is the unauthorized modification of a website called?

What type of software is used to damage or disrupt systems?

What is illegal access to a system known as?

What type of attack targets electricity and transport systems?

What is the secret collection of confidential information called?

What is continuous monitoring of activities known a
What attack tricks users into revealing logi

Which type of cyber attack targets ess
transportation systems, and comm

Which section of the Information
terrorism?

What type of attack is/earried o uthorized users?

Name one criticalyinfr cture t an be targeted by cyber terrorists.

Answers to Objective Type Questions

L

Cyberterrorism

DoS

Website Defacement
Malware

Hacking
Infrastructure
Espionage

Surveillance
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9. Phishing

10. Attacks on Critical Infrastructure
11. Section 66F

12. Insider

13. Power Grid

Assignments

1. Explain the concept of cyber terrorism as a form of cyber crime. Describe
the various methods used in cyber terrorism and discuss their impact on
government systems.

the preventive measures that can be taken
attacks.

3. What are attacks on critical infras
critical infrastructure attacks with

4. Explain unauthorized ac
on individuals and nati

5. Describe espionage a

explain com ack
and insiderattacks.
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UNIT 1

Attacks

Learning OQutcomes

Upon the completion of this unit, the learner will be able to:

¢ understand the concept of network and system-based cyber attacks and their
impact

¢ cexplain different types of attacks such as DoS, DDoS, Backdoors, Malware,
and MitM

¢ analyze how these attacks work and identify their effects on systems and
networks

¢ apply appropriate prevention and security.measutes to protect systems from
cyber threats

Prerequisites

Understanding network and system-bdsed cyber attacks is important because modern
systems are highly dependent on digital communication and online services. Attacks
such as DoS, DDoS gmalware, backdooss, and MitM can disrupt services, steal sensi-
tive data, and cause financialdess. In real life, incidents like large-scale DDoS attacks
on popular websites eraalware infections through email attachments have shown how
vulnerable systems can be. For gkample, when users access public Wi-Fi without proper
security, attackers can intereept their data, leading to identity theft or financial fraud.

Traditional security methods such as firewalls, antivirus software, and basic encryption
play a crucial role in protecting systems. These methods provide advantages like early
threat detection, prevention of unauthorized access, and protection against common
malware. Although they may not stop all advanced attacks, they form the first line of
defense and significantly reduce risks when combined with modern security practices.

Keywords

Traffic Flooding, SYN Flood, Application Layer Attack, Backdoor, Malware,
Virus, Worm, Trojan Horse, Ransomware, Spyware, Botnet, Rootkit, Man-in-the-
Middle(MitM) Attack, ARP Spoofing, DNS Spoofing, Session Hijacking, SSL Stripping
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Discussion

2.1.1 Introduction

With the increasing use of computer networks and information systems in various
sectors, cybersecurity has become an important concern. Network and system-based
cyber attacks are malicious activities that target computer networks, servers, and systems
to disrupt services, steal information, or gain unauthorized access. These attacks exploit
vulnerabilities in network infrastructure, software, and communication protocols.

Some common types of network- and system-based cyber attacks include Denial-of-
Service (DoS) attacks, Distributed Denial-of-Service (DDoS) attacks, Backdoors and
Malware, and Man-in-the-Middle (MitM) attacks. A DoS attack attempts to make a
system or service unavailable to legitimate users by exhausting its resources, such as
bandwidth, connections, or processing capacity. When such attacks are carried out using
multiple compromised devices simultaneously, they become DDoS attacks, which are
more powerful and difficult to control.

Malware refers to malicious software designed to damage or‘disrupt systems, while
backdoors allow attackers to bypass security mechanisms and gainunauthorized access
to a system. Another significant threat is the Man-in-the=Middle (MitM) attack, where
an attacker secretly intercepts communicationbétween two partiesto steal or manipulate
sensitive information.

Understanding these attacks is essential for improving network security and protecting
systems from potential cyber threatss

2.1.2 Denial-of-Service/(DoS) Attack

A Denial-of-Service (DoS) attack is a type of cyber attack in which an attacker attempts
to make a system, servefynetwork, or application unavailable to legitimate users by
exhausting its network bandwidth, system resources, or application-level resources. A
DoS attack does not necessarily depend on sending a large volume of traffic or requests;
different DoS techniques can target different resources of the victim system.

The main types of DoS attacks include Traffic Flooding Attacks, SYN Flood Attacks,
and Application Layer Attacks.

Types of DoS Attacks
Some common types of DoS attacks include:
1. Traffic Flooding Attack

A traffic flooding attack attempts to overwhelm the target network or server by sending
a very large amount of traffic. The excessive traffic consumes available bandwidth and
network resources, making it difficult for legitimate users to access the service.

Example: An attacker continuously sends a large number of data packets to a web
server. As the server receives more traffic than it can handle, its resources become
exhausted and legitimate requests may be delayed or rejected.
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2. SYN Flood Attack

A SYN flood attack exploits the TCP connection establishment process. The attacker
sends a large number of SYN requests to the target server but does not complete the
TCP three-way handshake. The server keeps resources reserved for these incomplete
connections, eventually exhausting its connection capacity.

Example: An attacker sends thousands of SYN requests using spoofed or unreachable
source addresses. The server waits for the remaining handshake messages, causing its
connection queue to fill and preventing legitimate users from establishing connections.

3. Application Layer Attack

An application layer attack targets a specific application or service rather than simply
overwhelming the network with high-volume traffic. The attacker sends specially crafted
or repeated requests that consume the application's processing resources, connections,
or other limited resources.

Example — Slowloris: Slowloris opens many HTTP connections to a web server and
keeps them alive by sending partial HTTP requests very slowly. The server keeps these
connections open while waiting for the requests to be completed: As the available
connection pool becomes exhausted, legitimate users may be unable to establish new
connections. Slowloris is particularly important because it cameause a denial of service
while using very little bandwidth, demonstrating that alDoS attack does not necessarily
require high-volume traffic.

Effects of DoS Attack
¢ Slowing down of network services
¢ Server crash or_shutdown
¢ Temporarymavailability of websites or applications
¢ Financial loss'and service disruption

Suppose an attacker contifiiously sends thousands of requests to a university website
server within a short period. The server becomes overloaded while processing these
requests, preventing legitimate students from accessing the website.

In the fig 2.1.1, the attacker system generates continuous high traffic toward the web
server, causing it to become slow or crash due to excessive load.

As aresult, legitimate users are unable to access the service and receive error messages
such as “No Access” or “Service Unavailable.” The main aim of this attack is to disrupt
the normal functioning of the server rather than to steal data.

Prevention Methods

Some common methods to prevent DoS attacks include::

¢ Traffic filtering and rate limiting — Restrict excessive or abnormal traffic
and limit the number of requests accepted from a source.
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¢ Load balancing and resource management — Distribute requests across
multiple servers and allocate resources efficiently to prevent a single system
from becoming overloaded.

¢ Network monitoring and anomaly detection — Identify unusual traffic
patterns and sudden increases in requests so that mitigation can begin quickly

Denial-of-Service (DoS) Attack

. Attacker System

SAAA - Massive Number
SAAA
SAAA

‘ of Fake Requests
Target Server
(Web Server)

Server Overloaded

QA A

Legitimate Users Blocked

y
y Can’t Access the Service
o Access! l‘t"’! Service Unavailable!

Fig 2.1.1 Denial=of-Service (DoS) Attack

A Denial-of-Service,attack 1s designed to disrupt the availability of network services
by overwhelming a system with excessive traffic. Proper security mechanisms and
network monitoring are necessary to detect and mitigate such attacks.

2.1.3 Distributed Denial-of-Service (DDoS) Attack

A Distributed Denial-of-Service (DDoS) attack is a type of cyber attack in which
multiple compromised computers or devices are used simultaneously to flood a target
system, server, or network with a large amount of traffic. The goal of the attack is to
overwhelm the system resources and make the service unavailable to legitimate users.

Unlike a Denial-of-Service (DoS) attack that originates from a single source, a DDoS
attack uses many distributed systems, making it more powerful and difficult to detect
and prevent.

How DDoS Attack Works

In a DDoS attack, the attacker first infects multiple computers or devices with malicious
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software. These compromised devices are known as bots or zombies. A large group of
such infected devices forms a botnet.

The attacker then remotely controls the botnet and instructs all the bots to send a
massive number of requests or data packets to the target server at the same time. This
overwhelms the server’s processing power and bandwidth, causing the service to slow
down or completely stop functioning.

Components of a DDoS Attack
¢ Attacker (Botmaster) — The person who controls the attack
¢ Botnet — A network of infected computers used to perform the attack
¢ Target Server — The system or network being attacked

Types of DDoS Attacks
1. Volume-Based Attacks

These attacks aim to consume the bandwidth of the target network by sending huge
amounts of traffic.

2. Protocol Attacks
These attacks exploit weaknesses in network protocolsisuch as TCP or ICMP.
3. Application Layer Attacks

These attacks target specific applicationsguch as web servers or databases.

Effects of DDoS Attack
¢ Website or online service beecomes inaccessible
¢ Network congestion and slowdown
¢ Server crash or systemdailure
¢ Business and financial losses

In 2016, the Dyn DNS service was attacked by a large-scale DDoS attack using
thousands of infected Internet of Things (IoT) devices. This attack disrupted major
websites such as Twitter, Netflix, and Reddit for several hours.

In the fig 2.1.2, several bots (Bot 1 to Bot 6) are shown sending a large number of
requests simultaneously toward the target server. These bots are usually infected
computers controlled remotely by a single attacker.

Because the traffic comes from many different sources at the same time, the target server
becomes heavily overloaded and cannot handle legitimate user requests. This results in
slow performance or complete service failure. Unlike a simple DoS attack from one
system, a DDoS attack is more powerful and difficult to stop because the attack traffic
is distributed across multiple systems.
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Fig 2.1.2 Distributed Denial-of-Service (DDoS) Attack

Prevention Meth

Some techniques DDoS attacks include:

¢ Traffic filtering and
excessive traffic

e limiting — Identify and restrict malicious or
1t reaches the target server.

¢ Content Delivery Networks (CDNs) and DDoS protection services —
Distribute traffic across geographically distributed infrastructure and absorb
large traffic volumes.

¢ Load balancing and redundant servers — Distribute incoming requests
across multiple servers and maintain service availability during an attack.

¢ Continuous network monitoring — Detects unusual traffic patterns and
identifies large-scale distributed attacks early.

A Distributed Denial-of-Service attack uses multiple compromised devices to
overwhelm a target system with massive traffic. Due to its distributed nature, it is more
difficult to detect and mitigate compared to a standard DoS attack, making it one of the
most serious threats to online services.
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2.1.4 Backdoors

A Backdoor is a hidden method or mechanism that allows attackers to bypass normal
authentication and security controls in a computer system, application, or network. It
provides unauthorized access to a system without using the standard login process.

Backdoors are often installed by attackers after compromising a system, allowing them
to access the system remotely at any time without being detected.

How Backdoors Work

A backdoor usually works by creating a secret entry point into a system. After gaining
initial access through a vulnerability or malware, the attacker installs a backdoor
program. This program allows the attacker to reconnect to the system whenever needed
without repeating the original hacking process.

The backdoor may operate as a hidden service, modified software component, or
malicious script that listens for commands from the attacker

Types of Backdoors

1. Software Backdoors

Hidden code intentionally placed inside software that,allows,unatthorized access.
2. Malware-Based Backdoors

Malware such as Trojans installs backdoors, that allow attackers to control infected
systems remotely.

3. Hardware Backdoors
Hidden vulnerabilities-otf secret access mechanisms embedded in hardware devices.
4. Web Application Backdoors

Malicious scripts inserted into web servers that allow attackers to control the server
remotely.

5. Hardcoded or Default Credentials

Hardcoded or default credentials are manufacturer-set usernames and passwords that
attackers can exploit to gain unauthorized access, especially in IoT devices.

Example: The Mirai botnet exploited devices using weak or default credentials and
incorporated them into large-scale DDoS attacks.

Risks of Backdoors
¢ Unauthorized access to systems
¢ Data theft and privacy violations

¢ Installation of additional malware
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¢ Remote control of compromised systems
¢ System manipulation or sabotage

Example: An attacker exploits a vulnerability in a web server and uploads a hidden
script that allows remote access. Even if the vulnerability is later fixed, the attacker can
still access the server through the backdoor.

Fig 2.1.3 shows the difference between a normal and unauthorized way of accessing a
server. In the legitimate path, a user must pass through an authentication process (such
as login credentials) before gaining access to the server, ensuring security and proper
verification.

In contrast, Fig 2.1.3 also illustrates a backdoor path where an attacker uses a hidden
entry point to bypass the authentication mechanism and directly access the server. This
type of access is unauthorized and poses serious security risks, as it allows attackers to
exploit the system without detection.

sy
a8

Legitimate User Authentication Server

W

Attacker Bypasses Login Security Server

Fig 2.1.3 Backdoor access

Prevention Methods

¢ Integrity monitoring of system binaries and configuration files — Monitor
important system files and configurations so that unauthorized modifications
to software components can be detected.

¢ Review scheduled tasks, services, and startup entries — Regularly examine
scheduled tasks, system services, startup programs, and similar locations
where attackers may establish persistence.

¢ Egress filtering and outbound traffic monitoring — Restrict and monitor
outbound connections to detect a backdoor communicating with an external
attacker or command-and-control server.
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¢ Regular software updates and security patches — Fix known vulnerabilities
that attackers could exploit to install or maintain backdoors.

¢ Strong authentication and access control — Restrict unauthorized
access and reduce the opportunity for attackers to install persistent access
mechanisms.

Backdoors are hidden entry points that allow attackers to bypass security mechanisms
and gain unauthorized access to systems. They are often installed after a system
compromise and can enable long-term control of the affected system if not detected and
removed.

2.1.5 Malware

Malware (Malicious Software) refers to any software intentionally designed to harm,
exploit, or gain unauthorized access to computer systems, networks, or data. Cyber
attackers use malware to damage systems, steal sensitive information, monitor user
activities, or disrupt normal operations.

Malware can infect computers, mobile devices, servers, and network systems, making
it one of the most common cyber threats.

How Malware Spreads
Malware can spread through several methéds, including:
¢ Downloading infected software or'files
¢ Opening malicious email‘attachments
¢ Visiting compromised or malicious websites
¢ Using infected WSB drives or external devices
¢ Exploiting #ulnerabilities in operating systems or applications

Once installed, malware may run secretly in the background and perform harmful
activities without the user's knowledge.

Types of Malware
1. Virus

A virus is a type of malware that attaches itself to legitimate files or programs. It spreads
when the infected file is executed and can damage data or system files.

2. Worm

A worm 1is self-replicating malware that can spread automatically through networks
without requiring the user to execute an infected file.

3. Trojan Horse

A Trojan disguises itself as legitimate software or a useful file but secretly performs
malicious activities, such as stealing information or installing additional malware.
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4. Ransomware

Ransomware encrypts or blocks access to a victim’s files or systems and demands
payment in exchange for restoring access.

5. Spyware

Spyware secretly monitors user activities and may collect sensitive information such as
passwords, browsing history, and personal data.

6. Bot or Botnet Malware

Bot malware infects a computer or other device and places it under the remote control
of an attacker. A large group of infected devices controlled together is called a botnet.
Attackers can use botnets to perform activities such as DDoS attacks, spam distribution,
credential attacks, or other malicious operations.

Example: An attacker infects thousands of vulnerable IoT deyices with bot malware and
remotely commands them to send traffic to a target website.The collection of infected
devices forms a botnet and can be used to conduct a DDoS attack.

7. Adware

Adware is software that displays unwanted advertisementspoften through pop-ups or
browser redirections. Some forms of adware may also, track user activity or collect
information without adequate user consent.

8. Fileless Malware

Fileless malware relies primarily on mémory-based execution and legitimate system
tools rather than conventional malicious executable files stored on disk. This can reduce
traditional disk-based indicators and make/detection more difficult.

9. Rootkit

A rootkit is malware‘designed to obtain or maintain privileged access while hiding its
presence and the activities offother malicious programs. Some rootkits operate at the
operating-system kernel level, making them particularly difficult to detect.

Effects of Malware
¢ Data theft or loss
¢ System damage or corruption
¢ Unauthorized access and privilege escalation
¢ Monitoring of user activities
¢ Evasion of security and detection mechanisms
¢ Financial loss and privacy violations

¢ Disruption of business operations
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A user receives an email with an attachment that appears to be an invoice. When the
user opens the attachment, it installs ransomware that encrypts all files on the computer
and demands payment to unlock them.

p @ “» | VIRUS

Attacker Malicious Email / Infected File

!

3]

User System

!

§  Data Theft —
Fig 2.1.4 Malwarg€ Infection Process

Fig 2.1.4 illustrates how a malware attack spreads from an attacker to a user’s system
and causes harm. The process begins whenithe attacker sends a malicious email or
infected file to the user. When the user opens or downloads it, the malware gets installed
on the system without the uset’s knowlédge.

Once installed, the malware “starts perfotming harmful activities such as stealing
sensitive data or causing system damage: This figure highlights how simple actions like
opening unknown [@mails_orffilés can lead to serious security threats, emphasizing the
importance of user awateness and system protection.

Prevention Methods
¢ Install and regularly update endpoint security and antivirus software.
¢ Keep operating systems and applications updated with security patches.
¢ Avoid downloading files or software from untrusted sources.
¢ Be cautious with email attachments, links, and macros.
¢ Use application allowlisting and restrict unnecessary scripting tools.
¢ Monitor unusual processes, memory activity, and system behavior.

¢ Use endpoint detection and response (EDR) solutions to identify suspicious
activity.

¢ Regularly verify system integrity to detect unauthorized modifications.
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Malware is malicious software used by attackers to damage systems, steal information,
or gain unauthorized access. Understanding different types of malware and adopting
proper security practices can help prevent infections and protect computer systems.

2.1.6 Man-in-the-Middle (MitM) Attacks

A Man-in-the-Middle (MitM) attack is a type of cyber attack in which an attacker
secretly intercepts and possibly alters the communication between two parties who
believe they are directly communicating with each other. In this attack, the attacker
positions themselves between the sender and the receiver, allowing them to monitor,
capture, or manipulate the exchanged data.

How Man-in-the-Middle Attack Works

In a MitM attack, the attacker first gains access to the communication channel between
two systems. This often happens on unsecured or public networks such as public
Wi-Fi. Once the attacker is positioned between the two parties, they can intercept
messages, read sensitive data, and even modify the information before forwarding it to
the intended recipient. The communication appears normal to both parties, making the
attack difficult to detect.

Common Techniques Used in MitM Attacks
1. ARP Spoofing (ARP Cache Poisoning)

ARP spoofing sends forged ARP replies to associate the attacker's MAC address with
the gateway's IP address, causing the victim'spnetwork traffic to be delivered to the
attacker instead of directly to the gateway.

2. DNS Spoofing

DNS spoofing proyides a forged DNS response so that the victim is directed to an
attacker's server while believingithat they are connecting to the genuine website.

3. Packet Sniffing

Packet sniffing involves capturing network packets transmitted between systems
to obtain information such as login credentials, messages, or other sensitive data,
particularly when communication is not adequately protected.

4. Session Hijacking

Session hijacking occurs when an attacker obtains or takes control of a user's active
session, potentially allowing the attacker to act as the legitimate user.

5. SSL Stripping

In an SSL stripping attack, the attacker positions themselves between the victim and
the website and attempts to downgrade the connection from HTTPS to HTTP, allowing
the attacker to relay and potentially observe the communication in less-protected form.
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6. Rogue Wi-Fi Hotspots

An attacker creates a fake wireless network that appears legitimate and persuades
users to connect to it, allowing the attacker to monitor or manipulate their network
communication.

Effects of MitM Attacks
¢ Theft of login credentials
¢ Credit card and banking information theft
¢ Data manipulation or tampering
¢ Identity theft and privacy violations

A user connects to a free public Wi-Fi network in a café and logs into an online banking
website. The attacker intercepts the communication and captures the user's login
credentials and financial information.

.v.

Server

Fig 245 Man-in-the-middle attack

Fig 2.1.5 illustrates how an attacker secretly intercepts communication between a user
and a server. When the user sends a request to the server, it first passes through the
attacker, who can monitor or capture the data before forwarding it to the server. The
server then sends a response, which again goes through the attacker before reaching the
user.

During this process, the attacker may eavesdrop, steal sensitive information, or even
modify the data being transmitted. This makes the communication unsafe, as both the
user and server may believe they are directly communicating with each other, while in
reality the attacker is controlling the exchange.

Prevention Methods

¢ Use HTTPS with HSTS (HTTP Strict Transport Security) — HTTPS
encrypts communication between the user and server, while HSTS instructs
the browser to use HTTPS and helps prevent attackers from downgrading
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the connection to HTTP through SSL stripping or similar downgrade attacks.

¢ Use secure and trusted networks — Avoid connecting to unknown or
unsecured public Wi-Fi networks and verify the legitimacy of wireless
networks before connecting.

¢ Use VPNs on untrusted networks — A properly configured VPN can provide
an additional encrypted communication channel when using potentially
unsafe networks.

¢ Enable multi-factor authentication (MFA) — MFA provides an additional
layer of protection if login credentials are intercepted or compromised.

¢ Usestrong encryption and certificate validation — Ensure that applications
properly validate digital certificates and do not ignore browser or certificate-
security warnings.

¢ Keep browsers and operating systems updated < Security updates help
protect against known vulnerabilities that may facilitate interception or
downgrade attacks.

A Man-in-the-Middle attack occurs when an attacker seeretly intercepts communication
between two parties to steal or manipulate data. Implementing.sécure communication
practices and encryption techniques is ess¢ntial to proteet systems and users from such
attacks.

Recap

¢ Cyber attacks target networks, seryers, and systems to disrupt or steal data.

¢ 'DoS attacks make af§€rvice unavailable by exhausting the resources of a
target from'asingle source.

¢ DDoS attacks use multiple infected devices (botnets) to overwhelm a system.
¢ Backdoors allow attackers to bypass authentication and gain hidden access.
¢ Malware is malicious software that damages or controls systems.

¢ MitM attacks intercept communication between users and servers.

¢ Security measures like firewalls, encryption, and awareness help prevent
attacks.
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Objective Type Questions

10. Which malware spies on user activities?

What is the attack that disrupts service availability?

What is a group of infected computers called?

What is malicious software known as?

What is hidden unauthorized access called?

Which attack intercepts communication between two parties?
Which malware is self-replicating?

Which malware demands payment from users?

What is a fake network used in attacks called?

Which type of DoS attack exploits the TCP connection
by sending many incomplete SYN requests?,

lishment process

Answers to Objective Typ Ons
1. DoS
2. Botnet
3. Malware
4. Backdoor
5. MitM
6. Worm
7. Ransomware
8. Rogue Wi-Fi
9. SYN Flood
10. Spyware
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Assignments

1. Explain network and system-based cyber attacks with examples.
2. Differentiate between DoS and DDoS attacks.

3. Describe the working mechanism of a DoS attack.

4. Explain the concept of botnets in DDoS attacks.

5. What are backdoors? Discuss their types and risks.

6. Describe different types of malware with examples.

7. Explain Man-in-the-Middle (MitM) attack and its prevention methods.
y N

Suggested Reading

1. Easttom, C. (2019). Computer security fundamentals(4thied.). Pearson.
2. Andress, J. (2019). The basics of information security (3rd ed.). Syngress.

3. Grimes, R. A. (2017). Hacking the hacker: Learn from the experts who take
down hackers. Wiley.

4. Goodrich, M. T., & Tamassia, R. (2014). Introduction to computer security.
Pearson.

Reference

1. Stallings, W. (2018). Effective cybersecurity: A guide to using best practices
and standards. Pearson.

2. Kurose, J. F., & Ross, K. W. (2021). Computer networking: A top-down
approach (8th ed.). Pearson.

3. Whitman, M. E., & Mattord, H. J. (2022). Principles of information security
(7th ed.). Cengage Learning.

4. Peltier, T. R. (2016). Information security policies, procedures, and
standards. Auerbach Publications.

. SGOU - SLM - BCA - Cyber crime e

\



UNIT 2 | Evolving Cybercrime Techniques

Learning OQutcomes

Upon the completion of this unit, the learner will be able to:

¢ understand the concept of cybercrime and evolving cyber attack techniques

¢ cxplain different types of cybercrimes such as E-mail Bombing, Salami
Attack, Software Piracy, Industrial Espionage, and Intruder Attacks

¢ analyze the working mechanisms, effects, and risks of these cyber attacks

¢ apply suitable prevention and security measutes to protect'systems and data

Prerequisites

With the rapid expansion of digitaly systems, onlide services, and interconnected
networks, cybercrime has become more advanced and diverse. Understanding modern
cybercrime techniques is imp@rtant becauseattackers no longer rely on simple methods;
instead, they use intelligent, automated, and often hidden approaches to exploit systems.
Awareness of these teehiniques helps individuals and organizations recognize potential
threats early and take appropriate seeurity measures to protect sensitive data and ensure
safe digital operations.

In real-life situations, cybercrime techniques are widely observed, for example, a
company may suffer lossés due to small unnoticed financial manipulations (salami
attacks), or an organization’s confidential data may be stolen by competitors through
industrial espionage. Similarly, users may experience email service disruption due to
email bombing or unknowingly use pirated software that contains hidden malware.
These examples highlight how cyber attacks directly impact everyday digital activities,
making it essential to understand and address them effectively.

However, earlier or traditional security methods such as basic passwords, simple anti-
virus software, and limited monitoring systems have several limitations. They often fail
to detect sophisticated and evolving attacks, especially those involving insider threats,
social engineering, or small unnoticed changes over time. These methods are usually
reactive rather than proactive and may not provide complete protection against modern
cyber threats, emphasizing the need for advanced and continuous security practices.
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Keywords

Masquerader, Misfeasor, Clandestine User, Cybercrime, Unauthorized Access, Data
Theft

Discussion
2.2.1 Introduction

Cybercrime refers to criminal activities carried out using computers, networks, or the
internet. With the rapid growth of information technology, digital communication, and
online services, cybercriminals continuously develop new and sophisticated methods
to exploit vulnerabilities in computer systems. These changing and improving methods
are known as evolving cybercrime techniques.

a9l
=

MAIL SERVER

E-Mail Bombing Salami Attack Software Piracy

Massive flood of emails Small am@unts stolen lllegal copying of software

Industrial Espionage Intruder Attacks

Theft of corporate secrets Unauthorized system access

Fig 2:2.1 Types of Cyber Attacks

In the early days, cyber attacks were simple and mainly involved unauthorized access
to computer systems or spreading basic viruses. However, as technology advanced
and the use of the internet increased, cybercrime also evolved into more complex,
organized, and financially motivated activities. Modern cybercriminals use advanced
tools, automated programs, and social engineering techniques to target individuals,
organizations, and governments.

The growth of online banking, e-commerce, cloud computing, and digital communication
has increased the risk of cyber attacks. As a result, attackers continuously develop new
techniques to bypass security systems and steal sensitive information, disrupt services,
or gain unauthorized access to networks.

Some common cybercrime techniques include E-mail Bombing, Salami Attacks,
Software Piracy, Industrial Espionage, and Intruder Attacks. These techniques
demonstrate how cybercriminals exploit digital systems in different ways to achieve
their malicious goals.
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Understanding these evolving cybercrime techniques is essential for developing
effective cybersecurity measures, protecting sensitive information, and ensuring the
safe use of digital technologies.

2.2.2 E-mail Bombing

E-mail bombing is a type of cyber attack in which a large number of emails are sent to a
particular email address or mail server within a short period of time. The main purpose
of this attack is to overload the victim’s mailbox or email server, making it difficult or
impossible for the user to access legitimate emails.

In this attack, the attacker uses automated programs or scripts to send thousands or
even millions of emails to a single email account. As a result, the email inbox becomes
flooded with messages, consuming storage space and network resources. This may lead
to system slowdown, denial of service, or temporary shutdown of the email service.

E-mail bombing is often used as a form of harassment, disruption, or denial-of-service
(DoS) attack. It can also be used to hide important emails bytburying them under a large
number of unwanted messages.

Massive VOIMIPE ofiam TR

Attacker

My

TYer Overloaded ERROR _
[ —

Fig 2.2.2 E-mail Bombing

As shown in Fig 2.2.2, the attacker continuously sends massive volumes of emails,
which flood the target inbox. Due to this excessive load, the mail server may become
slow, crash, or display error messages such as “Inbox Full” or “Server Error.” This
results in denial of service, preventing normal communication and disrupting email
services.

Types of E-mail Bombing

1. Mass Mailing — Sending a huge number of identical or unwanted emails to
a single email address.
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2. Subscription Bombing — Repeatedly subscribing a victim’s email address
to numerous legitimate mailing lists, newsletters, or online services, causing
the inbox to receive a large volume of unwanted subscription messages. It is
also sometimes referred to as an email cluster bomb.

3. Zip Bombing — Sending a specially crafted compressed file that expands
to an extremely large size when decompressed, potentially consuming
excessive storage or system resources.

Effects of E-mail Bombing
¢ Opverloading of the email server
¢ Loss of important emails
¢ Slowing down of the system
¢ Temporary denial of email services
Prevention Methods
¢ Using spam filters and email security systems
¢ Limiting the number of emails receiyéd per minute
¢ Blocking suspicious email sources
¢ Implementing strong email seryver protection mechanisms

E-mail bombing is considered a malicious cyber activity and can cause significant
disruption to individuals and organizations if proper security measures are not in place.

2.2.3 Salami Attaek

A Salami Attack is a type of €ybercrime in which an attacker makes small, unnoticed
changes to financial transactions, reward points, or other forms of value. Each individual
deduction is very small and may go unnoticed, but when repeated across a large number
of transactions or users, thelaccumulated amount can become significant.

The name “Salami Attack™ comes from the idea of cutting a salami into many very thin
slices. Each slice is small, but together they form a substantial amount. Similarly, in a
salami attack, an attacker takes tiny amounts of value repeatedly while attempting to
avoid detection.

Traditionally, salami attacks were illustrated using banking systems in which fractions
of a cent were diverted from numerous transactions. In modern digital environments,
the same principle can be applied to reward schemes, loyalty points, digital wallets, and
micro-transactions. For example, an attacker may manipulate a loyalty programme so
that a very small number of reward points from thousands of customer transactions are
redirected to an unauthorized account. Although the loss to each individual customer
may be negligible, the accumulated value can become substantial.
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Examples of Salami Attacks

¢ Reward-Scheme Skimming: Small amounts of reward value are secretly
diverted from many customer transactions into an unauthorized account.

¢ Micro-Loyalty Point Skimming: Tiny fractions of loyalty points or
rewards are removed from multiple customer accounts and accumulated by
the attacker.

¢ Payroll Rounding Manipulation: A payroll system may be manipulated so
that tiny rounding differences from many salary calculations are diverted to
an unauthorized account.

¢ UPI Micro-Transaction Manipulation: A transaction-processing system
could be manipulated to divert extremely small amounts from a large number
of digital transactions. Such manipulation would require unauthorized access
to or compromise of the relevant financial system.

Account A ¥1000 —» 7999:90
~— Account B %2000 — %199
Account € #1500 %14

ﬁ -

=< o=

=
Hacker's Account

0.40 Collected

b4

» Small amounts (70.10 each) taken from many accounts

» Total collected into hacker's account

Fig 2.2.3 Salami Attack

Fig 2.2.3 illustrates a Salami Attack (Salami Slicing Attack) in a banking system. It
shows multiple customer accounts such as Account A, B, C, and D, where each account
initially has a certain balance (1000, 22000, 21500, 23000) and then a very small
amount (X0.10) is deducted from each. These tiny deductions are so small that individual
users usually do not notice them. The image then highlights that all these small amounts
are collected together and transferred to a hacker’s account, resulting in a total of 20.40
from just four accounts. In real-world situations, the attacker targets thousands or even
lakhs of accounts, allowing them to accumulate a large sum of money without raising
suspicion. The hacker shown with a laptop represents the use of malicious programs or
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code to automate this process. Overall, the image clearly conveys the idea that a Salami
Attack works by stealing very small amounts repeatedly from many users, making it
difficult to detect but highly profitable over time.

Characteristics of Salami Attack
¢ Involves very small and repeated deductions or modifications.
¢ Individual losses are difficult to notice.
¢ Can target money, reward points, loyalty benefits, or other forms of value.
¢ May exploit automated transaction or processing systems.

¢ The accumulated value can become significant over a large number of
transactions.

¢ Requires strong auditing and transaction monitoring for detection.
Prevention Methods

¢ Regular auditing of financial transactions

¢ Strong access control and monitoring systems

¢ Code review and secure software developmentpractices

¢ Continuous monitoring of unusual'transaction patterns

Salami attacks highlight the iportance,of striet security controls and monitoring
mechanisms in financial and informatiofi systems.

2.2.4 Software Pirzacy

Software piracy refers to the illegal"eopying, distribution, or use of software without
the permission of the software owner or without a valid license. It is one of the most
common forms of cybercrime and results in significant financial losses for software
developers and companies,

Software is protected by copyright laws, and users must purchase a license or obtain
proper authorization to use it. When individuals or organizations install, share, or sell
software without paying for the license, it is considered software piracy.

Software piracy often occurs through unauthorized downloads from the internet,
sharing software copies with others, or using cracked or modified versions of software
that involve DRM (Digital Rights Management) circumvention.

Fig 2.2.4 illustrates the illegal copying, distribution, or use of software without proper
authorization or license. In the figure, original software is duplicated and shared through
unauthorized methods such as illegal downloads, counterfeit CDs/DVDs, or cracked
versions.

This act violates copyright laws and causes financial losses to software developers and
companies. Software piracy not only affects businesses but also increases the risk of
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malware infections, as pirated software often contains hidden malicious code.

lllegal Downloads Counterfeit CDs/DVDs

Unauthorized Copying and Distribution of Software

Fig 2.2.4 Software Piracy
Types of Software Piracy

1. Softlifting — Installing a single licefised software on multiple computers or
sharing it with others.

2. Counterfeiting — Creating.and selling,fake copies of copyrighted software.

3. Internet Piracy — Downloading ot distributing software illegally through
websites or peer-to-peer networks.

4. Hard Disk Lloading — Sellingfcomputers with illegal copies of software
already installed.

Effects of Software Piracy

¢ Financial loss to software developers and companies

¢ Reduced revenue for the software industry

¢ Security risks due to malware in pirated software

¢ Legal consequences for individuals or organizations using illegal copies
Prevention Methods

¢ Using genuine and licensed software

L 4

Implementing software license management systems

L 4

Increasing awareness about copyright laws

L 4

Strengthening digital rights management (DRM) technologies
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Software piracy not only violates legal and ethical standards but also exposes users and
organizations to security threats and legal penalties.

2.2.5 Industrial Espionage

Industrial Espionage, also known as corporate espionage, is a form of cybercrime in
which confidential information belonging to a company or organization is illegally
obtained for commercial, strategic, or competitive advantage. The targeted information
may include trade secrets, research and development (R&D) data, product designs,
intellectual property, business strategies, and other sensitive information.

In modern cybersecurity environments, sophisticated industrial and state-sponsored
espionage campaigns are often associated with Advanced Persistent Threats (APTs).
An APT is a well-resourced threat actor or group that gains unauthorized access to a
target network and attempts to maintain long-term, stealthy access while continuously
collecting valuable information. Unlike a “smash-and-grab” attack, in which an attacker
quickly gains access, steals information, and leaves, an APT campaign may remain
undetected within an organization's network for an extended period.

APTs may use techniques such as spear phishing, exploitation, of vulnerabilities,
credential theft, malware, and compromised accounts te establish and maintain access.
Once inside the network, attackers may move between systemss escalate privileges,
identify valuable information, and gradually extractdata while attempting to avoid
detection.

Fig 2.2.5 Industrial Espionage
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Examples of Industrial Espionage
¢ Stealing confidential product designs from a competing company
¢ Accessing an organization's R&D data
¢ Obtaining confidential marketing or business strategies
¢ Stealing proprietary software or manufacturing processes
¢ Extracting trade secrets through a long-term APT campaign
Methods Used in Industrial Espionage

¢ Spear Phishing — Targeted messages designed to obtain credentials or
deliver malware.

¢ Exploitation of Vulnerabilities — Taking advantage of weaknesses in
software or network systems.

¢ Credential Theft — Obtaining legitimate usernames and passwords to access
organizational resources.

¢ Malware — Using malicious softwaredo establish aecessgmonitor systems,
or steal information.

¢ Insider Threats — Employees or other authorized individuals deliberately or
unintentionally exposing confidential information.

Effects of Industrial Espionage

¢ Loss of trade secrets and intellectual property

¢ Loss of competitive advantage

¢ Financial losses

¢ Damage to organizational reputation

¢ Exposure of confidential R&D and business information
Prevention Methods

¢ Implement strong access controls and multi-factor authentication.

¢ Keep operating systems and applications regularly updated.

¢ Monitor networks for unusual or persistent activities.

¢ Use endpoint detection and response (EDR) and other security monitoring
mechanisms.

¢ Conduct regular security awareness training, particularly for targeted
phishing attacks.
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¢ Apply network segmentation to limit the movement of attackers within the
network.

Industrial espionage poses a serious threat to businesses and industries because it
can compromise confidential information and affect long-term business growth and
innovation.

2.2.6 Intruder Attacks

An Intruder Attack refers to an unauthorized attempt by an individual (called an intruder
or hacker) to gain access to a computer system, network, or data without permission.
The main objective of an intruder may be to steal sensitive information, modify data,
disrupt system operations, or misuse system resources.

Intruders exploit security weaknesses or vulnerabilities in software, networks, or system
configurations to enter a system. Once access is obtained, they may monitor activities,
copy confidential data, install malicious software, or damage important files.

Intruder attacks can target individual computers, corporate networks, financial systems,
government databases, and online services.

Types of Intruders

¢ Masquerader — A person who gain$ unauthorized aceess by pretending to
be an authorized user, usually by stealing login'eredentials.

¢ Misfeasor — A legitimate user who misuses/ their authorized access to
perform malicious activiti€s.

¢ Clandestine User — An attackef who gains administrative control and hides
their activities to avoid detection.

Methods Used in Intruder Attacks
¢ Password crackifig
¢ Exploiting software wailnerabilities
¢ Phishing and social engineering
¢ Installing malware or spyware
Effects of Intruder Attacks
¢ Unauthorized access to confidential data
¢ Data modification or destruction
¢ Financial loss
¢ Disruption of system operations

Prevention Methods
¢ Strong authentication and access control — Use strong passwords, multi-
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factor authentication, and least-privilege access to prevent unauthorized
users from entering systems.

¢ Regular software updates and security patches — Fix known vulnerabilities
that intruders could exploit to gain access.

¢ Account and login monitoring — Monitor failed login attempts, unusual
login locations, privilege changes, and other suspicious account activity.

¢ Security awareness and physical access controls — Train users to recognize
phishing and social engineering attempts and protect physical devices and
restricted areas.

Intruder attacks are a major cybersecurity concern because they can compromise the
confidentiality, integrity, and availability of information systems.

Physical and Social-Engineering Intrusion

Intruder attacks can also occur through physical accesshand social-engineering
techniques, rather than through direct network exploitation. Tailgating occurs when
an unauthorized person follows an authorized employee into a restricted area without
completing the required authentication. Similarly, an unattended unlocked workstation
can provide an intruder with direct access 40 confidentialvinfofmation, applications,
or organizational resources. Unauthorized access to server rooms or other restricted
facilities can allow an intruder to access network equipment, servers, or storage devices
and potentially obtain the same level oftaccess that £ould result from a successful
network compromise.

Tailgating Breaking In Unlocked Devices

Fig 2.2.6 Intruder Attack

Fig. 2.2.6 illustrates physical and social-engineering methods through which an intruder
may gain unauthorized access to an organization.
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¢ Tailgating: An intruder follows an authorized person through a secure door
without proper authentication.

¢ Physical Break-In: An attacker forcibly enters a restricted area to gain
access to systems, equipment, or sensitive information.

¢ Unlocked Devices: An unattended and unlocked laptop or workstation can
allow an unauthorized person to access data or organizational resources.

Overall, the image highlights that intruder attacks can occur through human mistakes,
physical force, or negligence, emphasizing the importance of strong security practices
like proper authentication, physical security controls, and locking devices when not in
use.

Recap

¢ Cybercrime involves illegal activities using computers and networks.

¢ E-mail bombing floods inboxes with maSsive emails® €ausing service
disruption.

¢ Salami attacks steal small amounts répeatedly te gainlarge profits over time.
¢ Software piracy is illegal copying|and distribution of software.

¢ Industrial espionage involyesitheft of cenfidential business information.

¢ Intruder attacks involye unauthofized access to systems or networks.

¢ Strong security measures,like authefitication, monitoring, and awareness are
essential.

Objective Type Questions

1. What is the attack that floods an inbox with emails?
2. What is the attack involving small repeated theft?
3. What is illegal copying of software called?

4. What is the theft of business secrets known as?

5. What is unauthorized system access called?

6. What type of intruder uses a fake identity?

7. What type of attack involves insider misuse?
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8. What is a hidden administrator attacker called?

9. Whattype of e-mail bombing involves sending a specially crafted compressed

file that expands to an extremely large size when decompressed?

10. What type of intruder gains administrative control of a system and attempts

to hide their activities?

Answers to Objective Type Questions

9.

Email Bombing
Salami Attack
Software Piracy
Industrial Espionage
Intrusion
Masquerader
Misfeasor
Clandestine User

Zip Bombing

10. Clandestine T

Assignments
1. Define cybercrime and explain evolving cybercrime techniques.
2. Describe the working and effects of E-mail Bombing.
3. Explain Salami Attack with a suitable example.
4. What is Software Piracy? Discuss its types and impacts.
5. Explain Industrial Espionage and its methods.
6. Describe different types of Intruder Attacks.
7. Discuss prevention methods for cybercrime techniques.

SGOU - SLM - BCA - Cyber crime

AAAAAAAAAAAAAA



Suggested Reading

1. Easttom, C. (2019). Computer security fundamentals (4th ed.). Pearson.
2. Andress, J. (2019). The basics of information security (3rd ed.). Syngress.
3. Grimes, R. A. (2017). Hacking the hacker. Wiley.

4. Goodrich, M. T., & Tamassia, R. (2014). Introduction to computer security.
Pearson.

Reference

1. Stallings, W. (2018). Effective cybersecurity. Pears

2. Kurose, J. F., & Ross, K. W. (2021). Computer ne
approach (8th ed.). Pearson.

ing: A top-down

3. Whitman, M. E., & Mattord, H. J. (20
(7th ed.). Cengage Learning.

mation security

4. Peltier, T. R. (2016). Informat
standards. Auerbach Publieations.

olicies, procedures, and

. SGOU - SLM - BCA - Cyber crime a



Cyber Crime in Social
Environments

UNIT 3

Learning Qutcomes

Upon the completion of this unit, the learner will be able to:

¢ understand the concept of cyber crime in social environments

L 4

identify different types of security policy violation their consequences

¢ recognize common social media-related cyb

L 4

explain various ATM-related cyber crimes an

Prerequisites

Many users lack awareness a
without proper caution. The
platforms, making them easy
receive a message fr
picious link prete nk, which can lead to financial loss or account
hacking.

own sources on social media or digital
rcriminals. For example, a person might

Similarly, careless behavior using digital services can increase risks. For instance,
using an ATM without ing for unusual devices or not covering the PIN while
entering it can result in fraud. These real-life situations show that limited awareness and
over-trust in digital environments make individuals vulnerable to cybercrime, empha-
sizing the need to understand and prevent such threats.

Keywords

Security Policy Violation, Fake Profiles, Cyberbullying, Phishing, Malware, ATM
Skimming, Card Cloning, Cash Trapping, Shoulder Surfing, Identity Theft, Online
Fraud, Data Leakage
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Discussion

2.3.1 Introduction

The rapid growth of the internet, social networking platforms, and digital banking
systems has significantly transformed the way people communicate, interact, and
conduct financial transactions. However, this increased dependence on digital
technologies has also created new opportunities for cybercriminals to exploit individuals
and organizations. Cybercrimes that occur within these digital interactions and online
communities are referred to as cybercrime in social environments.

In social environments, cybercriminals often target users by exploiting human behavior,
trust, and lack of awareness rather than only focusing on technical vulnerabilities.
Many people share personal information on online platforms, making them vulnerable
to various forms of cyber attacks and online fraud.

Cybercrime in social environments includes activities such as security policy violations
within organizations, crimes related to social media platferms, and ATM-related
cyber frauds. Security policy violations occur when users or employees fail to follow
established security guidelines, which may lead to @inauthorized access, data leakage,
or misuse of organizational resources.

Social media platforms have also become cofmmon targets for¢ybercriminals. Attackers
may create fake accounts, spread malicious links, conduct online harassment, steal
personal information, or perform identity theft. Similarly, ATM-related cybercrimes
involve techniques such as ATM skimming; ¢ard cloning, and unauthorized withdrawal
of money, which can cause finafieial loss to individuals and banks.

Understanding cybercrime in social énvironments is important because these crimes
affect individual privacy, financial security, and organizational safety. Increasing
awareness, following'proper security.practices, and implementing strong cybersecurity
policies can help reduce thewrisks associated with these cyber threats.

2.3.2 Security Policy Violations

Security policy violation§toccur when individuals or employees fail to follow the
established security rules, guidelines, or procedures of an organization. Security
policies are created to protect computer systems, networks, and sensitive data from
unauthorized access, misuse, or damage. When these policies are ignored or violated, it
can lead to serious cybersecurity risks.

In many cases, security policy violations happen due to lack of awareness, negligence,
or intentional misuse of system resources. These violations can expose confidential
information, weaken system security, and create opportunities for cybercriminals to
exploit vulnerabilities.

Examples of Security Policy Violations
¢ Sharing passwords with others

¢ Using weak or easily guessable passwords
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¢ Installing unauthorized software on office computers
¢ Accessing restricted data without permission
¢ Using organizational systems for personal or illegal activities
¢ Connecting insecure external devices (such as USB drives) to the network
Causes of Security Policy Violations
¢ Lack of cybersecurity awareness among users
¢ Carelessness or negligence by employees
¢ Intentional misuse of privileges by insiders
¢ Poor enforcement of security policies
Consequences of Security Policy Violations
¢ Data leakage or loss of confidential information
¢ Unauthorized system access
¢ Financial and reputational damage to organizations
¢ Increased vulnerability to cyber attacks
Prevention Methods
¢ Creating clear and well-defined security polici€s
¢ Conducting regular cybersecurity awareness training
¢ Implementing strong authentication/and access control
¢ Monitoring gystem activities did enforcing policy compliance

Security policy violatienis highlight the importance of user responsibility and adherence
to security guidelines to ensurg the safety and integrity of organizational information
systems.

2.3.3 Crimes Related to Social Media

Social media platforms such as Facebook, Instagram, WhatsApp, and X allow people
to communicate, share information, and interact online. However, these platforms are
also used by cybercriminals to perform various illegal activities.

Crimes related to social media involve the misuse of social networking platforms to
harass individuals, steal personal information, commit fraud, spread misinformation, or
damage someone’s reputation.

Below are some common types of social media cybercrimes with examples and
explanations.

2.3.3.1 Fake Profiles / Impersonation

A fake profile is created when a cybercriminal uses another person’s name, photos, or
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identity to create a false account on social media. This is often done to deceive others,
collect personal information, or commit fraud.

How it works
¢ The attacker copies photos and details from a real person's profile.
¢ A new fake account is created using those details.
¢ The attacker sends friend requests to the victim’s friends.
¢ They may ask for money, share malicious links, or spread false information.

Example: A criminal creates a fake profile of a student and sends messages to the
student’s friends asking for emergency financial help. Since the account looks genuine,
some friends may send money.

Effects
¢ Identity theft
¢ Damage to reputation

¢ Financial fraud

®
Ee

~
Name / Photo / Profile Details
Attackers copy the user’s name, photo
and other profile details.
5/
* R\
4. Create Fake Profile
A fake profile is created using the
copied details to look genuine.
& J
G N\
. 5. Contact Victim’s Friends and Relatives
-0 ’ s j* v}
..‘ The fake profile connects with the victim’s
friends and relatives to build trust.
L
a4 2\
6. Fraud / Malicious Link / Information Theft
The attacker sends malicious links,
requests money, or steals personal
information for fraud.
& 4

Fig 2.3.1 Fake Profile Creation and Impersonation

Fig 2.3.1 illustrates how a fake social media profile can be created using information
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obtained from a genuine user's profile. The process begins when an attacker collects
publicly available information such as the victim's name, profile photograph, and other
personal details. The attacker then creates a fake profile that appears similar to the
genuine account and uses it to send friend requests or messages to the victim's contacts.
The attacker may subsequently use the fake identity to request money, distribute
malicious links, or obtain additional personal information. The figure highlights how
publicly available information can be misused to impersonate a person and deceive
their contacts.

2.3.3.2 Cyberbullying and Online Harassment

Cyberbullying is the act of using social media to harass, threaten, or humiliate someone
online. This type of crime is especially common among teenagers and young users.

Common forms
¢ Posting insulting or abusive comments
¢ Sharing embarrassing photos or videos without permission
¢ Spreading rumors or false information
¢ Sending threatening messages

Example: A group of users repeatedly posts abusive comments and memes targeting a
particular student on social media platforms.

Effects
¢ Emotional stress and depression
¢ Damage to personal reputation

¢ Social isolation

2.3.3.3 Phishing and Online Scams

In social media phishinggiattackers send fake messages or links pretending to be from
trusted organizations or friends.

How it works

¢ A user receives a message such as “Your account will be suspended. Click
this link to verify.”

¢ The link leads to a fake login page.

¢ When the user enters their username and password, the attacker steals the
information.

Example: A fake page pretending to be a bank or popular brand sends messages offering
prizes or asking users to verify their accounts.

e SGOU - SLM - BCA - Cyber crime m




Effects
¢ Account hacking
¢ Financial fraud
¢ Theft of personal data

2.3.3.4 Spreading Malware through Social Media

Cybercriminals may share malicious links, infected files, or fake apps through social
media posts or private messages.

For example, a user receives a message saying “Watch this shocking video of you!”
with a link. When the link is clicked, malware is installed on the victim’s device.

Consequences
¢ Device infection
¢ Data theft
¢ Unauthorized control of the user’s account
Prevention Methods of Social Media-Related.€ybercrimes
¢ Review and restrict privacy settings.
¢ Verify profiles and confirm unusual requests through another channel.
¢ Report and block suspicidus accounts.
¢ Be cautious with shortened or ainexpected links.
¢ Enable two-factomauthentication.
¢ Do not install applications received through social media messages.

2.3.4 ATM Related Cybgrcrimes

ATM (Automated TellerdMachine) fraud is a type of cybercrime where criminals use
different techniques to steal bank card information, PIN numbers, or money from ATM
users. With the increasing use of debit and credit cards, ATM machines have become
common targets for cybercriminals.

Attackers often install fraudulent devices, hidden cameras, or malicious software on
ATM machines to capture card details and PIN numbers. These stolen details are later
used to create duplicate cards or withdraw money from victims’ accounts.

ATM fraud includes a range of physical, observational, and technical attacks, including
physical tampering with the ATM, observation of customers while they enter or use
their PINs, and attacks that target the ATM's software or dispensing system.

2.3.4.1 ATM Skimming

ATM skimming is one of the most common ATM cybercrimes. In this method, criminals
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attach a skimming device to the card slot of an ATM machine. This device secretly
reads and stores the data from the magnetic stripe of a card when the user inserts it.

How the Attack Works
¢ The attacker installs a fake card reader (skimmer) on the ATM slot.
¢ When the user inserts the card, the skimmer copies the card information.

¢ Criminals may install a PIN pad overlay over the legitimate ATM keypad to
capture the customer's PIN.

¢ The criminal later retrieves the stored data and creates a duplicate ATM card.
¢ The duplicate card is used to withdraw money from the victim’s account.

Example

A person withdraws money from an ATM in a shopping mall. The ATM has a hidden
skimming device and a tiny camera placed above the keypad. The device records the
card details while the camera records the PIN. Latew, criminals useythis information to
withdraw money from the victim’s bank account.
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Fig 2.3.2 ATM Skimming Devices

Fig 2.3.2 illustrates common physical devices that criminals may attach to an ATM to
capture card and PIN information. A skimming device fitted over or inside the card-
reader area can capture information from a payment card, while a PIN pad overlay
placed over the genuine keypad can record the numbers entered by the user. Some
attacks may also involve hidden cameras positioned near the keypad. The figure helps
users recognize suspicious modifications to the card reader and keypad and emphasizes
the importance of checking an ATM before using it.
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Shimming is a technique used to target EMV chip-based payment cards. In a shimming
attack, a thin, unauthorized device is inserted inside the ATM's card reader to intercept
data exchanged between the payment card's chip and the ATM. Unlike traditional
skimming, which primarily targets magnetic-stripe data, shimming is designed to
target communication associated with chip-based cards. Including shimming alongside
skimming reflects the evolution of ATM fraud as payment-card technology has moved
from magnetic stripes toward EMV chip technology.

2.3.4.2 Card Cloning

Card cloning occurs when criminals use stolen ATM card data to create a duplicate or
fake card. This cloned card works like the original card and can be used for unauthorized
withdrawals or purchases.

How it Happens

¢ Card details are stolen using skimming devices or malware.

¢ The stolen data is copied onto a blank magnetic stripeeard.

¢ The cloned card is used at ATMs or POS machines to withdraw money.
Example

A criminal steals card details using a skimming device and creates a cloned card. Using
this cloned card and the stolen PIN, the attacker withdraws money from multiple ATMs.

2.3.4.3 ATM Malware and LogicalAttacks (Jackpotting)
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Fig 2.3.3 ATM Malware Jackpotting Attack
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ATM malware and logical attacks, commonly known as jackpotting, target the software
and cash-dispensing mechanisms of an ATM rather than the customer's bank account
or card. In such attacks, criminals may gain physical access to the internal components
of an ATM and install malicious software or connect an unauthorized device that
sends commands to the cash dispenser. The compromised ATM can then be instructed
to dispense cash without requiring a legitimate bank card or a customer's account
transaction. This demonstrates how cybercriminals can combine physical access with
malware or unauthorized control of ATM systems to cause direct financial loss.

Figure 2.3.3 illustrates how an ATM can be compromised through a logical attack.
Unlike skimming or shoulder surfing, which target customer information or PINs,
jackpotting targets the ATM itself and can cause the machine to dispense cash without
a normal customer transaction.

2.3.4.4 Shoulder Surfing

Shoulder surfing is a simple but effective ATM fraud method where criminals secretly
watch a user entering their PIN number.

Example: A criminal stands near an ATM and observes a persomyentering their PIN.
Later, the criminal steals the victim’s card or uses othertechniques to access the account.

2.3.4.5 What to Do If ATM Fraud Happens

If an ATM or card fraud incident occurs, the user should take the following steps
immediately:

1. Contact the bank immediately throughsitsfofficial customer-care channel
and request that the £ard be bloeked and the unauthorized transaction
reported.

2. Report the in€ident through theNational Cyber Crime Reporting Portal
at cybercrime.gov.in.

3. Call 1930, the national/eyber-fraud helpline, to report the financial cyber
fraud and initiate the.appropriate response.

Important: Users should report unauthorized transactions as soon as possible and
preserve transaction messages, screenshots, transaction IDs, and other evidence for the
investigation.

Customer Protection

The Reserve Bank of India's Customer Protection framework provides for zero cus-
tomer liability in specified circumstances involving unauthorized electronic banking
transactions. Where the loss results from a third-party breach and the customer reports
the transaction to the bank within three working days of receiving the bank's com-
munication about the transaction, the customer's liability may be zero, subject to the
applicable conditions.
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Recap

¢ Cybercrime in social environments targets human behavior and trust.
¢ Security policy violations weaken organizational cybersecurity.

¢ Social media crimes include fake profiles, cyberbullying, phishing, and
malware attacks.

¢ ATM-related cybercrimes include skimming, cloning, cash trapping, and
shoulder surfing.

¢ Lack of awareness is a major cause of cybercrime.

¢ Following security practices can reduce cyber risks.

Objective Type Questions

1. Which social media crime involves repeatedl ding unwanted messages
or requests to a user's account?

2. Which attack creates an unusual
consume excessive system resourc

large compressed file that expands to

company or organizatiof for competitive or strategic advantage?

6. Which type of intruder gains access to a system by pretending to be an
authorized user?

7. Which malware attaches itself to a legitimate file and spreads when the file
1s executed?

8. Which ATM fraud copies card data using an unauthorized reader placed at
the card slot?

9. Which ATM fraud uses a device or obstruction to prevent cash from being
dispensed to the customer?

10. Which technique involves observing a person while they enter their PIN or
other confidential information?
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I1.

12.

13.

14.

15.

Which social media crime uses another person's photographs and identity to
create a deceptive account?

Which social engineering attack attempts to deceive users into revealing
sensitive information through fraudulent messages or links?

Which form of online abuse involves repeatedly threatening, harassing, or
humiliating a person through digital platforms?

Which ATM attack uses malware or an unauthorized device to command the
ATM to dispense cash without a legitimate transaction?

Which security-related offence occurs when a person deliberately violates
an organization's established security rules or procedures?

Answers to Objective Type Questions

10.

I1.

12.

13.

14.

15.

. Email Bombing

Zip Bombing
Salami Attack
Software Piracy
Industrial Espionage
Masquerade
Virus

Skimming

Cash Trapping
Shoulder Surfing
Fake Profile
Phishing
Cyberbullying
Jackpotting

Security Policy Violation
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Assignments

1. Define cybercrime in social environments. Explain its impact on individuals
and organizations.

2. What are security policy violations? Discuss their causes and consequences.
3. Explain different types of security policy violations with examples.

4. Describe various crimes related to social media with suitable examples.

5. What is cyberbullying? Explain its effects on individuals.

6. Explain phishing and malware attacks in social media. How can users protect
themselves?

7. Explain ATM-related cybercrimes such as ATM s ing, card cloning,

cash trapping, and shoulder surfing. Also suggest preventive measures to
avoid these crimes.

Suggested Reading

1. Shinde, A. (2019). Introduction to cyber. security. Tech Publications.
2. Chander, H. (2020). Cyber laws@and ITprotection. Universal Law Publishing.

3. National CyberiSecurity Centre. (2021). Cyber security guidance. NCSC
Publications:

4. Reserve Bankof India. (2023). Safe digital banking practices. RBI.
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Financial and Intellectual
UNIT 4 Property Cyber Frauds

Learning OQutcomes

Upon the completion of this unit, the learner will be able to:

¢ understand the concept of financial and intellectual property cyber frauds

¢ identify different types of cyber frauds such as software piracy, trademark
infringement, and copyright violation

| and intellectual property cyber frauds.
Familiarity with concepts li TPs, malware, and data privacy helps
individuals recogniz icio

platforms.

However, basic a
users follow general safety tices but still become victims due to advanced and
deceptive techniques us cybercriminals. For example, a person may know that
OTPs should not be shared, but may still provide it after receiving a convincing call
pretending to be from a bank official. Similarly, a user may avoid illegal activities but
still download free software from an untrusted source and unknowingly install mal-
ware. These situations show that limited awareness and lack of careful judgment can
lead to cyber fraud, highlighting the need for cautious behavior in digital environments.

Keywords

PIN Theft, PIN Pad Overlay, Cash Trapping, Shoulder Surfing, ATM Jackpotting,
Social Media Crimes, Fake Profiles, Cyberbullying, Security Policy Violation

@ SGOU - SLM - BCA - Cyber crime




Discussion

2.4.1 Introduction

Financial and intellectual property cyber frauds are major categories of cybercrime
that have grown rapidly with the expansion of the internet, digital communication, and
online financial systems. As people increasingly rely on online platforms for banking,
shopping, and sharing information, cybercriminals exploit these systems to carry out
illegal activities. These frauds not only cause financial loss but also affect privacy, trust,
and the protection of creative works.

Financial cyber frauds mainly include online fraud and banking fraud. Online fraud
involves deceptive activities such as phishing emails, fake websites, and online scams
designed to trick users into revealing sensitive information like passwords, credit card
details, or OTPs. SIM Swapping transfers a victim's mobile number to an attacker-
controlled SIM, allowing the attacker to receive SMS-based OTPs. SS7 exploitation
abuses weaknesses in cellular signalling systems to imtercept or redirect SMS
messages, potentially exposing OTPs without user interaction, Banking fraud includes
unauthorized access to bank accounts, illegal fund transfers, ATM-related frauds, and
misuse of debit or credit cards. These crimes often ‘oecur due to a lack of awareness,
weak security practices, and over-trust in digital systems.

On the other hand, intellectual property £€yber fraudsinvolve the unauthorized use
or theft of original creations and brand identity. Software piracy is a common issue
where paid software is illegally copied, distributed, orused without a license, leading
to financial loss for developerssand’security, risks¢for users. Trademark and logo
infringement occurs when coufiterfeit products use well-known brand names or logos
to mislead customers and gain profit. Additionally, copyright violations on online
platforms involve the illegal uploading, downloading, or sharing of digital content such
as movies, music, eBooks, and softwarewithout the permission of the rightful owner.

Overall, financial and intellectual property cyber frauds highlight the importance of
cybersecurity awareness, legal protection, and responsible use of digital technologies.
Understanding these conceptsdielps individuals and organizations protect their financial
assets and intellectual rights'in the digital environment.

2.4.2 Online and Banking Fraud

Online and banking fraud refers to the use of digital technologies, communication
networks, and deceptive techniques to illegally obtain money, banking credentials,
payment information, or access to financial accounts. These frauds may target debit
and credit cards, UPI and payment applications, internet banking accounts, and mobile
banking services.

Types of Online and Banking Fraud

¢ Card-Present Fraud: Fraud involving the physical use of a stolen, lost, or
counterfeit debit or credit card at an ATM or point-of-sale terminal.

¢ Card-Not-Present Fraud: Fraud in which the physical card is not required.
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Attackers misuse stolen card numbers, expiry dates, CVV numbers, or other
payment details for online transactions.

¢ UPI and Payment-App Fraud: Attackers may send fraudulent UPI collect
requests, manipulate users into scanning malicious QR codes, or deceive
them into approving transactions.

¢ Net Banking Fraud and Account Takeover: Attackers obtain login
credentials through phishing, malware, social engineering, or other methods
and use them to gain unauthorised access to the victim's bank account.

¢ Vishing and OTP Fraud: Attackers use phone calls or other deceptive
communication to persuade victims to reveal OTPs, PINs, or banking
credentials.

¢ SIM Swapping: An attacker obtains a replacement SIM associated with
the victim's mobile number and uses it to receive OTPs and other banking
messages.

¢ Fake Payment Links: Attackers send fraudulent links that imitate legitimate
banking, shopping, or payment websites and trick usets into entering

credentials or payment information.
\ v

1. The fraudster steals 2. The fraudster
bank customer's E " manipulates mobile
credentials and mobile E m operator to perform a
SIM swap.

-SWAP 3. The fraudst
FRAUD > Tt

to online banking.

=
@@) 4. The bank sends an SMS

OTP to the fraudster's
mobile number.

Fig 2.4.1 Major Types of Online and Banking Fraud

Online and banking fraud can involve different stages, from deceiving the victim to
obtaining authentication information and finally performing an unauthorised transaction.

Effects of Online and Banking Fraud
¢ Financial loss to individuals and organisations
¢ Theft of banking and payment credentials

¢ Unauthorised transactions and account takeover
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¢ Loss of privacy and personal information

¢ Identity theft and misuse of financial accounts

¢ Emotional stress and loss of trust in digital payment systems
Prevention Methods

¢ Never share OTPs, PINs, passwords, CVV numbers, or banking credentials
with anyone.

¢ Verify UPI collects requests and QR codes before approving or scanning
them.

¢ Avoid clicking unexpected payment links received through messages or
social media.

¢ Use official banking and payment applications and websites.

¢ Enable two-factor authentication wherever available.

¢ Monitor bank statements and transaction alerts regularly.

¢ Contact the bank immediately when an unauthorized transaction is detected.

¢ Protect the mobile number and contact the telecom provider if a sudden loss
of mobile service suggests possible SIM swapping.

¢ Report suspected financialqeyber fraud promptly through the appropriate
official reporting channels.

Example: An attacker sends a fake payment link claiming that a refund is waiting for
the user. When the user opensithe link, it displays a fraudulent banking page and asks
for login credentials@nd an OTP-“The.attacker uses the stolen information to access the
account and initiat€ an unauthorized transaction.

2.4.3 Intellectual Property Frauds

Intellectual Property (IP)xéfers to creations of the human mind, such as inventions,
software, literary and artistic works, music, films, photographs, designs, symbols,
names, and logos used in business. Intellectual property is protected by laws that give
creators, authors, developers, and organisations certain rights over the use, reproduction,
distribution, and commercial exploitation of their creations. In the digital environment,
intellectual property can be copied, modified, stored, and distributed quickly and at very
low cost. This has created new opportunities for the unauthorised use and distribution
of intellectual property.

Intellectual Property Frauds are unlawful activities in which a person's or organisation's
intellectual property is copied, distributed, modified, accessed, or used without proper
authorisation or in violation of the owner's rights. Cybercriminals may exploit websites,
file-sharing platforms, social media, cloud storage, and other digital technologies to
distribute or misuse protected content.

Common forms of intellectual property fraud include software piracy, copyright
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infringement, trademark infringement, unauthorised distribution of digital content, and
DRM circumvention. For example, illegally downloading and distributing a copyrighted
software application, sharing a paid movie through an unauthorised website, or using
a company's logo to create a fake website can constitute forms of intellectual property
infringement.

Intellectual property fraud can affect both individual creators and organisations.
Creators may lose income when their work is copied or distributed without permission,
while organisations may suffer financial losses, damage to their reputation, and loss of
competitive advantage. In addition, pirated software and digital content obtained from
unauthorised sources may contain malware, ransomware, spyware, or other malicious
components, creating additional cybersecurity risks for users.

The growth of cloud services, social media, streaming platforms, digital marketplaces,
and file-sharing technologies has made intellectual property protection increasingly
important. Therefore, users should understand the difference between legitimate use
and unauthorised use, respect licensing and copyright requiréments, and obtain software
and digital content from authorised sources.

2.4.3.1 Software Piracy

Software piracy is the illegal copying, installation, distribution; or use of software
without proper permission or license from' the original developer or owner. It is one
of the most common forms of intellectual property cyber fraud and occurs when users
access paid software for free through unauthorized /means. This practice violates
copyright laws and results in signifiéant financial losses for software companies and
developers.

Software piracy can occur inseveral ways. Users may download cracked or modified
versions of software fiom illegal websités, use a single licensed copy on multiple
devices without permission, or shaféflicensed software with others. In many cases,
pirated software is/distributéd thtough torrent sites or unauthorized platforms that offer
“free” downloads of‘paid applications. Although such software may appear attractive
because it is free, it often contdins hidden malware, viruses, or spyware that can harm
the user’s system and compromise sensitive data.

DRM (Digital Rights Management) circumvention refers to the unauthorised bypassing
or removal of technological measures used to control access to or use of licensed
software. Informally, this may be described as bypassing licensing systems or using
tools such as a key generator (keygen) or a modified licence key.

A common real-life situation involves a user downloading a cracked version of a
paid application from an untrusted website instead of purchasing it legally. While the
software may work initially, it can later expose the system to viruses or allow hackers to
access personal data. This not only creates security risks but also discourages software
developers by reducing their revenue and recognition for their work.

The effects of software piracy are serious. It leads to financial loss for developers
and companies, legal penalties for users, and increased cybersecurity risks. Pirated
software often lacks updates and technical support, making systems more vulnerable to
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attacks. Therefore, it is important to use only genuine and licensed software, download
applications from trusted sources, and respect intellectual property rights to ensure
safety and ethical use of digital resources.

Fig 2.4.1 illustrates the concept of software piracy and how it occurs in the digital
environment. It shows the unauthorised acquisition and use of software, highlighting
the violation of software licensing and copyright requirements and the potential security
risks associated with obtaining software from unauthorised sources.

At the center of the image, a person using a computer represents an unauthorized user
involved in illegal activities. The screen displaying “cracked software” indicates the
use of modified or pirated programs that bypass licensing systems.

On the left side, the “free download” sign and pirated copies (CDs and USB devices)
show how illegal software is distributed through websites and storage devices. On the
right side, the diagram of connected computers represents illegal sharing of software
across multiple users or networks.

ILLEGAL
SHARING

Pi raféd
Copies

LOSSES: & Revenue Loss

Fig 2.4.1 Software Piracy

Warning symbols such as malware and virus icons highlight the risks associated with
software piracy, including data theft and system damage. The presence of legal symbols,
such as a judge’s gavel, indicates that software piracy can lead to legal consequences.
Additionally, the broken license key and key generator (keygen) represent the
unauthorized methods used to activate pirated software.

Effects of Software Piracy

¢ Financial loss to software developers and companies

¢ Legal penalties for users and organizations
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¢ Increased risk of malware, viruses, and spyware

¢ Lack of software updates and technical support

¢ Reduced innovation in the software industry
Prevention of Software Piracy

¢ Always use genuine and licensed software.

¢ Download software only from official or trusted websites.

¢ Avoid using cracked or pirated versions of software.

¢ Do not share licensed software with others illegally.

¢ [Install antivirus software to detect harmful pirated files.

¢ Follow organizational policies regarding software usage.
Legal Framework for Software Piracy in India

In India, software is protected under the CopyrighteAct, 1957. Under Section 2(0), a
computer programme is included within the definitionyof a /literary work. Therefore,
unauthorised copying, distribution, or use ofgecopyrighted software can constitute
copyright infringement.

Section 63 provides that knowing infringement or abetment of infringement of copyright
is an offence. The provision prescribes imprisonment of six months to three years and a
fine of 350,000 to X2 lakh, subjeétto the qualifications provided by the Act.

Section 63B specifically addresses theknowing use of an infringing copy of a computer
programme on a computer. It prevides a separate offence and a lower penalty where the
infringing use was nof for gain ot in, the.course of trade or business.

The Information Technology Aet, 2000 may also become relevant where software
piracy involves unautherised acgess to, downloading from, copying from, or extraction
of data from a computer, computer system, or computer resource. Section 43 provides
for compensation for specified unauthorised acts, while Section 66 addresses certain
acts under Section 43 when committed dishonestly or fraudulently.

Important: The exact application of these provisions depends on the facts of the case and
the nature of the conduct. Students should therefore understand that software piracy is
not merely a violation of a software licence; it can also involve copyright offences and,
in appropriate circumstances, offences under the Information Technology Act, 2000.

2.4.3.2 Trademark and Logo Infringement

Trademark and logo infringement is a type of intellectual property fraud in which
an individual or organization uses a registered brand name, logo, or symbol without
permission. This is done to mislead customers into believing that the product or service
is genuine. Such activities are illegal and violate trademark laws.

This type of fraud commonly occurs in both online and offline markets. Cybercriminals
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or counterfeit manufacturers create fake products that closely resemble popular brands
by copying their logos, colors, packaging, or design. Customers may find it difficult to
distinguish between original and fake products, especially when they are sold at lower
prices or through unverified online platforms.

Trademark infringement can also occur through fake websites that imitate well-known
companies. These websites may use similar logos and layouts to trick users into making
purchases or sharing personal information.

Brand Logo Copying Example

NIK ORA

—— Performance Redifined —

NIKORA

—— Performance Redefined —

Looks Similar
But Not Same!

® © © & hitps//www.nikora.com ® 0 A hitp//wwwanikora-sale.com
-—

S NIKORA HOME MEN WOMEN SALE 7 A NKORA ) HOME MEN WOMEN SALE

NIKORA

Performance
Redefined

T
PRODUCT PACKAGING COMPARISON

0 High quality print
Clear logo

L4 Correct font

& Premium packaging

e Low quality print
 Slightly different logo
* Wrong font/spacing
® Cheap packaging

[ PRODUCT COMPARISON | commmsou

¢ Finest material
e Perfect stitching e Cheap material
<\ - Comfortable fit ® Poor stitching

# Durable & long lasting ‘t ___/ ) . Uncomfnnab!eﬂl

® Wears out quickly

[ ° BE AWARE! | Always check the brand logo, website URL and product quality before buying. ‘

Fig 2.4.2 Example of Trademark Infringement Using a Fictitious Brand

For instance, a customer may purchase shoes online that appear to belong to a popular
brand, but after receiving the product, they realize it is a duplicate with a copied logo
and lower quality.

Fig2.4.2 clearly illustrates the concept of trademark and logo infringement by comparing
an original branded product with a counterfeit (fake) product. On the left side, the
original shoe represents a genuine product with an authentic brand logo, proper design,
and high-quality appearance. On the right side, the fake shoe shows a slightly altered
logo, which is intentionally designed to confuse customers.

The warning symbol placed between the two products indicates the risk of deception
and highlights that such practices are illegal. Additionally, the labels “Original Brand
Logo” and “Copied Brand Logo” emphasize the misuse of intellectual property. The
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fake product may look similar to the original but usually has lower quality materials
and performance. This not only misleads customers but also damages the reputation
and sales of the original brand.

In real-world situations, such counterfeit products are often sold at lower prices
through unauthorized websites, street markets, or unverified online sellers. Many
customers unknowingly purchase these fake products thinking they are genuine. This
results in financial loss for both consumers and companies and may also involve legal
consequences for those involved in producing or selling counterfeit goods.

Legal Framework for Trademark Infringement in India

In India, trademark infringement is primarily governed by the Trade Marks Act, 1999.
Section 29 specifies the circumstances in which the use of a registered trademark can
constitute infringement. It provides protection against unauthorised use of a mark that
is identical or deceptively similar to a registered trademark in relation to relevant goods
or services.

Section 102 deals with falsifying and falsely applying a trademark. It covers conduct
involving the unauthorised application or alterationsof a trademark with the intention
of presenting goods or services as being associated with,the genuine trademark owner.

Sections 103 and 104 provide criminal penalties for, applying false trademarks and
for selling or possessing goods bearing false trademarks. The offences may attract
imprisonment of six months to three years and a fine 0f 50,000 to 2 lakh, subject to
the provisions and circumstances specified in the Act.

When trademark infringement involveshonline impersonation, fake websites, or
fraudulent digital representations of a brand, provisions of the Information Technology
Act, 2000 may also become relevant. Section 66C addresses identity theft, while Section
66D addresses cheatifig by personationusing a computer resource or communication
device.

Therefore, students should understand that trademark infringement in India is primarily
governed by the Trade MarksdAct, 1999, while the Information Technology Act, 2000
may additionally apply when the infringement involves online impersonation, identity
misuse, or computer-based fraud.

Effects of Trademark and Logo Infringement

¢ Damage to brand reputation and trust

¢ Financial loss to original companies

¢ Customer deception and confusion

¢ Sale of low-quality counterfeit products

¢ Legal consequences for counterfeit sellers
Prevention of Trademark and Logo Infringement

¢ Purchase products only from authorized sellers or official websites.
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¢ Verity brand logos, packaging, and product details before buying.

¢ Avoid buying products at unusually low prices from unknown sources.
¢ Check reviews and ratings of online sellers.

¢ Companies should register trademarks and monitor misuse.

¢ Report counterfeit products or fake websites to authorities.

2.4.3.3 Copyright Violation in Online Platforms

Copyright violation in online platforms refers to the illegal use, copying, sharing, or
distribution of digital content without permission from the original creator or owner.
This type of intellectual property fraud commonly affects content such as movies, music,
videos, software, eBooks, and images. With the growth of the internet and streaming
platforms, it has become easier for users to access and share content, but this also
increases the risk of copyright violations.

These violations often occur when users upload or download content from unauthorized
websites, share paid content for free, or stream movies and music ftem illegal platforms.
Many websites provide pirated content to attract usess, often without the knowledge
that such actions are illegal. This not only affects the earnings of creators but also
discourages creativity and innovation.

S - TV Shows

- Movies - TV Shows

FREEMOVIE [,
DOWNLOAD

e

Fig 2.4.3 Copyright Violation in Online Platforms

Fig 2.4.3 represents how copyright violation occurs in online platforms. It typically
shows a digital device such as a laptop or smartphone displaying a website that offers
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free access to movies, music, or software. These websites often use attractive messages
like “Free Download” or “Watch Now” to lure users.

The presence of warning signs or piracy symbols in the image indicates that the content
being accessed is illegal. It highlights how users may unknowingly or knowingly engage
in copyright violation by using such platforms. These websites may also contain hidden
risks such as malware, viruses, or data theft.

The image emphasizes that digital content shared without proper authorization is a
violation of copyright laws. It also shows how easy access to pirated content can lead
to misuse of intellectual property.

In real-life situations, many users visit such websites to watch newly released movies or
download paid content for free. Although it may seem convenient, it results in financial
loss for creators, producers, and companies, and discourages creativity and innovation.

Legal Framework for Copyright Infringement in India

In India, copyright protection is primarily governed by the Copyzight Act, 1957. Section
14 gives the copyright owner exclusive rights over specified uses of.the work, including
reproduction and communication of the work to the public. Therefore, unauthorised
uploading or making a copyrighted work available online may infringe the owner's
rights, subject to the exceptions and limitatiens provided by the/Act.

Section 63 makes knowing infringement or abetment of copyright infringement a
criminal offence. It provides for imprisonment of six months to three years and a fine
of 50,000 to X2 lakh, subject to'thé qualifieationsfand exceptions specified in the
provision.

What Can a Copyright Owner Do if the Work Is Uploaded Without Permission?

A creator whose copyrighted workyhas'been uploaded without permission can take
several steps:

1. Send a written copyright complaint/takedown notice to the platform.
Under the procedusesin the proviso to Section 52(1)(c) and Rule 75 of the
Copyright Rules, 2013, a copyright owner can submit a written complaint
containing details identifying the work, establishing ownership, identifying
the infringing copy and its location, and providing the required undertaking
to approach the competent court. Where the Rule 75 procedure applies
and the intermediary is satisfied that the copy is infringing, access is to be
restricted for 21 days, or until a court order is received, whichever is earlier.
The copyright owner must produce the competent court's order within that
period; otherwise, access may be restored.

2. Use the platform's grievance mechanism. Intermediaries are required to
prominently publish the name and contact details of their Grievance Officer
and the mechanism through which users or victims can submit complaints.
The current I'T Rules also prescribe timelines for acknowledging and resolving
grievances, including specific treatment for certain removal requests.
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3. Report the matter through the National Cyber Crime Reporting Portal.
Affected persons can submit a cybercrime complaint through the Government
of India's National Cyber Crime Reporting Portal at cybercrime.gov.in. The
portal provides facilities for reporting different categories of cybercrime,
including online and social-media-related offences.

4. Important: The creator must comply with the Rule 75 procedure and produce
the required competent-court order within the prescribed twenty-one-day
period if continued restriction of access is sought; otherwise, the storage
provider may restore access and is not obliged to respond to a further notice
from the same complainant concerning the same work and location.

Effects
¢ Financial loss to creators, producers, and companies
¢ Legal consequences for users involved in piracy
¢ Reduction in creativity and innovation
¢ Increased risk of malware, viruses, and datatheft
¢ Loss of trust in digital platforms
Prevention
¢ Use only legal and authorized streaming or downloading platforms
¢ Avoid visiting suspicious®©r pirated websites
¢ Respect copyright laws and intellectual property rights
¢ Install antivirusseftwareito protect/devices

¢ Spread awateness about the risks of piracy
Recap

¢ Financial cyber fraud includes online fraud and banking fraud.

¢ Intellectual property fraud involves misuse of creative works and brand
identity.

¢ Software piracy refers to illegal use or distribution of software.

¢ Trademark infringement involves copying brand logos to deceive customers.
¢ Copyright violation occurs when digital content is shared without permission.
¢ These cybercrimes cause financial loss, legal issues, and security risks.

¢ Awareness and proper cybersecurity practices help in prevention.
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Objective Type Questions

1. Which type of intellectual property fraud involves the illegal copying,
installation, distribution, or use of software without proper permission or a
valid license?

2. Which type of fraud uses deceptive messages, fake websites, or fraudulent
links to obtain sensitive information such as passwords, banking credentials,
or OTPs?

3. Which intellectual property fraud involves the unauthorized use of a
registered brand name, logo, or symbol to mislead customers?

4. Which type of intellectual property violation involves the unauthorized
copying, uploading, sharing, or distribution of digital content such as movies,
music, eBooks, or photographs?

5. Which type of fraud involves the unauthorized use of s debit or credit

is not present?
6. 0go, packaging,
7. in pirated or unauthorized

Or monitor users?

8. What is the term for
a user into transferrin

st or transaction designed to deceive
ling financial information?

f the human mind, such as inventions,

usic, films, designs, symbols, names, and logos,

10. What security ¢ s commonly sent to a registered mobile device or
generated by an authentication system to verify a user's identity during a
digital transaction or login?

Answers to Objective Type Questions

1. Software Piracy
2. Phishing
3. Trademark Infringement

4. Copyright Violation
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5. Card-Not-Present Fraud
6. Counterfeit Product

7. Malware

8. Online Fraud

9. Intellectual Property

10. One-Time Password (OTP)

Assignments

1. Explain financial cyber frauds with examples.

. Describe software piracy and its effects.

2. Stallings, W. (2018). Effective cybersecurity: A guide to using best practices
and standards. Addison-Wesley.

3. Kizza, J. M. (2017). Guide to computer network security (5th ed.). Springer.

4. Chander, A. (2013). The electronic silk road: How the web binds the world
together in commerce. Yale University Press.
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UNIT 1| Phases of Cyber Attack

Learning Qutcomes

Upon the completion of this unit, the learner will be able to:
¢ outline the phases of a cyber attack and their objectives
¢ differentiate the activities performed during each phase of a cyber attack

¢ illustrate the progression of a cyber attack from reconnaissance to data
exfiltration using practical examples

¢ implement appropriate security practices to reduce risks at different phases
of a cyber attack

Prerequisites

Learners should understand the purpose of IP addresses, servers, databases, and web
applications, and how security meehanisms, such as firewalls, antivirus software,
intrusion detection systems, and access controls-help protect computer systems from
unauthorized access. They should alsodappreciate the importance of regular software
updates, timely security patching, strong passwords, multi-factor authentication, and
continuous system memitoring in, reducing security risks. This foundational knowl-
edge helps learnersdinderstand that'eyber attacks are usually carried out in a series of
planned stages rather thansthrough a single action. For example, consider a hospital that
stores confidential patient records on its network. An attacker may begin by gathering
publicly available information about the hospital (reconnaissance), identify vulnera-
ble systems through network scanning (scanning), exploit a security weakness to gain
unauthorized access (gaining access), establish long-term control over the compro-
mised system (maintaining access), remove logs and other evidence to avoid detection
(covering tracks), and finally transfer sensitive patient records outside the organization
(data exfiltration). Understanding these phases helps learners recognize how attackers
systematically compromise systems and highlights the importance of implementing
effective security controls at every stage to protect an organization's information and
digital assets.
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Key concepts

Authentication, Persistence, Reconnaissance, Malware, Exfiltration, malicious
attackers, Privilege Escalation

Discussion

Ethical hacking follows a systematic and well-defined approach to detect vulnerabilities
in systems, networks, and applications before they can be exploited by malicious
attackers. This process enables security professionals to replicate real-world attack
scenarios in a controlled and authorized environment, thereby enhancing overall
cybersecurity measures.

Identifies potential security weaknesses before they are exploited by attackers
Simulates real-world cyber attacks in a safe and legally approved environment
Helps organizations strengthen and improve their security infrastructure.

3.1.1 The Phases of hacking

The hacking process consists of five structired phases usedyto identify and exploit
system vulnerabilities. It begins with recofinaissance and scanning, where information
is collected and potential weaknesses are identified. Next, the attacker gains access
and maintains it by exploiting vulnerabilities and ensuring continued control over the
system. Finally, the attacker covefs tracks by remoewifig evidence to avoid detection. See

fig. 3.1.1.
T e——
Reconnaissance | Collecting Target Information
| Scanning and Identifying Open Ports and Services
Enumeration B
Phases of
. Gaining Access/ | Exploiting Vulnerabilities to Gain
Eth |Cal Exploitation Access
Hacking
Maintaining Access| Maintaining Long-Term System
/Persistence Access
’ Documenting Vulnerabilities and
G REpEng Security Findings

Fig. 3.1.1 Phases of Ethical Hacking

3.1.1.1 Reconnaissance (Footprinting Phase)

Reconnaissance is the initial stage of ethical hacking in which security experts collect
relevant information about the target system or organization. The main objective of this
phase is to gain a clear understanding of the target environment and identify possible
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entry points for further security analysis. See fig. 3.1.2.
¢ Gathers details such as domain names, IP addresses, and DNS information

¢ Identifies the technologies, servers, and network infrastructure used by the
target

¢ Relies on publicly available sources like websites, search engines, and social
media platforms

¢ Enables ethical hackers to understand the system before proceeding with
deeper security testing

PASSIVE
Reconnaissance

-
)

Network Host

People

RECONNAISSANCE

1. onnaissance

Types of Reconn

1. Passive Reconna nce

Passive reconnaissance o collecting information about a target without directly
interacting with its systems, making it difficult to detect. The attacker relies entirely
on publicly available data to understand the target environment. For example, an
ethical hacker may search a company’s website and Google results to gather basic
details, check employee roles and email patterns on LinkedIn, review DNS records to
understand domain structure, or use WHOIS services to identify domain ownership and
registration details.

2. Active Reconnaissance

Active reconnaissance involves directly interacting with the target system to obtain
more detailed technical information. Since it includes probing the system, it is more
likely to be detected. For example, an ethical hacker may perform a ping sweep to
identify which devices are active on a network, send DNS queries to discover servers
associated with a domain, or conduct network scanning to detect open ports and running
services on a company’s server.
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Tools Used in Reconnaissance

Various tools are used to support information gathering during this phase. WHOIS is
used to obtain domain registration details such as owner and hosting provider. Maltego
helps visualize relationships between domains, IP addresses, and organizations in a
graphical format. theHarvester is useful for collecting email addresses and domain-
related information from public sources. Recon-ng is a comprehensive framework for
conducting reconnaissance tasks.

Google Dorking is a methodology that uses advanced search techniques to discover
sensitive or hidden information available on websites.

Consider a company that hires an ethical hacker to evaluate its security. The hacker
begins by gathering publicly available information such as the company’s domain
details, hosting provider, and server infrastructure using WHOIS and DNS lookup tools.
They may also analyze employee profiles on LinkedIn to understand organizational
roles and identify potential targets for phishing simulations, thereby preparing for the
next stages of security testing.

3.1.1.2 Scanning

Scanning is the second stage of ethical hacking, where'the information collected during
reconnaissance is analyzed to identify potentialsWeaknessesiin thedarget system. In this
phase, ethical hackers examine the network to detect open ports, active services, and
possible security gaps that could be exploited. See fig. 3.1.3.

¢ Detects open ports and running serviees on thedarget system

¢ Identifies operating systems and software versions in use

¢ Discovers vulnerabilities and configaration issues that may be exploited
¢ Helps in idenfifying possible,entry points for further testing

Gaining Access

— Injection Attacks
(2L

000

L, &% & Buffer Overflow
=

10——

Hacker Target System [ % Session Hijacking

e 5 Password Cracking

Fig. 3.1.3 Scanning

Types of Scanning

1. PortScanning: This technique is used to identify open ports and the services
associated with them on a system.
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2. Vulnerability Scanning: It detects known security flaws in operating
systems, applications, and network services.

3. Network Mapping: This process identifies devices connected to the network
and analyzes how they interact with each other.

Tools Used in Scanning

Nmap is a widely used tool for detecting open ports and services. Nikto is used to scan
web servers for vulnerabilities. OpenVAS is a comprehensive vulnerability scanning
framework, while Nessus is a popular tool for vulnerability assessment.

For example, an ethical hacker may scan a company’s web server using Nmap and find
that ports 80 (HTTP) and 443 (HTTPS) are open. The scan may also reveal that the
server is running an outdated version of Apache, which contains known vulnerabilities
that could be targeted in further testing.

Netdiscover is an Address Resolution Protocol (ARP)-based tool that helps identify
active devices within a network.

3.1.1.3 Gaining Access

In this stage, the ethical hacker attempts to take adwantage of the vulnerabilities
identified during the scanning phase to check’whether they. canbe exploited to gain
unauthorized entry into the system. The objéctive is to simulate real-world cyber attacks
in a controlled and authorized environment to assess the system’s security.

Common Exploitation Techniques

SQL Injection involves manipulating database queries to access or modify data.

Cross-Site Scripting (XSS) fallows attackers to inject malicious scripts into web
applications.

Password Cracking focusesofibreaking weak or poorly protected passwords.

Buffer Overflow attacks exploit weaknesses in memory handling to execute unauthorized
code.

Outdated software vulnerabilities are targeted to gain access through unpatched systems.
See fig. 3.1.4.

Gaining Access
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Fig. 3.1.4 Gaining Access
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Tools Used in Exploitation

The Metasploit Framework is widely used for testing and exploiting vulnerabilities.
SQLmap automates the process of detecting and exploiting SQL injection flaws.
Burp Suite is used for testing the security of web applications.

Hydra is commonly used for password cracking.

BeEF (Browser Exploitation Framework) targets vulnerabilities in web browsers.

For example, if a login page is found to have a SQL Injection vulnerability during
scanning, the ethical hacker may use SQLmap to verify whether it can be exploited.
If the attack is successful, it may allow access to sensitive information stored in the
database, demonstrating the potential risk.

3.1.1.4 Maintaining Access

Maintaining Access is the stage in ethical hacking where the tester examines how long
an attacker can remain within a compromised system without, being detected. The
purpose of this phase is to evaluate the extent of damage that could be caused and the
level of control an attacker might achieve over the system. See fig./3.1.5.
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Fig. 3.1.5 Maintaining Access
¢ Verifies whether user privileges can be elevated to administrator or root level

¢ Determines if the attacker can move across multiple systems within the
network

¢ Identifies whether sensitive or confidential data can be accessed

¢ Assesses the duration for which unauthorized access can be sustained
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Activities Performed in Maintaining Access

¢ Privilege Escalation: Obtaining higher-level permissions such as adminis-
trator or root access

¢ Lateral Movement: Expanding access from one compromised system to
other systems within the network

¢ Persistence: Establishing mechanisms to retain long-term access to the
system

¢ Data Exfiltration: Accessing and potentially extracting sensitive information
Tools Used in Post-Exploitation

¢ Meterpreter: Enables advanced control over compromised systems

¢ Mimikatz: Retrieves credentials from system memory

¢ Empire: Supports post-exploitation operations

¢ PowerSploit: Provides PowerShell-based exploitation featares

After successfully gaining access to a server, an ethical hacker may attempt to elevate
privileges using tools like Mimikatz to extra€t login credentials. This process helps
determine whether an attacker could obtain full administrative control and maintain
prolonged access to the system.

3.1.1.5 Covering Tracks

Covering tracks is the stage ih which an attacker tries to conceal their actions after
successfully gaining unauthorized accéss to a system. The main objective is to eliminate
or manipulate evidence so that\security personnel find it difficult to detect, trace, or
analyze the intrusiond'See fig. 3.1.6:
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Fig. 3.1.6 Covering Tracks
¢ Removes or alters system logs to erase evidence of the attack

¢ Conceals malicious files, running processes, or backdoors from detection
tools
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¢ Modifies file timestamps to mislead forensic analysis

¢ Enables the attacker to remain hidden and continue operating within the
system unnoticed

Activities Carried Out in This Phase

¢ Log Removal: Attackers delete or modify system logs to eliminate traces of
their actions.

¢ Concealing Files and Processes: Malicious files and running processes are
hidden to evade detection by security systems.

¢ Timestamp Alteration: File timestamps are changed to obscure the actual
time of the attack.

¢ Backdoor Hiding: Backdoors or persistent access mechanisms are concealed
to maintain unnoticed access to the system.

Tools Commonly Used for Covering Tracks

¢ Rootkits: Employed to hide files, processes,rand system activities from
detection.

¢ Metasploit (Clearev module): Used to erase Windows event logs.
¢ Timestomp: Alters file timestamps to disguise the attack timeline.

¢ Log Cleaning Scripts:(Custom seripts-designed to remove or modify log
entries.

After gaining unauthorized aceess to a cofmpany server, an attacker removes system
logs and alters file timiestamps to coneeal evidence of the breach. They may also deploy
a rootkit to hide malicious processes and retain access without being noticed by system
administrators.

Once this phase is completé, it indicates that the ethical hacker has successfully
accessed the system, exploited its vulnerabilities, and exited without leaving detectable
traces. After completing all five phases, the ethical hacker prepares a detailed report
outlining the identified vulnerabilities along with recommended solutions, enabling the
organization to strengthen its overall security posture.

3.1.1.6 Data Exfiltration — The Stage Where the Actual Damage Occurs

Data exfiltration is the final and one of the most critical stages of a cyber attack. At
this stage, the attacker transfers confidential or sensitive information from the victim's
network to a location under the attacker's control. The stolen data may include customer
records, financial information, intellectual property, login credentials, business
documents, medical records, or other valuable organizational data.

After successfully gaining access to the target system, escalating privileges, and locating
valuable information, the attacker begins extracting the data without the knowledge

m SGOU - SLM - BCA - Cyber crime @




of the organization. To avoid detection, attackers often use stealth techniques such as
compressing and encrypting the data before transmission or transferring it in small
batches over an extended period. In some cases, attackers may rapidly exfiltrate large
volumes of data if they believe their presence is about to be detected.

Common Methods of Data Exfiltration

Attackers employ various techniques to secretly move data outside the organization's
network, including:

¢

Encrypted Outbound Traffic: Sensitive data is encrypted before
transmission, making it difficult for security systems to inspect the contents
of the outgoing traffic.

Cloud Storage Services: Public cloud storage platforms are frequently
misused to upload stolen information because they appear as legitimate
internet traffic.

Compromised Third-Party Platforms: Attackers may route stolen data
through compromised websites, remote servers, or trusted third-party
services to conceal the final destination.

Email and File Transfer Protocols:dn some,attacks, confidential files are
sent through email attachments og/transferred using FTP, SFTP, or similar
protocols.

Command-and-Control (€2)Servers: Data may also be transmitted directly
to servers controlled by the attacker through an established command-and-
control channel.

Impact of Data Exfiltration

By the time an organizationsdetects data exfiltration, the confidential information has
often already been copied and transferred outside its control. Recovering the stolen data
is usually impossible, and the consequences can be severe. The attackers may:

¢

¢

¢

¢

¢

Sell the stolen information on dark web marketplaces.

Leak confidential data publicly.

Use the information for identity theft or financial fraud.

Demand ransom payments by threatening to publish sensitive information.

Exploit the stolen data for corporate espionage or future cyber attacks.

Business Consequences

Data exfiltration represents the point at which a cyber attack causes measurable business
damage. Organizations may suffer:

¢

Significant financial losses due to recovery costs, legal penalties, and
regulatory fines.
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¢ Loss of customer trust and confidence.

¢ Damage to brand image and corporate reputation.

¢ Business disruption and operational downtime.

¢ Legal actions from customers, partners, or regulatory authorities.

¢ Long-term competitive disadvantages resulting from the theft of intellectual
property and trade secrets.

Data exfiltration is the final objective of many cyber attacks and marks the stage where
the impact becomes most severe. Once sensitive information leaves the organization's
network, the damage is often irreversible. Therefore, organizations must implement
strong security controls such as data loss prevention (DLP) systems, network monitor-
ing, encryption, access control, and continuous threat detection to identify and prevent
unauthorized data transfers before valuable information is lost.

Recap

¢ Ethical hacking is an authorized security assessment performed to identify
and fix vulnerabilities before maliciotis attacKers caniexploit them.

¢ The ethical hacking process phases: Reconnaissance, Scanning, Gaining
Access, Maintaining Access, and Covering Tracks.

¢ Reconnaissance (Footpfinting) isethe mformation-gathering phase where
details such as domains, IP addresses, DNS records, technologies, and
employee information are collected.

¢ Passive recennaissance gatherS publicly available information without
interacting/with thesfarget, while active reconnaissance directly probes the
target systemand 1s more likely to be detected.

¢ Common reconnaissance tools include WHOIS, Maltego, theHarvester,
Recon-ng, and Google Dorking.

¢ Scanning analyzes the collected information to identify open ports, running
services, operating systems, software versions, and known vulnerabilities.

¢ Thethree primary types of scanning are port scanning, vulnerability scanning,
and network mapping, using tools such as Nmap, Nessus, OpenVAS, Nikto,
and Netdiscover.

¢ During Gaining Access, ethical hackers safely exploit discovered
vulnerabilities to verify whether unauthorized access is possible.

¢ Common exploitation techniques include SQL Injection, Cross-Site
Scripting (XSS), Password Cracking, Buffer Overflow, and exploiting
outdated software vulnerabilities.
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¢ Popular exploitation tools include Metasploit Framework, SQLmap, Burp
Suite, Hydra, and BeEF.

¢ Maintaining Access evaluates whether an attacker can retain long-term
control by performing privilege escalation, lateral movement, persistence,
and data exfiltration.

¢ Post-exploitation tools such as Meterpreter, Mimikatz, Empire, and
PowerSploit help assess the level of control an attacker could achieve.

¢ Covering Tracks involves hiding evidence of the attack by deleting logs,
concealing malicious files and processes, modifying timestamps, and hiding
backdoors using tools like Rootkits, Timestomp, and Metasploit Clearev.

¢ Data Exfiltration is the stage where attackers secretly transfer sensitive
information outside the organization's network using encrypted traffic, cloud
storage, emalil, file transfer protocols, or command-and-control (C2) servers.

¢ Organizations can reduce cyber risks by implementing Datail.oss Prevention
(DLP), continuous network monitoring, encryption, strong access control,
timely patch management, vulnerability assessments, and €ontinuous threat
detection to prevent unauthorized acéess and data theft:

Objective Type Questions

1. Which phase of ethic i ves collecting information about the
target before launchin

¢ gathers information without directly
ystem?

3. Which tool is commonly used to retrieve domain registration information?
4. Which scanning technique identifies open ports on a target system?
5. Which tool is widely used for network scanning and port discovery?

6. Which attack technique exploits weaknesses in SQL queries?

7. Which framework is commonly used for exploiting vulnerabilities during
penetration testing?

8. Which post-exploitation technique allows attackers to obtain administrator
or root privileges?

9. What is the process of moving from one compromised system to another
within the same network called?
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. Which tool is commonly used to extract Windows credentials from system
memory?

. What is the process of secretly transferring confidential data outside an
organization's network called?

. Which type of server is commonly used by attackers to receive stolen data
from compromised systems?

. Which tool is used to modify file timestamps to hide evidence of an attack?

. Which malicious software hides files, processes, and attacker activities from
the operating system?

. Which security solution is specifically designed to prevent unauthorized
transfer of sensitive information outside an organization?

Answers to Objective Type Que S

. Reconnaissance

. Passive

. WHOIS

. Port Scanning

. Nmap

SQL Injection

. Metasploit

. Privilege Escalatio

. Lateral Movement

. Mimikatz

. Data Exfiltration

. Command-and-Control (C2)
. Timestomp

. Rootkit

.DLP
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Assignments

1. Explain the phases of ethical hacking with a neat diagram. Discuss the
objectives, activities, and significance of each phase in securing computer
systems.

2. Differentiate between passive reconnaissance and active reconnaissance.
Explain the techniques, tools, advantages, and limitations of each with
suitable examples.

3. Describe the scanning phase of ethical hacking. Explain the different types
of scanning, commonly used scanning tools, and their role in identifying
system vulnerabilities.

4. Explain the gaining access phase of ethical hacking. Discuss various
exploitation techniques and the tools used by ethicaldiackers to verify system
vulnerabilities.

5. Describe the maintaining access phase in et
escalation, lateral movement, persistence, and
examples.

7. Assume you are an et
for an organization.

hacking, inrhe t
for improvi th
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UNIT 2| Types of Cyber Attacks

Learning Qutcomes

Upon the completion of this unit, the learner will be able to:

¢ differentiate between passive attacks and active attacks based on their
characteristics and impact

¢ classify common cyber attack techniques such as sc
enumeration according to their purpose in ethical ha

ing, footprinting, and

¢ apply basic footprinting and scanning techni rmation about

a target system in an authorized environment

¢ use appropriate tools and method en rk resources and

identify potential security weaknegses

Prerequisites

v
The learner should know ho puters municate over a network and how users
access online servi sing us d passwords. For example, when a person

connects to a publi
monitor network t

k at an airport or coffee shop, an attacker may silently
attack) or actively attempt to intercept or modify
communications (an active atta€k). Similarly, before attacking an organization, cyber-
criminals often collect available information about its website and network
through footprinting and scanning. Understanding these basic concepts helps learners
recognize how cyber attacks are planned and why organizations use security measures
to detect and prevent them.

Key concepts

Interception, Authentication, Integrity, Reconnaissance, Vulnerability, Spoofing,
Timestamps
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Discussion

Attack classification based on data and resources: Network attacks are classified into
passive attacks and active attacks based on how they affect data and network resources.

3.2.1 Passive Attacks

In a passive attack, an attacker secretly monitors or intercepts network communications
without modifying the data or disrupting system operations. The primary objective is
to collect sensitive information, such as login credentials, confidential documents, or
communication details, while remaining unnoticed. Because no changes are made to the
data or network resources, passive attacks are often difficult to detect and can continue
for long periods without raising suspicion. See fig. 3.2.1.

A

A reads the content of
message which B sends to C

3.2.1.1 Traffic Analysis

A obsefves the of A
messages exc es dC

B Internet

Fig. 3.2.2 Traffic Analysis

Traffic analysis is a passive attack in which an attacker observes the volume, timing,
and patterns of data exchanged between communicating systems without altering
the transmitted information. By examining communication behavior, attackers can
infer valuable details such as user activity, operational schedules, communication
frequency, and the importance of specific interactions. For example, a sudden increase
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in network traffic may indicate an emergency, a critical business operation, or the
transfer of sensitive information, while reduced traffic may suggest inactivity or system
downtime. This information can help attackers plan targeted cyber attacks or social
engineering campaigns at the most effective time. Since traffic analysis relies on
monitoring rather than modifying data, it is difficult to detect. Organizations can reduce
this risk by implementing encryption, traffic padding, secure communication protocols,
and continuous network monitoring to conceal communication patterns and identify
suspicious activities.

3.2.1.2 Eavesdropping

Eavesdropping is a passive cyber attack in which an unauthorized person secretly
intercepts and listens to communications between two parties to obtain sensitive
information such as usernames, passwords, financial details, personal data, or
confidential business information. Attackers may perform eavesdropping by exploiting
insecure network connections, weaknesses in communication protocols, or malware
capable of capturing transmitted data.

Unlike traffic analysis, which focuses only on communication patterns and data flow,
eavesdropping captures the actual content of the comimunication. As a result, attackers
can directly access confidential information that may be used for identity theft, financial
fraud, espionage, or other malicious activitiesgForexampleyif andttacker intercepts an
online banking session over an unsecured/etwork, they may obtain login credentials
and gain unauthorized access to the victim's account.

Eavesdropping can occur in both_digital and physical environments. It may involve
intercepting emails, phone calls, or network traffic, as well as overhearing private
conversations or using hiddén listening ‘devices. The widespread use of wireless
networks, mobile devices, and online communication platforms has significantly
increased the opportunities for'such attacks, particularly when users rely on unsecured
public Wi-Fi networks.

To protect against eavésdropping, organizations and individuals should use strong
encryption techniques, secure £ommunication protocols, multi-factor authentication,
and virtual private networks (VPNs). Regular software updates, secure network
configurations, user awareness programs, and continuous security monitoring further
help prevent unauthorized interception of sensitive communications and strengthen
overall information security.

3.2.2 Active Attacks

Active attacks involve unauthorized attempts to access a network with the objective of
altering, disrupting, or destroying data and system resources. Unlike passive attacks,
they directly interfere with normal network operations by modifying transmitted data,
interrupting services, or compromising system functionality, making them easier to
detect but significantly more harmful.

3.2.2.1 Repudiation Attacks

A repudiation attack is a type of cyber attack in which an attacker performs an action
and later denies having carried it out. These actions may include sending messages,
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executing transactions, or modifying data. The attacker exploits weaknesses in
authentication, logging, or auditing mechanisms to avoid accountability and make
it difficult to prove who performed the action. As a result, organizations may face
challenges in identifying the source of malicious activities, resolving disputes, and
conducting forensic investigations.

Repudiation attacks commonly occur when systems lack proper authentication, digital
signatures, secure logs, or audit trails. Without reliable evidence, attackers can deny
their involvement, making it difficult to enforce security policies or establish legal
accountability. Implementing non-repudiation mechanisms ensures that every action
performed within a system can be traced back to its legitimate source.

Types of Repudiation Attacks
1. Message Repudiation

In a message repudiation attack, an attacker sends an email, message, or other form
of communication and later denies sending it. This is oftefi achieved by using forged
sender identities or exploiting systems that do not verify theéysender's identity. For
example, an attacker may send a phishing email using a spoofed email address and later
deny responsibility because the system lacks proper authentication or digital signatures.

2. Transaction Repudiation

Transaction repudiation occurs when an attacker performs an online transaction
and later claims that they never authorized or initiated it. Such attacks are common
in banking and e-commerce system§ that laek strofig authentication or transaction
verification mechanisms. Examples include unauthorized fund transfers, fraudulent
online purchases, or fake payment transactions that lead to financial disputes and losses.

3. Data Repudiation

Data repudiation involves modifying, deleting, or tampering with information and
then denying respeonsibility for those changes. This attack is especially dangerous
in environments where data ifitegrity is critical, such as healthcare, banking, and
government systems. Forlinstance, an attacker may alter customer records or financial
data and later deny making the changes if the system lacks secure logging and auditing.

Prevention of Repudiation Attacks

Organizations can reduce the risk of repudiation attacks by implementing strong
authentication methods, digital signatures, secure audit logs, access controls, encryption,
and non-repudiation mechanisms. Maintaining tamper-proof logs and continuously
monitoring user activities helps ensure that every action performed within the system
can be accurately traced to the responsible user, thereby improving accountability and
supporting forensic investigations after a security incident.

3.2.2.2 Modification of Messages

Modification of messages is an active attack in which an attacker intercepts and
deliberately alters, delays, reorders, or inserts messages during communication.
Unlike passive attacks that only observe data, this attack compromises the integrity of
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information by changing its original content, making the received message unreliable
or misleading. Attackers may manipulate data packets, modify communication
sequences, or inject fraudulent messages to disrupt normal operations and deceive the
recipient. For example, a message stating, "Allow JOHN to access confidential file X,"
can be altered to "Allow SMITH to access confidential file X," granting unauthorized
access to sensitive information. Such attacks can lead to financial fraud, unauthorized
transactions, denial-of-service conditions, or the compromise of critical business
processes. To defend against message modification attacks, organizations should
implement strong encryption, digital signatures, message integrity checks, and secure
authentication mechanisms to ensure that any unauthorized changes are detected and
prevented. See fig. 3.2.3.

A

Modifies the message
and send to C

3.2.2.3 Replay Attacks

Captures the message and
resend it to C (Can send
multiple times)

Fig. 3.2.4 Replay Attacks

A replay attack is an active network attack in which an attacker captures a legitimate
communication and retransmits it later to deceive a system into accepting it as a
valid request. Instead of modifying the original data, the attacker reuses previously
captured messages to impersonate an authorized user and gain unauthorized access. For
example, if an attacker intercepts a user's login request or authentication token, they can
resend the same information to the server and potentially gain access without knowing
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the user's password. Replay attacks are particularly dangerous when authentication
tokens, session IDs, or cryptographic keys remain valid for long periods without proper
validation. In financial systems, a replay attack could result in duplicate transactions or
unauthorized fund transfers by resending previously authorized requests. To prevent
replay attacks, organizations should implement security measures such as timestamps,
nonces (single-use random values), challenge-response authentication, and session
expiration mechanisms. Secure communication protocols such as TLS, along with
continuous monitoring of authentication activities, further help ensure that intercepted
messages cannot be reused successfully.

3.2.2.4 Masquerade Attacks

A masquerade attack is an active cyber attack in which an attacker pretends to be
a legitimate user to gain unauthorized access to systems, networks, or sensitive
information. Instead of exploiting software vulnerabilities directly, the attacker
typically obtains valid user credentials through techniques such as phishing, social
engineering, shoulder surfing, or keylogging. Once these credentials are acquired, the
attacker logs in as the authorized user, making the malicious agtivity appear legitimate
and bypassing many traditional security controls. For example, an attacker may send
a fake email that appears to come from the organization's IT department, directing
employees to a fraudulent login page where their usernames and passwords are stolen.
After successfully logging in, the attacker cafi-accessiconfidential information, modify
or delete data, perform unauthorized trangactions, or misuse the victim's privileges to
compromise additional systems. Masquerade attacks are especially dangerous when
high-privilege accounts are targeted, as they, provide attackers with extensive control
over organizational resources. To reduce the risksof Such attacks, organizations should
enforce strong passwords, implementgdmulti-factor authentication (MFA), provide
regular security awareness training to help users recognize phishing attempts, and
continuously monitor user activities for untisual login patterns or suspicious behavior.
See fig. 3.2.5.

A

A pretends to be B

Fig. 3.2.5 Masquerade Attack

There are several common types of masquerade attacks, each involving different
techniques to deceive users and systems:

Username and Password Masquerade: In this type of attack, the attacker uses stolen,
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guessed, or compromised usernames and passwords to impersonate a legitimate user and
gain unauthorized access to a system. Such attacks commonly occur through phishing,
credential theft, or password guessing, allowing the attacker to access confidential
information or perform unauthorized activities while appearing to be an authorized
user.

IP Address Masquerade: An IP address masquerade attack occurs when an attacker
forges or spoofs their IP address to appear as a trusted device or network. This enables
the attacker to bypass IP-based security controls, conceal their true identity, evade
detection, or launch attacks such as Distributed Denial-of-Service (DDoS) attacks
using fake source addresses.

Website Masquerade: In a website masquerade attack, the attacker creates a counterfeit
website that closely resembles a legitimate one, such as an online banking portal,
shopping website, or government service. The fake website is designed to trick users
into entering sensitive information such as usernames, passwords, credit card numbers,
or personal details, which are then captured and misused by the attacker.

Email Masquerade: An email masquerade attack involves sending fraudulent emails
that appear to originate from a trusted individual ot erganization: These emails often
contain malicious links, fake login pages, or infected attachments that trick recipients
into revealing confidential information or installing malware: Spedfed sender addresses
make these emails appear authentic and ingtrease the likelihood of successful deception.

Masquerade attacks are highly effective because they exploit the trust users place in
legitimate identities, websites, andgeommunicationdchannels. Understanding these
different forms of masqueradedattacks helps individuals and organizations recognize
suspicious activities and implément approptiate security measures to reduce the risk of
impersonation-based attacks.

3.2.2.5 Denial offService (DoS)mattacks

A Denial of Service,(DoS) attack is an active cyber attack that aims to make a server,
application, or network unavailable by overwhelming it with an excessive number of
requests or data packets. ln atypical DoS attack, a single attacking system continuously
sends large volumes of traffic, exhausting the target's resources such as processing
power, memory, or bandwidth. As a result, legitimate users are unable to access the
affected service, leading to service disruption, financial losses, and reputational damage.
For example, an attacker may use an automated tool or script to generate thousands of
requests to a website, causing it to become overloaded and eventually crash. See fig.
3.2.6.

There are various types of Denial of Service (DoS) attacks, each designed to disrupt a
network or system’s functionality:

1. Flood attacks: In a flood attack, the attacker generates an extremely large
volume of network traffic or service requests to exhaust the target system's
resources, preventing it from responding to legitimate users.

2. Amplification attacks: In an amplification attack, the attacker exploits
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vulnerable third-party servers to multiply the amount of attack traffic,
causing a much larger volume of data to be directed toward the target and
increasing the impact of the attack.

To protect against DoS attacks, organizations can adopt several strategies:

1. Firewalls and Intrusion Detection Systems (IDS): These security
mechanisms continuously inspect network traffic to identify and block
suspicious or malicious activities before they affect the system.

2. Connection Limiting: Restricting the number of incoming requests or
simultaneous connections helps prevent attackers from exhausting system
resources.

3. Load Balancing and Distributed Systems: These techniques distribute
network traffic across multiple servers, ensuring that no single server
becomes overloaded during an attack.

4. Network Segmentation and Access Control: Dividing, the network into
smaller, isolated segments and enforcing strict access permissions helps
contain attacks and reduces their overall impact.

A

Overload the server by
giying false request

Fig. 3.2.6 Denial of Service

3.2.2.6 Distributed Denial of Service (DDoS)

A Distributed Denial of Service (DDoS) attack is an advanced form of DoS attack in
which multiple compromised computers simultaneously flood a target server, network,
or service with an enormous volume of traffic. These compromised devices, collectively
known as a botnet, are remotely controlled by the attacker to launch coordinated attacks
from different locations. Since the malicious traffic originates from numerous systems
rather than a single source, identifying and blocking the attack becomes significantly
more difficult. As a result, DDoS attacks can severely disrupt online services, consume
network resources, and prevent legitimate users from accessing the targeted system.
See fig. 3.2.7.

Both DoS and DDoS attacks can cause significant disruption to organizations by
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making critical services unavailable, resulting in operational downtime, financial
losses, and reduced customer confidence. Online businesses, e-commerce platforms,
healthcare providers, and financial institutions are particularly vulnerable because
service availability is essential to their operations. In some cases, attackers use DDoS
attacks as a distraction while simultaneously carrying out other malicious activities,
such as data theft, malware deployment, or unauthorized system access.

Attacker

Fig 3.2.7 DDoS Attack

Protecting against these attackssequires multiple security measures, including firewalls,
intrusion detection andgprevention systems (IDS/IPS), and network traffic monitoring
to identify abnormal traffic patterns. Many organizations also rely on cloud-based
DDoS mitigation servicesithat can filter or absorb malicious traffic before it reaches the
target infrastructure. In addition, having a well-defined incident response plan enables
security teams to respond quickly and minimize the impact of an attack.

Organizations should also educate employees about the indicators of DoS and DDoS
attacks and promote good cybersecurity practices to improve overall preparedness. As
these attacks continue to become more frequent and sophisticated, adopting a proactive
security strategy, implementing robust defensive technologies, and continuously
monitoring network activity are essential for protecting digital assets and ensuring
uninterrupted access to services for legitimate users.

3.2.2.7 MitM Attacks

A Man-in-the-Middle (MitM) attack is an active cyber attack in which an attacker
secretly intercepts and relays communication between two parties who believe they are
communicating directly with each other. By positioning themselves between the sender
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and the receiver, the attacker can monitor, capture, modify, or manipulate the exchanged
information without either party detecting the intrusion. This enables attackers to
steal sensitive information such as usernames, passwords, banking details, personal
messages, and confidential business data. For example, while a user is accessing an
online banking website, an attacker may intercept the communication and redirect
the user to a fake website that closely resembles the legitimate one, allowing login
credentials to be stolen.

Attackers use several techniques to carry out MitM attacks. HTTPS spoofing involves
presenting a fake secure website by using fraudulent digital certificates, making users
believe their connection is encrypted. DNS poisoning manipulates DNS records so
that users are redirected from legitimate websites to malicious ones without their
knowledge. Another common method is exploiting unsecured public Wi-Fi networks,
where attackers intercept data transmitted between users and the internet. Specialized
attack tools further automate these techniques, enabling attackers to capture credentials,
monitor communications, and alter transmitted data with minimal effort.

The consequences of MitM attacks can be severe, including identity theft, financial
fraud, unauthorized account access, and the compromise of confidential organizational
information. In some cases, attackers perform session,hijacking, where they steal or
take control of an active user session, allowing them tonimpersonate the victim and
perform unauthorized actions without requiring login eredentials.

Organizations can reduce the risk of MitM attacks by implementing strong security
measures such as end-to-end encryption, HITPS with/valid digital certificates, multi-
factor authentication (MFA), andéecure communication protocols. Users should avoid
connecting to untrusted public/Wi-Fi networks or use a Virtual Private Network (VPN)
when doing so. Regular security awareness training and continuous monitoring of
network communications further help deteet and prevent Man-in-the-Middle attacks
before they cause sigfiificant damage. Seé fig. 3.2.8.

e —

- Disconnected
Victim Server

o aVealealeal

DDOS
Attack

Attacker

Fig. 3.2.8 Man-in-the-Middle (MitM) Attack

Organizations can strengthen their defenses against Man-in-the-Middle (MitM) attacks
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by deploying Intrusion Detection Systems (IDS) and Intrusion Prevention Systems
(IPS) to continuously monitor network traffic for suspicious activities and unauthorized
interception attempts. Regular security audits, vulnerability assessments, and timely
patch management help identify weaknesses that attackers could exploit. In addition,
promoting cybersecurity awareness among users and implementing proactive security
practices are essential for minimizing the risk of MitM attacks and protecting the
confidentiality and integrity of network communications.

3.2.3 Port Scanning Techniques Using Nmap

Nmap (Network Mapper) is a widely used open-source tool for network discovery and
security auditing. It helps identify active hosts, open ports, running services, operating
systems, and software versions by sending packets to target systems and analyzing their
responses. One of its primary functions is port scanning, which determines whether
network ports are open, closed, or filtered.

Example:
nmap -sS 192.168.0.1-52
This command performs a TCP SYN scan on the spegified IP address range.
Port Status
¢ Open: A service is actively running and accepting connections.
¢ Closed: No service is listening on the port, butthe host is reachable.

¢ Filtered: A firewall or'security device blocks the scan, making the port
status unknown.

3.2.3.1 Nmap PortSeanning Techniques
1. TCP Connect S¢an (-sT)

TCP Connect Scan“establishes/a complete TCP three-way handshake to determine
whether a port is open or closéd. If the port is open, the connection is completed; if it
is closed, the target responds with a TCP Reset (RST) packet. Since the full connection
is established, this scan is accurate but easily detected and logged by the target system.

Advantages

¢ Accurate and reliable.

¢ Does not require administrator privileges.
Disadvantages

¢ Slower than SYN scan.

¢ Easily detected and logged.

2. TCP SYN Scan (-sS)
TCP SYN Scan, also called Half-Open or Stealth Scan, sends only a SYN packet to the
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target. If the port is open, the target replies with SYN/ACK, and Nmap immediately
sends an RST packet instead of completing the handshake. This makes the scan faster
and less likely to appear in system logs.

Advantages

¢ Fast and efficient.

¢ Less detectable than TCP Connect Scan.
Disadvantages

¢ Requires administrator/root privileges.
3. UDP Scan (-sU)

UDP Scan checks UDP ports by sending UDP packets. Since UDP is connectionless,
open ports usually do not respond, while closed ports return an ICMP "Port Unreachable"
message. Because of the lack of responses, UDP scanningds,slower and less accurate
than TCP scanning.

Advantages
¢ Detects UDP services such as DNS, DHEP;and SNMP.
Disadvantages

¢ Slow and sometimes inconclusive!

4. TCP NULL Scan (-sN)

NULL Scan sends a TCP packet with@mo flags set. Closed ports respond with an RST
packet, while open ports usually,do not respond. This technique can sometimes bypass
simple firewall ruless

5. TCP FIN Scan |(-sF)

FIN Scan sends a packet withdonly the FIN flag set. Closed ports reply with an RST
packet, whereas open poftsignore the packet. It is mainly used for stealth scanning.

6. TCP XMAS Scan (-sX)

XMAS Scan sends a packet with the URG, PSH, and FIN flags enabled. Closed ports
return an RST packet, while open ports generally do not respond. The packet resembles
a "Christmas tree" in packet analyzers, giving the scan its name.

Nmap supports several port scanning techniques, each designed for different purposes.
TCP Connect Scan is accurate but easily detected, TCP SYN Scan is faster and stealthier,
UDP Scan identifies UDP services, while NULL, FIN, and XMAS scans are specialized
techniques used to bypass simple firewall rules and perform stealth reconnaissance.

3.2.4 Footprinting

Footprinting is an important information-gathering activity performed during the early
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stages of ethical hacking and penetration testing. It is closely related to reconnaissance,
which is the broader process of collecting information about a target to support further
security assessment or potential attack planning. Footprinting focuses on identifying
and documenting relevant details about the target, such as domain names, IP addresses,
DNS information, network infrastructure, exposed services, operating systems,
software, and web application components. These activities help security professionals
understand the target's environment and identify its potential attack surface. NIST
identifies information gathering and scanning as key activities within the discovery
phase of penetration testing, while OWASP describes web-application footprinting as
probing and exploring an application to understand its composition, configuration, and
entry points.

The information obtained through reconnaissance and footprinting helps ethical hackers
plan subsequent security testing more effectively and enables organizations to identify
unnecessary information exposure. By understanding what information and services
are publicly accessible, organizations can reduce information leakage and strengthen
their overall security posture.

3.2.4.1 Types of Footprinting

Footprinting can be classified into passive footprinting'and active footprinting based
on the method used to collect information.

Passive Footprinting

Passive footprinting involves collecting information about a target without directly
interacting with its systems or network. Sincethere.isno direct communication with the
target, this method is difficult t0 detect and leaves almost no evidence of reconnaissance
activities. Ethical hackers rely on publicly available information obtained from search
engines, company websites, social media platforms, domainregistration databases, public
documents, and archived web pages..Adthough passive footprinting may not always
provide complete or real-timénnformation, it offers valuable background knowledge
about the organizationsand serves as the starting point for further investigation.

Active Footprinting
Footprinting
ACTIVE
PASSIVE Footprinting
Footprinting e
nD "
2 1 o
Network Host l l l
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Fig. 3.2.9 Footprinting

Active footprinting involves directly communicating with the target system or network to
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obtain technical information. This may include sending requests to servers, performing
network scans, querying DNS servers, or scanning for open ports and running services.
Because active footprinting directly interacts with the target, it can be detected by
firewalls, intrusion detection systems, or security monitoring tools. However, it provides
more accurate and up-to-date information than passive footprinting and helps identify
active hosts, accessible services, and network configurations. See fig. 3.2.9.

3.2.4.2 Information Gathered During Footprinting

During the footprinting process, ethical hackers collect information from multiple
sources to develop a comprehensive understanding of the target environment. One
of the most important areas is domain information, which includes identifying the
organization's primary domain name, associated subdomains, DNS records, and
domain registration details. Examining DNS records such as A, MX, TXT, CNAME,
and NS records provides information about web servers, mail servers, name servers,
and domain configurations. WHOIS databases further reveal details about domain
registration, including the registrar, registration dates, and administrative contacts.

Another important aspect is network information. Ethical shackers identify the
organization's public IP addresses, network rangestouters, gateways, firewalls, VPN
servers, and other publicly accessible systems. This information helps create a map of
the organization's network infrastructure and idéntifies systems that may require further
security testing.

Footprinting also involves collecting system information to identify the technologies
used by the target organization. This includes detetmining the operating systems
running on servers and workstations, identifying web servers, application frameworks,
content management systems, database&ervers, programming languages, and software
versions. Knowing the versions of operating systems and applications helps security
professionals identify whether any knowndvulnerabilities may exist.

Another valuable source ofdnformation is employee information. Publicly available
information about ‘employees can reveal organizational structure, department names,
management hierarchy, official email address formats, and professional roles.
Information gathered frwomfcompany websites, conference presentations, research
publications, and professional networking platforms may assist attackers in preparing
targeted social engineering or phishing attacks. Ethical hackers collect such information
to evaluate the organization's exposure and recommend appropriate security measures.

3.2.4.3 Sources of Information for Footprinting

Assignificant amount of footprinting information can be obtained from publicly available
sources.

¢ Social media platforms are one of the richest sources of organizational
information. Employees frequently share details about their job roles,
work locations, company activities, technologies they use, and ongoing
projects. Such information can unintentionally reveal valuable insights into
an organization's internal environment. In some cases, attackers create fake
social media profiles to establish trust with employees and gather confidential
information through conversation.
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¢ Job portals also provide valuable technical information. Organizations
often mention the programming languages, software frameworks, cloud
platforms, databases, operating systems, and cybersecurity technologies
used within the company while advertising job vacancies. These details help
ethical hackers understand the organization's technical environment and
identify technologies that may require security assessment.

¢ Search engines, particularly Google, play an important role in footprinting.
Advanced search operators such as site:, filetype:, intitle:, and inurl:
enable security professionals to locate publicly available documents, login
pages, directories, reports, and configuration files. A specialized technique
known as Google Dorking uses carefully constructed search queries to
discover sensitive information that has been unintentionally exposed online,
including backup files, spreadsheets, PDF reports, and publicly accessible
administrative interfaces.

¢ Social engineering, which focuses on obtaining information by interacting
with or observing people rather than attacking computersystems. Techniques
such as eavesdropping on conversations, ghoulder surfing while users
enter passwords, and carefully crafted conversations may reveal sensitive
organizational information. Ethical hackers,study these techniques to assess
the organization's awareness and preparedness against human-based attacks.

¢ Archive.org the historical versions of websites available through Archive.
org, it also serves as valuable sources of information. Archived webpages
may contain employee€ information, ‘té€hnical documentation, server
structures, contact details, or documents that have been removed from
the current website but remain acCessible through historical snapshots.
Such informatiemymay: provide imsights into the organization's previous
infrastructuré and reveal dataithat should no longer be publicly available.

¢ The official website of the organization itself remains one of the primary
sources of footprinting information. Company websites often provide
detailed information about products, services, business partners, office
locations, contact information, employee directories, annual reports, press
releases, and technical documentation. Even the source code and metadata
of web pages may reveal information about the technologies, frameworks,
or content management systems used by the organization.

¢ WHOIS Lookup: WHOIS is an Internet service that provides registration
information about domain names. A WHOIS lookup reveals details such
as the domain owner, domain registrar, registration and expiration dates,
administrative and technical contacts, domain status, and the authoritative
name servers associated with the domain. This information is useful during
the initial stages of reconnaissance because it helps identify the organization
responsible for a particular domain and provides insights into its domain
infrastructure.
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3.2.5 Enumeration

Enumeration is the phase of ethical hacking that follows footprinting and scanning.
During this phase, the ethical hacker actively communicates with the target system
to extract detailed information about its resources, services, users, and network
configuration. Unlike footprinting, which primarily gathers publicly available
information, enumeration involves direct interaction with the target to obtain specific
details that are not easily accessible through passive methods.

The primary objective of enumeration is to identify as much information as possible
about the target system so that potential security weaknesses can be assessed. Information
gathered during this stage may include usernames, user groups, shared folders, network
devices, operating systems, running services, service versions, open ports, domain
information, and possible vulnerabilities. This information provides a comprehensive
understanding of how the target network operates and helps identify areas that require
further security testing.

Enumeration depends heavily on the information collected duting footprinting. Without
prior knowledge of the organization's domains, IP addresses,etwork ranges, and
publicly accessible systems, the enumeration process, would become time-consuming
and inefficient. Therefore, footprinting serves as the foundation upon which enumeration
is performed.

3.2.5.1 Role of Footprinting in the Enumeration Phase

Footprinting provides the background information necessary for successful enumeration
by identifying important details su¢has domainnames, IP address ranges, DNS records,
publicly accessible servers, network infrastructure, and technologies used by the target
organization. This preliminary information enables ethical hackers to understand the
target environment and prepare a structured approach for the next phase of security
assessment.

The information collectedduringreconnaissance helps ethical hackers determine where
to focus their efforts, which systems require further investigation, and which network
services are most likely to_eontain security weaknesses. As a result, enumeration
becomes more efficient, targeted, and accurate, reducing unnecessary scanning while
improving the overall effectiveness of the penetration testing process.

3.2.5.2 Building a Map of the Target Network

One of the first objectives of enumeration is to understand the overall structure of
the target network. Information obtained during footprinting, such as domain names,
IP addresses, subnet ranges, and DNS records, helps create an initial map of the
organization's network. By using techniques such as WHOIS lookups, DNS queries,
and IP address analysis, ethical hackers can identify the systems that are connected to
the Internet and understand how they are organized.

Knowing the network ranges used by an organization allows the ethical hacker to
concentrate enumeration activities on relevant systems instead of scanning unrelated
networks. Information about public-facing servers, routers, gateways, and firewalls
also helps determine the most appropriate systems for further investigation.

m SGOU - SLM - BCA - Cyber crime @




3.2.5.3 Identifying Network Services and Applications

Footprinting often reveals the services and applications that are publicly available
within the organization's network. These may include web servers, email servers, FTP
servers, DNS servers, database servers, and remote access services. During enumeration,
these services are examined in greater detail to determine their configuration, software
versions, authentication mechanisms, and potential security weaknesses.

For example, if footprinting indicates that the target organization uses an Apache or
Nginx web server, the enumeration process focuses on identifying the server version,
installed modules, enabled directories, and possible vulnerabilities associated with that
software. Similarly, if an FTP server is discovered, the ethical hacker may enumerate
user accounts, shared directories, and access permissions to evaluate the security of the
service.

3.2.5.4 Gathering Information About User Accounts

User account information plays an important role in securityassessments because user
credentials are often targeted during cyber attacks. During footprinting, publicly available
information such as employee names, email addresses, job titles; and organizational
structure may be collected from company websites, professional networking platforms,
research publications, and social media.

This information becomes valuable during enumeration, where the ethical hacker
attempts to identify valid usernames, user groups, login policies, and authentication
mechanisms implemented within the target system; Understanding user account
structures enables security profesSionals to evaluaté the effectiveness of password
policies and authentication controls whilehidentifying potential weaknesses that could
be exploited by attackers.

3.2.5.5 DiscoveringiOpen‘Ports and Running Services

Footprinting provides preliminary information about systems that are accessible over
the network. During, enimeration, these systems are examined more thoroughly by
identifying open ports and thefservices running on them. Tools such as Nmap are
commonly used to determin€ which ports are open and which network services are
active.

For example, if ports 80 (HTTP) and 443 (HTTPS) are found to be open, further
enumeration may focus on identifying web applications, server configurations, SSL/
TLS settings, and application frameworks. Similarly, if ports associated with file
sharing, remote administration, or database services are discovered, those services are
examined to determine whether they contain configuration weaknesses or outdated
software versions.

Determining the exact version of a service is particularly important because many
software products have publicly documented vulnerabilities that can be identified and
patched during a security assessment.

3.2.5.6 Identifying Operating Systems and System Architecture

Another important objective of enumeration is identifying the operating systems and
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hardware architecture used by the target organization. Information collected during
footprinting often provides clues regarding whether systems are running Windows,
Linux, UNIX, or other operating systems.

Enumeration techniques and operating system fingerprinting tools help confirm
these details by analyzing network responses and service characteristics. Knowing
the operating system allows ethical hackers to understand the security mechanisms
available on the target and identify vulnerabilities specific to that platform. Similarly,
identifying whether systems are hosted on cloud platforms or traditional on-premises
infrastructure provides additional context for the security assessment.

3.2.5.7 Examining Network Devices

Footprinting also helps identify network infrastructure devices such as routers, switches,
firewalls, wireless access points, and gateways. During enumeration, these devices are
examined to gather more detailed configuration information, management interfaces,
firmware versions, routing protocols, and authentication mechanisms.

For example, identifying the presence of enterprise networking equipment enables
ethical hackers to verify whether secure management practices, are implemented.
Similarly, discovering a directory service such as a‘domain controller allows further
enumeration of domain information, user groups, shated resouirces, and network
policies. This information helps assess whether network deviées have been configured
securely.

3.2.5.8 Identifying Security Mechanisms

Enumeration also attempts tofidentify the seecurity controls protecting the target
environment. Information collected dufing footprinting may indicate the presence of
firewalls, intrusion detection systems (IDS), intrusion prevention systems (IPS), web
application firewalls (WAF), Vvistual private networks (VPN), endpoint protection
software, or other défensive technologies.

Understanding the organization's security mechanisms enables ethical hackers to
evaluate how effectively these €ontrols protect the network. For example, identifying a
web application firewall allows the security assessment to verify whether it is correctly
configured to detect and prevent common web-based attacks. Similarly, recognizing
the presence of intrusion detection systems helps evaluate their ability to identify
suspicious activities. This information assists organizations in strengthening existing
security controls and addressing configuration weaknesses.

3.2.5.9 Importance of Enumeration

Enumeration is one of the most valuable phases of ethical hacking because it provides
detailed technical information that cannot usually be obtained through passive recon-
naissance alone. The information gathered enables security professionals to understand
the structure of the target environment, verify the configuration of systems and services,
identify publicly accessible resources, and detect security weaknesses before they can
be exploited by malicious attackers. Accurate enumeration also reduces unnecessary
testing by allowing security assessments to focus on systems and services that present
the highest security risk.
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Enumeration is an active information-gathering process performed after footprinting and
scanning. It involves communicating directly with the target system to obtain detailed
information about users, operating systems, network services, shared resources, secu-
rity mechanisms, and infrastructure. The success of enumeration largely depends on the
quality of information collected during the footprinting phase, which provides the foun-
dation for identifying systems that require detailed examination. Together, footprinting
and enumeration enable ethical hackers to perform systematic security assessments and
help organizations identify vulnerabilities, improve their security posture, and protect
critical information assets.

Recap

¢ Network attacks are broadly classified into passive attacks and active attacks
based on their impact on data and network resources.

¢ Passive attacks focus on monitoring communications and collecting sensitive
information without modifying data or interrupting network operations.

¢ Traffic analysis examines communication patterhs, timing, and data volume
to infer user behavior, operational activiti€éspand eommuni€ation frequency.

¢ Eavesdropping involves secretly intercepting, the actual contents of
communications to obtain confidential information such as passwords,
financial data, and business_tecords.

¢ Strong encryption, VPNS, secure. €ommunication protocols, and multi-factor
authentication help defénd against passive attacks.

¢ Active attacksddirectly altes, disrupt, or destroy data and network resources,
making them more damaging and easier to detect than passive attacks.

¢ Repudiation attacks allow attackers to deny sending messages, performing
transactions, or modifying data by exploiting weak authentication and
auditing mechanisms.

¢ Message modification attacks compromise data integrity by altering,
delaying, reordering, or inserting messages during transmission.

¢ Replay attacks reuse previously captured legitimate communications to
impersonate authorized users and gain unauthorized access.

¢ Masquerade attacks involve attackers impersonating legitimate users using
stolen credentials obtained through phishing, social engineering, or other
credential theft techniques.

¢ Denial of Service (DoS) attacks overwhelm a target system with excessive
requests from a single source, making services unavailable to legitimate
users.
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Distributed Denial of Service (DDoS) attacks use multiple compromised
devices (botnets) to generate massive traffic, making detection and mitigation
more challenging.

Man-in-the-Middle (MitM) attacks secretly intercept and manipulate
communications between two parties to steal or modify sensitive information.

Nmap is a widely used network scanning tool that identifies active hosts,
open ports, running services, operating systems, and software versions using
various port scanning techniques.

Footprinting and enumeration are essential reconnaissance phases that
systematically collect detailed information about domains, networks, users,
services, operating systems, and security mechanisms to support effective
security assessments.

Objective Type Questions

9,

10.

I1.

What type of attack secretly monitors.n thcation without
modifying data?

Which passive attack studies co patterns instead of message
contents?

Which passive attack ¢ al contents of network communication?
Which type of attack pts transmitted data?

Which atta. ttacker to deny performing a malicious action?
Which type iation attack involves denying an online payment or
transaction?

Which attack changes the content of transmitted messages during
communication?

Which attack resends previously captured valid messages to gain unauthorized
access?

Which attack involves pretending to be a legitimate user by using stolen
credentials?

Which type of masquerade attack creates a fake website to steal user
credentials?

Which cyber attack overwhelms a server using requests from a single
attacking system?
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12. Which attack uses multiple compromised devices to flood a target with
traffic?

13. Which attack secretly intercepts communication between two parties?

14. Which open-source tool is commonly used for network discovery and port
scanning?

15. Which phase of ethical hacking actively gathers detailed information from a
target system after footprinting?

Answers to Objective Type Questions

1. Passive

2. Traffic Analysis
3. Eavesdropping
4. Active

5. Repudiation
6. Transaction
7. Modification
8. Replay

9. Masquera

10. Website

11. DoS

12. DDoS

13. MitM

14. Nmap

15. Enumeration
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Assignments

1. Explain passive and active attacks. Compare their characteristics, objectives,
effects on data and network resources, and methods of detection with suitable
examples.

2. What is traffic analysis? Explain how attackers can obtain useful information
by observing communication patterns, timing, and traffic volume. Discuss
suitable measures for protecting against traffic analysis.

3. Explain eavesdropping as a passive attack. Differentiate between
eavesdropping and traffic analysis, and describe their common methods,
consequences, and preventive measures.

4. What are repudiation attacks? Explain message repudiation, transaction
repudiation, and data repudiation with suitable examples. Discuss the
mechanisms used to prevent repudiation attacks.

5. Explain message modification, replay, an
how each attack works, provide suitable exa
countermeasures.

6. Explain Denial of Service (DoS) ¢
attacks. Compare their characte
mechanisms.

Denial of Service (DDoS)
s, impact, and protection

principles, advantage
assessment.

imitations, and applications in network security
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UNIT 3

Unauthorized Access

Learning OQutcomes

Upon the completion of this unit, the learner will be able to:
¢ explain how attackers exploit vulnerabilities in computer systems
¢ identify common vulnerability exploitation techniques such as password

cracking, SQL injection, Brute Force attacks,
privilege escalation

¢ use basic security measures to protect systems

¢ apply suitable methods to protect Mm

Prerequisites

ies, students should have a basic under-
entication, and common cybersecurity
attacks. They should also know how users
log into systems, over networks, and why software updates and
security controls or example, when a person uses an online banking
website, entering a weak password or using an outdated browser may allow an attacker
to exploit security wea steal login credentials, or gain unauthorized access to
the account. Understanding these basic concepts helps learners appreciate how vul-
nerabilities are exploited and why secure system design, regular patching, and strong
authentication are essential for protecting digital systems.

Key concepts

Credential Theft, Post-Exploitation, Malicious Code, Password Hash, Security Patches
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Discussion

Exploiting vulnerabilities is the stage of a cyber attack where attackers take advantage
of security weaknesses in software, operating systems, networks, or applications to
gain unauthorized access or perform malicious actions. After identifying vulnerabilities
through reconnaissance and scanning, attackers attempt to exploit these weaknesses
to compromise the target system. Successful exploitation allows attackers to execute
malicious code, steal sensitive information, install malware, or gain higher privileges.

A vulnerability may arise from software bugs, outdated applications, weak passwords,
improper system configurations, insecure network services, or coding errors. If these
weaknesses remain unpatched, attackers can exploit them to bypass security controls
and gain control over the system.

3.3.1 How Vulnerability Exploitation Works?

Vulnerability exploitation occurs when an attacker takes advantage of a weakness in
software, hardware, an application, or a system configuration to perform an action
that the system was not intended to permit. The exploitation proeess is not necessarily
a fixed sequence, but it commonly involves identifying a vulnerability, determining
whether it can be exploited, attempting exploitation, and assessing the level of access
or control obtained. During authorized penetrationutesting,security professionals may
deliberately exploit a confirmed vulnerability to verifyaits existence and determine its
potential impact. NIST distinguishes vulnerability scanning, which identifies possible
vulnerabilities, from the attack phase of penetration testing, in which exploitation can
be used to confirm whether a vulnerability 1s actually@xploitable.

3.3.1.1 Vulnerability Identification

The first step is to identify a potential weakness in the target environment. Information
may be obtained through security asséssments, vulnerability scanning, software-
version analysis, configurationreviews, or publicly available vulnerability information.
Common weaknesses inelude outdated software, insecure configurations, programming
errors, and authentication or access-control failures. For example, a vulnerability
assessment may identify, anfoutdated server application associated with a known
security vulnerability. The discovery of a vulnerability does not automatically mean
that the system can be successfully compromised; further assessment is required to
determine its actual exploitability.

3.3.1.2 Assessing and Selecting an Exploitation Technique

After identifying a vulnerability, an attacker or authorized security tester determines
whether an appropriate exploitation technique exists and whether it is applicable
to the target. The technique depends on the vulnerability, affected software, system
configuration, privileges, and intended objective. MITRE ATT&CK, for example,
documents different exploitation techniques for purposes such as exploiting public-
facing applications, client applications, credential access, and privilege escalation.
Therefore, exploitation is not limited to obtaining initial access; vulnerabilities can also
be exploited after an attacker has already entered an environment.
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For example, a vulnerability in an Internet-facing application may be exploited to obtain
initial access to an organization's network, whereas a vulnerability in a locally installed
application may be exploited to execute code or obtain higher privileges after initial
access has already been achieved.

3.3.1.3 Exploiting the Vulnerability

In this stage, the attacker attempts to trigger the identified weakness. If exploitation
is successful, the vulnerable component may perform an unintended action, such as
executing unauthorized code, bypassing an access-control restriction, disclosing
information, or allowing unauthorized interaction with a resource. NIST notes that
penetration testers may exploit vulnerabilities during the attack phase to confirm their
existence and determine the level of access that could be obtained.

For example, a vulnerable application that fails to enforce access controls may allow a
user to access information belonging to another user. OWASP identifies broken access
control as a major application-security risk and notes that such weaknesses can result
in unauthorized information disclosure, modification, deletiony or privilege escalation.

3.3.1.4 Obtaining or Expanding Access

The result of successful exploitation depends on the valnerability and the privileges
of the affected component. An attacker may ebtaintlimitediaccess to an application or
system, execute code with the privileges of a vulnerable process, or potentially obtain
higher privileges. MITRE ATT&CK describes exploitation for privilege escalation as
taking advantage of vulnerabilities in programs, services, operating systems, or kernels
to obtain greater permissions, suchfas moving frem auser-level account to administrator
or root privileges.

For example, exploitation of a vulnerable setvice running with elevated privileges may
provide an attacker withifiore control thané@xploitation of an application operating with
ordinary user permi§sions.

3.3.1.5 Post-Exploitation Activities

Successful exploitation maysbe followed by additional activities depending on the
attacker's objectives. These may include privilege escalation, credential access,
discovery of other systems, lateral movement, data collection, or data exfiltration.
MITRE ATT&CK treats these activities as separate techniques and tactics rather than
assuming that every exploitation attempt automatically results in all of them.

For example, after compromising a vulnerable server, an attacker may attempt to obtain
higher privileges and then use the compromised system to access other systems within
the network. In an authorized penetration test, such activities should be performed only
within the agreed scope and rules of engagement.

3.3.2 Common Vulnerabilities Exploited by Attackers

Attackers may exploit weaknesses arising from outdated software, insecure
configurations, vulnerable components, injection flaws, broken access controls,
authentication failures, and other software or system weaknesses. OWASP's current Top

m SGOU - SLM - BCA - Cyber crime @




10:2025 identifies Broken Access Control, Security Misconfiguration, Software Supply
Chain Failures, Cryptographic Failures, Injection, Insecure Design, Authentication
Failures, Software or Data Integrity, Logging and Altering Failures and Mishandling
of Exceptional Conditions among other categories, as major web-application security
risks.

For example, a misconfigured application may expose sensitive resources to unau-
thorized users, while an injection vulnerability may allow specially crafted input to
be interpreted in an unintended manner. Similarly, outdated software may contain
publicly documented vulnerabilities that attackers can exploit. CISA maintains a
Known Exploited Vulnerabilities (KEV) Catalog containing vulnerabilities for which
there is evidence of exploitation in the wild, highlighting the importance of prioritizing
remediation of actively exploited vulnerabilities.

Common vulnerability categories include:
¢ Vulnerable or outdated software and components
¢ Security misconfigurations
¢ Broken access controls
¢ Authentication failures
¢ Injection vulnerabilities
¢ Insecure software or system design
¢ Vulnerable services exposedito the Internet
¢ Improperly configured/cloud or nétwork resources
¢ Insecure file and resource permissions

¢ Software vulfierabilities thatperimit unauthorized code execution

These categories should'not be treated as an exhaustive list because vulnerabilities
vary according to the technology, application, operating system, and deployment
environment.

3.3.2.1 Impact of Vulnerability Exploitation

The impact of successful exploitation depends on the nature of the vulnerability and
the privileges available to the compromised component. Possible consequences include
unauthorized access, disclosure or modification of sensitive information, execution of
unauthorized code, privilege escalation, installation of malicious software, disruption of
services, and compromise of additional systems. Broken access-control vulnerabilities,
for example, can allow unauthorized users to view, modify, or delete information or
perform functions beyond their intended permissions.

A vulnerability in a public-facing service may also provide an attacker with an entry
point into an organization's network. MITRE ATT&CK documents exploitation of
remote services as a technique that can be used for lateral movement, demonstrating
that exploitation can occur after initial access as attackers attempt to move between
systems.
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The business impact may include operational disruption, data loss, financial losses,
legal or regulatory consequences, and reputational damage. The actual impact, however,
should be assessed based on the affected asset, the vulnerability's severity, the privileges
obtained, the sensitivity of the data involved, and the organization's security controls.

3.3.2.2 Preventing Vulnerability Exploitation

Preventing vulnerability exploitation requires a combination of vulnerability mana-
gement, secure configuration, access control, secure software development, monitoring,
and timely remediation. Organizations should regularly identify vulnerabilities, assess
their risk, prioritize important weaknesses, and apply appropriate security updates or
other mitigations. NIST recommends technical security testing and assessment activities
to help organizations identify vulnerabilities and develop mitigation strategies.

Organizations should prioritize vulnerabilities that present significant risk, particularly
vulnerabilities known to be actively exploited. CISA's KEV Catalog provides a useful
source for identifying vulnerabilities for which there is evidence of exploitation in the
wild.

Strong authentication, including Multi-Factor Authentication (MEA), should be used
for sensitive accounts and services. Unnecessary ‘services and| exposed resources
should be disabled or restricted, while access_controls should follow the principle of
least privilege. OWASP recommends denying access, by default where appropriate,
implementing access controls in trusted sefver-side components, logging access-control
failures, and limiting unnecessary exposute of application resources.

Secure coding practices, code review, vulnerability.t€sting, configuration management,
firewalls, intrusion detection/ and prevention mechanisms, security logging, and
continuous monitoring can further reduce the likelihood and impact of exploitation.
Organizations should also maintain apptopriate incident-response procedures so
that confirmed expleitation can beydetected, contained, investigated, and remediated
promptly.

Vulnerability exploitation is therefore the deliberate use of a security weakness to cause
a system or application to_pefform an unauthorized action. Exploitation may be used
to obtain initial access, execute code, obtain credentials, escalate privileges, or move
between systems, depending on the vulnerability and the attacker's objective. Effective
vulnerability management, timely security updates, secure configurations, strong
access controls, secure software development, and continuous monitoring are essential
for reducing the risk posed by exploitable vulnerabilities.

3.3.3 Password Cracking as Example for Exploiting
Vulnerabilities

Password cracking is the process of recovering or guessing a user's password to gain
unauthorized access to a computer system, network, or online account. Attackers use
various techniques and automated tools to identify passwords, especially when users
choose weak or predictable passwords. Password cracking is one of the most common
methods used by cybercriminals to steal sensitive information, compromise systems,
and perform unauthorized activities.
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3.3.3.1 Types of Password Cracking Attacks

Password cracking attacks can be classified into the following categories:

1. Online Attacks

In an online attack, the attacker repeatedly attempts to log in to a system by guessing
passwords through the authentication interface. These attacks may use common
passwords, automated tools, or password lists. Security measures such as account
lockout, CAPTCHA, and multi-factor authentication help reduce the success of online
attacks.

2. Offline Attacks

Offline attacks occur after an attacker obtains encrypted password hashes from a
compromised system. The attacker attempts to recover the original passwords without
interacting with the login system, making these attacks faster and more difficult to
detect.

3. Social Engineering Attacks

Instead of guessing passwords, attackers manipulate users into revealing their credentials
through phishing emails, fake websites, phone calls, ofother deceptive techniques.
3.3.3.3 Common Password Cracking/Tools

Several tools are commonly used during security testing and are also misused by
attackers:

¢ John the Ripper — Password recoveny. toel that supports multiple hash
formats.

¢ Hashcat — High-speed password-¢racking tool supporting brute force,
dictionary, anddiybrid attacks.

¢ Hydra — Network login,cracker used against services such as SSH, FTP,
HTTP, and RDP:

¢ Cain & Abel — Windows-based password recovery and network analysis
tool.

¢ Aircrack-ng — Tool for recovering Wi-Fi passwords from captured wireless
traffic.
3.3.3.4 Prevention of Password Cracking

Organizations and users can reduce the risk of password cracking by following these
best practices:

¢ Create strong and unique passwords with at least 12 characters.

¢ Use a combination of uppercase letters, lowercase letters, numbers, and
special characters.

¢ Avoid common words, personal information, and predictable patterns.

¢ Enable Multi-Factor Authentication (MFA).
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¢ Use a different password for every account.
¢ Change passwords periodically or immediately after a suspected compromise.

¢ Store passwords securely using strong hashing algorithms and salting.

3.3.3.5 Is Password Cracking Legal?

Password cracking is legal when performed with proper authorization, such as during
penetration testing, security audits, or password recovery for legitimate users. However,
attempting to crack passwords without permission to gain unauthorized access to
systems or data is illegal and punishable under cybercrime laws in many countries.

Strong passwords, multi-factor authentication, secure password storage, and user
awareness are the most effective defenses against password cracking attacks.

3.3.4 SQL Injection (SQLi)

SQL Injection (SQLi) is a web application attack in which an attacker inserts malicious
SQL statements into user input fields to manipulate database'queries. If an application
does not properly validate user input, attackers can access, modify, or delete sensitive
information stored in the database. SQL injection“is,one of the most common and
dangerous vulnerabilities affecting web applications.

Key Features
¢ Exploits improperly validated user input.
¢ Allows unauthorized accéss to database infofmation.
¢ Can bypass authentication mechanisms.

¢ May modify or.delete database records.

¢ Can lead tg completes€ompromise of the database.

3.3.4.1 Levels of Application Vulnerability to SQL Injection

1. Low Security

At the low security level, user input is directly included in SQL queries without
validation or filtering. As a result, the application is highly vulnerable to SQL injection
attacks.

2. Medium Security

The application performs basic input filtering by escaping special characters. Although
this prevents simple attacks, attackers may still bypass the protection using alternative
SQL injection techniques.

3. High Security

The application uses prepared statements (parameterized queries), where user input
is treated only as data and not as executable SQL code. This effectively prevents SQL
injection attacks.
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3.3.4.2 Types of SQL Injection
1. Error-Based SQL Injection

Error-based SQL injection exploits database error messages to obtain information about
the database structure. By deliberately entering invalid SQL input, attackers can force
the database to display error messages containing useful information such as database
type, table names, and column names.

Example:

Entering a single quotation mark (') into a vulnerable input field may generate a database
syntax error, indicating that the application is susceptible to SQL injection.

2. Union-Based SQL Injection

Union-based SQL injection uses the UNION operator to combine the results of the
original query with another query created by the attacker. This technique allows
attackers to retrieve data from other database tables.

Before performing a UNION attack, the attacker determines themnumber of columns in
the original query using statements such as:

ORDER BY 1
ORDER BY 2
ORDER BY 3

Once the correct number of columms;is identified, the attacker can use the UNION
SELECT statement to extract sénsitive information.

3. Blind SQL Injection

Blind SQL injection o€curs when the application does not display database errors
or query results. In§tead, attackers‘infer information by observing differences in the
application's behavior.

There are two common types:
Boolean-Based Blind SQL Injection:

The attacker sends SQL conditions that evaluate to TRUE or FALSE and observes
differences in the webpage response.

Time-Based Blind SQL Injection:

The attacker injects SQL commands that delay the database response (suchas SLEEP ().
The response time indicates whether the injected condition is true or false.

3.3.4.3 Impact of SQL Injection

A successful SQL injection attack can have serious consequences, including:

¢ Unauthorized access to confidential information.

¢ Modification or deletion of database records.
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¢ Bypassing user authentication.
¢ Compromising the entire database server.
¢ Financial losses and reputational damage.
3.3.4.4 Prevention of SQL Injection
The following security practices help protect applications against SQL injection attacks:
¢ Use prepared statements or parameterized queries.
¢ Validate and sanitize all user inputs.
¢ Use stored procedures where appropriate.

¢ Apply the principle of least privilege to database accounts.

[Restrict database users and applications to only the exact permission needed
for their specific tasks]

¢ Avoid displaying detailed database error messages to users.
¢ Regularly update and patch web applications'and database servers.

SQL Injection (SQL1) is a critical web applieatiohnvulnerabilitysthat allows attackers
to manipulate SQL queries by injecting malicious input, Common types include Error-
Based, Union-Based, and Blind SQL Injection. Secure coding practices such as prepared
statements, input validation, and proper database access controls are the most effective
methods for preventing SQL injectiofivattacks.

3.3.5 Brute Force Attack

A Brute Force Attack is a password-cracking technique in which an attacker
systematically tries every possiblepassword combination until the correct one is found.
Unlike attacks that exploit_seftware vulnerabilities, brute force attacks rely entirely
on repeated trial-and-erfor attempts. Although this method can be time-consuming,
weak or short passwords can often be cracked quickly using powerful computers and
automated tools. See fig. 3:341.

Brute Force Attack

Fig. 3.3.1 Brute Force Attack
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3.3.5.1 Types of Brute Force Attacks

Brute force attacks are mainly classified into simple brute force, dictionary attacks, and
hybrid attacks. Each type uses different techniques to guess passwords or credentials by
systematically trying possible combinations.

1. Simple Brute Force Attack

In a simple brute force attack, the attacker tries every possible combination of letters,
numbers, and special characters until the correct password is discovered. No prior
knowledge of the password is required.

2. Dictionary Attack

A dictionary attack uses a predefined list of common words, passwords, names, and
leaked credentials instead of testing every possible combination. It is faster than a
simple brute force attack but is limited to the passwords available in the wordlist.

3. Hybrid Brute Force Attack

A hybrid brute force attack combines dictionary words with additienal characters such
as numbers or symbols. For example, if the dictionary, word is password, the attacker
may try variations such as Password123, password@2025, or P@ssword]1.

4. Reverse Brute Force Attack

In a reverse brute force attack, the attacker starts with @ commonly used password and
tests it against multiple usernames.eruser-accounts. This technique is effective when
many users choose the same weak password.

3.3.5.2 Working of Brute Forcé'Attack

A brute force attack genérally follows these steps:

How a Basic Brute Force Attack Works

Repeats Login
! Attempts Until

One Is Successful

Attacker Guess List of Successful
Username & Credential Validation
Password

Combinations

Fig. 3.3.3 Working of Brute Force Attack

1. Target Selection

The attacker selects a target such as a user account, login portal, network service, or
encrypted file.
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2. Information Gathering

The attacker collects information such as usernames, common password patterns, or
publicly available personal details that may help narrow the search.

3. Selecting the Attack Method

The attacker chooses the appropriate brute force technique, such as a simple brute force
attack, dictionary attack, or hybrid attack, depending on the target. See fig. 3.3.3.

4. Using Automated Tools

Password-cracking tools such as John the Ripper, Hashcat, Hydra, Medusa, and
Aircrack-ng automatically generate and test password combinations.

5. Password Testing

The tool systematically tries one password after another until the correct password is
found or all possible combinations have been exhausted.

6. Gaining Access

If the correct password is discovered, the attacker gaims unauthorized access to the
account, system, or encrypted data.

3.3.5.3 Prevention of Brute Force Attacks

Organizations and users can reduce the risk of brute force attacks by implementing the
following security measures:

¢ Use strong, long, and ¢omplex passwords.

¢ Avoid common words, names, dates, and predictable patterns.

¢ Use a uniqué password for every account.

¢ Enable Multi=Factor Authentication (MFA).

¢ Implement account lo€kout policies after multiple failed login attempts.

¢ Limit the number of login attempts and use CAPTCHA where appropriate.

¢ Change passwords periodically and immediately after a suspected
compromise.

¢ Monitor login activities and detect repeated failed authentication attempts.

Brute force attacks can eventually succeed against weak passwords, they can be
effectively prevented by using strong passwords, enabling Multi-Factor Authentication
(MFA), enforcing account lockout policies, and continuously monitoring authentication
activities.

3.3.6 Dictionary Attack

A Dictionary Attack is a password-cracking technique in which an attacker attempts
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to guess a password by systematically trying words from a predefined list, known
as a dictionary or wordlist. Instead of testing every possible password combination,
the attacker uses commonly used passwords, dictionary words, names, dates, and
passwords obtained from previous data breaches. Since many users choose simple and
predictable passwords, dictionary attacks are often faster and more efficient than Brute
Force attacks.

3.3.6.1 Working of Dictionary Attack
A dictionary attack typically follows these steps:
1. Preparing the Wordlist

The attacker first creates or downloads a wordlist containing thousands or millions of
commonly used passwords, dictionary words, names, keyboard patterns, and leaked
passwords from previous security breaches.

2. Selecting the Target

The attacker selects the target system, which may be a login page, password hash
database, Wi-Fi network, or any system that require§ password authentication.

3. Testing Passwords

Each password in the wordlist is automatically tested one by one against the target
account or password hash. This process continues until @ matching password is found
or the entire list has been exhausted.

4. Password Recovery

If one of the passwords matches the target password, the attacker successfully gains
unauthorized access tothesystem, or useraecount.

5. Attack Failure

If none of the passwords in the dictionary matches the target password, the attack fails.
Unlike Brute Force attacks,.addictionary attack is limited to the passwords available in
the wordlist.

3.3.6.2 Common Tools Used for Dictionary Attacks
1. John the Ripper

John the Ripper is a popular password-cracking tool used to recover passwords from
encrypted password hashes. It compares passwords from a wordlist with stored password
hashes until a match is found.

2. Aircrack-ng

Aircrack-ng is a wireless network security tool used to recover Wi-Fi passwords. It
performs dictionary attacks by testing passwords from a wordlist against captured
Wi-Fi authentication handshakes.
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3. Hydra

Hydra is a fast password-cracking tool used during penetration testing. It performs
dictionary attacks against network services such as SSH, FTP, HTTP, Telnet, and RDP
by trying multiple username and password combinations.

3.3.6.3 Dictionary Attack vs. Brute Force Attack

Dictionary Attack Brute Force Attack

Uses apredefined listof common passwords. | Tries every possible password combination.

Faster because only likely passwords are | Slower because all combinations are attempted.
tested.

Success depends on the quality of the | Eventually succeeds if enough time and resources
wordlist. are available.

Less computationally expensive. Requires significant processing time and
computing power.

Effective against weak and commonly usgd | Can ‘erack even complex passwords, given

passwords. sufficient time.
3.3.6.4 Advantages
¢ Faster than Brute Force attacks.
¢ Requires less computational power:
¢ Highly effe€tive against,weak or commonly used passwords.
¢ Easy to automate using password-cracking tools.

3.3.6.5 Limitations

¢ Cannot crack passwords that are not present in the wordlist.

¢ Ineffective against long, complex, and randomly generated passwords.

¢ May fail if account lockout policies or multi-factor authentication (MFA)
are enabled.

3.3.7 Privilege Escalation

Privilege escalation is a cyber attack technique in which an attacker gains higher
permissions or access rights than those originally assigned to a user or application.
After obtaining initial access to a system, the attacker exploits vulnerabilities, weak
configurations, or stolen credentials to acquire administrative or root-level privileges.
With elevated privileges, the attacker can control critical system resources, access
sensitive data, install malicious software, and perform unauthorized actions.
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Privilege escalation is a crucial stage in the cyber attack lifecycle because it enables
attackers to expand their control, maintain persistence, and launch further attacks within
the network.

3.3.7.1 Aim of Privilege Escalation

When attackers first compromise a system, they usually obtain access as a standard or
restricted user with limited permissions. Their objective is to increase these privileges
and gain complete control over the system.

¢ In Windows, the goal is to obtain NT AUTHORITY\SYSTEM nprivileges,
which provide the highest level of access.

¢ In Linux, the objective is to gain root privileges, giving unrestricted control
over files, processes, and system configurations.

With elevated privileges, attackers can:
¢ Access confidential files and sensitive information.
¢ Extract passwords and password hashes.
¢ Disable antivirus and security software.
¢ Install malware or backdoors for persistent aceess.
¢ Create or modify user accounts.

¢ Move laterally to other systems withinithe network.
3.3.7.2 Types of Privilege Escalation
1. Horizontal Privilege Escalation

Horizontal privilege escalation oceurs when an attacker gains access to another
user's account while remaining at the same privilege level. Instead of becoming an
administrator, the attacker accesses resources belonging to other users with similar
permissions.

Example:

In a web application, if a user changes a URL parameter such as:
https://bank.com/account?user_id=1234

to

https://bank.com/account?user_id=1235

and is able to view another customer's account information without proper authorization,
horizontal privilege escalation has occurred.

Consider a banking web application in which two customers, User A with user id=1234
and User B with user id=1235, have the same level of privileges. After User A logs in,
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the application displays User A's account using a URL containing the user id parameter.
If the application allows User A to change the user id value to 1235 and view User
B's account information without verifying whether User A is authorized to access that
account, the application has a broken access control vulnerability. Because User A has
accessed another user's resources while having the same level of privileges, this is an
example ofhorizontal privilege escalation. This type of weakness is commonly associated
with Insecure Direct Object Reference (IDOR), where a user-controlled identifier can
be manipulated to access another user's resources without proper authorization.

2. Vertical Privilege Escalation

Vertical privilege escalation occurs when an attacker elevates access from a standard
user account to an administrator or root account. This provides complete control over
the operating system and its resources.

Example:

A Linux user exploits a vulnerability or misconfigured sude, permissions to obtain a
root shell, allowing unrestricted access to the system.

3.3.7.3 Common Methods of Privilege Escalation

1. Social Engineering

Attackers trick users into revealing passwords or performing actions that provide
elevated access. Phishing emails, fake login pages, and impersonation are common
social engineering techniques.

2. Pass-the-Hash and Rainbow Table Attacks

Instead of discovering the actual password, attackers use stolen password hashes or
precomputed hash tablesito authenticate as legitimate users and gain higher privileges.

3. Exploiting Software Vulnerabilities

Attackers exploit software bugss buffer overflows, or unpatched security vulnerabilities
to execute malicious code,with elevated privileges.

4. Misconfigured Systems

Weak passwords, excessive user permissions, improperly configured services, and
insecure file permissions provide opportunities for attackers to gain administrative
access.

See fig. 3.3.4.
5. Kernel Exploits

The operating system kernel runs with the highest privileges. Attackers exploit kernel
vulnerabilities to obtain complete control over the system, bypassing normal security
mechanisms.
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Social Engineering

Pass-the-Hash / Rainbow .
Table Attacks

Methods of
- Vulnerabilities and
privilege Exploits
escalation
Misconfigurations .
Kernel Exploits .

Fig. 3.3.4 Methods of Privilege Escalation

3.3.7.4 Common Tools Used for Privilege Escalation

Several tools assist security professionals during®penetration testing and are also
misused by attackers.

¢ Metasploit — Framework for exploiting wvulnerabilities and privilege
escalation.

¢ Mimikatz — Extracts passwerds, hashes, and authentication tokens from
Windows memory.

¢ PowerUp — Identifiess Windows privilege escalation opportunities.

¢ WinPEAS - Automatically,scans®Windows systems for privilege escalation
vulnerabilities.

¢ BloodHound—Analyzes Active Directory relationships to identify privilege
escalation paths.

¢ LinPEAS — Detects common privilege escalation weaknesses in Linux
systems.

¢ Linux Exploit Suggester — Recommends kernel exploits based on the Linux
version.

¢ GTFOBins — Lists Linux commands that can be abused to bypass restrictions
and gain elevated privileges.

¢ Cobalt Strike — A commercial security testing platform that includes post-
exploitation and privilege escalation capabilities.

3.3.7.5 Prevention of Privilege Escalation

Organizations can reduce the risk of privilege escalation by implementing the following
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security measures:
¢ Apply security patches and software updates regularly.
¢ Enforce the principle of least privilege.
¢ Use strong authentication and Multi-Factor Authentication (MFA).
¢ Restrict administrator and root access.
¢ Monitor privileged account activities.
¢ Remove unnecessary services and permissions.
¢ Conduct regular vulnerability assessments and security audits.

Attackers use vulnerabilities, misconfigurations, stolen credentials, and kernel exploits
to elevate their privileges from a normal user account to an administrator or root account.
Once elevated privileges are obtained, attackers can disable security controls, steal
sensitive data, install malware, and move laterally across théynetwork. Implementing
least-privilege access, timely patch management, strong authentieation, and continuous
security monitoring are essential defenses against privilege escalation attacks.

Recap

¢ Vulnerability exploitationfinvolves taking 4dvantage of weaknesses in
software, hardware, applicationsfyor system configurations to perform
unauthorized actions.

¢ Vulnerabilitiesamay result,from outdated software, insecure configurations,
coding error§, weak authentication, and improper access controls.

¢ Vulnerabilityidentification can involve vulnerability scanning, configuration
reviews, software-version analysis, and publicly available vulnerability
information.

¢ Identifying a vulnerability does not necessarily mean that it can be
successfully exploited; its actual exploitability and potential impact must be
assessed.

¢ Exploitation techniques are selected according to the vulnerability, target
environment, available privileges, and attacker's objective.

¢ Successful exploitation may allow unauthorized code execution, information
disclosure, access-control bypass, or unauthorized interaction with system
resources.
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¢ Thelevel of access obtained through exploitation depends on the vulnerability
and the privileges of the affected component.

¢ Post-exploitation activities may include privilege escalation, credential
access, system discovery, lateral movement, data collection, and data
exfiltration.

¢ Common vulnerabilities include broken access controls, security
misconfigurations, injection flaws, authentication failures, vulnerable
software, and improperly exposed services.

¢ Successful exploitation can affect the confidentiality, integrity, and
availability of information systems and may result in data loss, service
disruption, financial loss, or reputational damage.

¢ Effective vulnerability management includes identifying, assessing,
prioritizing, and remediating vulnerabilities, with“particular attention to
vulnerabilities known to be actively exploited.

¢ Password cracking involves attempting to reeover or guess passwords and
may use techniques such as brute force, dictionary attacks, of other password-
recovery methods.

¢ SQL Injection occurs when improperly handled input allows unintended SQL
statements to affect database operations, potentially exposing or modifying
sensitive data.

¢ Brute force and dictionary attacks can be reduced through strong unique
passwords, Multi-Factor Authentication (MFA), rate limiting, account
protections, and'secure password storage.

¢ Privilege escalation’ occurs when an attacker obtains permissions beyond
those originally assigned, including horizontal escalation between users
with similar privilegesdand vertical escalation to higher privileges such as
administrator or root.

Objective Type Questions

1. Which process involves taking advantage of a weakness in a system to
perform an unauthorized action?

2. Which activity is used to find weaknesses in a target system?
3. What is a method used to take advantage of a specific vulnerability called?

4. Which stage attempts to trigger a discovered vulnerability?
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5. What is the term for gaining higher permissions after compromising a
system?

6. Which type of attack uses a list of commonly used passwords to guess a
password?

7. Which attack tries all possible combinations of characters to find a password?
8. Which web attack involves inserting malicious input into a database query?

9. Which vulnerability allows a user to access another user's resources without
proper authorization?

10. Which attack involves capturing and reusing a valid authentication message?

11. Which security principle gives users only the p
perform their tasks?

issions they need to

12. Which authentication method requires mor

13. Which organization maintains the
Catalog?

14. Which type of privilege escalatio
resources at the same privi

15. Which type of privilége esca involves moving from a normal user
account to an administrator or root account?

y 4

Answers to Objective Type Questions

1. Exploitation /

2. Scanning
3. Exploit

4. Exploitation
5. Escalation
6. Dictionary
7. Brute Force

8. SQLi
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9. IDOR [Insecure Direct Object Reference]
10. Replay

11. Least-privilege

12. MFA [ Multi - Factor Authentication]

13. CISA

14. Horizontal

15. Vertical

Assignments

1. Explain the stages involved in vulnerability, exploitati d discuss how
attackers progress from identifying vulnerabilities to forming post-
exploitation activities.

6. Explain the concept of privilege escalation in cybersecurity. Differentiate
between horizontal and vertical privilege escalation with appropriate
examples and prevention strategies.

7. Discuss the common vulnerabilities exploited by attackers and analyze the
impact of successful vulnerability exploitation on organizational security.

8. Explain the various tools used for password cracking and privilege escalation.

Discuss their legitimate use in ethical hacking as well as the ethical and legal
considerations associated with their use.
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UNIT 4

Avoidance

Learning Qutcomes

Upon the completion of this unit, the learner will be able to:

¢ explain the concepts of lateral movement, credential dumping, and anti-
forensics in cyber attacks

¢ identify common techniques used for lateral movement, credential dumping,
and anti-forensics

¢ apply appropriate security measures to detectand prevent lateral movement
and credential theft

¢ recognize suitable security practices to supportdigital forensic investigations

Prerequisites

Learners should have a basie understanding of how users access shared network
resources, how authentieation is, performéd using usernames, passwords, and other
credentials, and why System logs aréimportant for monitoring activities and detecting
security incidents. They should also be familiar with the phases of ethical hacking and
common cyber attack§to understand the actions that occur after an attacker gains initial
access to a system.

Building on this foundation, this topic explains the post-exploitation phase of a cyber
attack. It covers how attackers move laterally across a network, steal user credentials,
elevate their privileges, and conceal their activities to avoid detection. For example, an
attacker may gain access to a hospital employee's computer through a phishing email.
Using the compromised credentials, the attacker can access file servers, patient record
systems, and other critical resources, while attempting to avoid triggering security
alerts. Before leaving the network, the attacker may delete or modify system logs to
hide evidence of the intrusion.

By studying concepts such as lateral movement, credential dumping, privilege escala-
tion, data exfiltration, and anti-forensics, learners will understand how modern cyber
attacks spread within an organization. They will also learn how security professionals
detect malicious activities, protect sensitive systems, investigate security incidents, and
recover from cyber attacks through effective digital forensic techniques.
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Key concepts

Persistence, Kerberos Tickets, Authentication Credentials, Domain Controller,
System Memory, Steganography, Obfuscation, Network Segmentation

Discussion

Lateral movement is a stage of a cyber attack in which an attacker moves from one
compromised system to another within the same network. After gaining initial access,
the attacker explores the network, collects information, escalates privileges, and
searches for valuable systems containing sensitive data. Instead of attacking the final
target directly, the attacker gradually expands access across multiple devices while
attempting to remain undetected.

Lateral movement has become a common technique in modérn cyber attacks, especially
inAdvanced Persistent Threats (APTs). Rather than causing immediate damage, attackers
spend days, weeks, or even months moving through the network, gathering information
and establishing long-term access before stealing data or disrupting operations.

Attackers often use legitimate administratorftools, valid user.ereédentials, and normal
network protocols during lateral movement. Because these activities resemble regular
network operations, detecting lateral movement is one of the biggest challenges for
cybersecurity professionals.

3.4.1 Purpose of Lateral Movement

The primary objective of lateral movement is to move deeper into the network and gain
access to critical resources, Attackers perform lateral movement for several reasons.

3.4.1.1 Maintaining Persistence

One of the main goal§’is to maintain continuous access to the organization's network.
Instead of relying on a single compromised computer, attackers infect multiple systems
and establish several access points. If one compromised system is detected and removed,
they can continue their attack using another infected machine. This allows attackers to
remain inside the network for a long period without being completely removed.

3.4.1.2 Privilege Escalation

As attackers move through the network, they search for administrator accounts or
systems with higher privileges. By obtaining elevated permissions, they gain access to
more sensitive resources and can perform actions that ordinary users cannot. Privilege
escalation enables attackers to control critical systems, modify security settings, and
access confidential information.

3.4.1.3 Accessing Critical Resources

The ultimate objective of lateral movement is to locate valuable organizational assets.
Attackers search for file servers, databases, domain controllers, cloud storage, financial
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systems, and backup servers that contain confidential information such as customer
records, financial data, intellectual property, passwords, or business documents. Once
these resources are located, attackers can steal, modify, or destroy the data.

3.4.1.4 Collecting Sensitive Information

Before launching the final attack, attackers often gather information about the network,
users, applications, and security controls. This helps them identify the most valuable
targets and avoid security mechanisms. The collected information may also be used for
future attacks or cyber espionage.

3.4.1.5 Preparing for Data Exfiltration

Lateral movement allows attackers to position themselves close to the systems
containing sensitive data. Once the desired information is identified, they collect and
transfer it to attacker-controlled systems without attracting attention. This preparation
makes data exfiltration more efficient and reduces the chances of detection.

3.4.2 Why Lateral Movement is Difficult to Detect?

Lateral movement is difficult to identify because attackers frequently use legitimate
administrative tools such as Remote Desktop Protoeol (RDP), PowerShell, Windows
Management Instrumentation (WMI), Secure Shell (SSH), and file-sharing protocols.
They also use stolen user credentials instead'of malicious software whenever possible.
As aresult, their activities often appear similar to normal administrative tasks, making it
challenging for security teams to distinguish malicious actions from legitimate network
activity.

Lateral movement is a critical{phase of a‘éyber attack in which attackers move across
multiple systems after gaining initial aécess. Their objective is to maintain persistence,
obtain higher privileges, discover valuable resources, and prepare for data theft or
other malicious actiwitics. Because, attaCkers use legitimate credentials and trusted
administrative tools, lateralimevement often remains undetected for extended periods.
Detecting unusual usesb€havior, monitoring privileged account activities, implementing
network segmentation, and applying the principle of least privilege are essential measures
for preventing and limitingateral movement within an organization's network.

3.4.3 Common Techniques of Lateral Movement

Attackers use several techniques to move from one compromised system to another
within a network while remaining undetected. Some of the most common techniques
are described below.

3.4.3.1 Pass-the-Hash (PtH)

Pass-the-Hash is a technique in which attackers steal the hashed password of a user
and use it to authenticate to other systems without knowing the actual password. By
reusing these password hashes, attackers can access multiple computers and expand
their control within the network.

3.4.3.2 Pass-the-Ticket (PtT)

Pass-the-Ticket is a technique that targets Kerberos authentication. Attackers steal valid
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Kerberos tickets from a compromised system and use them to access other network
resources. Since the ticket is legitimate, the attacker can impersonate an authorized user
without entering a password.

3.4.3.3 Remote Desktop Protocol (RDP) Abuse

Remote Desktop Protocol (RDP) allows users to remotely access another computer.
Attackers who obtain valid RDP credentials can log into remote systems, execute
commands, install malware, and access sensitive data as though they were legitimate
users.

3.4.3.4 Windows Management Instrumentation (WMI)

Windows Management Instrumentation (WMI) is a Windows administration tool used
to manage remote computers. Attackers misuse WMI to execute commands, run scripts,
and install malicious software on remote systems without requiring physical access.

3.4.3.5 Exploiting Weak or Misconfigured Permissions

Attackers search for systems with weak passwords, excessiveuser privileges, insecure
shared folders, or misconfigured access permissions. These weaknesses allow them to
move between systems, gain unauthorized access, andicompromise additional devices
within the network.

Lateral movement techniques enable attackers to spreadiacross a network after gaining
initial access. Common methods include Pass-the-Hash, Pass-the-Ticket, RDP abuse,
WMI, and exploiting weak or misconfigured\permissions. Organizations can reduce the
risk of lateral movement by enfor€ing strong authenfication, applying the principle of
least privilege, securing remot€ access setvices, and continuously monitoring network
activities.

3.4.4 CredentialddWmping

Credential dumping is a pestsexploitation technique in which attackers extract stored
user credentials fromg@a compromised system. After gaining access to a computer,
attackers retrieve authentication information such as passwords, password hashes, and
Kerberos tickets from thefsystem memory or storage. These credentials are then used to
move to other systems, gain higher privileges, and access sensitive resources without
needing to crack passwords.

Credential dumping is considered one of the most dangerous techniques because a
single compromised computer can provide attackers with access to multiple systems
across an organization's network.

3.4.4.1 Types of Credentials Obtained

Attackers commonly target the following authentication information:

¢ Plaintext Passwords: Actual user passwords stored in memory.

¢ Password Hashes: Encrypted representations of passwords used in Pass-
the-Hash (PtH) attacks.
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¢ Kerberos Tickets: Authentication tickets used in Pass-the-Ticket (PtT)
attacks within Windows Active Directory environments.

3.4.4.2 How Credential Dumping Works

Credential dumping is a multi-stage process in which attackers steal authentication
credentials from a compromised system. These stolen credentials are then used to
gain unauthorized access to additional systems, escalate privileges, and move laterally
within the network. The process typically involves the following steps:

1. Initial Access

The first step is to gain access to the target system. Attackers may achieve this through
phishing emails, malicious attachments, malware infections, stolen credentials, weak
passwords, or by exploiting software vulnerabilities. At this stage, the attacker usually
has limited access to the compromised machine.

2. Privilege Escalation

To access sensitive credential information, attackers require ‘higher privileges. They
attempt to obtain Administrator or SYSTEM-level access by exploiting local
vulnerabilities, misconfigured permissions, or stolen administrator credentials. Elevated
privileges allow attackers to access protectedsystem filessand mémory areas that are
inaccessible to ordinary users.

3. Accessing LSASS Memory

After obtaining sufficient privileges, the attacker targéts the Local Security Authority
Subsystem Service (LSASS.exe). LSASS'is a critical Windows process responsible for
authenticating users and managing security policies. To support user authentication and
single sign-on, Microsoft introduced Credential Guard, which uses Virtualization-
Based Security (VBS) to isolate'the Local Security Authority Subsystem Service
(LSASS) and protect sensitiveseredentials from being exposed in memory. This modern
security mechanismyhelps prevent attackers from extracting plaintext passwords and
other authentication credentials{ Attackers access the memory of this process to retrieve
these authentication credentidls. See fig. 3.4.1.

A

] . n
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Credentials y

Attacker Local memory of server (LSASS) Access to privileged server

or domain controller

Fig. 3.4.1 Accessing Local Memory of Server
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4. Credential Extraction

Using specialized tools such as Mimikatz or ProcDump, attackers extract authentication
data from the memory of the LSASS process. The extracted information may include
plaintext passwords, NTLM password hashes, cached credentials, and Kerberos tickets.
These credentials can then be used to authenticate without knowing the actual user
passwords.

5. Lateral Movement

Once valid credentials have been obtained, attackers use them to access other computers,
servers, and network resources. They authenticate as legitimate users, gain access to
additional systems, elevate their privileges further, and continue expanding their control
across the network. This process, known as lateral movement, enables attackers to
locate sensitive information, compromise critical servers, and prepare for data theft or
other malicious activities.

Credential dumping enables attackers to steal authentication information directly from
system memory rather than attempting to crack passwords. By\gaining initial access,
escalating privileges, extracting credentials from LSASS.exe, and using the stolen
credentials for lateral movement, attackers can compremise multiple systems within
an organization's network. Protecting privilegedmaecounts, sestricting access to LSASS
memory, enabling credential protection miechanismsy, and“continuously monitoring
authentication activities are essential defenses against credential dumping attacks.

3.4.4.3 Common Tools Used

Several tools are used to perforin credential dumping:

¢ Mimikatz: The mostwidely used tool for extracting passwords, password
hashes, and Kesberos tickets from Windows memory.

¢ ProcDump: A Microsoft utility that can create memory dumps of running
processes, meluding LSASS, for offline credential extraction.

3.4.4.4 Key Features,ofCredential Dumping
¢ Extracts authentication credentials directly from system memory.
¢ Enables Pass-the-Hash and Pass-the-Ticket attacks.
¢ Supports lateral movement across the network.
¢ Helps attackers gain administrative privileges.

¢ Often difficult to detect because it uses legitimate system processes and
administrative tools.

Credential dumping is a powerful post-exploitation technique used to steal authentication
credentials from compromised systems. By extracting passwords, password hashes, and
Kerberos tickets from LSASS.exe, attackers can move laterally, gain higher privileges,
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and access sensitive resources. Protecting privileged accounts, enabling credential
protection features, restricting administrative access, and monitoring access to LSASS
memory are essential measures to defend against credential dumping attacks.

3.4.5 Anti-Forensics

Anti-forensics refers to the techniques and methods used to hide, alter, destroy, or
manipulate digital evidence to make forensic investigation difficult or impossible.
While digital forensics focuses on collecting and analyzing evidence after a cyber
attack, anti-forensics aims to prevent investigators from finding or interpreting that
evidence. Cybercriminals use anti-forensic techniques to conceal their activities, erase
traces of attacks, and delay or mislead investigators.

In some legitimate situations, anti-forensic methods are used to securely erase
confidential information and protect user privacy. However, these techniques are
frequently abused by attackers to cover their tracks after compromising a system.

3.4.5.1 Goals of Anti-Forensics

The primary objectives of anti-forensics are to hide evidence, and make forensic
investigations more difficult. The main goals includé:

¢ Avoid detection of unauthorized or malicious activities.

¢ Prevent or delay the collection of digital evidenee.

¢ Increase the time and effort required for forensic analysis.
¢ Mislead investigators by altering or forging evidence.

¢ Bypass or disable forensic toolss

¢ Remove all traces indicating that anti-forensic tools were used.

3.4.5.2 Anti-Forensic Techniques
1. Data Destruction

Data destruction involvesgpérmanently removing digital evidence so that it cannot
be recovered. Attackers use secure deletion techniques that overwrite files multiple
times, making recovery impossible even with forensic software. They may also modify
or delete file timestamps and metadata to hide when files were created, accessed, or
modified.

2. Defense Evasion and In-Memory Execution

Instead of deleting evidence, attackers may use Defense Evasion techniques to avoid
detection and reduce the forensic traces left on a compromised system. One approach is
In-Memory Execution, in which malicious code operates primarily in system memory
rather than being stored as a conventional file on disk. Techniques such as Direct
Kernel Object Manipulation (DKOM) can also modify kernel data structures to hide
malicious processes or other system objects from security tools. These techniques can
make traditional file-based forensic analysis more difficult because fewer artifacts may
be present on disk.
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3. Obfuscation and Artifact Hiding

Attackers may also use Obfuscated Files or Information and other artifact-hiding
techniques to make malicious content difficult to identify or analyze. Steganography
is one such technique, in which information is concealed within another file, such as an
image, audio file, video, or document, so that the hidden content is not readily apparent.
During forensic investigation, analysts may examine file structure, metadata, unusual
file characteristics, and other indicators to identify potentially hidden information.

4. Encryption

Encryption protects stolen data and malicious files from being examined by investigators
unless the correct decryption key is available.

5. Data Forgery

Data forgery involves creating fake logs, modifying records, or altering timestamps to
mislead investigators. By inserting false evidence or changing existing information,
attackers attempt to hide their actual activities and confuse forensic analysis.

6. Analysis Prevention

Attackers use techniques that prevent security tools.and forénsic software from analyzing
malware or system activity. These include disablinglogging sérvices, detecting virtual
machines or sandbox environments, terminating security software, and using anti-
debugging techniques.

7. Online Anonymity

To conceal their identity, attackers often use anonymity tools such as VPNs, proxy
servers, and the Tor network, These tools hide the attacker's real IP address, making it
difficult for investigators to trace the source of an attack.

Anti-forensics con8ists of-téchniques used to hide, modify, or destroy digital evidence
to prevent successful forensic investigation. Common techniques include data destruc-
tion, data concealment, data hiding, obfuscation, encryption, data forgery, analysis
prevention, and online anonymity. Understanding these techniques helps cybersecurity
professionals develop stronger detection mechanisms and conduct more effective digi-
tal forensic investigations.
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Recap

¢ Lateral movement allows attackers to move from one system to another
within a network.

¢ The objective of lateral movement is to reach valuable systems and critical
resources.

¢ Attackers may use stolen credentials to access additional systems.
¢ Privilege escalation helps attackers obtain higher levels of access.
¢ Defense evasion techniques are used to avoid detection by security tools.
¢ Attackers may attempt to reduce or manipulate forensic evidence.

¢ In-memory execution allows malicious code to op
memory.

primarily in system

¢ Fileless or memory-based techniques can
evidence.

¢ Direct Kernel Object Manipulatig ay be used to manipulate
kernel-level objects.

¢ Attackers may attempt orgother malicious activities from

security tools.

formation more difficult to understand

or analyze.

¢ Artifact hi
and security tools.

¢ Steganography ca
files.

ide information within images, audio, videos, or other

¢ Digital forensic investigators examine memory, files, metadata, and system
artifacts for evidence.

¢ Understanding standard terminology such as Defense Evasion, In-Memory
Execution, and Obfuscated Files or Information improves the accuracy of
cybersecurity analysis.
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Objective Type Questions

1. What is the movement of an attacker from one compromised system to
another called?

2. Which technique uses stolen password hashes for authentication?
3. Which authentication system is targeted in Pass-the-Ticket attacks?

4. Which protocol is commonly abused for remote access during lateral
movement?

5. Which Windows administration tool can be misused to execute commands
on remote systems?

6. What technique involves extracting stored authentigation information from

a compromised system?

memory?
10. What is the process of
11. What technique is us
12. What technique permane

ves data to prevent its recovery?

13. What tech es information inside another file such as an image or
audio file?

14. What technique involves modifying or creating false evidence to mislead
investigators?

Answers to Objective Type Questions

1. Lateral Movement
2. Pass-the-Hash
3. Kerberos

4. RDP
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WMI

6. Credential Dumping

7. LSASS

8. VBS

9. Mimikatz

10. Privilege Escalation

11. Anti-Forensics

12. Data Destruction

13. Steganography

14. Data Forgery

Assignments

1. Explain the purpose of lateral movement in a cyber attack and describe how
attackers move between s i

2. Discuss the role of s and privilege escalation in enabling
lateral movement.

3. Explain the vasion and describe why attackers use
defense ev .

4. Describe in-memory cution and explain why it can make forensic
investigation mo enging.

5. Explain Direct Kernel Object Manipulation (DKOM) and discuss its role in
defense evasion.

6. Discuss the concept of obfuscation and explain how it makes malicious files
or information difficult to analyze.

7. Explain artifact hiding techniques and describe the challenges they create for
digital forensic investigators.

8. What is steganography? Explain how attackers may use it to hide information

within digital files.
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Learning Qutcomes

Upon the completion of this unit, the learner will be able to:

e explain the concept of cybercrime tools and techniques
e cxplain different types of network scanning and their purposes
e describe the working of keyloggers and Remote Access Trojans (RATS)

e discuss the role of packet sniffers and botnetsyin cyber activities

Prerequisites

Think about a situation where a_system getsycomprommised, yet nothing unusual was
noticed beforehand. No alarms, no visible damage, no obvious mistake. Later, it is
discovered that information had beendquietly collected over time, access had been
established step by step, and the system had already been understood in detail before
any real action took place:

This raises an interesting pointhCyber attacks are rarely random or immediate. They
are often structured, moving through stages such as observing a network, identifying
active systems, finding weak points, and then gradually gaining control. Each stage is
supported by specific tool§;and each tool plays a precise role in the overall process.

At the same time, these very tools are not exclusive to attackers. Security professionals
use them to study systems, detect weaknesses, and strengthen defenses. This creates a
dual nature where the same technique can either protect or exploit, depending on how
it is used.

So, the real question is not just what these tools are, but how they fit into the sequence
of an attack. When you begin to connect each tool to a particular stage, the entire
process becomes clearer and more meaningful.

With this perspective, let us move into the topic and explore the tools and techniques
that shape both cyber attacks and cybersecurity.
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Key concepts

Cybercrime tools, Network scanning, Port scanning, Vulnerability scanning, Keylogger,
Remote Access Trojan (RAT), Packet sniffing, Botnet

Discussion

4.1.1 Introduction to Cyber Crime Tools and Techniques

Cybercrime does not occur as a sudden action. It develops through a sequence of steps,
where each step is supported by specific tools. These tools help in observing systems,
collecting information, gaining access, and sometimes controlling or exploiting
resources.

At the beginning, it is helpful to stop for a moment and think about how an intrusion
usually happens. Does an attacker start by attacking immediately? Or do they first try
to understand the system?

In most cases, understanding comes first. That is why eybercrime tools are designed to
work step by step, not all at once.

In this unit, attention is focused on a set of é¢ommonly used tools that operate at different
stages of an attack. Some tools are used to gather information about systems, while
others are designed to monitor user activity. €ertain tools go further by enabling remote
control, and some are capable ofdntercepting data.as'it travels across networks. There
are also techniques that combine multiplé,compromised systems to carry out large-
scale operations.

As each tool is introdu€ed; it isuseful to.continuously ask: at which stage of an attack
would this tool be used? This way of thinking helps in understanding not only how each
tool works, but also-how.they are.connected as part of a larger sequence.

With this perspective in mind, the discussion begins with tools that focus on discovering
and analyzing systems within a network.

4.1.2 Network Scanners

Network scanning is a technique used to examine a network in order to identify active
devices, available services, and possible points of entry. It plays a dual role. On one
side, it helps security professionals monitor and protect systems. On the other side, the
same technique can be used by attackers to discover weaknesses.

If a system is completely unknown, how can anyone attempt to attack it?

The answer lies in gathering information first. Network scanning provides this
information. It reveals which devices are connected, how they communicate, and which
parts of the system are exposed.

This is why network scanning is often considered the starting point of both cybersecurity
and cyber attacks.
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4.1.2.1 Purpose of Network Scanning

Network scanning simplifies the process of monitoring and evaluating the security of
a system. Instead of manually checking each device, it provides a structured way to
observe the entire network.

As the scan progresses, it identifies live devices and the interactions between different
components. This creates a clear picture of how the network is organized.

Now reflect on this idea:

If the structure of a network is clearly known, does it become easier to protect or easier
to attack?

In reality, it becomes easier for both. Security professionals use this knowledge to
strengthen defenses, while attackers use it to locate weaknesses.

Therefore, the purpose of network scanning is not limited to detecting vulnerabilities.
It also supports continuous monitoring, helping maintain d4'secure and stable network
environment.

4.1.2.2 Working Mechanism of Network Seanning

Network scanning works by sending requestsitopdiffereént pawts of a network and
analyzing the responses. Based on these g€sponses, it identifies which systems are
active and how they behave.

The process involves examining IP addresses,and understanding how different devices
are connected. This is done by ising tools that'sefid requests across the network and
observe the responses. From fthese responses, it is possible to identify active devices,
their IP addresses, and how they are linked within the network.

In simple terms, the tool “asks™ the,network questions, and the replies help in building
a map of the system.

If a device respondsfreely to multiple requests, it may reveal more information than
necessary. Such exposure can later be used for exploitation. This is why controlled
responses and proper configuration are important in maintaining security.

The same scanning techniques are used by both administrators and attackers.
Administrators use them to identify and fix vulnerabilities, while attackers use them to
locate entry points. The difference lies in the intention behind their use.

4.1.2.3 Types of Network Scanning

Network scanning can be categorized based on the objective it serves. Each type focuses
on a different aspect of the network and contributes to a deeper understanding of its
structure and security.

In practice, these scanning techniques are often used in a sequential manner, where
information gathered in one stage guides the next step. As this progression unfolds,
the network gradually shifts from being unknown to something that can be clearly
approached, examined, and potentially exploited in detail.
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1. Host (Ping) Scanning

From a cybercrime perspective, host scanning is used to identify which systems are
alive and reachable within a network.

An attacker sends requests to multiple IP addresses and observes which ones respond.
The systems that reply are considered active targets. Instead of blindly attacking every
possible address, the attacker now has a refined list of potential victims.

This step is important because it avoids unnecessary noise and reduces the chances
of detection. By focusing only on active systems, the attacker can proceed more
strategically in the next stages of the attack.

2. Vulnerability Scanning

Once active systems are identified, attackers move to vulnerability scanning to discover
known weaknesses in those systems.

Thisprocessinvolves comparing system details such as softwaréversions, configurations,
and services with publicly available databases of known vulnerabilities. If a match is
found, the attacker gains insight into how the systeni'ean be exploited.

However, attackers are aware that this methed has® limitations. It only detects
vulnerabilities that are already known. New or undiscovered Weaknesses (often called
zero-day vulnerabilities) may remain hidden. Because of this, attackers may combine
vulnerability scanning with other techniques to increase their chances of success.

3. Port Scanning

Port scanning is used by attackers to map the entry points of a system by identifying
open ports and the services running on them.

Every service (such@s web servers, émail servers, or databases) communicates through
specific ports. By sendingcarefully crafted packets to these ports, an attacker observes
the responses and classifies them as:

¢ Open — the servigess active and accessible
¢ Closed — no service is running on that port
¢ Filtered — access is restricted, often by a firewall

Open ports are of particular interest because they indicate accessible services that may
contain vulnerabilities. If a weakness exists in any of these services, it can be exploited
to gain unauthorized access.

Through port scanning, attackers gain a clearer picture of the system’s structure,
allowing them to select the most promising path for intrusion.

4.1.2.4 Network Scanning Tools

Network scanning tools are software applications used to examine a network and gather
information about connected devices, open ports, running services, and potential security
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weaknesses. These tools play an important role in both network administration and
cybersecurity, as they help in understanding how a network is structured and how it
can be protected.

In a typical scenario, a network scanning tool sends requests to different devices
within a network and observes their responses. Based on these responses, it identifies
which systems are active, what services they are running, and whether there are any
vulnerabilities that could be exploited.

Some commonly used network scanning tools include:

¢ Nmap: One of the most popular tools used for discovering hosts and services
on a network. It can perform port scanning, OS detection, and service
identification.

¢ Angry IP Scanner: A fast and simple tool used to scan IP addresses and
identify active devices on a network.

¢ OpenVAS: A vulnerability scanning tool used to detéet security issues in
network systems.

These tools are often used together in a step-by-step manner. For example, a user may
first identify active devices, then scan for open pertsyand finally che¢k for vulnerabilities.
This layered approach helps in building a cémplete picture of'the network.

It is important to note that while network scanning tools are essential for maintaining
security, they can also be misused if handled improperly. Therefore, they should always
be used ethically and with propef authorization.

4.1.3 Spyware : Keyloggers

Spyware is a form ofsmalicious software that secretly enters a device, collects
information, and tra¢ks user activity'without the user’s knowledge.

A keylogger, also knewn as a keystroke logger, is a tool that records everything a user
types on a keyboard. It can capture letters, numbers, symbols, and even special keys
such as Enter or Backspace:

This leads to an important understanding. Most interactions with a computer involve
typing, logging into accounts, sending messages, entering personal details. Because
of this, a keylogger can collect a large amount of information simply by recording
keystrokes.

Keyloggers are not always used for harmful purposes. In some situations, they are used
legally, such as monitoring employee activity, troubleshooting systems, or supervising
usage on shared devices. However, in cybercrime, they are mainly used to secretly
collect sensitive information.

Information Captured by Keyloggers

When a keylogger is active, it records every keystroke and stores it in a file or sends it
to an external source.
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The type of information captured can include:
¢ login credentials such as usernames and passwords

¢ credit card details entered during online transactions
¢ messages, emails, and search queries
¢ websites visited and forms filled

Some advanced keyloggers go beyond keystrokes. They can capture screenshots at
intervals or identify patterns in typing to quickly detect sensitive data like passwords.

This creates a critical situation. Even if strong passwords are used, they can still be
exposed if they are recorded during typing.

4.1.3.1 How Keyloggers Work

Think of a keylogger like an invisible note-taker sitting beside a user while they type on
a keyboard. Every time a key is pressed, it quietly writes it down without being noticed.

Once a keylogger is installed on a system, it starts recording all'Keystrokes:
¢ When a user types a password — it records it
¢ When a user sends a message — it records it
¢ When a user searches something + it records it
All this information is either:
¢ stored inside the system, or
¢ secretly sent to the attacker
Now, how does it enter the system?

The way a keyloggerentets a system can be understood through simple situations. When
a user clicks on a malicious link; it is similar to opening a door to something unsafe.
Email attachments in phishifng attacks act like disguised files that appear harmless
but carry hidden threats. Software downloaded from untrusted sources may include a
keylogger along with the actual program. In some cases, even visiting a compromised
web page can allow hidden scripts to install such software without the user’s knowledge.

After entering the system, the keylogger operates silently in the background. It does
not interrupt normal activities or give visible signs of its presence. The user continues
typing, browsing, and working as usual, while every keystroke is being recorded.

An important point to understand is that a keylogger does not aim to damage the system
directly. Instead, it focuses on collecting information in a quiet and continuous manner.
This ability to remain hidden while capturing sensitive data is what makes keyloggers
particularly effective and dangerous.

4.1.3.2 Types of Keyloggers

Keyloggers can be broadly classified into two categories based on how they are
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implemented.

Hardware Keyloggers are physical devices attached to a system, often between the
keyboard and the computer. They record keystrokes directly. Since they require physical
access to install, they are less commonly used in large-scale cyber attacks.

Software Keyloggers are programs installed on a system. These are more commonly
used because they can be distributed remotely.

Within software keyloggers, there are different forms:
¢ Some capture data entered into web forms

For example, when a user types login details into an online banking or email login page,
the entered username and password can be recorded before the form is submitted.

¢ Some use scripts embedded in websites to record typing

For instance, a malicious website or a compromised webpage may include hidden
scripts (such as JavaScript) that track keystrokes or form inputs as the user types, even
if the form is not submitted.

¢ Some operate within applications using system-levehfunctions

For example, a background program installed on a system may use operating system
functions (like keyboard event listeners in Windows or Linux) to capture all keystrokes
across applications such as text editors, browsers, or messaging apps.

4.1.4 Remote Access Trgjan (RAT)

There are many legitimate todls that allow aceess to a computer from a distance. These
are used in offices, technical support, and rémote work environments.

If such access is possible for legitimate users, can it also be misused?

A Remote Access Trojan (RAT) is exactly that misuse. It is a type of malware that
allows an attacker to access and control a computer or system from a remote location,
without the knowledge ofpérmission of the user.

The term “Trojan” itself comes from the idea of something that appears harmless but
hides a threat inside. In the same way, a RAT enters a system by pretending to be a
normal or useful program.

4.1.4.1 How RATs Work

A RAT does not usually force its way into a system. Instead, it relies on the user to
unknowingly install it.

This can happen through:

¢ email attachments that appear legitimate
¢ links that lead to fake or infected websites

¢ software that looks genuine but contains hidden malware
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Once the file is opened or installed, the RAT silently becomes part of the system.

An important point to notice here is that the user often believes they are installing
something useful. This makes RATs particularly dangerous.

After installation, a RAT behaves like a remote access tool, but with a hidden purpose.

It creates a connection between the infected system and the attacker. Through this
connection, the attacker can control the system as if they were sitting in front of it.

This means:
¢ commands can be executed remotely
¢ files can be accessed or modified
¢ programs can be installed or removed
The most critical aspect is that all of this happens without the user being aware.

Unlike visible attacks, a RAT is designed to remain hidden. It may not appear in the list
of active programs and can stay undetected for long,periods. The main risk of a RAT
lies in its level of control and its ability to remain hidden.

Since it operates silently, the user may continie normal activities without realizing that
the system is compromised. During this time, sensitive\information can be collected,
modified, or misused.

RATs are often used in larger attacK'strategies. For example, attackers may first install a
RAT and then use it to gather ififormationjispread malware, or perform further actions.

They are especially dangerous in organizations, where a single infected system can lead
to access to an entire netweork.

4.1.4.2 Detecting a Remote Access Trojan (RAT) Infection

Detecting a Remote Aecess Trojan is not always easy. Even advanced security tools may
sometimes fail to identify it because RATs are designed to remain hidden. However,
certain unusual system behaviors can indicate a possible infection.

A noticeable slowdown in system performance can be one of the early signs. Since
a RAT runs in the background, it consumes processing power, which may cause the
system to lag without any clear reason. Similarly, if antivirus software starts behaving
abnormally such as crashing frequently or responding very slowly, it may suggest
interference from malicious software.

Another indication can be the presence of unfamiliar files or programs. If applications
appear on the system without being installed intentionally, it raises suspicion. Changes
in browser behavior, such as frequent redirects or web pages failing to load properly,
may also point to underlying issues.

In some cases, hardware activity may provide clues. For example, if the webcam
indicator light turns on without any application being used, it could mean that the
system is being accessed remotely.
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It is important to understand that these signs are not exclusive to RAT infections. A
system may show some, all, or none of these symptoms. Because of this, identifying
a RAT often requires detailed and thorough scanning. This highlights a key idea in
cybersecurity: preventing such threats is always more effective than trying to detect
them later.

4.1.5 Packet Sniffers
4.1.5.1 Understanding Packet Sniffing

When data is transmitted over a network, it does not travel as a single unit. Instead, it is
broken into smaller parts called packets. These packets move through the network and
are later reassembled at the destination.

Packet sniffing is the process of capturing and analyzing these data packets as they
travel across a network.

This leads to an important understanding. If someone is able to observe these packets,
they can understand what kind of data is being transmitted such as messages, login
details, or browsing activity.

Packet sniffing itself is not always harmful. It is widelyused by network administrators
to monitor performance, detect issues, and ensufe Smooth Cemmunication.

However, the same technique can also be misused to secretly observe and steal sensitive
information.

A packet sniffer can be either a_software program.of a hardware device that monitors
data flowing through a network.

In a normal network, a device typically prog¢esses only the data packets addressed to it,
along with certain broadeast or multicastdfraffic. A packet sniffer is a tool that captures
and analyzes netwotk packets that arevisible to the device on which it is running.

This allows the sniffefto observe:

¢ communication betweéen users

¢ websites being accessed

¢ data being transferred
If the data is not encrypted, it can be easily read and understood.
4.1.5.2 Types of Packet Sniffers
Now, packet sniffing can be understood in two simple ways.
First, based on how the data is captured.

In hardware-based sniffing, a separate physical device is connected to the network.
This device sits quietly and captures packets directly from the flow of traffic. It is usually
used in controlled environments such as labs or large organizations where detailed and
accurate monitoring is required. You can imagine it as installing a dedicated camera on
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the road to record every movement clearly.

In software-based sniffing, instead of a physical device, we use programs installed on a
computer. These programs capture and analyze the packets passing through the network
interface. This method is more common today because it is flexible, easier to install,
and does not require additional hardware. It is similar to using an app on your phone to
monitor traffic instead of setting up a full camera system.

The second way to understand packet sniffing is based on how the sniffer behaves. It
includes passive and active sniffing.

HARDWARE PACKET SNIFFER (NETWORK TAP)

NETWORK TAP
(Hardware Packet Sniffer)

Livedraffic
MONITOR

wliwliE

. Live Traffic

Source

Destination
(Sending Data) ] \ (Receiving Data)

Copied / Mirrored Traffic
(For Monitoring Only)

WIRESHARK
Monitoring System
(Packet Sniffer)

Fig. 41,1, Working of Packet Sniffer

In passive sniffing; the attacker behaves like a silent observer. They connect to the same
network and simply listen to the traffic flowing through it. There is no interference with
the communication process. Data packets move normally between sender and receiver,
while the attacker quietlyeollects whatever is visible. This method is common in shared
network environments, such as open Wi-Fi networks, where traffic can be observed
without drawing attention. Because nothing is disturbed, it becomes very difficult to
notice that monitoring is taking place.

In active sniffing, the situation is more intrusive. Here, the attacker does not just
observe but actively tries to control or redirect the traffic. This can be done by creating
a fake Wi-Fi hotspot that appears genuine, or by placing themselves between two
communicating devices. This method is known as a Man-in-the-Middle attack, where
the attacker secretly intercepts communication. By doing this, they can capture a much
larger amount of data compared to passive sniffing.

Once the packets are captured, attackers use specialized tools to examine the data. If
the information is not protected using encryption, it can be read easily in plain form.
Sensitive details such as usernames, passwords, messages, and browsing activity may
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become visible. Even small pieces of information can be useful, as they help in building
a clearer picture of a user’s online behavior.

What makes this more concerning is the speed and invisibility of the process. Packet
capture and analysis happen within seconds, and the user typically receives no indication
that it is occurring. There are no alerts or visible signs. Because of this silent nature,
understanding these techniques is essential for recognizing the importance of secure
and protected communication.

Examples of Packet Sniffers

¢ Wireshark — one of the most popular tools for capturing and analyzing
network traffic in detail.

¢ Tepdump — a lightweight, command-line tool widely used in Unix/Linux
systems.

¢ Ettercap — used for network monitoring as wellds security testing and
interception.

¢ Kismet — mainly used for detecting and analyzing wireless network traffic.

¢ SolarWinds Network Performance Menitor —a professional tool that
includes packet analysis features alofig with nétwork monitoring.

These tools can be used for legitimate jpurposes like troubleshooting and network
analysis, but if misused, they can also be used to capture sensitive data from network
traffic.

4.1.6 Botnets

A botnet is a group of computers or devices that have been infected with malicious
software and are controlled remotelysby@n attacker. Each infected device is called a bot
or sometimes a zombie, beeatise, it operates under someone else’s control without the
user knowing it.

These botnets are usually,created using malware such as trojans, worms, or spyware.
Once a device is infected, it becomes part of a larger network that is controlled from a
central point. All the bots work together, often silently in the background, carrying out
instructions given by the attacker.

One important aspect to notice is that the user of the infected device may not observe
any major changes. The system may continue to function normally, while secretly
participating in harmful activities.

4.1.6.1 Botnet Communication

After a system is infected, it needs to receive instructions. This is done through a
mechanism known as Command and Control (C&C).

The infected device connects to a C&C server, which acts as the central system that
sends commands. Through this connection, the attacker can control many devices at
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the same time. The communication usually uses common internet protocols so that it
appears like normal network traffic, making it difficult to detect.

The process begins by identifying vulnerable systems. Devices with outdated software
or weak security become easy targets. Malware is then introduced through methods
such as phishing emails, malicious links, or unsafe downloads. Once installed, the
system becomes part of the botnet and establishes a connection with the control server.

After this connection is established, commands are sent from the attacker to all infected
devices. These commands may instruct the bots to perform specific tasks such as
sending spam messages, launching attacks, or collecting data.

4.1.6.2 Types of Botnets

Botnets can be categorized based on how communication takes place between the bots
and the control system.

In an IRC-based botnet, communication happens through chat servers. Bots join a spe-
cific channel and receive commands in the form of messagesy This method is simple
and easy to manage because everything is controlled from a single point.

A Peer-to-Peer (P2P) botnet works differently. Insteadrof relying on a central server,
each infected device communicates with otherssEwvery bot,acts both as a client and a
server. This decentralized structure makes it more diffieult to"detect and shut down.

In an HTTP/HTTPS botnet, communication takes place through web protocols. Bots
connect to web servers at regular intervals toireceive imstructions. Since this communi-
cation looks similar to normal wéb browsing, it blefids into regular traffic and becomes
harder to identify.

Botnets are mainly used to perform large-s¢ale attacks.

One common use i§ phishing, where'bots send a large number of fake messages that
appear to be from trustedsources. These messages trick users into revealing sensitive
information.

Another major attack is the'Distributed Denial of Service (DDoS) attack. In this case,
multiple bots send a large number of requests to a server at the same time. This over-
loads the system and makes it unavailable to normal users.

Botnets are also used for spamming, where a large number of unwanted messages are
sent automatically. These messages may contain malicious links or promote fake ser-
vices.

In data theft, bots collect confidential information such as login details or financial data.
This information can later be misused or sold.

Finally, botnets can be used for targeted intrusion, where a specific organization or indi-
vidual is attacked. These attacks are often planned and may continue over a long period,
causing serious damage.
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Recap
¢ Cybercrime follows a step-by-step process, not a sudden action. Tools are
used at each stage such as scanning, monitoring, access, and control.

¢ Network scanning is the starting point for understanding a system.
It identifies active devices, open ports, and available services. Scanning is
used by both attackers and security professionals.

¢ Host scanning finds which systems are active. Port scanning identifies open
and closed ports. Vulnerability scanning detects known weaknesses.

¢ Keyloggers record everything typed on a keyboard. They capture sensitive
data like passwords and messages. They work silently in the background.

¢ Remote Access Trojans allow full control of a system from a distance. They
enter systems by pretending to be legitimate software. They operate without
the user’s knowledge.

¢ Packetsniffing captures data traveling across anetwork. It canreveal sensitive
information if data is not encrypted. Passive sniffing observes traffic, while
active sniffing interferes with it.

¢ Botnets are networks of infected devices conttolled by an attacker. Each
device in a botnet is called a bot or zombie. Botnets are used for attacks like
DDoS, spamming, and data theft.

¢ The same tools can bedised for both security and attacks. Understanding
these tools helps in improving cybersecurity awareness.

Objective Type Questions

1. What is the process of examining a network to identify active devices?
2. Which scanning type identifies active systems in a network?

3. Which scanning type detects open ports?

4. Which scanning type finds known weaknesses in systems?

5. What is the tool that records keystrokes?

6. What type of malware allows remote control of a system?

7. What is the technique of capturing data packets in a network?

8. What is a network of infected devices called?

9. What is each infected device in a botnet called?
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10. What type of sniffing only observes traffic without interference?

11. What type of sniffing involves interference in communication?

12. What is the central system that controls botnets called?

Answers to Objective Type Questions

1. Scanning

2. Host

3. Port

4. Vulnerability

5. Keylogger

6. RAT

7. Sniffing

8. Botnet

9. Bot

10. Passive

11. Active

12. C&C

Assignments

1. Explain the step-by-step process of cybercrime activities and describe how
different tools are used at each stage.

2. Describe the concept of network scanning and explain its types and purposes
in detail.

3. Explain how keyloggers and Remote Access Trojans operate, and discuss

the risks they pose to users.
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4. Analyze how the same cybercrime tools can be used for both security and
malicious purposes. What factors determine their ethical use?

5. Examine a scenario where a system is compromised without visible signs.
Identify which tools or techniques might have been used at different stages
and justify your reasoning.

Suggested Reading
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UNIT 2 Password Security and Remo

Threats

Learning Qutcomes

Upon the completion of this unit, the learner will be able to:

¢ cxplain the concept of remote attacks and how they operate

¢ describe different remote attack methods such as brute force, dictionary,
phishing, and credential stuffing

¢ cxplain the importance of random passwords in impro security

¢ differentiate between strong and weak passw.
U X

Prerequisites

feel their accounts are secure
account is accessed wi
difference?

equires a password. After some time, one
e the other remains safe. What made the

The answer does n lies in how passwords are created and how attackers
approach them. Today, attacks are not always visible or forceful. Many of them happen
quietly from a distance, sising automated tools that can test thousands of possibilities
or trick users into revealing their details. In such situations, even a small weakness in a

password can become an easy entry point.

This leads to an important realization. Security is not only about having protection in
place, but also about understanding how that protection can fail. When you begin to
see how remote attacks target passwords, the role of password design becomes much
clearer. You start to notice why some passwords fail quickly, while others resist even
powerful attacks.

With this curiosity, let us explore how remote attacks work and how different types of
passwords influence the strength of a system.
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Key concepts

Remote attacks, Brute force attack, Dictionary attack, Phishing, Credential stuffing,
Random password, Strong password, Weak password

Discussion
4.2.1 Introduction

Consider how often access to systems depends only on a single step of verification.
Once the correct password is entered, the system assumes the user is genuine and grants
access without further questioning. This makes the password a critical point of trust.

Now think about this situation. If an attacker is not physically near the system, can
they still attempt to break this trust? The answer lies in remote attacks, where access is
attempted from a distance using automated methods and deeeptive techniques.

This creates an important link between how passwords are designed and how they are
attacked. If passwords are predictable or weak, remoteattacks become easier and more
effective. On the other hand, strong and carefully created,passwords can significantly
reduce these risks.

With this understanding, it becomes necessary to explore how remote attacks target
passwords and how different types of passwords influence system security.

4.2.2 Remote Attacks

A remote attack is a type of cyber attack where the attacker does not need physical
access to the system. Instead, they operate from a distant location using the internet or
network connections:

This makes remote attacksthighly, dangerous, because:
¢ The attacker can be anywhere in the world
¢ The attack can happen silently
¢ [t is often difficult to immediately identify the source

In most cases, attackers target authentication systems, especially passwords, because
passwords act as the first line of defense in any system.

Think of a system like a house:
¢ Username — your house address
¢ Password — the key to your door

If the attacker gets the key, they don’t need to break anything. They simply walk in.
That’s why most remote attacks focus on stealing or guessing passwords.
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4.2.2.1 Remote Attack Methods

Some common remote attack methods include:
1. Brute Force Attack

Brute force attacks are mainly used in situations where the attacker has no prior
knowledge about the system. This is known as a zero knowledge approach.

In this method, the attacker does not need any details about the password or system. They
simply try all possible combinations until they find the correct one. So, a brute force
attack is a method where an attacker generates many possible password combinations
and tests them one by one to gain access.

These combinations can include numbers, letters, and special characters. The process
does not rely on intelligence or guessing patterns but on systematic trial and error.

This method can be applied to user accounts, encrypted files, websites, and wireless
networks.

An important point to remember is that longer and more complex passwords take much
more time to crack compared to short and simple ones:

N 4

Multiple Login

Attempts Victim Machine

Fig. 4.2.1 How Brute force attack works
A brute force attack generally takes place in three stages.

First stage is choosing a tool: The attacker selects a software tool that can automatically
test a large number of password combinations very quickly. Several tools are available,
such as Hydra, John the Ripper, and Hashcat, which can perform brute force attacks on
a wide range of targets, from encrypted files to secure web login forms.

The second stage is generating passwords: The tool creates multiple combinations
of passwords. For example, a six digit numeric password can have around ten lakh
combinations. Add alphabets and special characters to the mix, and we have a load of
passwords to test.

Third stage is testing passwords: The generated passwords are tested against the target
system. The tool keeps trying different combinations until the correct password is found
or the system blocks further attempts.
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For example, in the case of a Wi Fi network, the tool repeatedly tries different passwords
until it successfully connects.

2. Dictionary Attack

A dictionary attack is a method used by attackers to guess passwords using a prepared
list of common words and passwords. In contrast to a brute force attack, which checks
every possible combination of characters, a dictionary attack is more focused. It uses
predefined lists of common words, previously leaked passwords, and simple variations
such as adding numbers or symbols.

Because many users prefer simple and familiar passwords, this method becomes
surprisingly effective.

Let us understand this step by step with a simple example.

Imagine a student named Arun creates an account on a website. He sets his password
as “arunl23”.

Now, an attacker wants to gain access to this account.
Step one is preparation of the wordlist

The attacker prepares a list of common passwords. "This list;may include words like
arun, arunl23, password, welcome123, and many others. These lists are often already
available from previous data leaks.

Step two is target selection
The attacker selects the login page of thé website where Arun has an account.
Step three is systematic testing

Using an automated tool, the attacker starts testing each password from the list. The
tool enters one passwordaafter another into the login system.

So it tries:
arun
arunl
arunl23
password
adminl23

Step four is match found

When the tool tries “arun123”, it matches the correct password. The system accepts it,
and the attacker gains access to Arun’s account.

3. Phishing Attack

A phishing attack is a technique in which the attacker manipulates users into revealing
sensitive information such as passwords, banking details, or OTPs by pretending to be
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a trusted source.

Instead of breaking into a system technically, the attacker targets the human mind by
creating a sense of urgency, fear, or trust.

In this method, attackers commonly use:

Fake emails that appear to come from banks, social media platforms, or official
organizations

Fraudulent websites that closely resemble genuine login pages
Messages or links that encourage users to click and take immediate action
Imagine you receive an email saying:

“Your bank account will be suspended. Click here to verify your details.”
The email looks official and includes a link. When you click the link, it takes you to a

website that looks exactly like your bank’s login page. Without realizing it is fake, you
enter your username and password.

At that moment, the information is captured by the attacker, who can then use it to
access your real account.

4. Credential Stuffing

CREDENTIAL STUFFING ATTACK

Attackers use leakedusernames and passwords from data breaches
to gain access to other accounts where usersreuse the same password.

o User creates accounts on The shopping website 9 Attacker obtains the leaked o If the user reused the same
multiple websites using gets hacked and user credentials and tries the password, the attacker
the same username credentials are leaked. same username and password can log in successfully.
and password. on other platforms.

Shopfling Website Iy » u Erallbccomt! ) @)
! { SUCCESS
2 [ﬁg_dy‘ m Trying... @@ Sccial Media Q
@ MyPasswordiz3 > aa» SUCCESS
—
Email Account » T . Banking Q
M | e mwwe—— » I
Leaked Credentials SUCCESS
2 john_doe
B MyPasswordi23 LEAKED DATA 2 john_doe ; i
Trying... Other Website °
ﬂ MyPassword123 | ~-=--—- » @
FAILED

john_doe
MyPassword123

Same username and
e password used on
multiple sites.
Credential stuffing works because many users reuse the same password.
Once one site is breached, attackers can access many other accounts easily.

Fig. 4.2.2 Working of Credential Stuffing

Credential stuffing is an attack method where attackers use usernames and passwords
that were leaked from previous data breaches to gain access to other accounts. This
attack works mainly because many users reuse the same password across multiple
websites.
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Instead of guessing passwords, the attacker already has a list of valid credentials
collected from hacked databases.

Suppose a user creates accounts on two websites: one shopping site and one email
account. The user uses the same username and password for both.

Now imagine the shopping website gets hacked and user credentials are leaked. The
attacker obtains this data and tries the same username and password on other platforms
like email, social media, or banking services.

If the user has reused the same password, the attacker can easily log in without any
effort.

4.2.3 Random Password

A random password is one that is created without any predictable pattern. It is usually
generated using a combination of uppercase letters, lowercase letters, numbers, and
special symbols.

Example
G7#kL9@pQ2

Such passwords do not resemble real wordsgfiamesy or common' patterns. Because of
this, they are extremely difficult for attackers to guess.

Think of it like a lock where the key shape is completely irregular and unknown. There
is no hint to guide the attacker.

Advantages of Random Passwords
Random passwords provide strong security/for the following reasons.

They are resistant 40 guessing attacks. Since they do not follow common patterns,
attackers cannot easily predict them.

They are difficult for dictionary attacks. Dictionary attacks rely on known words and
patterns, which random passwords avoid completely.

They increase the time required for brute force attacks. Even if an attacker tries all
combinations, the complexity of random passwords makes the process very time
consuming.

Challenges of Random Passwords
While random passwords are secure, they also create practical difficulties.

They are hard to remember. Users may forget them easily because they have no
meaningful pattern.

Users may store them insecurely. Some users write them down in notebooks or save
them in plain text files, which introduces new security risks.
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4.2.3.1 Strong and Weak Passwords

Now let us clearly understand the difference between strong and weak passwords.

A weak password is one that can be easily guessed or cracked using simple techniques.
Examples
123456
password
abc123
Characteristics of weak passwords
¢ They are short in length
¢ They use common or easily guessable words
¢ They follow predictable patterns

¢ They may include personal information lik€ mame, date irth, or phone
number

Automated tools can test thousands of s
passwords are commonly used, attackers

A strong password is designed to be diffi
against attacks.

Example
T9@rK!5SmZ#2

Characteristics o

¢ They are longer, usually/8 to 12 characters or more

¢ They include bot ercase and lowercase letters
¢ They contain numbers and special symbols
¢ They avoid common words and personal information

Strong passwords increase the number of possible combinations. This makes brute
force and dictionary attacks much less effective, as the time required to crack them
becomes very high.
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Recap
¢ Remote attacks are performed from a distant location without physical
access. They mainly target authentication systems, especially passwords.

¢ A brute force attack tries all possible password combinations. It uses
automated tools and takes more time for complex passwords.

¢ Adictionary attack uses a list of common words and known passwords. It is
faster than brute force but limited to known patterns.

¢ A phishing attack tricks users into revealing sensitive information. It uses
fake emails, messages, or websites that look genuine.

¢ Credential stuffing uses leaked usernames and passwords. It works when
users reuse the same password across multiple sites.

¢ Random passwords have no predictable pattern. Thegpare difficult to guess
and resist most attacks.

¢ Weak passwords are short, simple, and easy te. guess. They often include
common words or personal details.

¢ Strong passwords are long and comiplex. They include letters, numbers, and
special characters.

¢ Strong passwords increase thetime required forattacks. Password complexity
improves overall systemfsecurity.

Objective TypesQuestions

1. What type 1s performed from a distant location?
2. Which attack trie ssible password combinations?

3. Which attack uses a list of common passwords?

4. Which attack tricks users into revealing information?

5. Which attack uses leaked credentials?

6. What type of password has no predictable pattern?

7. What type of password is easy to guess?

8. What type of password is complex and secure?

9. What is the automated method of testing passwords called?

10. What is the fake website technique used in phishing called?
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Answers to Objective Type Questions

1. Remote

2. Brute force

3. Dictionary

4. Phishing

5. Credential stuffing

6. Random

7. Weak

8. Strong

9. Brute force

10. Spoofing

Assignments

1. Explain the concept of r e different methods such as
brute force, dictionary, ing, and credential stuffing.

2. Describe the charac tages, and challenges of random
passwords.

3. Explain the di es between strong and weak passwords with suitable
examples.

4. Analyze how password complexity influences the success of brute force and
dictionary attacks.

5. Examine a scenario where a user reuses the same password across multiple

websites. Analyze how this can lead to a credential stuffing attack and its
consequences.
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UNIT 3| Viruses and its Types

Learning Qutcomes

Upon the completion of this unit, the learner will be able to:

¢ discuss the concept and functioning of computer viruses and malware
¢ summarize the different types of ransomware and theix effects on systems
¢ explain the behavior and classification of worms and rootKits

¢ interpret the working of persistent and non-persistent web seripting attacks

Prerequisites

Computers and the internet haye becomea major part of modern life. From education
and communication to banking, shoppifig, entertainment, and research, people depend
on digital systems every day. Most users @xpect their computers to work smoothly
and securely. However thére are times when systems suddenly slow down, important
files disappear, unknown messages appear on the screen, or access to data becomes
blocked. Such incidentssoften point to the presence of malicious software operating
silently inside the system.

As technology continues‘to grow, cyber threats are also becoming more advanced and
dangerous. Malware such as ransomware, worms, rootkits, and web scripting viruses
can spread rapidly across networks, steal sensitive information, damage files, and even
take control of entire systems. In many situations, a simple action such as clicking an
unknown link, opening an email attachment, or downloading unsafe content may lead
to a serious security attack.

One important question arises here: how do these malicious programs spread so
effectively across computers and networks? Another equally important question is how
users and organizations can protect themselves from such threats. Understanding these
concepts is essential because cybersecurity is no longer a concern only for experts or
large organizations. Every computer user needs awareness about digital threats and safe
online practices.
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Studying computer viruses and malware helps learners understand the methods used
by attackers, the impact of different cyber threats, and the importance of prevention
techniques. Knowledge about ransomware, worms, rootkits, and web scripting viruses
also helps users recognize suspicious activities and respond carefully when security
risks appear.

This topic provides an opportunity to explore the fascinating and challenging world
of cybersecurity threats and understand how modern systems can be protected against
malicious attacks. Let us now begin the study of computer viruses and malware in
detail.

Key concepts

Computer Virus, Malware, Ransomware, Worms, Rootkitsy, Web Scripting Viruses,
Session Hijacking, Phishing

Discussion

4.3.1 Introduction to Computer/Viruses

When we use computers in daily life, whether for teaching, research, communication,
or entertainment, we often assumesthat the'system will behave exactly as we expect.
However, there are situations’ where the system behaves abnormally: files may
disappear, programs may crash, or the systemymay slow down without any clear reason.
Such unexpected behaviour often leads us/to an important concept in cybersecurity:
computer viruses.

A computer virus i$ a malieious'program designed to enter a system without the user’s
knowledge, replicatenitself, and /cause harm either to data or to system performance.
Unlike normal software, which performs useful tasks, a virus operates with hidden
intent. It attaches itself4to files or programs and becomes active when those files
are executed. This ability to attach, replicate, and spread makes viruses particularly
dangerous.

At this point, consider a simple question: if a virus spreads from one system to another,
what enables that spread? In most cases, it is user interactions like opening infected files,
downloading unsafe content, or clicking unknown links. This highlights an important
idea: technology alone is not responsible for infections; user behavior plays a critical
role.

4.3.2 Malware and its Categories

While the term “virus” is commonly used, it is actually a part of a larger category
known as malware, which stands for malicious software. Malware includes various
types of harmful programs, each designed with a specific purpose. Some aim to destroy
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data, others to steal information, and some to gain unauthorized control over a system.

Among the many forms of malware, ransomware, worms, rootkits, and web scripting
viruses are particularly significant because of their widespread impact and distinct
methods of operation. Each type behaves differently, and understanding these differences
is essential for effective prevention and control.

4.3.2.1 Ransomware

Ransomware represents one of the most alarming forms of malware in recent years. It
operates by denying users access to their own data, usually by encrypting files. Once the
data is locked, the attacker demands a payment, often in digital currency, in exchange
for restoring access.

To understand this better, imagine opening your system and finding that all your
documents are inaccessible. A message appears stating that your files have been
encrypted and can only be recovered by paying a certain amount. This is the typical
behavior of ransomware.

Ransomware has an interesting origin. The first known example'was created by Joseph
L. Popp, a Harvard-trained biologist. He distributed infected floppydisks to participants
at a conference organized by the World Health Organization in Stockholm. When users
installed the program, it hid their file directofies andydemanded@ payment of $189 to
restore access. This attack became knowngs the AIDS Trojan.

Since then, ransomware has evolved sighificantly, but its main purpose remains the
same: to extort money. Earlier, itsspread threugh physical media like diskettes, but
today it travels the internet thfough emails, malicious downloads, and even hidden
content in images, audio, or video filest

Cryptojacking is a diffesent type of cyberattack in which attackers secretly use a
victim’s computer gfesources to mine cryptocurrency. Unlike ransomware, which
typically encrypts or blocks'dataiand demands payment, cryptojacking mainly misuses
the device’s processing power and electricity for cryptocurrency mining. Attackers may
sometimes use both ransomware and cryptojacking in the same attack, but they are
separate types of malware. This process consumes system resources and electricity,
benefiting the attacker without the user’s knowledge.

A key question to consider is: does paying the ransom actually ensure you get your files
back? In many cases, it does not. Attackers may not provide the decryption key even
after payment, making prevention far more important than response.

Types of Ransomware
Ransomware can be understood more clearly by looking at its main types:
1. Scareware

Scareware is a type of malware that uses fear as a tool. It shows fake warnings, claiming
that your computer is infected with viruses or serious threats. These messages are
designed to create panic and pressure the user into buying unnecessary or fake security
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software. In most cases, there is no real infection. The safest approach is to ignore such
alerts unless they come from a trusted and recognized antivirus service.

2. Screen Lockers

Screen lockers block access to your computer by locking the screen. Instead of
your normal desktop, a message appears demanding payment to unlock the system.
Sometimes, the message may pretend to be from a law enforcement agency to make it
look more serious. However, these claims are false. Experts generally advise not to pay
the ransom. Instead, restoring the system using a backup after cleaning the device is a
safer solution.

3. Encrypting (Crypto) Ransomware

This is the most dangerous type of ransomware. It uses strong encryption techniques to
lock the files on your system, making them inaccessible. A ransom note is then displayed
with instructions on how to pay and recover the data. Even after payment, recovery is
not guaranteed. In such cases, having a recent backup is often the only reliable way to
restore files without paying the attacker.

Ransomware is not a static threat; it is continuously, evolving and becoming more
dangerous. As cybersecurity systems become strongerhattackers also develop new
and smarter ways to break into computers and networks. Thisseonstant battle between
security experts and cybercriminals has made ransomware one of the fastest-growing
cyber threats today.

One of the most alarming developments is Ransomware-as-a-Service (RaaS). This
works much like an online gubscriptiofy, service. Instead of creating ransomware
themselves, attackers can purchaseor rent ready-made ransomware tools from
professional cybercriminal groups. In somé cases, the profits earned from attacks are
shared between the provider and the rattacker. This has made ransomware attacks easier
to launch, even for/people with,limited technical knowledge.

Even though organizations like the United States Department of Justice actively work
to track and stop cybercriminals, government system continue to be attractive targets.
This is because disrepting government services can affect thousands of people.

For example, if a local government office is attacked, important public services such as
records management, permits, or emergency response systems may stop functioning.
Attackers take advantage of this pressure. Since restoring services quickly becomes a
priority, organizations may feel forced to pay the ransom to resume operations. This
is exactly why ransomware remains such a powerful weapon for cybercriminals. It
combines technical attack methods with psychological pressure, making it both a
technological and strategic threat.

Ransomware detection and prevention

Detecting ransomware early is very important. Organizations use a mix of training and
tools to stay protected:

¢ Employee awareness plays a key role. Users should be trained to identify
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suspicious emails, unknown links, and unusual attachments, which are
common entry points for attacks.

¢ Honeypots are used as traps. These are fake files or systems designed to
attract attackers.

¢ When someone tries to access them, it signals a possible ransomware attempt.

¢ Network and system monitoring helps detect unusual behavior. For example,
sudden file changes, unknown traffic, or abnormal user activity can indicate
an attack.

¢ Security tools like antivirus and anti-ransomware software act as the first
line of defense.They can block unsafe websites and alert users when threats
are detected.

¢ Email filtering is another strong defense. Suspicious emails and harmful file
types can be blocked before they reach users.

How to Respond to a Ransomware Attack

The first recommendation from authorities such as thé\Federal Bureau of Investigation
is not to pay the ransom, as it may encourage further attacks. In India, victims should
report cybercrime through the National Cyber Crime Reposting Portal and, in cases
involving financial fraud, contact the 24%7 cybercrime, helpline 1930. Cybersecurity
incidents can also be reported to CERT-In (Indian Computer Emergency Response
Team) as required under applicable rules.

Steps to respond include:

¢ Identify scareware: Fake alerts or pop-ups can often be removed with basic
troubleshooting.essupport guidance.

¢ Consult experts: I'Tprofessionals may help contain the ransomware, recover
affected systemssor identify available decryption tools, although success is
not guaranteed and professional assistance may involve a cost.

¢ Report the incident: Victims in India should report the incident through
the appropriate national cybercrime reporting channels and provide relevant
details such as suspicious messages, payment information, and other
available evidence.

Ransomware Removal

Removing ransomware involves:
¢ Isolating infected systems
¢ Identifying the type of attack
¢ Deleting malicious files

However, removal does not guarantee recovery of encrypted data. Recovery depends
mainly on backups or available decryption keys.
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Prevention: The Best Strategy

Preventing ransomware is always better than dealing with it later. Key strategies include:

2

Regular updates to fix security vulnerabilities

¢ Installing trusted software only and using authentication methods
¢ Using antivirus and firewalls for continuous protection

¢ Whitelisting applications so only approved programs run

¢ Maintaining regular backups for quick recovery

¢ Training employees to avoid mistakes

¢ Using multi-layered security systems that combine different protective techniques

4.3.2.2 Worms

Worms differ from traditional viruses in one key aspect: they donet require a host file
to spread. A worm is a standalone program capable ofweplicating itself and spreading
across networks without user intervention.

Consider how quickly information spreads gn a network. Worms exploit this connectivity.
Once a worm enters a system, it scans the network for other vulnerable systems and
transfers copies of itself automatically. This rapid and autonomous spreading ability
allows worms to infect large networks in a veryshort time.

For example, if one system fin a network is infected, the worm can move to other
connected systems without requiring any user action. This makes worms particularly
dangerous in organizational envitenments‘'where multiple systems are interconnected.

At this stage, thinkiabout the'difference between a virus and a worm. A virus depends on
user actions to spreadywhile a worm spreads independently. This distinction is crucial
for understanding their behavier and designing appropriate defenses.

Classification of Worms

Computer worms are a category of malware that can replicate themselves and spread
across systems and networks. While early worms are no longer active today, their
underlying techniques continue to influence modern cyber threats. With the growth of
the internet, cloud computing, and mobile technologies, worms have evolved in both
method and impact.

1. Email Worms

Email worms spread through malicious attachments or links embedded in emails. They
rely on social engineering techniques to trick users into opening infected content.

A well-known historical example is the [ILOVEYOU worm, which spread rapidly by
appearing as a harmless message.
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In the present day, such worms have evolved into phishing-based malware campaigns,
where attackers use realistic emails, often impersonating banks, delivery services, or
official institutions.

2. Network Worms

Network worms spread automatically by exploiting vulnerabilities in operating systems
or network services, often without requiring user interaction.

The Conficker worm demonstrated how quickly such worms can infect millions of
systems.

Today, similar techniques are used in automated cyberattacks targeting unpatched
systems, especially in enterprise networks and Internet of Things (IoT) devices.

3. File-Sharing and Download-Based Worms

These worms spread through shared files, peer-to-peer networks, or software downloads
by disguising themselves as legitimate content.

Earlier platforms like Napster experienced such threats. In modeth, environments, this
method has evolved into malicious software downloads, cracked applications, and
infected mobile apps, making it still highly relevant.

4. Messaging and Social Media Worms

Modern worms have expanded beyond traditional instant messaging to include social
media platforms and chat applications:

The Kelvir worm is an early ¢xample of messaging-based propagation. Today, similar
attacks occur through platforms like" messaging apps and social networks, where
malicious links are shased,through compromised accounts.

5. Internet and Web-Based-Weorms

These worms target vulnerabilities in web servers, websites, and online applications.
They spread by scanning the ifiternet for weak systems.

The Code Red worm is a classic example that affected web servers globally. In modern
systems, such attacks have evolved into web-based exploits, botnets, and large-scale
automated attacks, often targeting cloud infrastructure and online services.

4.3.2.3 Rootkits

Rootkits represent a more sophisticated and hidden form of malware. Their primary
purpose is not to damage the system directly, but to gain and maintain unauthorized
access while remaining undetected.

A rootkit works by hiding its presence within the system, often at a deep level such as
the operating system kernel. Once installed, it allows attackers to control the system
remotely, access sensitive information, and even install additional malware without the
user’s knowledge.
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Fig. 4.3.1 Classification of Worms

What makes rootkits particularly dangerous s their ability to evade detection. Traditional
antivirus software may not easily identify them because they manipulate system
processes to conceal their existenée. This means,a syStem could be compromised for a
long time without any visible gigns.

Reflect on this idea: is a threat more dangerous when it is visible or when it is hidden?
Rootkits demonstratehatrhidden, threatsécan be more harmful because they operate
silently over extended periods.

1. Firmware RootKits

These rootkits infect the fismware of a device, such as the BIOS or hardware components.
They operate at a very deep level, making them difficult to detect and remove. They can
even affect devices like routers or hard drives.

2. Bootloader Rootkits

Bootloader rootkits attack the system startup process by replacing the original bootloader
with a malicious one. Since they activate before the operating system loads, they are
hard to detect using standard security tools.

3. Memory Rootkits

Memory rootkits reside in the system’s RAM. They are temporary and usually disappear
when the system is restarted, but they can perform harmful activities while active and
reduce system performance.
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4. Application Rootkits

These rootkits replace or modify legitimate application files. When users run common
programs, the rootkit gets activated, allowing attackers to gain access without the user’s
knowledge.

5. Kernel Mode RootKkits

Kernel mode rootkits target the core part of the operating system. They provide deep
control over the system, allowing attackers to manipulate system functions, steal data,
or hide other malware. These are among the most dangerous and complex types of
rootkits.

4.3.2.4 Web Scripting Viruses

Web scripting viruses are associated with web technologies and often exploit
vulnerabilities in websites or browsers. These viruses typically use scripts written
in languages such as JavaScript to execute malicious actions when a user visits a
compromised webpage.

One common example is cross-site scripting (XSS), where malicious,scripts are injected
into trusted websites. When users access these sites, the script runs in their browser,
potentially stealing data such as login credentialsior,session, information.

Web scripting viruses are generally classified into two major types: persistent attacks
and non-persistent attacks. Although both are harmful, they operate in different ways
and affect users differently. Let us understand each type in a simple manner.

1. Persistent attacks, also known as stored attacks, occur when malicious code is
permanently stored on a website’s server, such as in a database, comment section, or
forum post. Whenever a user visits the infectéd webpage, the harmful script automatically
runs in the browser. A this way; the attacker can repeatedly target many users over a
long period of time.

You can imagine this“as a hidden trap placed inside a webpage. Every visitor who
opens that page unknowinglydactivates the malicious script. One common activity in
persistent attacks is cookie theft. Here, attackers steal browser cookies that may contain
login information or session details. Using this information, attackers may pretend to
be the actual user and gain unauthorized access to accounts.

Another dangerous activity is session hijacking. In this case, attackers capture session
tokens or authentication details to take control of an active user session. Once the
session is hijacked, the attacker can perform actions as the legitimate user, such as
sending messages, changing account settings, or making unauthorized transactions.
Since the malicious code remains stored on the server, persistent attacks can continue
affecting every visitor until the infected content is removed.

2. Non-persistent attacks, also known as reflected attacks, occur when malicious code
is not permanently stored on a website’s server. Instead, the harmful script is included
in a URL, search box, or form submission and becomes active only when the user clicks
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the infected link or submits the form. Because of this, the attack exists only for a short
period and depends completely on user interaction.

In simple terms, the attacker creates a malicious link and tricks users into opening it.
Once the victim clicks the link, the script immediately executes in the user’s browser.
These attacks are commonly used in phishing schemes, where attackers send fake
emails or messages that appear genuine in order to attract users.

One important feature of non-persistent attacks is immediate execution. The malicious
code works only at the moment the user accesses the link or submits the form. Unlike
persistent attacks, the harmful script is not saved on the server, so it does not continue
affecting future visitors to the website.

Another characteristic is that attackers do not need detailed knowledge about a particular
user. They can simply distribute the malicious link to a large number of people through
emails, social media, or messaging platforms, hoping that some users will click it
without suspicion.

Although non-persistent attacks last for a shorter time compared to persistent attacks,
they can still be very dangerous. They may steal sensitive information, interrupt active
user sessions, or redirect users to fake websites designed to collect passwords and
personal data.

The study of computer viruses and their types is not just about understanding threats,
but about developing a mindset of caution and awareness in the digital world. As tech-
nology continues to evolve, so do the methods used by attackers. Therefore, continuous
learning and vigilance are necessary.

The concepts of ransomware, wormsg rootkits, and web scripting viruses provide a
strong foundation for understanding modern eybersecurity challenges. With this knowl-
edge, one is better prepared to useitechnelogy safely and responsibly.

Recap
¢ A computer virus is a malicious program that spreads and damages systems
or data.
¢ Viruses usually attach themselves to executable files or programs.
¢ Malware is a general term for all harmful software.
¢ Ransomware locks or encrypts files and demands payment for recovery.
¢ The AIDS Trojan was one of the earliest known ransomware attacks.
¢ Scareware creates fake warnings to frighten users.

¢ Screen lockers block access to the computer screen.
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¢ Crypto ransomware encrypts files and is highly dangerous.

¢ Paying ransom does not guarantee file recovery.

¢ Ransomware often spreads through emails, downloads, and malicious links.
¢ Regular backups are important for ransomware recovery.

¢ Employee awareness helps reduce cyberattack risks.

¢ Honeypots are trap systems used to detect attackers.

¢ Antivirus and email filtering help prevent malware infections.

¢ Worms are standalone malware that spread without user action.

¢ Worms spread rapidly through networks and vulnerable systems.

¢ Viruses require user interaction, but worms spread automatically.

¢ Email worms spread through infected attachments or links.

¢ Network worms exploit security vulnerabilities in systems.

¢ File sharing and downloads can spread worms.

¢ Social media and messaging apps afée common worm distribution channels.
¢ Rootkits hide inside systems and remain difficult to detect.

¢ Rootkits provide attackersewith unautherizedaemote access.

¢ Kernel mode rootkits target the ¢oreiof the operating system.

¢ Firmware rootkits infect, BIOS or hardware-level components.

¢ Memory rootkits operate tempofarily in RAM.

¢ Web scripting virises exploit browser and website vulnerabilities.

¢ Cross Site Scripting (XSS) injects malicious scripts into webpages.
¢ Persistent attacks store malicious scripts on servers.

¢ Persistent attacks affect every visitor to an infected webpage.

¢ Cookie theft steals browser session information.

¢ Session hijacking allows attackers to control active user sessions.

¢ Non persistent attacks use malicious links or forms.

¢ Reflected attacks become active only when users interact with them.
¢ Phishing attacks often use non persistent scripting attacks.

¢ Safe browsing habits reduce the risk of infection.

¢ Strong cybersecurity awareness is essential for all users.
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Objective Type Questions

1. What is the general term for harmful software?

2. Which type of malware encrypts files and demands payment?
3. What was the name of the first known ransomware attack?

4. Which ransomware type displays fake security warnings?

5. Which ransomware type locks the user’s screen?

6. Which malware spreads without requiring a host file?

7. Which malware hides itself to avoid detection?

8. Which type of rootkit targets the operating system kernel?

9. Which rootkit infects BIOS or hardware firmware?

18. Which security blocks suspicious emails?
19. Which type of ransomware uses encryption techniques?

20. Which malware category includes viruses, worms, and rootkits?

Answers to Objective Type Questions

1. Malware
2. Ransomware

3. AIDS Trojan
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4.

N =

10.
I1.
12.
13.
14.

15

16.
17.
18.
19.
20.

Scareware

Screen Locker

Worm

Rootkit

Kernel Mode Rootkit
Firmware Rootkit
Persistent Attack
Non Persistent Attack
Cross Site Scripting
Cookies

Session Hijacking

. Honeypot

ILOVEYOU

Code Red

Email Filtering
Crypto Ransomware

Malware

Assignment

. Explain the concept of computer viruses and discuss the different categories

of malware with suitable examples.

Describe the working of ransomware and explain its different types along
with methods of prevention and recovery.

. Discuss the characteristics, classification, and impact of worms, rootkits,

and web scripting viruses in modern computer systems.

Analyze the differences between persistent and non persistent web scripting
attacks in terms of operation, impact, and security risks.

Compare viruses, worms, and rootkits by analyzing their methods of
spreading, system impact, and detection challenges.
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UNIT 4

Nation-State Groups

Learning OQutcomes

Upon the completion of this unit, the learner will be able to:

¢ explain the structure and operation of cybercriminal syndicates

¢ describe the characteristics of nation state cyber groups and attacks

<

discuss the financial, political, and strategic motivations behind cyberattacks

¢ summarize the tools and techniques used by‘otganized cybercrime groups

Prerequisites

Every day, millions of people usegpdigital,systems’ for communication, banking,
education, shopping, entertainihent, and business activities. Most users focus only
on the convenience provided/by technelogyyand rarely think about the hidden threats
operating behind the screens. However, cyberattacks occurring around the world show
that digital systems areconstantlytargeteddy highly organized groups working silently
through networks and the internet.

News reports often meftion incidents where hospitals lose access to patient records,
companies suffer massive finane€ial losses, government websites stop functioning, or
confidential informationd{gets leaked online. These incidents are not always caused
by a single individual acting alone. In many cases, they are carried out by organized
cybercriminal syndicates or nation state cyber groups with advanced technical skills,
financial resources, and carefully planned strategies.

One interesting question naturally arises here. How do these groups manage to attack
powerful organizations and government systems from distant locations? The answer
lies in the organized nature of modern cybercrime. Today’s cybercriminal groups often
operate like professional companies. Different individuals handle different tasks such
as developing malware, stealing credentials, managing illegal payments, creating fake
websites, or maintaining secret communication systems. Some groups are motivated by
money, while others work to achieve political, military, or strategic goals.

As technology continues to expand, cyber threats are also becoming more advanced and
difficult to detect. Attackers use sophisticated tools, phishing techniques, ransomware,
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botnets, and social engineering methods to exploit both technical weaknesses and
human behavior. This makes cybersecurity not only a technical challenge but also a
social and strategic issue.

Understanding cybercriminal syndicates and nation state groups is important because it
helps learners recognize how modern cyberattacks are organized, why they occur, and
how digital systems can be protected. It also creates awareness about the motivations,
strategies, and techniques used by attackers in the cyber world.

This topic offers an opportunity to explore the hidden structure of organized cybercrime
and understand how cyber warfare and digital attacks are shaping the modern world.
Let us now begin the study of cybercriminal syndicates and nation state groups in detail.

Key concepts

Cybercriminal Syndicates, Nation State Groups, Ransomware,zCyber Espionage,
Botnets, Phishing, Social Engineering, Advanced Petsistent Threats

Discussion

4.4.1 Introduction

A few decades ago, crimes werestisnally “associated with physical actions such as
robbery, theft, smuggling, orraud carred out in the real world. Criminal groups
operated in streets, markets, borders, and hidden locations. Today, however, the world
has changed dramatically. Madern societies depend heavily on computers, networks,
cloud systems, smartphones, digital banking, online communication, and interconnected
infrastructures. As technology has evelved, crime has also evolved. Criminals no longer
need to physically enter.atbank toisteal money. A single malicious program or carefully
planned cyberattack can target organizations located thousands of kilometers away.

This transformation has‘given rise to organized cybercriminal syndicates and nation
state cyber groups. These groups operate with planning, coordination, technical
expertise, and financial resources. Some attack systems for financial profit, while
others work to achieve political, military, or strategic objectives. Their operations affect
governments, businesses, hospitals, educational institutions, financial organizations,
and even ordinary individuals.

Think about this situation carefully. When a large company suddenly loses access to its
systems because of ransomware, who is actually behind the attack? Is it a single hacker
working alone in a dark room? In most cases, the answer is no. Modern cyberattacks
are often conducted by highly organized groups where different individuals perform
different responsibilities. Some create malicious software, some steal credentials,
some manage financial transactions, while others handle negotiations with victims.
Cybercrime has become an organized industry.
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Understanding these cybercriminal syndicates and nation state groups is important
because cybersecurity is no longer only about protecting computers. It is also about
understanding the people, motives, structures, and strategies behind attacks. Once
we understand how attackers think and operate, we become better prepared to defend
digital systems.

In this chapter, we will explore the structure and operation of cybercriminal syndicates,
understand the motivations behind cyberattacks, and examine the tools and techniques
used by organized cybercrime groups.

4.4.2 Understanding Cybercriminal Syndicates

A cybercriminal syndicate is an organized group of individuals involved in cybercrime
activities. Unlike isolated hackers who may attack systems individually, syndicates
operate in a coordinated and systematic manner. These groups may consist of
programmers, network specialists, social engineering experts, money launderers, and
negotiators working together toward common goals.

Cybercriminal syndicates often resemble legitimate business, organizations. They
may have leadership structures, division of responsibilities, technical support teams,
financial departments, recruitment processes, and communication systems. Some even
provide customer support for victims who pay ransom ameunts.

At first, this may sound surprising. How can eriminals operate like companies? Yet many
modern cybercrime groups function exactly this way. Their operations are carefully
planned, and many attacks are executed with, professional efficiency.

Consider ransomware attacks. dn several eases, attackers not only encrypt the victim’s
files but also provide detailed paymentainstruetions and communication channels. Some
groups even maintain help desks to guide yictims through cryptocurrency payments.
This demonstrates how'eybercrime has become highly organized.

Cybercriminal syndicatesuSually operate across international borders. Members may
live in different countfies and communicate through encrypted platforms, anonymous
networks, and dark web services. Because of this global nature, identifying and
prosecuting cybercriminals becomes extremely difficult.

One important question arises here. Why do people join such syndicates? The answer
varies. Some are attracted by financial rewards, others by power or influence, and
some by ideological beliefs. In many cases, skilled programmers are recruited because
cybercrime organizations offer large financial incentives.

4.4.3 Evolution of Organized Cybercrime

Cybercrime in its early stages was relatively simple. Early hackers often attacked
systems to demonstrate technical skills, gain recognition, or satisfy curiosity. However,
as the internet expanded and digital transactions increased, cybercriminals realized the
enormous financial opportunities available online.

During the early days of the internet, attacks mainly focused on website defacement,
spreading simple viruses, or disrupting systems. Over time, cybercrime evolved into
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a profitable business model. Today, cybercriminal syndicates target online banking
systems, cryptocurrency platforms, healthcare databases, government networks, and
multinational corporations.

The development of underground cybercrime markets accelerated this growth. The dark
web became a marketplace where attackers could buy and sell stolen data, malware
kits, hacking tools, and illegal services.

For example, instead of creating malware themselves, attackers can purchase ready
made ransomware packages. This model is commonly called Ransomware as a Service.
Here, experienced developers create ransomware tools and rent them to affiliates who
carry out attacks. The profits are then shared between the developers and attackers.

This business style approach has significantly lowered the barrier for cybercrime.
Individuals with limited technical knowledge can now launch sophisticated attacks
using tools purchased online.

Another major development is the use of cryptocurrenciés.\Digital currencies allow
cybercriminals to receive payments with a higher level of anenymity compared to
traditional banking systems. This has encouraged theigrowth of ransomware operations
and illegal online transactions.

As cybercrime evolved, governments also began recognizing eybérspace as an important
domain of national security. This eventually led to the rise of nation state cyber groups.

4.4.4 Structure of CybercriminallSyndicates

Cybercriminal syndicates are rafely random collections of attackers. Most successful
syndicates operate with clear organizational structures. Each member performs
specialized tasks that contribute to the'overall operation.

1. Leadership and Coordination

At the top of theisyndieate is usually a leadership group responsible for planning
operations, selecting targets, managing finances, and coordinating activities. These
leaders may not directly pafticipate in attacks but instead supervise the overall
organization.

The leadership decides which sectors to target. For instance, hospitals may be targeted
because they rely heavily on immediate access to patient records. Financial organizations
may be targeted because they handle sensitive financial data.

Leaders also determine attack strategies, allocate resources, and negotiate partnerships
with other cybercriminal groups.

2. Malware Developers

Another important component of cybercriminal syndicates is the malware development
team. These individuals design malicious software such as ransomware, spyware,
keyloggers, trojans, worms, and botnet programs.

Developers continuously improve malware to bypass antivirus software and security
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systems. They study vulnerabilities in operating systems and applications to create
more effective attacks.

Sometimes developers sell malware tools to other criminals through underground
markets. This creates an entire economy around malicious software.

3. Social Engineering Specialists

Technical attacks alone are not always sufficient. Human behavior often becomes the
weakest point in cybersecurity. This is where social engineering specialists play an
important role.

These individuals create phishing emails, fake websites, fraudulent messages, and
deceptive communication designed to trick victims into revealing sensitive information.

For example, a victim may receive an email appearing to come from a bank asking
for password verification. Once the victim enters the credentials, attackers capture the
information.

Social engineering attacks are highly successful because they expleit trust, fear, urgency,
and curiosity.

4. Money Launderers

Cybercriminal syndicates also require financial specialists who manage stolen funds.
Since illegally obtained money cannot easily be transferred through regular financial
systems, money laundering techniques are‘used.

Money launderers may use cryptocurrency,exchanges, fake accounts, shell companies,
or online payment services to/hide the originof stolen funds.

This process makes _itmdifficult, for law’ enforcement agencies to trace financial
transactions.

5. Infrastructure Managers

Some members specialize in maintaining technical infrastructure such as command and
control servers, botnets, anonymous communication systems, and dark web platforms.

These individuals ensure that cybercriminal operations remain functional and hidden
from investigators.

4.4.5 Nation State Cyber Groups

Unlike financially motivated cybercriminal syndicates, nation state cyber groups are
generally linked to governments or national intelligence agencies. Their objectives often
include espionage, surveillance, political influence, military advantage, or disruption of
critical infrastructure.

Nation state cyber groups are among the most advanced cyber threat actors in the world.
They usually possess significant financial resources, technical expertise, intelligence
support, and long term strategic goals.
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One interesting point to consider is that cyber warfare has become an important
component of modern international relations. Countries no longer rely only on
traditional military power. Cyber capabilities are now considered essential for national
defense and intelligence gathering.

Nation state cyber groups may target government systems, military networks, energy
infrastructure, transportation systems, communication networks, research institutions,
and technology companies.

In some cases, the goal is not immediate destruction but long term espionage. Attackers
may remain hidden within systems for months or even years, silently collecting sensitive
information.

4.4.5.1 Characteristics of Nation State Attacks
Nation state cyberattacks often differ from ordinary cybercrime in several ways.
1. Advanced Planning

These attacks are usually carefully planned over long periods. Attackers conduct
extensive reconnaissance before launching operations:

They study the target’s infrastructure, employeesbehavior, software vulnerabilities, and
communication systems.

2. Advanced Persistent Threats

Nation state groups frequently use Advanced, Persistent Threats, commonly called
APTs. An APT is a long term gyberattack’in which attackers gain unauthorized access
to a network and remain undetected fof an extended period.

Unlike ordinary attacksithat aimfor quick financial gain, APTs focus on continuous
monitoring and data collection.

3. Use of Zero Day Vulnerabilities

Nation state groups often usezero day vulnerabilities. These are software flaws unknown
to the software vendor or security community.

Since no security patches are available initially, zero day vulnerabilities provide
attackers with powerful opportunities to infiltrate systems.

4. Stealth and Persistence

Nation state groups prioritize stealth. Their goal is often to remain undetected while
collecting intelligence.

To achieve this, they use encryption, hidden communication channels, rootkits, and
sophisticated malware.

4.4.6 Motivations Behind Cyberattacks

Understanding the motivations behind cyberattacks is essential because motives
influence attack methods, target selection, and operational strategies.
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Cybercriminal syndicates and nation state groups may appear similar from a technical
perspective, but their objectives often differ significantly.

4.4.6.1 Financial Motivations

Financial gain is the primary motivation for many cybercriminal syndicates.
Ransomware Attacks

Ransomware attacks generate enormous profits for attackers. Victims may include
hospitals, schools, businesses, or government offices.

Since organizations rely heavily on digital systems, they may feel pressured to pay
ransom amounts quickly.

Banking and Financial Fraud

Cybercriminals target banking systems, payment gateways, and online financial
platforms to steal money directly. They may use phishingdttacks, credential theft, or
malware to gain unauthorized access.

Sale of Stolen Data

Personal data has become highly valuable in undesground markets.Cybercriminals steal
credit card details, passwords, social security numbersymedical records, and corporate
information.

This stolen data can be sold to other criminals for identity theft or fraud.
Cryptojacking

Some attackers secretly use vietims’ computing resources to mine cryptocurrency. This
process, known as cryptojacking; consumés system performance and electricity while
benefiting attackersdinancially.

4.4.6.2 Political'and Strategic Motivations

Nation state groups are oftenddriven by political or strategic goals rather than direct
financial profit.

Cyber Espionage

Governments seek sensitive intelligence related to defense, diplomacy, technology,
economics, and national security. Cyber espionage allows countries to gather information
without physical infiltration.

Political Influence

Cyber operations may attempt to influence elections, public opinion, or political
stability. Attackers may spread misinformation, manipulate social media discussions,
or leak confidential information.

Disruption of Critical Infrastructure

Critical infrastructure includes power grids, transportation systems, communication
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networks, healthcare services, and water supply systems. Disrupting such systems can
create national level instability.

Military Advantage

Cyber capabilities are increasingly integrated into military strategies. Countries may
use cyberattacks to weaken enemy communication systems, surveillance systems, or
defense infrastructure.

4.4.6.3 Comparing Financial and Strategic Motivations

It is important to distinguish between financially motivated attacks and strategically
motivated attacks.

Financially motivated attackers usually focus on rapid profits. Their attacks may target
large numbers of victims and aim for quick returns.

Strategically motivated attackers, however, may focus on long term objectives. They
often invest significant time and resources into maintaining-hidden access to systems.

Another difference lies in target selection. Financial attackers frequently target businesses
or individuals with monetary value, while nation staté,groups may target government
agencies, research laboratories, military institutions, and strategic industries.

Understanding these differences helps cybérsecurity professionals develop appropriate
defense strategies.

4.4.7 Tools used by Organized Cybercrimi€¢ Groups

Organized cybercrime groups/and nation=state actors use specialized tools to conduct
attacks on a large scale. These tools hélp them automate attacks, compromise multiple
systems, steal information, and maintain lofig-term access.

Malware Kits

Organized groups may use malware kits that combine different malicious capabilities,
such as ransomware, spyware, trfojans, and botnet components. These kits allow attackers
to conduct attacks more efficiently and may be customized for specific targets. Criminal
groups may also purchase or rent such tools through underground marketplaces.

Exploit Kits

Exploitkits help attackers identify and exploit known vulnerabilities in targeted systems.
Organized groups can use them to automate the delivery of malware to many vulnerable
devices, reducing the effort required to compromise large numbers of victims.

Botnets

Organized groups may control large botnets containing thousands or even millions of
compromised devices. Criminal groups can use these networks for activities such as
large-scale DDoS attacks, spam campaigns, credential theft, and malware distribution.
Nation-state actors may also use botnets or similar networks to support large-scale
geopolitical or disruptive operations. Because the infected devices are controlled
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remotely, their owners may not realize that their systems are being used in an attack.
Phishing Toolkits

Organized groups use phishing toolkits to conduct large-scale campaigns that imitate
trusted organizations and services. These toolkits can make it easier to create convincing
fake login pages and communications, allowing attackers to target many victims and
collect credentials or other sensitive information.

Keyloggers

Organized attackers may deploy keyloggers as part of broader campaigns to secretly
collect credentials, financial information, or other sensitive data. Rather than using
them as isolated tools, cybercrime groups may combine keyloggers with other malware
to maintain access to compromised systems and transfer stolen information to attacker-
controlled servers.

4.4.8 Techniques used by Organized Cybercrime Groups

Organized cybercrime groups use various techniques to manipulate people, gain unau-
thorized access, and steal sensitive information. Social engineering is a broad approach
that exploits human behavior, trust, and emotions rather than only technical weaknesses.

Social Engineering

Social engineering involves manipulating victims by creating fear, urgency, trust,
curiosity, or other emotional responses. Attackers use these psychological techniques
to persuade victims to reveal information, eliek links, open attachments, or perform
actions that compromise security.

Phishing

Phishing is a commen social engimeering technique in which attackers send fraudulent
emails, messages, or other.edmmunications that appear to come from trusted sources.
Victims may be diréetéd to fake websites where their credentials or other sensitive
information are collected.

Spear Phishing

Spear phishing is a targeted form of phishing. Instead of sending the same message to
many people, attackers research specific individuals or organizations and create person-
alized messages to make the communication appear more genuine. This personalization
can increase the likelihood that the victim will respond or disclose sensitive informa-
tion.

Thus, social engineering is the broader concept, phishing is a common social engineer-
ing technique, and spear phishing is a targeted form of phishing.

The rise of cybercriminal syndicates and nation state cyber groups has transformed
cybersecurity into one of the most important challenges of the digital age.

These groups operate with sophisticated structures, advanced tools, strategic planning,
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and global coordination. Some seek financial profit through ransomware, phishing, and
fraud, while others pursue political, military, or strategic objectives.

Understanding the structure and operation of these groups helps learners recognize that
cyberattacks are rarely random events. Behind many incidents are organized networks
of individuals with specialized roles and carefully planned objectives.

The tools and techniques used by organized cybercrime groups continue to evolve rap-
idly. Malware kits, phishing campaigns, botnets, exploit kits, and social engineering
attacks demonstrate the complexity of modern cyber threats.

At the same time, cybersecurity defenses must also evolve. Technical protection alone
is not enough. Awareness, responsible behavior, international cooperation, ethical prac-
tices, and continuous learning are equally important.

As technology becomes increasingly integrated into daily life, the importance of cyber-
security will continue to grow. Understanding cybercriminal syndicates and nation state
groups is therefore not only relevant for cybersecurity professionals but for everyone
who uses digital technology in the modern world.

Recap
¢ Cybercriminal syndicates are organized groups involved in cybercrime
activities.

¢ Modern cybercrime oftenoperates likena professional business organization.

¢ Cybercriminal groups/may incldde programmers, hackers, negotiators, and
money launderers.

¢ Many cybercfiminal syndicatessoperate across international borders.
¢ The dark web supports illegal cybercrime markets and services.
¢ Ransomware as a Service allows attackers to rent ransomware tools.

¢ Cryptocurrencies help cybercriminals perform anonymous financial
transactions.

¢ Nation state cyber groups are usually linked to governments or intelligence
agencies.

¢ Nation state attacks often focus on espionage and strategic objectives.
¢ Cyber warfare has become an important part of national security.
¢ Advanced Persistent Threats remain hidden in systems for long periods.

¢ Zero day vulnerabilities are unknown software weaknesses exploited by
attackers.

¢ Stealth techniques help attackers avoid detection during cyber operations.
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¢ Financial gain is a major motivation behind organized cybercrime.

¢ Ransomware attacks target organizations that depend heavily on digital
systems.

¢ Cybercriminals steal personal and financial information for illegal profit.
¢ Cryptojacking secretly uses victim systems for cryptocurrency mining.
¢ Political cyberattacks may attempt to influence elections and public opinion.

¢ Critical infrastructure includes power grids, healthcare systems, and
communication networks.

¢ Nation state groups may target military and research organizations.

¢ Malware kits contain ready made malicious software tools.

¢ Exploit kits automatically identify and attack softwarewulnerabilities.

¢ Botnets are networks of infected devices controlled remotely by attackers.
¢ Phishing toolkits create fake websites and fraudulent login/pages.

¢ Keyloggers secretly record keyboatd activity and passwords.

¢ Social engineering attacks exploit human emotions and trust.

¢ Phishing attacks use fake emails and messages to steal information.

¢ Spear phishing targets specificdndividuals or organizations.

¢ Distributed Deniial’of Service attagks overload systems with traffic.

¢ Credential stuffingaises stolen passwords to access multiple accounts.

¢ Supply chain attacks compromise trusted software providers or vendors.
¢ Cybercriminals use anonymous communication and encrypted platforms.

¢ Law enforcement faces challenges because cybercrime crosses national
borders.

¢ Multi factor authentication improves account security.

¢ Regular software updates reduce security vulnerabilities.

¢ Employee awareness is an important defense against cyberattacks.

¢ Regular backups help recover data after ransomware attacks.

¢ Cybersecurity requires both technical protection and responsible behavior.

¢ Continuous learning is essential because cyber threats constantly evolve.
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Objective Type Questions

1. What is an organized group involved in cybercrime called?

2. Which hidden part of the internet supports illegal cybercrime markets?
3. What type of malware locks files and demands payment?

4. Which model allows attackers to rent ransomware tools?

5. Which digital currency is commonly used in cybercrime transactions?

6. What are government linked cyberattack groups called?

7. What is the long term hidden cyberattack strategy used by nation state groups
called?

10.
I1.
12.
13.
14.
15.

16.

17. What term refers to seeret information gathering by governments?

18. What type of malware collection contains ready made malicious tools?

Answers to Objective Type Questions

1. Syndicate
2. Dark Web
3. Ransomware

4. RaaS
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Cryptocurrency

6. Nation State Groups

7. APT

8. Zero Day Vulnerability

9. Social Engineering

10. Botnet

11. Phishing Toolkit

12. Keylogger

13. Phishing

14. Spear Phishing

15. DDoS

16. Cryptojacking

17. Espionage

18. Malware Kit

Assignments

1. Explain t d functioning of cybercriminal syndicates and
discuss the by different members within these groups.

2. Describe the cha tics of nation state cyber groups and explain how their
objectives differ from financially motivated cybercriminal organizations.

3. Discuss the various tools and techniques used by organized cybercrime
groups to conduct cyberattacks on individuals and organizations.

4. Analyze the differences between financial motivations and political or
strategic motivations behind cyberattacks with suitable examples.

5. Compare phishing, spear phishing, and social engineering attacks by

analyzing their methods, targets, and impact on cybersecurity.
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UNIT 1| Legal Framework

Learning Qutcomes

Upon the completion of this unit, the learner will be able to:
¢ familiarize the key concepts of the Information Technology Act, 2000 and its
role in regulating digital activities

¢ describe the process of Digital Signature and E-Signature with suitable
examples

¢ apply the concept of digital signatures in real-life scen such as online

transactions and e-governance services

¢ analyze the differences between Digi ignatu
of security, usage, and technology

Prerequisites

nature in terms

———

In today’s world, most activities are ing computers and the internet. People

use online systems for bankin i munication, education, and government
services. Because of i i t to have proper laws to control and protect
these digital activities. provides legal recognition to electronic records

and digital signatu
cyber crimes like ha
age.

g online transactions safe and valid. It also helps to prevent
ing, fraud, and identity theft, which are increasing in the digital

This topic is important for learners because it helps them understand how to use
technology in a safe and responsible way. It creates awareness about cyber security and
legal rights in the digital world. It also prepares learners to use e-governance services
confidently, such as online applications, tax filing, and digital payments. In a rapidly
growing digital society like India, this knowledge is essential for both personal use and
professional growth.

Keywords

Information Technology Act, 2000, Digital Signature, Electronic Signature
(E-Signature), Cyber Law, Hash Function, Public Key Infrastructure (PKI), Cyber
Crime, Digital Certificate
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Discussion

5.1.1 Introduction

In the present digital age, computers and the internet have become an essential part
of daily life. Activities such as communication, banking, education, shopping, and
governance are increasingly carried out in electronic form. However, traditional laws
were designed mainly for paper-based transactions and were not suitable for dealing
with electronic records and cyber-related issues. This created the need for a legal
framework to regulate digital activities and ensure security in cyberspace.

To address these challenges, the Government of India enacted the Information
Technology Act, 2000 (IT Act, 2000). This Act provides legal recognition to electronic
records and digital signatures and establishes rules for secure electronic transactions.
It also defines various cyber crimes and prescribes punishments for them, thereby
promoting trust in digital systems.

Role of IT Act in e-governance and Digital India
¢ Provides legal support for e-governance services
¢ Enables online tax filing and digital records
¢ Supports e-tendering and online applications
¢ Promotes paperless administration
¢ Builds trust in digital systems

¢ Encourages secure online transactions

5.1.2 InformationsTechnelogy A¢t, 2000

The legal foundation for e-gevernance is provided mainly through Chapter III of the
Information Technology' Act, 2000. Section 4 gives legal recognition to electronic
records, Section 5 gives legal récognition to electronic signatures, Section 6 provides
for the use of electronigyre€ords and electronic signatures in Government and its
agencies, Section 7 deals with retention of electronic records, and Section 8 provides
for publication of rules, regulations, orders, notifications and other matters in the
Electronic Gazette. Section 6A also provides for delivery of services through service
providers, supporting digital service-delivery models.

The Information Technology Act, 2000 is the primary law in India that governs cyber
activities and electronic transactions. It came into force to give legal recognition to
electronic records and digital signatures, thereby facilitating the growth of e-commerce
and e-governance.

The Act applies to the whole of India. Under Section 75 of the Information Technology
Act, 2000, it also applies to an offence or contravention committed outside India by any
person, irrespective of nationality, if the act involves a computer, computer system or
computer network located in India. It covers a wide range of areas including electronic
records, digital authentication, cyber crimes, and the regulation of certifying authorities.
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One of the most significant contributions of the IT Act is the legal recognition of
electronic records. Earlier, only paper-based documents were considered valid in legal
proceedings. However, with this Act, electronic documents such as emails, digital
contracts, and online transactions gained the same legal status as traditional documents.

Another important feature of the Act is the recognition of digital signatures as a valid
method of authentication. This enabled individuals and organizations to securely sign
electronic documents, ensuring authenticity and integrity.

The Act also promotes e-governance by allowing government departments to accept
electronic filings, issue digital certificates, and maintain records in digital form. Services
such as online tax filing, digital land records, and e-tendering are possible because of
this legal support.

To regulate the use of digital signatures, the Act established the Controller of Certifying
Authorities (CCA). The CCA supervises and licenses Certifying Authorities, which are
responsible for issuing Digital Signature Certificates (DSCs) to users after verifying
their identity.

The Information Technology (Amendment) Act, 2008 further strengthened the legal
framework by introducing new concepts and provisions. One of the major additions
was the recognition of electronic signatures (e=signatures),as andlternative to digital
signatures.

The amendment also introduced stricter provisions related to data protection, privacy,
identity theft, and cyber terrorism. It expanded the scope of cyber offences and increased
penalties for various crimes cominitted in cyberspace.

5.1.2.1 Objectives of the IT Act§2000

The main objectives of-the Actare:
¢ To provide/legal recognition for electronic records and digital signatures
¢ To facilitate electronic governance (e-Governance)
¢ To promote e-comerce and online transactions
¢ To prevent and control cyber crimes
¢ To ensure security and confidentiality of digital data
5.1.2.2 Cyber Offences under IT Act, 2000
¢ Unauthorized access (Hacking)
¢ Identity theft (misuse of personal data)
¢ Cyber fraud (online cheating, scams)
¢ Data theft

¢ Publishing obscene or harmful content
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¢ Cyber terrorism (threat to national security)
¢ Email spoofing and phishing

5.1.2.3 Penalties and Punishments

The Information Technology Act, 2000 provides different forms of liability and
punishment depending on the nature of the offence. Some provisions provide for
compensation or monetary penalties, while specified criminal offences provide for
imprisonment, fine, or both.

The penalty framework has also changed over time. The Jan Vishwas (Amendment of
Provisions) Act, 2023 amended several provisions of the IT Act with effect from 30
November 2023. Among other changes, it removed Section 66A and converted certain
offences, including Section 72A, from imprisonment-based punishment to monetary
penalties.

Therefore, learners should not treat the penalty framewotk as a simple rule that all
minor offences receive only fines and all serious offences receive imprisonment. The
applicable section, the facts of the case, and subsequent amendments must be considered
when determining the current legal consequence.

¢ Imprisonment for serious crimes

¢ Strict punishment for cyber terrorism

5.1.3 Digital Signature (Section'3)of the IF Act)

A digital signature is a securgfand reliable method used to authenticate electronic
documents. It is based on cryptographi€ techniques and ensures that the message has
not been altered during transmission and that it originates from a verified sender.

5.1.3.1 How Digital SignaturessWork

When the IT Actiwas origially passed in 2000, it specifically recognized Digital
Signatures as the sole'method to authenticate an electronic record.

The IT Act mandates that'Digital Signatures must use an Asymmetric Cryptosystem
and a Hash Function.

¢ Asymmetric Cryptosystem: This involves a secure pair of keys: a Private
Key and a Public Key.

* The Private Key is kept secret by the signer and is used to create the
digital signature.

* The Public Key is shared openly and is used by the receiver to verify
the signature.

¢ Hash Function: An algorithm that converts the document into a fixed-length
string of characters (a hash value). If even a single comma in the document is
changed, the hash value changes entirely, immediately alerting the receiver
that the document was tampered with.
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The working of a digital signature involves a series of steps. Initially, a message or
document is created by the sender. This message is then processed using a hash function,
which converts it into a fixed-length code known as a hash value. The hash value is then
processed using the sender’s private key, creating the digital signature. This signature is
attached to the message and sent to the receiver.

Upon receiving the message, the receiver decrypts the digital signature using the
sender’s public key to retrieve the original hash value. The receiver also generates a
new hash value from the received message and compares it with the decrypted hash. If
both values match, the authenticity and integrity of the message are confirmed.
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RECEIVE MESSAGE

— > HASH
:

MESSAGE TRANSMISSION
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igital Signature Process Diagram

The digital signature process begins at the sender’s side, where the original message is
first converted into a fix th hash value using a hash function. This hash value is
then processed using the sender’s private key to create the digital signature. The sender
transmits both the original message and the digital signature to the receiver. At the
receiver’s side, the received message is again processed through the same hash function
to generate a new hash value. Simultaneously, the digital signature is decrypted using
the sender’s public key to obtain the original hash value. Finally, the receiver compares
the newly generated hash value with the decrypted hash value; if both match, the
signature is considered valid and the message is authentic and unaltered, otherwise it is
treated as invalid.

5.1.3.2 Advantages of Digital Signature

¢ Provides authentication (verifies identity of sender)

¢ Ensures data integrity (message cannot be altered)
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¢ Offers non-repudiation (sender cannot deny sending)

¢ Provides high security using encryption techniques

¢ Legally valid for official and financial transactions

¢ Reduces paperwork and supports paperless communication

¢ Enables faster processing of digital documents

5.1.4 Electronic Signature (E-Signature of the I'T Act)

As technology evolved, it became clear that restricting authentication only to PKI-
based Digital Signatures was too rigid. To make the law "technology-neutral," the
government introduced the IT (Amendment) Act, 2008, which introduced the broader
concept of Electronic Signatures (E-Signatures). An electronic signature, commonly
known as e-signature, is a broader concept that includes any electronic method used to
indicate acceptance or approval of a document. Unlike digital signatures, which rely
strictly on cryptographic techniques, e-signatures can take various forms such as OTP-
based authentication, biometric verification, or Aadhaar-based signing.

The Aadhaar-based e-signature system is widely used imndia. In this method, the user
uploads a document and provides their Aadhaarfitiaber. An © TP is'sent to the registered
mobile number, and upon successful verification, the doeument is electronically signed.
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Fig 5.1.2: Aadhaar-based e-signature process

The image illustrates the Aadhaar-based E-Signature process in a clear and sequential
manner using icons and directional arrows. It begins with the user uploading a document
on a computer, followed by entering the Aadhaar number for identity verification. The
process then shows a mobile phone receiving a One-Time Password (OTP), which the
user must verify to authenticate their identity. Once the OTP is successfully verified,
the system proceeds to apply the electronic signature to the document. The final step
displays a digitally signed document marked as “SIGNED,” indicating completion
of the process. The visual flow, supported by simple graphics and arrows, effectively
represents how e-signatures enable secure, paperless, and quick authentication of digital
documents.
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5.1.4.1 Advantages of E-Signature

¢ Easy to use and user-friendly

¢ Enables quick and paperless transactions

¢ Cost-effective (no printing or physical storage needed)

¢ Allows remote signing from anywhere

¢ Supports online services like banking and government forms

¢ Saves time and effort in document processing

Table 5.1.1: Difference between Digital Signature and E-Signature

Digital Signature

E-Signature (Electronic Signature)

Digital Signature uses cryptographic techniques
based on Public Key Infrastructure.

E-Signature uses simple electronic methods
such as OTPher biometric verification.

Digital Signature provides a very high level of
security.

E-Signature provides a moderate level of
security depending on the method used.

Digital Signature requires a Digital Sighature
Certificate issued by a Certifying Authotity.

E-Signature usually does not require any
certificate.

Digital Signature uses private andipublic keys
for authentication.

E-Signature uses OTP, Aadhaar, or biometric
authentication.

Digital Signature is more ¢omplex and time-
consuming.

E-Signature is simple, fast, and user-friendly.

Digital Signaturg is mainlynused for legal,
financial, and govetnment transactions.

E-Signature is used for general-purpose
online transactions.

Digital Signature is relatively costly.

E-Signature is low-cost or free.

SGOU - SLM - BCA - Cyber crime




Recap
¢ The Information Technology Act, 2000 provides legal recognition to
electronic records and digital transactions.
¢ The Act supports e-commerce and e-governance by enabling online services.

¢ Itapplies to the whole of India and also to offences involving Indian computer
systems outside India.

¢ The Act recognizes digital signatures as a valid method of authentication.

¢ The Controller of Certifying Authorities (CCA) regulates and issues Digital
Signature Certificates.

¢ The IT (Amendment) Act, 2008 introduced e-signatures and strengthened
cyber laws.

¢ A digital signature uses cryptographic techniques to ensure authentication,
integrity, and non-repudiation.

¢ An e-signature is a simple electronic method such as OTP, Aadhaar, or
biometric verification.

¢ The IT Act defines cyber offences like hacking, identity theft, cyber fraud,
and cyber terrorism.

¢ The Act provides penalti€s such as fineslandimprisonment to prevent cyber
crimes.

¢ Digital signatures offer high security, while e-signatures are easy, fast, and
suitable for eyeryday use.

¢ The IT Act promotes paperless communication and digital documentation.

Objective Type Questions

1. Name the Act that provides legal recognition to electronic records and digital
transactions in India.

2. Identify the year in which the Information Technology Act was enacted.
3. Expand the term IT Act.
4. Who regulates Digital Signature Certificates in India?

5. Expand the term CCA.
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8.

9.

Identify the type of signature that uses cryptographic techniques for
authentication.

Name the type of signature that uses OTP, Aadhaar, or biometric verification.
Define the process of converting a message into a fixed-length code.

Identify the key used by the sender to create a digital signature.

10. Name the term used for unauthorized access to a computer system.

11. Identify the Act that introduced the concept of e-signature in India.

12. Name the cyber crime that involves misuse of personal information such as

passwords or Aadhaar details.

Answers to Objective Type Questions

1. IT Act

2. 2000

3. Information Technology

4. CCA

5. Controller of in thoriti
6. Digital Signature

7. E-Signature

8. Hashing

9. Private Key

10. Hacking

11. Information Technology (Amendment) Act, 2008

12. Identity Theft
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Assignments

1. Explain the Information Technology Act, 2000 in detail

2. Describe the Digital Signature process with a neat diagram and explain its
advantages.

3. Explain the concept of Electronic Signature (E-Signature) and describe the
Aadhaar-based e-signature process.

4. Discuss the cyber offences under the IT Act, 2000 and explain the penalties
and punishments provided for them.

5. Compare and analyze Digital Signature and E-Signature in terms of security,
usability, and application. Which one is more suitable for different types of
transactions and why?
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Learning OQutcomes

Upon the completion of this unit, the learner will be able to:

¢ cxplain the concept of electronic records and electronic evidence

¢ describe the features and types of electronic records in simple terms

¢ apply the concept of electronic evidence in real-life"legal situations

¢ analyze the advantages and limitations of electronic recordsand e-governance

¢ differentiate between types of e-governance models such as G2C, G2B,
G2G, and G2E

Prerequisites

Imagine a bank fraud case where a customer, claims that money was withdrawn from
their account without their knowledge. The bank checks transaction logs, CCTV
footage, and email alerfs'fo investigate the issue. All these are electronic records and
electronic evidencef Without these digital records, it would be very difficult to identify
the fraud and take legal a€tion. The issue can be solved by properly maintaining and
analyzing electronic records sugh as transaction logs and surveillance footage. These
records act as reliable electronic evidence in identifying the person responsible for the
fraud. Using secure systems, authentication methods, and legal provisions like Section
63, the evidence can be presented in court to ensure justice.

To effectively learn this topic, learners should have a basic understanding of computers
and digital devices. They should be familiar with how data is created, stored, and
processed in digital systems. Basic knowledge of the internet, emails, and online
transactions is also important. Learners should have an awareness of cyber security
concepts such as passwords, data protection, and safe internet usage. In addition, a
simple understanding of legal systems and digital documentation will help learners
grasp the concept of electronic evidence more easily.

Studying this topic helps learners understand how digital data is created, stored, and
used in real-world situations. It gives knowledge about electronic records and their
importance in organizations, businesses, and government systems. Learners also
understand how electronic evidence is used in legal cases, which is highly relevant in
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today’s digital world. Furthermore, it improves awareness about cyber security, data
protection, and e-governance services, and helps learners develop practical knowledge
for careers in IT, law, administration, and digital systems.

Keywords

Electronic Records, Electronic Evidence, e-governance, Encryption, Cyber security,
Digital Signature, Section 63, ICT

Discussion
5.2.1 Electronic Record

Electronic records refer to any form of information that is“created, stored, processed,
or transmitted in digital format using electronic devices. Unlike traditional paper-based
records, electronic records exist in intangible formand can be easily managed using
computer systems. These records play a crucial role immodern organizations, as they
enable efficient data storage, faster communieation, and, impreved accessibility of
information.

Electronic records are commonly stored in various |digital environments such as
computers, servers, cloud storage systems, and mobile‘devices. These storage systems
allow users to access data anytime and fromjamywhere, making electronic records
highly flexible and convenient for both persenal and organizational use.

Electronic records exist in many forms depending on the type of data and its usage.
Emails are one of the most common.€xamples, used for communication in both
personal and professional eavironments. Word documents and PDF files are widely
used for storing texXtualdinformation such as reports, letters, and official documents.
Databases store structured datadn an organized manner, which is useful for managing
large volumes of informationt

In addition, digital images and videos are also considered electronic records, especially
in areas such as media, surveillance, and documentation. Transaction logs, which record
activities such as financial transactions or system operations, are another important type
of electronic record used for tracking and auditing purposes.

5.2.1.1 Features of Electronic Records

1. Easy Storage

Electronic records require significantly less physical space compared to traditional paper

records. Large volumes of data can be stored in compact digital storage devices such
as hard drives or cloud systems, reducing the need for physical storage infrastructure.

2. Quick Retrieval

One of the most important features of electronic records is the ability to retrieve
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information quickly. Advanced search tools and indexing techniques allow users to
locate specific data within seconds, improving efficiency and productivity.

3. Cost-Effective

Electronic records help reduce costs associated with paper, printing, and physical
storage. Organizations can save money by minimizing the use of paper and reducing
maintenance costs related to physical record keeping.

4. Security

Electronic records can be protected using various security mechanisms such as
passwords, encryption, and access control systems. These measures ensure that only
authorized users can access sensitive information, thereby maintaining confidentiality
and integrity.

5. Easy Sharing

Electronic records can be easily shared through networks suchas the internet or internal
communication systems. This enables fast communication andicollaboration among
users, regardless of their physical location.

5.2.1.2 Types of Electronic Records
1. Structured Records

Structured records are stored in a predefined format, usually in databases. These records
are organized in tables with row§ and columns, making them easy to process and
analyze. Examples include customer databases and financial records.

2. Unstructured Records

Unstructured records do not followsasfixed format and include data such as emails,
images, videos, and social. média content. These records are more complex to manage
and analyze due to'their'lack of structure.

3. Semi-Structured Records

Semi-structured records have some level of organization but do not follow a strict format
like structured data. Examples include XML and JSON files, where data is stored with
tags or labels that provide partial structure.

5.2.1.3 Advantages of Electronic Records

Electronic records offer several advantages that make them more efficient than traditional
record-keeping methods. They provide faster access to information, allowing users to
retrieve data instantly when needed. The accuracy of data is improved, as electronic
systems reduce human errors associated with manual record keeping.

They also significantly reduce paperwork, making processes more environmentally
friendly and efficient. Electronic records support easy backup and recovery, ensuring
that data can be restored in case of system failure. Additionally, they enable better
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data management by organizing and maintaining large volumes of information in a
systematic manner.

5.2.1.4 Limitations of Electronic Records

Despite their advantages, electronic records also have certain limitations. One major
concern is security risks, as digital data can be vulnerable to hacking, unauthorized
access, and data theft. Organizations must implement strong security measures to
protect sensitive information.

Another limitation is the dependence on technology. Electronic records can only be
accessed with the help of electronic devices and software, which may fail or become
outdated. Data loss is also a significant risk, especially in cases of system crashes,
hardware failures, or cyber-attacks.

Finally, managing electronic records requires technical expertise. Users must have
the necessary skills and knowledge to operate digital systems effectively, which may
require training and resources.

5.2.2 Electronic Evidence

Electronic evidence refers to any type of informatien that is |ereated, stored, or
transmitted in digital form and can be used aspreof in‘a'court of law. In the modern
digital world, most human activities such aseommunication, financial transactions, and
business operations are carried out electronically, making electronic evidence highly
significant in legal proceedings.

Unlike traditional forms of evidence such aspaper documents or physical objects,
electronic evidence is intangible in nature. Itexists in digital devices such as computers,
laptops, mobile phones, servets, and cloud storage systems. Because of its digital nature,
electronic evidence can be easily stored, copied, and transmitted across networks.

However, for electrfonic evidence to be accepted in a court of law, it must be properly
collected, preserved, and authenticated. Any alteration or mishandling can affect its
reliability and admuissibility. Therefore, strict procedures and technical methods are
followed to ensure the integgity and authenticity of electronic evidence.

5.2.2.1 Types of Electronic Evidence

Electronic evidence can exist in various forms depending on how the data is created
and stored.

1. Emails

Emails are one of the most commonly used forms of electronic evidence. They are
widely used in both personal and professional communication. Emails contain important
details such as the sender’s address, receiver’s address, date, time, and message content.
These details make emails reliable sources of evidence in cases related to fraud, business
agreements, and communication disputes.

2. Digital Documents

Digital documents include files such as Word documents, PDF files, spreadsheets, and
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electronic contracts. These documents are commonly used in organizations to store
official information. In legal cases, digital documents can be used to prove agreements,
transactions, or official communications.

3. Multimedia Files

Multimedia files such as audio recordings, video recordings, CCTV footage, and digital
images are also considered electronic evidence. These are especially useful in criminal
investigations where visual or audio proof is required. For example, CCTV footage can
help identify suspects and reconstruct events.

4. System Logs

System logs are records automatically generated by computer systems. They store
information about system activities such as login attempts, file access, transactions, and
system errors. These logs are very important in detecting unauthorized access, cyber
attacks, and system misuse.

5. Social Media Data

Social media platforms generate a large amount ofadigital data, including messages,
posts, comments, and chat histories. This data can bewsed as electronic evidence in
cases involving cyberbullying, harassment, fraudgpand other onling crimes.

5.2.2.2 Characteristics of Electronic Evidence
1. Intangible Nature

Electronic evidence does not have a physical form and exists only in digital format
within electronic devices like €omputersfand mobile phones.

2. Easily Copyable

It can be copied or duplicated multipletimes without any loss of quality, making it easy
to store and share.

3. Prone to Tampering

Electronic data can be easily modified, altered, or deleted if proper security measures
are not applied.

4. Requires Authentication

It must be verified using techniques like digital signatures, hash values, or certificates
to ensure its originality.

5. Highly Sensitive

Electronic evidence is delicate and can be damaged or corrupted due to viruses, system
failure, or improper handling.

6. Time-Stamped Information

Most electronic records contain date and time details, which help in tracking events
accurately.
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7. Dependent on Technology

Accessing and analyzing electronic evidence requires proper hardware, software, and
technical tools.

8. Large Storage Capacity

A large volume of data can be stored in small digital devices, making management
efficient.

9. Easy Transmission

Electronic evidence can be quickly transferred over networks, emails, or cloud platforms.

10. Volatile Nature
Some data (like RAM data) is temporary and can be lost when the system is turned off.

5.2.2.3 Legal Aspects (India)

In India, electronic evidence is legally recognised under thie, Information Technology
Act, 2000 and the Bharatiya Sakshya Adhiniyam, 2023 (BSA). The BSA came into
force on 1 July 2024 and introduced the present statutory framework for admissibility
of electronic records.

Section 63 of the Bharatiya Sakshya Adhiniyam, 2023 deals with the admissibility of
electronic records. It performs the role that Section 65B of the Indian Evidence Act,
1872 previously performed for electronic @vidence, butiit is not merely a renumbering.
Section 63(4) requires a certificate in the prescribed Schedule when an electronic record
is submitted under the section.

The certificate contains two parts. Part Alidentifies the electronic record and the relevant
device or process and includes the hash value of the record. Part B contains the expert
declaration relating toh€electronic record. These requirements support the assessment
of authenticity and dntegrity of electronic evidence.

In Pune Bar Association v. Union of India, decided by the Supreme Court on 22 May
2026, the Court upheld Section'63(4) and the Schedule. The Court also clarified that a
person having appropriaté €xpertise in computer science or cyber forensics may sign
Part B when the court is satisfied about that expertise; it is not restricted only to an
Examiner notified under Section 79A of the IT Act.

The change from the Indian Evidence Act to the BSA does not erase the relevance of
Section 65B for every historical matter. The savings provision in Section 170(2) of
the BSA preserves the Indian Evidence Act for specified applications, trials, inquiries,
investigations, proceedings and appeals that were pending immediately before the BSA
came into force. Thus, Section 63 is the current provision for proceedings governed
by the BSA, while Section 65B may remain relevant to proceedings protected by the
savings provision.

5.2.2.4 Challenges in Electronic Evidence

1. Electronic evidence can be easily tampered or modified, which affects its
reliability.
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2. TItis difficult to prove authenticity, as digital data can be copied many times.

3. There are privacy concerns, since personal data may be accessed during
investigation.

4. Handling electronic evidence requires technical knowledge and skills.
5. There are legal complexities, as laws keep changing with new technologies.

5.2.3 Electronic Governance (e-governance)

Electronic Governance, commonly known as e-governance, refers to the use of
information and communication technology (ICT) by the government to provide
services, exchange information, and interact with citizens, businesses, and other
government departments.

It aims to improve the efficiency, transparency, and accessibility of government services
by using digital platforms instead of traditional manual progesses.

5.2.3.1 Objectives of e-governance

1. To provide faster and efficient services to citizens.

2. To ensure transparency in government activities.

3. To reduce corruption by minimizing human intervention.

4. To improve accessibility ofservicesanytime afid anywhere.
5. To promote citizen participationdn gevernance.

5.2.3.2 Features of e-governance
1. Digital Seryice Delivery

Government services are provided online through websites and portals.

2. Transparency

Information is openly available to the public, reducing corruption.

3. Accountability

Government officials are more responsible due to digital tracking.

4. Efficiency

Processes are faster and more accurate.
5. User-Friendly Access

Citizens can easily access services through mobile apps and online systems.

5.2.3.3 Types of e-governance
1. G2C (Government to Citizen)
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G2C refers to the services provided directly by the government to citizens through
digital platforms. These services include online certificate applications, bill payments,
Aadhaar services, and other public services that make it easier for citizens to interact
with the government.

2. G2B (Government to Business)

G2B involves the interaction between the government and business organizations.
It includes services such as online tax filing, business registration, licensing, and
regulatory compliance, which help businesses operate more efficiently.

3. G2G (Government to Government)

G2G refers to the communication and data sharing between different government
departments and agencies. It helps in improving coordination, decision-making, and
efficiency within the government system.

4. G2E (Government to Employee)

G2E involves services provided by the government to its empleyees through digital
systems. These services include salary management)leave management, and internal
communication, which improve administrative efficiency.

5.2.3.4 Advantages of e-governance
1. Provides Quick and Efficient Services

e-governance enables the governméntto deliverservices quickly and efficiently through
online platforms. Citizens candccess services such as bill payments, applications, and
certificates without delays.

2. Reduces Paperworksanid Manual Effort

With the use of digital systéims, e-governance minimizes the need for paper-based
documentation. This reduces manual work, saves resources, and makes processes more
organized.

3. Increases Transparency and Accountability

e-governance ensures that government processes are transparent, as information is
available online. It also improves accountability because activities are recorded and
can be monitored easily.

4. Saves Time and Cost

Both the government and citizens save time and money by using online services. There
is no need for physical visits to offices, which reduces travel costs and waiting time.

5. Improves Public Satisfaction

By providing faster, easier, and more reliable services, e-governance increases the
satisfaction of citizens. It enhances the overall experience of interacting with government
systems.
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5.2.3.5 Challenges of e-governance
1. Digital Divide

One of the major challenges of e-governance is the digital divide, as not all citizens
have access to the internet or modern technology. This creates inequality in accessing
government services.

2. Security Issues

e-governance systems are vulnerable to cyber attacks and data breaches. Sensitive
government and citizen data must be protected using strong security measures.

3. Lack of Awareness

Many people, especially in rural areas, are not aware of online government services.
This limits the effective use of e-governance systems.

4. Technical Problems

System failures, server issues, and poor infrastructure can affect the,smooth functioning
of e-governance services. These problems may cause'delays and inconvenience to users.

5. Resistance to Change

Some people are comfortable with traditional methods and may resist using digital plat-
forms. This slows down the adoption of esgovernance

Recap
¢ Electronic recordsrare digital data stored and managed using electronic
devices.
¢ They do nothaveé aphysical form and can be accessed anytime and anywhere.
¢ Examples include,emails, documents, databases, images, and videos.
¢ Electronic records require less storage space and allow quick retrieval.
¢ They are cost-effective and can be easily shared through networks.
¢ They provide better accuracy and reduce paperwork.

¢ However, they depend on technology and may face security and data loss
risks.

¢ Electronic evidence is digital information used as proof in legal cases.
¢ It is stored in devices like computers, mobiles, and servers.

¢ Examples include emails, digital documents, videos, system logs, and social
media data.
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¢ [tis intangible, easily copyable, and prone to tampering.
¢ It must be properly authenticated to be accepted in court.

¢ InIndia, it is governed by the Information Technology Act, 2000 and Indian
Evidence Act.

¢ Section 63 defines conditions for admissibility of electronic evidence.

¢ Challenges include security risks, privacy issues, and technical complexity.
¢ e-governance is the use of ICT by the government to provide digital services.
¢ [t improves efficiency, transparency, and accessibility of services.

¢ It provides faster services and reduces corruption.

¢ Types include G2C, G2B, G2G, and G2E interactious,

¢ It reduces paperwork and saves time and cost.

¢ It improves public satisfaction through better service delivery.

¢ Challenges include digital divide, séeurity issues, lackfof awareness, and
technical problems.

Objective Type Questions

5. How can electronic records be protected from unauthorized access?
6. Who verifies the authenticity of electronic evidence?

7. Where is electronic evidence presented for legal decisions?

8. When can electronic data be lost easily?

9. Why is e-governance important for citizens?

10. How does e-governance improve transparency?

11. Who benefits from G2C services?

12. Where can citizens access e-governance services?
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8.
9.

Answers to Objective Type Questions

Employees
Computers
Court
Efficiency
Encryption
Expert
Court
Failure

Citizens

10. Technology

11. Citizens

Explain the concept of electronic evidence and its importance in legal

. Describe the different types of electronic evidence with examples.
Explain the characteristics of electronic evidence in detail.

Discuss the legal aspects of electronic evidence in India with reference to
Information Technology Act, 2000 and Indian Evidence Act.

Explain Section 63 and its importance in electronic evidence.

12. Online
Assignments

1. Explain the co

2. Describe t

3. Discuss the advantage

4.

proceedings.

5

6.

7.

8.

9.

Discuss the challenges involved in handling electronic evidence.
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10. Explain the concept of e-governance and its objectives.

11. Describe the different types of e-governance with examples.

12. Discuss the advantages and challenges of e-governance.
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UNIT 3] Regulatory Authorities

Learning OQutcomes

Upon the completion of this unit, the learner will be able to:

¢ cxplain the key features and significance of the Information Technology Act,
2000 in regulating digital activities

¢ describe the roles and functions of the Controller of Certifying Authorities,
and Telecom Disputes Settlement and Appellate Tribunal

¢ apply the concept of Digital Signature Certificates to demonstrate how
secure electronic transactions are performed

¢ illustrate how Certifying Authorities verify identity and issue digital
certificates in real-world scenarios

¢ analyze the relationship andi€oordination between CCA, CAs, and CAT in
ensuring cyber security/@nd legal eompliance

Prerequisites

In today’s digital world, consider a situation where a person performs an online banking
transaction or submits an impottant document through an e-governance portal, but later
discovers that their data‘as been altered or misused by an unauthorized person. This
creates serious problems such as financial loss, identity theft, and lack of trust in digital
systems. To solve such issues, a strong legal and regulatory framework is required. The
Information Technology Act, 2000 provides this solution by giving legal recognition to
electronic records and digital signatures. It ensures that digital transactions are secure,
authentic, and legally valid. Regulatory authorities such as the Controller of Certifying
Authorities, Certifying Authorities, and the Telecom Disputes Settlement and Appellate
Tribunal work together to verify identities, prevent misuse, and resolve disputes, thereby
creating a safe and trustworthy digital environment.

Studying this topic offers several advantages. It helps learners understand the legal
framework governing digital activities and provides knowledge about cyber secu-
rity and safe online practices. It explains how digital signatures ensure authenticity,
integrity, and reliability in electronic transactions. The topic also creates awareness
about cyber crimes and their prevention, while enhancing understanding of modern
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digital systems such as e-commerce and e-governance. Learners can easily relate the
concepts to everyday activities like online banking, digital payments, and electronic
communication. Moreover, it helps individuals protect themselves from cyber threats
and understand government digital initiatives, making it both practically useful and
academically valuable.

Keywords

Information Technology Act, 2000, Cyber Law, Digital Signature, Electronic Records,
Controller of, Certifying Authorities (CCA), Certifying Authorities (CAs), Cyber
Appellate Tribunal (CAT), Public Key Infrastructure (PKI), Digital Signature Certificate
(DSC), Authentication, Cyber Security, Certificate Revocation List (CRL)

Discussion

5.3.1 Introduction

With the rapid growth of digital technologies, the Weorld has witnessed a massive
increase in digital transactions, e-commercegplatforms, and omline communication
systems. Today, activities such as online banking, digitahpayments, e-filing of taxes, and
electronic governance services have become an integral part of everyday life. However,
this digital transformation also brings challenges related to security, authenticity,
privacy, and legal validity.

To address these challenges, there is a sttong need for legal regulation and governance
in cyberspace. In India, the Information Technology Act, 2000 was enacted to provide a
comprehensive legal framework for managing and regulating cyber activities. This Act
gives legal recognition to electronicire€ords and digital signatures, making them valid
and enforceable in'courts of law:

In addition to this, the Act plays a crucial role in:
¢ Preventing cyber crimes such as hacking, identity theft, and data breaches
¢ Promoting secure electronic transactions
¢ Supporting the growth of e-commerce and digital economy
¢ Facilitating efficient e-governance services

To effectively implement the provisions of this Act, several regulatory authorities
have been established. These authorities are responsible for monitoring, controlling,
and enforcing cyber laws in the country. They ensure that digital systems operate in a
secure, reliable, and trustworthy environment.

The main objectives of these regulatory authorities include:

¢ Ensuring security of electronic transactions so that users can safely perform
online activities
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¢ Maintaining the authenticity and integrity of digital signatures
¢ Preventing and controlling cyber crimes and unauthorized access
¢ Providing mechanisms for the resolution of cyber disputes
The key regulatory authorities established under the IT Act are:
¢ Controller of Certifying Authorities (CCA)
¢ Certifying Authorities (CAs)
¢ Telecom Disputes Settlement and Appellate Tribunal (TDSAT)

These authorities work together to create a strong legal and technical framework for
cyber security and digital trust.

5.3.2 Controller of Certifying Authorities (CCA)

The Controller of Certifying Authorities (CCA) is the highest regulatory authority
appointed by the Central Government under the IT Act. It plays a central role in the
regulation and supervision of digital signature infrastsucture in India.

The CCA is responsible for overseeing the activities of, Certifying Authorities and
ensuring that they function according to the rules and, standards prescribed under the
law. It acts as the “root of trust” in the Public Key Infrastructure (PKI), which is the
backbone of secure digital communication.

In simple terms, the CCA ensures'that:
¢ Digital certificates issued are reliable
¢ Electronic transaetions are secure
¢ Identity verificationineehanisms are trustworthy

Without the CCA, there would be no centralized authority to regulate and maintain trust
in digital certification systems:

5.3.2.1 Appointment

The Controller of Certifying Authorities is appointed by the Central Government of
India. The appointment is made to ensure proper implementation of the IT Act and
effective regulation of cyber activities.

Key points regarding appointment:

¢ The CCA works under the supervision of the Ministry of Electronics and
Information Technology (MeitY)

¢ The Controller may be supported by Deputy Controllers, Assistant
Controllers, and other officials

¢ These officials help in carrying out administrative, technical, and regulatory
functions
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The structured hierarchy ensures smooth functioning and efficient management of
digital certification processes across the country.

5.3.2.2 Powers of the Controller

The Controller is vested with wide-ranging powers to regulate and control the
functioning of digital certification systems. These powers ensure that all Certifying
Authorities operate in a secure and lawful manner.

1. Licensing Powers

One of the most important powers of the Controller is to grant licenses to Certifying
Authorities.

¢ Only licensed entities can issue Digital Signature Certificates (DSCs)
¢ The Controller evaluates the technical and financial capability of applicants

¢ If a Certifying Authority violates rules or fails to maintain standards, the
Controller has the power to:

* Suspend the license temporarily
* Revoke the license permanently,

This ensures that only trusted and compétent organizations are allowed to operate as
Certifying Authorities.

2. Regulatory Powers

The Controller has the authority to define rules and standards related to digital signatures
and electronic records.

¢ Specifies te¢hnical standardsfor encryption and security
¢ Defines procedures for issuing and managing Digital Signature Certificates
¢ Establishes guidelines for maintaining confidentiality and data protection

These regulations help in maintaining uniformity and reliability across all Certifying
Authorities.

3. Supervisory Powers

The Controller continuously monitors the activities of Certifying Authorities.
¢ Ensures compliance with provisions of the IT Act
¢ Conducts audits and inspections
¢ Verifies whether security practices are properly followed

This supervision helps in preventing misuse and maintaining the integrity of digital
systems.
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4. Investigative Powers

The Controller also has the authority to investigate any violation of rules.
¢ Can access computers, networks, and data systems
¢ Can examine records and documents
¢ Can take action against non-compliant entities

These powers are essential for detecting fraud, misuse, or security breaches in digital
certification processes.

5.3.2.3 Functions of the Controller

Apart from its powers, the Controller performs several important functions to ensure
smooth functioning of the digital ecosystem.

¢ Certifies public keys of Certifying Authorities, theréby establishing a chain
of trust

¢ Maintains a National Repository of Digital Certificates, which stores
important certificate-related information

¢ Specifies security guidelines and standards forelectronierecords and systems
¢ Promotes the use of digital signatures in e-governance and online services
¢ Encourages adoption of seeure digital practie€s across industries

These functions collectively strengthendhe digital infrastructure of the country.

5.3.3 Certifying Authorities (CAS)

A Certifying Authoftity (CA) is an organization or entity that is officially licensed by
the Controller of Certifying Authorities to issue Digital Signature Certificates (DSCs).
These certificates are used to yerify the identity of individuals, organizations, and
systems involved in electroni¢/transactions.

In the digital environment, where physical presence is absent, Certifying Authorities
play a crucial role in ensuring that the identity of users is authentic, verified, and
trustworthy. A Digital Signature Certificate issued by a CA acts like a digital identity
card, confirming that the person or organization is genuine.

Certifying Authorities act as trusted third parties in electronic communication. They
build trust between two unknown parties who are interacting over the internet.

The primary roles of Certifying Authorities include:

¢ Authentication of identity: They verify the identity of users before issuing
certificates, ensuring that the person is who they claim to be.

¢ Issuance of digital certificates: They provide Digital Signature Certificates
that are used to sign electronic documents securely.
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¢ Ensuring secure communication: By using encryption and digital signatures,
they help maintain confidentiality, integrity, and authenticity of data.

In simple terms, Certifying Authorities ensure that online interactions are safe, reliable,
and legally valid.

5.3.3.1 Functions of Certifying Authorities

Certifying Authorities perform several important functions to maintain the security and
reliability of digital transactions.

1. Issuance of Digital Signature Certificates

One of the primary functions of a Certifying Authority is to issue Digital Signature
Certificates to individuals and organizations.

¢ These certificates are used to digitally sign documents and transactions
¢ They ensure that the sender’s identity is genuine
¢ They provide legal validity to electronic documents
2. Verification of Identity
Before issuing a certificate, the Certifying Aaithority verifies theidentity of the applicant.

¢ This process may include checking documents such as Aadhaar, PAN card,
or passport

¢ In some cases, biometriC verification or video verification is also used
¢ This step ensures that certificates are issued only to legitimate users
3. Maintenance of Certificate Records
Certifying Authorities maintain‘detailed records of all certificates issued.
¢ They store informationf@bout certificate holders

¢ They maintain a Certificate Revocation List (CRL), which contains details
of revoked certificates

¢ This helps users verify whether a certificate is valid or has been cancelled
4. Revocation and Suspension of Certificates

If a certificate is misused, compromised, or no longer required, the Certifying Authority
has the power to:

¢ Revoke the certificate permanently, making it invalid
¢ Suspend the certificate temporarily, until further verification

This ensures that compromised certificates cannot be used for fraudulent activities.
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5.3.3.2 Duties of Certifying Authorities

Certifying Authorities must follow strict guidelines and responsibilities to maintain
trust and security.

¢ They must follow all rules and regulations issued by the Controller
¢ Theymustensure confidentiality of user data and protect sensitive information

¢ They must maintain a secure technical infrastructure to prevent hacking or
misuse

¢ They must publish a Certificate Practice Statement (CPS), which explains
their procedures and security policies

5.3.3.3 Examples of Certifying Authorities in India

Some well-known Certifying Authorities operating in Indiainclude:

¢ National Informatics Centre (NIC), which provides digital certificates for
government services

¢ eMudhra, a leading provider of digital signature'selutions
¢ Sify Technologies, which offers various IT and eertification services

These organizations play a vital role in supporting secure digital transactions across the
country.

5.3.3.4 Importance of CértifyingdAuthorities

Certifying Authorities are.essential for thedunctioning of modern digital systems.

¢ They enable secure eseemmerce transactions, such as online payments and
contracts

¢ They provide authentication and data integrity, ensuring that information is
not altered

¢ They support e-governance services, such as online filing and digital
documentation

¢ They help prevent fraud, impersonation, and cyber attacks

5.3.4 Telecom Disputes Settlement and Appellate Tribunal
(TDSAT)

The Cyber Appellate Tribunal was established under Section 48 of the IT Act. In
2017, its appellate functions were transferred to the Telecom Disputes Settlement
and Appellate Tribunal (TDSAT). Therefore, learners may encounter the term Cyber
Appellate Tribunal in older books and cases, but the present appellate forum is TDSAT.
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The Telecom Disputes Settlement and Appellate Tribunal (TDSAT) is a quasi-judicial
body established under the provisions of the IT Act. Its main purpose is to hear appeals
against decisions made by the Controller of Certifying Authorities or Adjudicating
Officers.

It acts as a specialized forum for resolving disputes related to cyber laws, digital
signatures, and electronic transactions. By providing a dedicated platform, it ensures
that cyber-related cases are handled efficiently and effectively.

The Telecom Disputes Settlement and Appellate Tribunal is established by the Central
Government of India.

¢ [t functions similarly to a court but follows simplified procedures
¢ [tis designed to handle cyber law cases quickly and efficiently

¢ Itreduces delays compared to traditional court systems

5.3.4.1 Composition

TDSAT is headed by a Chairperson and has Membess as providedwunder its governing
law. In the context of the appellate jurisdiction tramsferred from the former Cyber
Appellate Tribunal, learners should not use the,eld Presiding Officer structure as the
current composition of the tribunal.

5.3.4.2 Jurisdiction and Powers

The Telecom Disputes Settlement and-Appellate Tribunal has several important powers
and responsibilities.

1. Appellate Authority
The Tribunal acts as afi-appellate body.

¢ It hears appeals against decisions made by the Controller or Adjudicating
Officers

¢ Itreviews cases and@ensures fairness in decisions
2. Civil Court Powers
The Tribunal has powers similar to those of a civil court.
¢ It can summon witnesses
¢ It can require the production of documents
¢ It can examine evidence and records
These powers enable the Tribunal to conduct proper investigations and hearings.
3. Decision Making

After hearing both parties, the Tribunal gives its decision.
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¢ The decisions are legally binding

¢ The Tribunal ensures justice based on evidence and legal provisions

¢ It provides a fair opportunity for both sides to present their case
5.3.4.3 Importance of Telecom Disputes Settlement and Appellate
Tribunal

The Telecom Disputes Settlement and Appellate Tribunal plays a vital role in the cyber
law framework.

¢ It provides speedy justice in cyber-related disputes

¢ It reduces the burden on traditional courts

¢ [t ensures proper enforcement of cyber laws

¢ It enhances trust in digital systems and legal processes

Without such a tribunal, resolving cyber disputes would be slow and inefficient.

5.3.5 Relationship Between the Authorities

Controller of Certifying Authorities (CCA) — licenses and regulates — Certifying
Authorities (CAs) — issue Digital Signature Certificates (DSCs) — Subscribers

Controller / Adjudicating Officer.=syorders under the 1T Act — TDSAT (Appellate
Forum)

The Controller of Certifying Authorities, Certifying Authorities, Adjudicating Officers
and Telecom Disputes Settlementand Appellate Tribunal work together in a coordinated
manner to create a sécure and trustworthy digital ecosystem.

¢ The ControllerofCertifying Authorities acts as the regulatory and supervisory
body. It ensures that all Certifying Authorities follow the rules and maintain
security standardss

¢ The Certifying Authorities operate under the supervision of the Controller
and are responsible for issuing Digital Signature Certificates and ensuring
secure communication.

¢ The Telecom Disputes Settlement and Appellate Tribunal acts as a dispute
resolution body. It handles appeals and ensures justice when conflicts arise.

Thus, each authority has a distinct role:
¢ The Controller regulates and supervises
¢ Certifying Authorities authenticate and issue certificates

¢ The Tribunal resolves disputes and ensures justice
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Together, they form a complete system that ensures:
¢ Security of digital transactions
¢ Trust in electronic communication
¢ Effective enforcement of cyber laws
This coordinated functioning is essential for the growth of e-commerce, e-governance,

and digital society.

Recap

¢ The rapid growth of digital technologies has increased the need for security,
privacy, and legal regulation in cyberspace.

¢ The Information Technology Act, 2000 provides a legal framework for
electronic records and digital signatures in India.

¢ The Act promotes secure electronic tramsactions, e-€ommerce, and
e-governance services.

¢ It also helps in preventing cyber crimes like hacking, identity theft, and data
breaches.

¢ To implement the Act, three key authorities are gstablished: CCA, CAs, and
CAT.

¢ The Controller of Ceftifying Agathorities (CCA) is the highest regulatory
authority supervising digital certification systems.

¢ The CCA acts as the “root of trust” in Public Key Infrastructure (PKI).

¢ The CCA has powers such as licensing Certifying Authorities, regulation,
supervision, and investigation.

¢ Italso performs fanctions like maintaining digital certificate repositories and
setting security standards.

¢ Certifying Authorities (CAs) are licensed entities that issue Digital Signature
Certificates (DSCs).

¢ CAs ensure authentication, confidentiality, integrity, and secure
communication in digital transactions.

¢ They perform functions such as identity verification, certificate issuance,
record maintenance, and revocation of certificates.

¢ The Telecom Disputes Settlement and Appellate Tribunal (TDSAT) is a
quasi-judicial body that handles appeals and cyber dispute resolution.
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¢ All three authorities work together:
* CCA — Regulates and supervises
* CAs — Authenticate and issue certificates

* CAT — Resolves disputes and ensures justice

Objective Type Questions

1. In which year was the Information Technology Act, 2000 enacted?
2. What is the main objective of the IT Act, 2000?

3. Which authority is the highest regulatory body for digital signatures in India?

)?

4. Who appoints the Controller of Certifying Authorities (

5. Under which ministry does the CCA function?

8. Name any one power
9. What is the main role
10. Who issues ificates (DSCs)?
11. What is the igital Signature Certificate?
12. What process is ed before issuing a digital certificate?
13. What is the Certificate Revocation List (CRL)?

14. What type of body is the Telecom Disputes Settlement and Appellate
Tribunal (TDSAT)?

15. What is the main function of the Telecom Disputes Settlement and Appellate
Tribunal?

16. What is the primary objective of regulatory authorities in cyberspace?
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Answers to Objective Type Questions

1. 2000

2. To regulate cyber activities and provide legal recognition to electronic
transactions

3. Controller of Certifying Authorities (CCA)

4. Central Government

5. Ministry of Electronics and Information Technology (MeitY)
6. Public Key Infrastructure (PKI)

7. Controller of Certifying Authorities (CCA)

10. Certifying Authorities (CAs)
11. Identity verification and secure digital signing

12. Identity verification

13. A list of revoked digital certificates

14. Quasi-judici
15. To hear ap e cyber disputes

16. To ensure securit st in digital transactions
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Assignments

1. Explain the need and significance of the Information Technology Act, 2000
in the digital era.

2. Describe the role and importance of regulatory authorities under the IT Act.

3. Explain in detail the powers and functions of the Controller of Certifying
Authorities (CCA).

4. Discuss the appointment and responsibilities of the Controller of Certifying
Authorities.

5. Explain the concept and role of Certifying Authorities (CAs) in digital
communication.

7. Explain the process of issuing Digital Sig
Authorities.

8. Discuss the importance of Certifying
transactions.

9. Explain the structure, p
10. Discuss the role of th isputes Settlement and Appellate Tribunal

11. Compare ontroller of Certifying Authorities, Certifying

isputes Settlement and Appellate Tribunal.

12. Explain the re ip and coordination between the CCA, CAs,
Adjudicating Officers and TDSAT.

13. Discuss how the IT Act supports e-governance and e-commerce in India.

14. Explain how digital signatures ensure security, authenticity, and integrity in
electronic transactions.
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UNIT 4| Cyber Law Applications and
E-Commerce

Learning Qutcomes

Upon the completion of this unit, the learner will be able to:

¢ understand the concept of data security and explain its importance in
protecting digital information

¢ explain the features and types of e-contracts used infe-commerce systems

¢ apply data security techniques such as encryption and authentication in real-
life digital transactions

¢ analyze the advantages and limitationsgof,e-contracts i online business
environments

¢ differentiate between data security, e-contracts, and e-forms based on their
roles in e-commerce systems

Prerequisites

In today’s digital world, consider ai@al-time situation where a customer purchases
a product from an onlineshopping website. The customer enters personal details, an
address, and credit card information to complete the transaction. However, due to weak
security measures, a hacker intércepts this data and misuses it for fraudulent activities.
This leads to financial 16ss, 1dentity theft, and a loss of trust in online systems. This
example clearly shows the risks involved in digital transactions and highlights the
importance of data security, e-contracts, and e-forms in ensuring safe and reliable
e-commerce operations. To solve this problem, strong data security measures such
as encryption, authentication, and firewalls must be implemented to protect sensitive
information.

The concepts of data security, e-contracts, and e-forms are essential for building a
secure and trustworthy digital environment. They not only protect users from cyber
risks but also ensure the smooth functioning of e-commerce and e-governance
systems. Understanding these concepts enables learners to actively participate in the
digital world with confidence and responsibility. Learners develop awareness of cyber
security practices and learn how to protect personal and organizational data. They also
understand the legal aspects of online transactions, which are essential in today’s digital
economy.
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Keywords

Data Security, E-Commerce, e-contracts, e-forms, Encryption, Authentication,
Authorization, Cyber Law, Digital Signature, Cyber Security

Discussion

5.4.1 Introduction

In the modern digital era, the widespread use of the internet has fundamentally
transformed the way individuals, businesses, and governments function. Everyday
activities such as online shopping, digital banking, electronic communication, online
education, and e-governance services have become an integral part of human life. This
digital transformation has significantly contributed to the rapid growth of e-commerce,
where commercial transactions are conducted electronically without the need for
physical presence. Businesses can now reach global markets, eéonsumers can purchase
products and services with just a few clicks, and governments‘can deliver services
efficiently through digital platforms. This shift has notienly improved convenience and
speed but also reduced operational costs and enhaneed accessibility.

However, alongside these advantages, the expansion, of digital technologies has
introduced several critical challenges. | Issues such as data theft, cyber fraud,
unauthorized access, identity theft, phishing attacks, and lack of trust in online systems
have become increasingly commion. For instanéegiwhen a customer makes an online
purchase, they are required to share sem$itive information such as credit card details,
personal identification data, @nd contact information. If this data is not adequately
protected, it can be intereepted 0 misuseddby cybercriminals, leading to financial loss,
privacy violations, and reputational’damage. Such risks create hesitation among users
and highlight the tirgent neéd for robust security mechanisms and legal protection in
the digital environment.

To address these challengesg’cyber laws play a vital role in establishing a secure and
trustworthy digital ecosystem. The Information Technology Act, 2000 serves as the
primary legal framework in India for regulating electronic transactions and cyber
activities. It provides legal recognition to electronic records, digital signatures, and
online contracts, thereby ensuring that digital interactions are valid and enforceable
in a court of law. The Act also defines penalties for cyber offenses, promotes secure
communication practices, and supports the growth of e-commerce and digital
governance. By creating a structured legal environment, it helps in building confidence
among users and organizations engaging in online transactions.

This unit focuses on three major aspects that are essential for the functioning of secure
e-commerce systems: Data Security, e-contracts, and e-forms. Data security ensures
that information is protected from unauthorized access and misuse, maintaining
confidentiality, integrity, and availability. e-contracts facilitate legally binding
agreements in electronic form, enabling seamless business transactions without
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physical documentation. e-forms simplify data collection and processing in digital
formats, improving efficiency in both business and government operations. Together,
these components form the backbone of a secure, efficient, and reliable e-commerce
ecosystem, ensuring that digital transactions are not only convenient but also safe and
legally protected.

5.4.2 Data Security

Data security refers to the process of protecting digital information from unauthorized
access, corruption, misuse, or theft throughout its life cycle. In today’s digital
environment, vast amounts of data are generated, stored, and transmitted across
networks, making it highly vulnerable to cyber threats. Data security ensures that
sensitive information such as personal details, financial records, business data, and
confidential communications remain protected from unauthorized users. It focuses on
maintaining confidentiality, integrity, and availability of data so that only authorized
individuals can access and use it appropriately. In simple terms, data security can be
understood as protecting data from misuse and ensuring that,it is accessed only by the
right person at the right time, thereby preserving trust and reliability in digital systems.

Data security plays a critical role in the success@nd sustainability of e-commerce
systems. In online transactions, customers are requiredito share sensitive information
such as credit card numbers, bank details, addresséspand personalddentification data. At
the same time, businesses store large volumes of confidential data including customer
databases, transaction histories, and proprietary information. Since e-commerce
involves continuous exchange of sensitive information over the internet, ensuring its
protection becomes essential.

The importance of data security in e-commerce lies in its ability to protect customer
privacy, prevent financial fraud, and maintain the confidentiality of business operations.
It builds trust betweengeustomers and businesses, encouraging more users to engage
in online transactighs. Moreover, stfong data security practices ensure compliance
with legal regulations suchfas the, Information Technology Act, 2000, thereby avoiding
legal penalties. It also'safeguards the reputation of organizations, as data breaches can
severely damage public trust.dnd result in financial losses. Thus, data security is not
only a technical requirement but also a strategic necessity for the growth of digital
commerce.

5.4.2.1 Types of Data Security

Data security can be classified into different types based on the level at which protection
is applied. Each type plays a significant role in ensuring overall system security.

1. Physical Security

Physical security refers to the protection of hardware devices and infrastructure such as
servers, computers, storage devices, and data centers from physical damage, theft, or
unauthorized access. It includes measures like surveillance cameras, biometric access
controls, security guards, and restricted entry to server rooms. Without proper physical
security, attackers may gain direct access to systems and steal or damage data. For
example, if a server containing sensitive customer information is stolen or tampered
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with, it can lead to serious data breaches. Therefore, physical security forms the first
line of defense in protecting digital systems.

2. Network Security

Network security focuses on protecting data while it is being transmitted across
communication networks such as the internet or private networks. Since data travels
through multiple channels, it is vulnerable to interception by unauthorized users.
Network security uses technologies such as firewalls, intrusion detection systems,
encryption protocols (like SSL/TLS), and secure routers to prevent unauthorized access
and data leakage. It ensures that data sent from one point to another remains confidential
and intact. For example, when users perform online banking transactions, network
security mechanisms ensure that their financial data is safely transmitted without being
intercepted by hackers.

3. Application Security

Application security involves protecting software applications from threats and
vulnerabilities that could be exploited by attackers. Applications, such as web portals,
mobile apps, and e-commerce platforms often handle sensitive usetdata, making them
prime targets for cyber attacks. Security measures melude secure coding practices,
regular updates, patch management, and testingfermvulnerabilities stich as SQL injection,
cross-site scripting (XSS), and malware attacks. Proper application security ensures
that users can safely interact with software systems without risking data exposure or
system compromise. It also helps maintain the reliability and trustworthiness of digital
services.

4. Cloud Security

Cloud security refers to the protection of data stored in cloud computing environments,
where information isfstored on remotefservers instead of local devices. With the
increasing use of cloud services.for data storage and business operations, ensuring cloud
security has become, essential. It includes measures such as data encryption, secure
access controls, identity manageément, and regular monitoring of cloud systems. Cloud
security ensures that datasisgprotected from unauthorized access, data loss, and cyber
attacks even when stored remotely. For example, companies using cloud storage must
ensure that only authorized users can access their data and that proper backup systems
are in place to prevent data loss.

5.4.2.2 Principles of Data Security

Data security is based on three fundamental principles that ensure the protection
and proper management of information in digital systems. These principles form the
foundation for designing secure systems and are essential for maintaining trust in
electronic environments.

1. Confidentiality

Confidentiality ensures that data is accessible only to authorized users and is protected
from unauthorized disclosure. It focuses on preventing sensitive information from
being exposed to individuals who do not have permission to access it. This is achieved
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through techniques such as encryption, passwords, and access control mechanisms. For
example, personal data such as bank details or passwords should only be visible to the
rightful user. Maintaining confidentiality helps protect privacy and prevents misuse of
information.

2. Integrity

Integrity ensures that data is accurate, complete, and not altered in an unauthorized
manner. [t protects data from being modified, deleted, or corrupted either intentionally
or accidentally. Maintaining integrity is important because incorrect or manipulated
data can lead to wrong decisions and serious consequences. Techniques such as hashing,
validation checks, and digital signatures are used to ensure data integrity. For example,
in financial systems, transaction details must remain unchanged to ensure correctness
and reliability.

3. Availability

Availability ensures that data and systems are accessible to‘authorized users whenever
required. It focuses on providing continuous and reliable access to information without
unnecessary delays or interruptions. This is especially important for systems such as
e-commerce websites and online banking, which need to operate 24/7. Measures such
as backups, redundancy, and regular system maintenance are used to ensure availability.
Without availability, even secure data becoines useless, if users cannot access it when
needed.

These three principles - confidentiality, mtegrity, and availability - are collectively
known as the CIA Triad, and they form the coréfeundation of data security.

5.4.2.3 Data Security Techniqués

Several techniques are used to‘ensure datasecurity and protect information from cyber
threats. These techniques work togethef'to provide multiple layers of protection.

1. Encryption

Encryption is a technique that‘converts readable data into an unreadable format using
algorithms and keys. This ensures that even if the data is intercepted, it cannot be
understood by unauthorized users. Only users with the correct decryption key can
access the original data. Encryption is widely used in online transactions, emails, and
secure communications. It plays a crucial role in maintaining confidentiality of sensitive
information.

2. Authentication

Authentication is the process of verifying the identity of users before granting access
to a system. It ensures that only legitimate users can access data and resources.
Common methods include passwords, PINs, biometric verification, and multi-factor
authentication. This process helps prevent unauthorized users from gaining access
to sensitive information. Strong authentication mechanisms enhance overall system
security.
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3. Authorization

Authorization determines the level of access granted to an authenticated user. It ensures
that users can only access the data and resources that they are permitted to use. Different
users may have different levels of access based on their roles and responsibilities. For
example, an employee may have limited access, while an administrator may have full
access. Authorization helps in preventing misuse of data and ensures controlled access.

4. Firewalls

Firewalls are security systems that monitor and control incoming and outgoing network
traffic. They act as a barrier between trusted internal networks and untrusted external
networks, such as the internet. Firewalls block unauthorized access while allowing
legitimate communication. They play a crucial role in protecting systems from hackers
and cyber attacks. Proper firewall configuration is essential for maintaining network
security.

5. Antivirus Software

Antivirus software is used to detect, prevent, and remove malicious software such as
viruses, worms, and spyware. It continuously scans the,system for threats and provides
real-time protection against cyber attacks. Regular updates are mecessary to ensure
protection against new and evolving threat§. Antivirus softwatre helps maintain the
health and security of computer systems afid prevents data loss or damage.

5.4.2.4 Challenges in Data Security
1. Rapid growth of cyber attacks

The number of cyber attacks 18 increaging rapidly due to the widespread use of digital
technologies. Attackers are using more advanced and sophisticated methods, making it
difficult to detect and@revent suchithreats effectively.

2. Lack of user awareness

Many users are not aware of basic cyber security practices such as identifying phishing
emails or using secure websites. This lack of awareness makes them vulnerable to cyber
attacks and increases the chances of data breaches.

3. Weak passwords

Users often create simple or commonly used passwords, which are easy for attackers to
guess or crack. Reusing the same password across multiple platforms further increases
the risk of unauthorized access.

4. Insider threats

Insider threats arise when employees or authorized users misuse their access privileges.
These threats can be intentional or accidental and are difficult to detect because insiders
already have system access.

5. Advanced hacking techniques
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Hackers continuously develop new and complex techniques such as ransomware and
zero-day attacks. These advanced methods can bypass traditional security systems,
making data protection more challenging.

5.4.2.5 Legal Framework for Data Security

¢ Data security in e-commerce is not only a technical issue but also a legal
responsibility. Section 43 of the IT Act provides for compensation in
specified cases involving unauthorised access, downloading or copying
of data, introduction of a virus or contaminant, disruption of a computer
resource and related acts.

¢ Section 43A deals with compensation where a body corporate is negligent in
implementing and maintaining reasonable security practices and procedures
while handling sensitive personal data or information. The Information
Technology (Reasonable Security Practices and Procedures and Sensitive
Personal Data or Information) Rules, 2011 provide the associated framework.

¢ Section 72A addresses disclosure of information in“breach of a lawful
contract. Following the Jan Vishwas (Amendment of Provisions) Act, 2023,
Section 72A provides for a monetary penalty that may extend to twenty-five
lakh rupees for the specified disclosuresather than the earlier imprisonment-
based punishment.

¢ Section 70B establishes CERT-In'as the national agency for cyber security
incident response. The Directions issued on 28 April 2022 require covered
entities to report specifiéd cyber securitymincidents within the prescribed
six-hour period and to/maintain dogs,for 180 days, subject to the applicable
requirements.

¢ The Digital Personal Data Protection Act, 2023 introduces a new framework
for processing digitalspersonal data. The Digital Personal Data Protection
Rules, 2025 wer€ notified on 13 November 2025, and commencement is
phased. Section 44(2), which provides for the omission of Section 43A, is
part of the eighteensmonth commencement phase. Therefore, the DPDP
framework should be presented as the transition from the earlier Section
43 A and SPDI framework rather than as an already completed replacement.

5.4.3 e-contracts (Electronic Contracts)

Section 10A of the Information Technology Act, 2000 provides the specific statutory
basis for the validity of contracts formed through electronic means. It states that a
contract is not unenforceable merely because proposals, acceptances, revocations
or other matters were expressed through electronic records or electronic means. The
essential requirements of the contract itself continue to be governed by the Indian
Contract Act, 1872.

The IT Act also contains exclusions in Section 1(4) read with the First Schedule. These
include certain documents and transactions such as negotiable instruments other than
cheques, powers of attorney, trusts, wills and contracts for the sale or conveyance of
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immovable property. Therefore, learners should not assume that every type of legal
document can be completed electronically merely because electronic contracts are
generally recognised.

An electronic contract, commonly known as an e-contract, is a legally binding agreement
created and executed in electronic form without the need for physical paper or face-to-
face interaction. These contracts are formed using digital communication methods such
as emails, websites, mobile applications, or other online platforms.

In simple terms, an e-contract is an agreement between two or more parties that is
created, communicated, and signed electronically. The Information Technology Act,
2000 provides legal recognition to such contracts, making them valid and enforceable
in courts of law.

5.4.3.1 Features of e-contracts

E-contracts have several unique features that distinguish them from traditional paper-
based contracts:

¢ They are created and executed in electronic form

¢ They do not require physical presence of parties

¢ They involve digital signatures or eléetronic consent
¢ They enable fast and efficient transactions

¢ They are stored and maintaifiéd digitally

¢ They can be accessed and verified anytime and anywhere

5.4.3.2 Types of e-contracts

E-contracts can besclassified into different types based on how they are formed and
accepted:

1. Click-Wrap Agreements

These contracts require users to click on an “I Agree” button before proceeding. They
are commonly used in software installations and online services. Users must explicitly
accept the terms and conditions.

2. Browse-Wrap Agreements

In these contracts, the terms and conditions are available on a website, and users are
assumed to accept them by simply using the website. No explicit consent is required.

3. Shrink-Wrap Agreements

These agreements are associated with packaged software. The terms are included inside
the product packaging, and the user accepts them by opening or using the product.

5.4.3.3 Essential Elements of e-contracts

Like traditional contracts, e-contracts must satisfy certain legal requirements:
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1. Offer — One party makes a clear proposal to another party expressing
willingness to enter into a contract under specific terms and conditions.

2. Acceptance — The other party agrees to the terms of the offer without making
any changes, thereby indicating consent to the agreement.

3. Consideration — There must be an exchange of something valuable, such as
money, goods, or services, between the parties involved in the contract.

4. Intention to create legal relations — Both parties must intend that the
agreement will be legally binding and enforceable in a court of law.

5. Free consent — The agreement must be made voluntarily without any
coercion, fraud, misrepresentation, or undue influence.

6. Lawful object — The purpose of the contract must be legal and should not be
against any law or public policy.

These elements ensure that e-contracts are valid, reliable, and legally enforceable.

5.4.3.4 Formation of e-contracts

The formation of an e-contract follows a similar precess te traditional contracts but
occurs electronically:

1. The seller displays products or setvices on a website (invitation to offer) —
The display generally constitutes an invitationto potential buyers to make an
offer, subject to the applicable terms and conditions.

2. The buyer selects the product and places an order (offer) — The buyer chooses
the desired produet or setvice andgplaces an order, thereby making an offer
to purchase,

3. The seller aceepts the order — The seller accepts the buyer's offer according
to the applicable terms. Payment then provides the consideration for the
transaction.

4. Confirmation is sent via email or notification — After successful payment, the
system sends a confirmation message or email, indicating that the contract
has been formed.

This entire process happens digitally, making transactions quick, convenient, and
efficient.

5.4.3.5 Advantages of e-contracts

E-contracts offer several advantages:

1. Speed and convenience — Contracts can be created and completed instantly
without the need for physical meetings or paperwork.
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2. Cost-effective — E-contracts reduce costs by eliminating the need for paper,
printing, and physical storage.

3. Global reach — Parties from different parts of the world can easily enter into
contracts without geographical barriers.

4. Easy storage and retrieval — Digital records can be stored securely and
accessed easily whenever required.

5. Environment-friendly — E-contracts reduce the use of paper, thereby
supporting eco-friendly practices.

These advantages make e-contracts highly popular in e-commerce and business
transactions.

5.4.3.6 Limitations of e-contracts

Despite their benefits, e-contracts have some limitations:

1. Lack of awareness among users — Many users are not fully aware of how
e-contracts work, which may lead to misund@tstandings ormisuse.

2. Difficulty in verifying identity in somé'€ases — It can_be challenging to
confirm the true identity of parties without strong authentication methods.

3. Risk of cyber fraud and hacking'— Electronic /€ontracts are vulnerable to
cyber attacks, which may cempromise,their se€urity and authenticity.

4. Legal issues in cross-border tran§actions — Different countries have different
laws, which may create complicationgin enforcing e-contracts internationally.

5. Dependence®n internet and téchnology — E-contracts require reliable internet
connectivity and teehnical systems, and any failure may disrupt the process.

5.4.4 e-forms (Electroni¢ Forms)

E-forms receive legal recognition as electronic records through Section 4 of the
Information Technology Act, 2000. The provision gives legal recognition to information
in electronic form where the law requires information to be in writing or printed form,
subject to the conditions specified by the Act and the applicable law.

An electronic form, commonly known as an e-form, is a digital version of a traditional
paper form that is used to collect, process, and store information electronically. In the
modern digital environment, e-forms have become widely used across various online
platforms such as websites, mobile applications, and e-governance portals, enabling
users to submit information without the need for physical paperwork. These forms
allow users to enter their details digitally and submit them instantly through the
internet, making the process faster, more efficient, and convenient. Moreover, e-forms
are legally recognized under the Information Technology Act, 2000, which ensures that
the information submitted through them is valid and acceptable for official and legal
purposes.
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A real-time example of e-forms can be seen when a student applies for an examination
through an online university portal. In this process, the student enters personal and
academic details into an electronic form provided on the website. The system
automatically checks and validates the entered information to ensure accuracy and
completeness before submission. Once the form is successfully submitted, the student
receives a confirmation message or email as proof of submission. The submitted data
is then stored digitally and processed by the institution for further actions such as
registration and scheduling. This example clearly shows how e-forms make the process
faster, more efficient, and paperless.

5.4.4.1 Features of e-forms

1. E-forms are paperless, as they eliminate the need for physical documents
and manual filing.

2. They provide real-time data submission, allowing users to send information
instantly.

3. E-forms support data validation, ensuring that correet and complete
information is entered before submission.

4. They offer easy accessibility, as usérs canfill “and_submit forms from
anywhere using the internet.

5. E-forms allow secure data storage, protecting information from loss or
damage.

5.4.4.2 Types of e-forms

1. Simple e-forms —These forms are gsed to collect basic information such as
name, emailgand contact'details. Example: A website contact form where
users enter/ their nam@;email address, and message to get in touch with a
company.

2. Interactive e-forms=These forms include features such as drop-down lists,
checkboxes, and dynamic fields to improve user interaction. Example: An
online shopping checkout form where users select options like delivery
address, payment method, and product preferences using drop-down menus
and checkboxes.

3. Secure e-forms — These forms are used for sensitive data and include security
features such as encryption and authentication. Example: An online banking
form where users enter account details, passwords, or OTPs for fund transfer
or login purposes.

4. Government e-forms — These forms are used in e-governance services such
as tax filing, registration, and application submissions. Example: An online
income tax filing form or a passport application form submitted through a
government portal.

m SGOU - SLM - BCA - Cyber crime @




5.4.4.3 Advantages of e-forms

1. Time-saving — E-forms reduce the time required for filling, submitting, and
processing information.

2. Cost-effective — They eliminate expenses related to paper, printing, and
storage.

3. Accuracy — Built-in validation reduces errors and ensures correct data entry.
4. Convenience — Users can fill and submit forms anytime and from anywhere.

5. Efficient data management — Information can be stored, retrieved, and
processed easily in digital format.

5.4.4.4 Limitations of e-forms

1. Dependence on technology — E-forms require internetaccess and electronic
devices for usage.

2. Security risks — Sensitive data may be exposedyif proper security measures
are not implemented.

3. Technical issues — System error§ or server failures may interrupt the
submission process.

4. Lack of digital literacy —&Some users may,find it difficult to use e-forms due
to limited technical knéwledge.

5. Data privacy concerns =~ Improper handling of data may lead to privacy
violations.

5.4.4.5 Applicationsof e-forms

1. E-forms are widely uséd in e-governance for services such as tax filing,
license applications, and public service requests.

2. They are used in education systems for student registration, examinations,
and feedback collection.

3. Businesses use e-forms for customer registration, surveys, and order
processing.

4. Banks and financial institutions use e-forms for account opening, loan
applications, and KYC processes.

5. Healthcare systems use e-forms for patient registration and medical records
management.
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5.4.5 Comparison of Data Security, e-contracts, and e-forms

Table 5.4.1: Roles of Data Security, e-contracts, and e-forms

Aspect Data Security e-contracts e-forms
Nature Protection process and control | Electronic agreement Digital information-collec-
framework tion instrument
Main Protect confidentiality, integrity | Create and evidence cont- | Collect and submit infor-
Purpose and availability ractual relationships mation electronically
Legal basis Sections 43,43A, 70B and related | Section 10A and applicable | Section 4 for legal recog-
rules contract law nition of electronic records
Example Encryption and access control Online purchase agree- | Online application form
ment
Key Protects confidentiality, integrity, | Ensures agreement betw- | Collects and manages user
Function and availability of data een parties, with legal | information digitally
recognition
Examples Encryption, firewalls, authen- | Online purechase agree- | Online application forms,
tication ment, click-wrap agree- | registration forms
ment
Legal Aspect | Prevents cyber crimes and data’| Recognized under Infor- | Accepted for official and
breaches mation Technology Act, | legal submissions
2000
Role in Protects usg¢r and transaetion data | Facilitates online agree- | Helps in collecting cust-
E-Commerce ments and transactions omer details and processing
orders
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Recap

¢ The rapid growth of digital technologies has transformed daily activities
such as shopping, banking, and communication into online processes.

¢ E-commerce enables businesses and consumers to perform transactions
electronically without physical interaction.

¢ However, digital systems face challenges such as data theft, cyber fraud, and
unauthorized access.

¢ Cyber laws play an important role in ensuring security and trust in digital
transactions.

¢ The Information Technology Act, 2000 provides legal recognition to
electronic records, digital signatures, and online contracts.

¢ Data security refers to protecting digital information from unauthorized
access, misuse, or theft.

¢ It ensures confidentiality, integrity, and availability of data, forming the CIA
Triad.

¢ Different types of data security inglude physical, network, application, and
cloud security.

¢ Techniques such as encryption; authenticationd authorization, firewalls, and
antivirus software help protect data.

¢ Despite these measures, challenges like cyber attacks, weak passwords, and
lack of awareness still ‘exist.

¢ E-contractsare legally.binding agreements created and executed in electronic
form.

¢ They include essentialdelements such as offer, acceptance, consideration,
free consent, anddawful object.

¢ E-contracts provide advantages like speed, cost-effectiveness, and global
accessibility but also face issues like cyber risks and legal complexities.

¢ E-forms are digital forms used to collect, process, and store information
electronically.

¢ They are widely used in e-governance, education, business, banking, and
healthcare systems.

¢ Data security, e-contracts, and e-forms together form the foundation of a
secure and efficient e-commerce ecosystem.
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Objective Type Questions

1. Identify the term used for protection of digital information from unauthorized
access.

2. State the principle that ensures data is accessible only to authorized users.
3. Mention the principle that ensures data remains accurate and unaltered.

4. Specify the principle that ensures data is available whenever required.

5. Give the term for the unreadable form of data produced after encryption.
6. Identify the process used to verify the identity of a user.

7. Name the mechanism that determines user access ri

10. Identify the element of a contract
11. Name the type of e-contr

12. Give the term for a
electronically.

13. Identify thefype of e-fo ed to handle sensitive data securely.

14. Name the s used to detect and remove malicious programs.

Answers to Objective Type Questions

1. Data Security
2. Confidentiality
3. Integrity

4. Availability
5. Ciphertext

6. Authentication

7. Authorization
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8. Network Security
9. e-contract

10. Acceptance

11. Click-wrap

12. e-form

13. Secure E-Form

14. Antivirus

Assignments

4. Compare data securi
ensuring a secure and

d e-forms, and explain their role in
erce environment.

and limitations of e-contracts and evaluate their
ring secure and legally valid online transactions.

6. Examine the adv,
effectiveness in e

Suggested Reading
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Overview of Cyber Law and
Jurisdiction

UNIT 1

Learning Qutcomes

Upon the completion of this unit, the learner will be able to:

¢ define the concept of cyber law and cyberspace

¢ list the need, importance, and objectives of cyber law in the digital
environment

¢ explain the scope and applicability of cyber law in reg

¢ cexplain the concept of jurisdiction i sp
challenges of cyber jurisdiction

Prerequisites

ing online activities

the types and

A basic understanding of co
understanding the co

et, and digital communication helps in
space and cyber law. Knowledge of how
services, websites, and social media explains
through interconnected networks. For example,

sending a message involves the exchange of digital information through

cyberspace.
Basic Digital Knowledge Online Activities Awareness Legal Concepts Understanding
Understanding computers, Famiiarity with e-commerce, Basic knowledge of laws and
internet, and digital communication. online banking, and digital payments. regulations.
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Familiarity with common online activities such as online banking, e-commerce, and
digital payments also supports the understanding of cyber law concepts. These activities
involve electronic transactions and digital records that require legal regulation and
protection. For example, purchasing products through Amazon involves online payment
systems and electronic contracts.

A general idea about legal rules and regulations in society also supports the understand-
ing of how laws are applied in the digital environment. Just as traditional laws regulate
activities in the physical world, cyber law governs activities carried out through com-
puters and networks. For example, unauthorized access to a computer system or stealing
digital data can be punished under the Information Technology Act, 2000 in India.

Keywords

Cyberspace, Information Technology Act, Cyber Jurisdictiony Applicability, Legal
Framework.

Discussion

6.1.1 Introduction to Cyber Law

Cyberspace refers to the virtualdénvironment, created by interconnected computer
networks, the internet, and digital comfaunication systems where people interact,
exchange information, and petform vagious online activities. It includes websites, online
platforms, databases, and communication networks that enable global connectivity. For
example, when a person sends an email,afiakes an online payment, or shops through an
e-commerce website, these aetivities occur within cyberspace. Thus, cyberspace forms
the digital world wheredfidividuals, organizations, and governments communicate and
conduct transactions.

As cyberspace expanded, various online activities such as communication, financial
transactions, data sharing, and online services increased rapidly. However, this
growth also led to issues like hacking, identity theft, online fraud, and misuse of
digital information. Since traditional laws were not fully capable of addressing crimes
occurring in the digital environment, there arose a need for specific legal rules to
regulate activities in cyberspace. This necessity created the foundation for cyber law,
which helps maintain order, security, and accountability in the online world.

Cyber law refers to the set of legal rules and regulations that govern activities in
cyberspace, including internet usage, digital transactions, cybercrimes, and protection
of data and privacy. It ensures that individuals and organizations use digital technologies
responsibly and legally. For example, laws that punish hacking, protect personal data,
and regulate online banking transactions fall under cyber law. The concept of cyberspace
itself gained recognition in the early 1980s when the term “cyberspace” first appeared
in the science fiction works of William Gibson, particularly in his novel Neuromancer,
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which described a virtual digital world created by computer networks. Over time, the
rapid growth of the internet transformed cyberspace from a fictional idea into a real
global digital environment, leading to the development of cyber law to regulate it.

6.1.1.1 Need and Importance of Cyber Law

With the expansion of digital communication and online services, cyber law has become
essential to regulate activities and protect users in cyberspace.

Need for Cyber Law

The rapid growth of the internet and digital technologies has significantly increased
online activities such as communication, banking, e-commerce, and data sharing. Along
with these benefits, cyberspace has also become vulnerable to various cybercrimes
such as hacking, identity theft, online fraud, and data breaches. Therefore, cyber law
is required to regulate activities in the digital environment, protect users, and ensure
responsible use of technology. The need for cyber law arises due to several reasons:

¢ prevent cybercrimes
¢ give legal recognition to online transactions
¢ protect personal data and privacy
¢ ensure accountability
Importance of Cyber Law

Cyber law is important for ensufing safety, reliability, and proper conduct in the digital
environment. It helps regulate online agtivities and control cybercrimes by taking legal
action against offenders. Cyber law also encourages the development of digital services
such as e-commerce,«€5governance, anddonline banking by giving legal support to
electronic transactigns. In addition, 1tprotects the rights of individuals and organizations
by safeguarding data, privacy, and intellectual property. Therefore, cyber law plays a
vital role in promoting the secure and responsible use of information technology in
today’s digital society.

6.1.2 Objectives of Cyber Law

Cyber law aims to establish a legal framework that governs activities carried out
through computers, networks, and the internet. It focuses on regulating the use of
digital technologies while ensuring security, fairness, and accountability in cyberspace.
As online communication, digital transactions, and data sharing continue to expand,
cyber law plays an important role in protecting users and maintaining trust in the digital
environment. The major objectives of cyber law (Fig 6.1.1) include the following:

a. to prevent and control cybercrimes such as hacking, phishing, and online fraud.

b. to provide legal recognition to electronic records, digital signatures, and online
transactions.

c. to protect personal data and ensure the privacy of individuals in the digital
space.
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to safeguard intellectual property rights related to digital content and software.

to promote secure and reliable e-commerce and online services.

to ensure accountability and legal responsibility for individuals and organizations
using information technology.

Objectives of Cyber Law

(2) To provide legal recognition to (3) To protect personal data and i

cybercrimes such as hacking, electronic records, digital signatures, ensure the privacy of individuals |
phishing, and online fraud. and online transactions. in the digital space.

Safeguard Intellectual Property Promote Secure E-Commerce
~ AR b R -+ @l = :
.
=0 | PN =L 5
(4) To safeguard intellectual

4 % o

‘E 2 i)

property rights related to e-commerce and online services. | 3 ibil individuals |
digital content and software. ) a ganizatio

(5) To promote secure and reliable

nvironment

and legal issues related to the use of

computers, networks, and the i : gulates digital interactions and ensures

regulation
online fraud.

such as hacking, phishing, identity theft, and

legal recognition
signatures.

ctronic transactions including e-contracts and digital

protection of personal data and privacy of individuals in digital platforms.

safeguarding intellectual property rights related to software, digital content,
and online publications.

regulation of e-commerce activities and online business transactions.

governance of internet usage and digital communication such as emails and
social media.

cybersecurity and protection of computer systems and networks from
unauthorized access.

legal control over online content and digital information sharing.
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6.1.3 Applicability of Cyber Law

In India, cyber law is mainly governed by the Information Technology Act, 2000,
which provides legal recognition to electronic transactions and regulates activities in
cyberspace. The Act applies to the whole country and also covers offences committed
outside India if they involve a computer, computer system, or network located in India.
It plays a significant role in supporting e-governance, e-commerce, and controlling
cybercrimes.

Key Applicability of Cyber Law (IT Act, 2000)

¢ Scope: Applies to activities involving computers, computer systems, and
computer networks.

¢ Territorial Jurisdiction: Applicable throughout India.

¢ Extra-territorial Jurisdiction: Covers cyber offences committed outside
India if they involve a computer or network located in India.

¢ E-Commerce and E-Governance: Provides legal recognition to electronic
records, digital signatures, and e-contracts.

¢ Cybercrimes: Addresses offences such _as haeking, data theft, phishing,
identity theft, and online fraud.

Key Exclusions (Non-Applicability)

The IT Act does not apply to certaingdegal documents,dneaning their electronic form is
not legally recognized under the'Act:

¢ Promissory notes

¢ Trust deeds

¢ Power of attorney.

¢ Will or testamentary doéuments

¢ Contracts related to the sale or transfer of immovable property

6.1.3.1 Legal Framework Governing Cyberspace

The legal framework governing cyberspace refers to the set of laws, regulations, and
policies that control and regulate activities carried out through computers, networks, and
the internet. These laws are designed to ensure security, protect users, regulate online
transactions, and prevent cybercrimes in the digital environment. In India, cyberspace
is mainly regulated through specific legislation, rules, and regulatory authorities that
manage digital activities and maintain cyber security.

Key components of the legal framework governing cyberspace include:

¢ Information Technology Act, 2000: The primary law that regulates
electronic transactions, digital signatures, e-governance, and cybercrimes in
India.
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¢ Information Technology (Amendment) Act, 2008: Strengthens the IT Act
by introducing provisions related to data protection, cyber terrorism, and
identity theft.

¢ Cybercrime Laws and Penal Provisions: Certain cyber offences are also
addressed under the Bharatiya Nyaya Sanhita (BNS), 2023, the Digital
Personal Data Protection Act, 2023, and the updated IT Intermediary
Guidelines and Digital Media Ethics Code Amendment Rules, 2026.

¢ Data Protection and Privacy Regulations: Laws and guidelines that
protect personal and organizational data in digital systems.

¢ Intellectual Property Laws: Protect digital content, software, and online
publications through copyright and related laws.

¢ Regulatory Authorities and Agencies: Government bodies responsible for
monitoring cyber activities, handling cybercrime complaints, and enforcing
cyber laws.

Together, these laws and regulations form a structured legal systemythat governs activities
in cyberspace and ensures the secure and responsibleyuse of information technology.

6.1.4 Jurisdiction in Cyberspace

Jurisdiction in cyberspace refers to the legal authority of a“court or government to
apply and enforce laws over activities that occur in the digital environment. Since the
internet allows communication and transactions across national borders, determining
which country’s laws apply to a_patticular online acfivity can be challenging. Cyber
jurisdiction helps identify thefappropriate legal authority responsible for handling
disputes, crimes, or legal matters that afise from online activities.

In cyberspace, jurisdiction mayydepend on factors such as the location of the user,
the place where thefcomputer systémror server is located, or the country where the
impact of the online activity o€curs. Different countries have their own cyber laws
to regulate online behavior and protect digital resources. In India, cyber offences and
online transactions are mainly governed by the Information Technology Act, 2000,
which also provides provisions for handling cybercrimes that involve computers or
networks located within the country.

Thus, jurisdiction in cyberspace plays an important role in ensuring that cyber laws
can be applied effectively, even when digital activities cross geographical and national
boundaries.

6.1.4.1 Types of Jurisdiction in Cyber Law

Cyber jurisdiction refers to the authority of courts to hear and decide cases related to
activities carried out in cyberspace. Since internet activities often cross geographical
boundaries, determining the appropriate jurisdiction can be complex. Problems
regarding cyber jurisdiction usually arise in different types of cases depending on
whether the issue occurs within a country or across national borders.
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1. Cyber Jurisdiction in National Cases

Cyber jurisdiction in national cases refers to situations where a cyber activity or offence
occurs within the boundaries of a single country and is handled by the courts of that
country. These cases may involve disputes or crimes committed through computers,
networks, or the internet within the same legal territory.

¢ Cyber jurisdiction in civil cases: Civil cyber cases involve disputes between
individuals or organizations related to online activities.

For example, a dispute between an online seller and buyer over a failed
e-commerce transaction, or a case of copyright infringement on a website.

¢ Cyber jurisdiction in criminal cases: Criminal cyber cases involve offences
where a person commits a cybercrime that violates criminal law.

For example, hacking into a company’s computer system, spreading malware,
or committing online fraud within the country.

2. Cyber Jurisdiction in International Cases

International cyber jurisdiction arises when a cyber aetivity involves more than one
country. In such cases, determining which country’s coutt has the authority to handle
the case becomes difficult because the offender, victim, and ¢omputer systems may be
located in different countries. For example, a hacker located in another country illegally
accessing a bank server located in India'or committing online fraud targeting Indian
users.

6.1.4.2 Challenges of Cyber Jurisdiction

The borderless nature of the internet makes it difficult to determine which country or
legal authority has thespower torhandle eyber-related disputes and crimes. As online
activities often involve multiple loeations and jurisdictions, several challenges arise in
applying and enfotcing cyber laws effectively.

Major challenges of cyber jurisdiction include:

¢ Borderless nature of the Internet: Cyberspace does not follow geographical
boundaries, making it difficult to identify the exact location where a cyber
activity or offence occurred.

¢ Difficulty in identifying the offender: Cybercriminals often hide their
identity using anonymous accounts, fake profiles, or virtual networks,
making it challenging to trace the actual person responsible.

¢ Multiple jurisdictions involved: In many cyber cases, the offender, victim,
and server may be located in different countries, creating confusion about
which country’s laws should apply.

¢ Differences in national cyber laws: Different countries have different
legal frameworks for cybercrime, which may lead to conflicts or gaps in
enforcement.
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¢ Problems in evidence collection: Digital evidence may be stored in different
locations or countries, making it difficult for authorities to access and collect
it legally.

¢ Lack of international cooperation: Effective investigation of cybercrimes
often requires cooperation between countries, but differences in laws and
procedures can delay the legal process.

Cyber law refers to the legal rules that regulate activities carried out through comput-
ers, networks, and the internet. It is necessary to prevent cybercrimes, protect data and
privacy, and provide legal recognition to electronic transactions and digital communi-
cation. The scope of cyber law covers areas such as cybersecurity, e-commerce, data
protection, online communication, and intellectual property rights. In India, cyberspace
activities are mainly regulated by the Information Technology Act 2000, which pro-
vides legal support for electronic records and digital transactions. Cyber jurisdiction
determines the authority of courts to handle cyber-related cases, although the borderless
nature of the internet creates several challenges in enforcingicyber laws.

Recap

¢ Cyber law refers to the legal rules that regulatéactivitiesicarried out through
computers, networks, and the internet.

¢ Cyberspace is the virtual environment where /digital communication and
online transactions take place.

¢ The growth of the internet has dncreased the need for cyber law to control
misuse of digital technelogies.

¢ Cyber law helps prevent eyberefimes such as hacking, phishing, identity
theft, and online frauds

¢ [t provides legal recognition to electronic transactions like e-commerce,
e-contracts, and digital’signatures.

¢ Cyber law also protects personal data and privacy of individuals in the digital
environment.

¢ One objective of cyber law is to ensure accountability and responsible use of
information technology.

¢ The scope of cyber law covers areas such as cybersecurity, digital
communication, e-commerce, and intellectual property rights.

¢ Cyber law also regulates online content, digital information sharing, and
internet usage.

¢ In India, cyberspace activities are mainly governed by the Information
Technology Act, 2000.

@ SGOU - SLM - BCA - Cyber crime




¢ Thelegal framework of cyberspace includes laws, regulations, and authorities
responsible for cyber security and cybercrime control.

¢ Jurisdiction in cyberspace refers to the authority of courts to deal with cyber-
related disputes and offences.

¢ Cyber jurisdiction may apply to civil cases such as online business disputes.

¢ It also applies to criminal cases involving cyber offences like hacking and
data theft.

¢ The borderless nature of the internet creates challenges in cyber jurisdiction
such as identifying offenders and determining the correct legal authority.

Objective Type Questions

1. What is the virtual environment created by int
networks called?

nected computer

9. What type of juri on deals with offences like hacking and fraud?

10. What is the illegal act of stealing personal information online called?

11. What term refers to protecting creative digital works such as software and
content?

12. What is the process of buying and selling goods through the internet called?

13. What term refers to government services provided through digital platforms?

14. What type of evidence is collected from computers or electronic devices in
cyber cases?

15. What term describes the global digital network that connects computers
worldwide?
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Answers to Objective Type Questions

1. Cyberspace

2. ITAct

3. Cybercrime

4. E Contract

5. Digital Signature

6. Hacking

7. Jurisdiction

8. Civil

9. Criminal

10. Identity Theft

11. Copyright

12. E commerce

13. E governance

14. Digital Evidence

15. Internet

Assignmen

1. Explain the con of cyber law and discuss the need and importance of
cyber law in the digital society.

2. Describe the objectives and scope of cyber law in the digital environment
with suitable examples.

3. Explainthe applicability of cyber law in India and discuss the legal framework
governing cyberspace with reference to the Information Technology Act,
2000.

4. Discuss the concept of jurisdiction in cyberspace and explain the types of

cyber jurisdiction and the challenges involved in enforcing cyber laws.
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Learning OQutcomes

Upon the completion of this unit, the learner will be able to:

¢ define the concept of cyber crimes and legal penalties in the digital
environment

¢ identify different types of cyber crimes covered undex various sections of the
Information Technology Act

¢ list the relevant legal sections related to common cyber offénces

¢ explain the penalties, punishments, and fines assoeiated with different cyber
crimes

¢ describe the importance of cyber laws in preventing cyber offences and
ensuring digital security

Prerequisites

A basic understanding of computers, the internet, and digital communication systems
is important for understanding ‘eyber crimes and legal penalties. Knowledge of how
people use online platforms such as email, social media, and online banking helps
explain how cyber offences.@€cur in the digital environment. For example, receiving a
fake email requesting bank account details or login credentials is a common situation
related to online fraud.

Familiarity with basic cybersecurity concepts and common online threats is also helpful.
Terms such as hacking, phishing, malware, and data privacy provide a foundation for
understanding different types of cyber offences. For example, when someone illegally
accesses another person’s social media account and changes the password without
permission, it is an example of hacking and identity theft.

Basic awareness of laws and regulations related to digital activities is another import-
ant prerequisite. Online actions are also governed by legal rules, and certain activities
may lead to legal consequences. For example, creating a fake online profile to cheat
someone or sharing obscene content on the internet can result in penalties under the
Information Technology Act, 2000.
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Keywords

Legal Framework, Ethical Hackers, Cyber Safety, Legal Sections, Penalties

Discussion

6.2.1 Introduction to CyberCrimes

Imagine receiving a message/that appears te be from your bank asking you to verify
your account details. Trustingthe message, you enter your login credentials only to later
discover that your moneyshas been stolendThis is a common example of a cybercrime
known as phishing, #vhere criminalsusédigital platforms to deceive individuals and gain
unauthorized access to sensitive information. Such incidents highlight how technology,
while beneficial, can‘also be misused for illegal activities.

Cybercrime refers to any unlawful act that is carried out using computers, digital devices,
or the internet. These crimes may target individuals, organizations, or governments
and often involve the theft, manipulation, or destruction of data. Examples include
hacking, identity theft, online fraud, cyberstalking, and spreading malicious software.
As technology continues to advance, the scope and complexity of cybercrimes are also
increasing.

The meaning of cybercrime extends beyond just illegal activities involving computers.
It includes any offense where a computer, network, or digital device acts as a tool,
target, or medium of the crime. In some cases, computers are used to commit traditional
crimes like fraud or harassment, while in others, they are the primary target, such as
in hacking or denial-of-service attacks. Thus, cybercrime is a broad term that covers a
wide range of digital offenses.

The term "cybercrime" has evolved alongside the rise of the internet and digital
technology. While the concept of using technology for criminal purposes is not new, the
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specific term gained popularity in the late 20th century as computers became integral
to everyday life. The first recorded cybercrime dates back to 1820, illustrating that the
intersection of technology and crime has a long history.

With the rapid growth of the internet in the late 20th and early 21st centuries, cybercrime
has become a major global concern. Increased connectivity, online transactions,
and digital communication have created more opportunities for cybercriminals to
exploit vulnerabilities. As a result, governments and organizations worldwide have
developed laws and security measures to combat cyber threats, making awareness and
understanding of cybercrime essential in today’s digital age.

6.2.2 Classification of Cyber Crimes

Classification of cyber crimes refers to the systematic grouping of different types of
cyber offences based on their target, nature, and impact. This classification helps in
better understanding cyber threats and enables legal authorities to apply appropriate
laws and penalties. Generally, cyber crimes are classified into four major categories:
crimes against individuals, property, organizations, and society, or government.

1. Crimes against individuals: These are cyber crimes that directly affect a
person’s privacy, reputation, or financial security. The main objective is to
harm or exploit an individual using digitabmeans:‘Examples include identity
theft, cyberstalking, online harassndent, phishing, and email spoofing. For
instance, creating a fake social media profile to'defame someone or stealing
personal banking details through fraudulent emails falls under this category.

2. Crimes against property: These crimestafget digital or intellectual property
such as data, software/and digital assets. The intention is usually to damage,
steal, or misuse property. Examples include hacking, spreading malware or
viruses, data thefty,and seftware pitacy. For example, illegally accessing a
company’s database and stéalifig confidential information or distributing
pirated software onlihe are crimes against property.

3. Crimes against organizations: These cyber crimes are committed against
companies, institdtions, or organizations to disrupt their operations or steal
sensitive information. Examples include unauthorized access to corporate
systems, denial-of-service (DoS) attacks, ransomware attacks, and data
breaches. For instance, hackers attacking a company’s website and making
it unavailable to users is a common organizational cybercrime.

4. Crimes against society and government: These are serious cyber offences
that impact public order, national security, or government operations.
Examples include cyber terrorism, online propaganda, spreading fake news,
and hacking government websites. For example, attacking a government
database or spreading misinformation to create panic among the public are
considered crimes against society and government.

In conclusion, classifying cyber crimes helps in understanding the wide range of digital
offences and their impact on different sectors. It also plays a crucial role in developing
effective prevention strategies and enforcing cyber laws.

@ SGOU - SLM - BCA - Cyber crime m




6.2.3 Legal Framework for Cyber Crimes in India

India has developed a structured legal framework to address the growing challenges of
cyber crimes. With the rapid expansion of digital technologies and online transactions,
there was a need for specific laws to regulate cyberspace and ensure security. The legal
framework mainly consists of the Information Technology Act, 2000 and the Indian
Penal Code, along with other supporting regulations and amendments. These laws
define cyber offences, prescribe penalties, and provide mechanisms for investigation
and enforcement.

6.2.3.1 Overview of the Information Technology Act, 2000

The Information Technology Act, 2000 is the primary legislation governing cyber
activities in India. It was enacted to provide legal recognition to electronic records,
digital signatures, and online transactions, thereby facilitating e-commerce and
e-governance. The Act also defines various cyber offences such as hacking, identity
theft, cyber terrorism, and publishing obscene content, along with their respective
punishments and penalties.

The Act includes important provisions like Section 43 (penalties foridamage to computer
systems), Section 66 (computer-related offences), Seetion 66C (identity theft), Section
66D (cheating by personation), and Section 67 (publishing or transmitting obscene
material). Amendments to the Act, especially in 2008, strengthéned its provisions by
addressing emerging cyber threats and enhancing penalties. Overall, the Act serves as
the backbone of cyber law enforcement in India.

6.2.3.2 Role of the Indian Pénal Codelin Cyber Offences

While the Information Technglogy Actg2000 specifically deals with cyber crimes, the
Indian Penal Code also plays asignificant role in addressing offences that involve digital
elements. Traditional ceimes such.as cheatifig, fraud, defamation, criminal intimidation,
and forgery are covéred under the IPCyeven when they are committed through online
platforms.

For example, online cheating can be punished under Section 420 of the IPC, while cyber
defamation is addressedander Section 499. Similarly, sending threatening messages
through digital means can fall under criminal intimidation provisions. Thus, the IPC
complements the IT Act by covering areas that are not explicitly mentioned in cyber
laws.

In conclusion, the combined application of the Information Technology Act, 2000 and
the Indian Penal Code ensures a comprehensive legal approach to tackling cyber crimes
in India, helping maintain law and order in the digital environment.

6.2.3.3 Types of Cybercriminals

Cybercriminals are individuals or groups who use computers and digital technologies
to perform illegal or unethical activities. They vary based on their skills, intentions,
and methods. Understanding these types (Fig 6.2.1) helps in identifying threats and
improving cybersecurity measures.
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1. White Hat Hackers (Ethical Hackers): White hat hackers are authorized
professionals who use their skills to identify and fix security vulnerabilities
in systems. They work legally for organizations to strengthen cybersecurity.

Example: A cybersecurity expert hired by a company to test its website for
weaknesses and prevent hacking attacks.

2. Black Hat Hackers: Black hat hackers are malicious individuals who
exploit system vulnerabilities for personal gain, financial benefit, or to cause
damage. Their actions are illegal.

Example: A hacker breaking into a bank’s database to steal customer account
details and transfer money.

3. Grey Hat Hackers: Grey hat hackers fall between white and black hat
hackers. They may access systems without permission but usually do not
have harmful intentions. However, their actions are still considered illegal.

Example: A hacker finding a security flaw in a websiteiand informing the
company after accessing it without authorization, sometimes expecting a
reward.

4. Script Kiddies (Amateur Hackers): These are inexpérienced individuals
who use existing hacking tools ¢reated by others. They often lack deep
technical knowledge and act for fun or curiosity.

Example: A student usingffree softwatreito temporarily crash a website.

5. Organized Cybercriminal Groups: These are professional groups involved
in large-scale cybercrimes for finan€ial gain. They operate like businesses
with planned attacks.

Example: [A group launching ransomware attacks on companies and
demanding payment to restore data.

6. Insiders (Internal Threats): Insiders are individuals within an organization
who misuse their access to harm the system or steal data.

Example: An employee leaking confidential company information to
competitors.

7. Hacktivists: Hacktivists carry out cyber attacks to promote political or
social causes. Their goal is not money but spreading a message or protest.

Example: Defacing a government website to protest against a policy.

8. Cyber Terrorists: Cyber terrorists use digital attacks to create fear and
disrupt national security or critical infrastructure.

Example: Attacking a country’s power grid or communication systems.
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Types f ybercrlinals:"_

Fig 6.2.1: Typesf Cybercriminals

9. State-Sponsored Hackers: These hackers are supported by governments to
conduct cyberi@spionage or attacks on other nations.

Example: Stealing.eonfidential military or strategic data from another country.

10. Identity Thieves and Online Fraudsters: These criminals specialize in
stealing personal and financial information for fraud.

Example: Sending fake emails (phishing) to trick users into revealing bank
passwords.

Cybercriminals range from ethical professionals to highly dangerous attackers.
Categories like white, grey, and black hat hackers highlight the difference between
ethical, unethical, and illegal activities. Understanding these types is essential for
developing effective cybersecurity strategies and legal controls.

6.2.4 Various Cyber Crimes and Relevant Legal Sections

Cybercrime refers to illegal activities carried out using computers, digital devices, or
the internet, which can harm individuals, organizations, and governments. With the
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rapid growth of technology and online communication, different forms of cybercrimes
such as hacking, identity theft, online fraud, cyberstalking, and data breaches have
become increasingly common. These crimes not only cause financial losses but also
threaten privacy, security, and trust in digital systems. To combat such offences, various
laws and legal provisions have been established to regulate online activities and
punish offenders. Understanding the different types of cybercrimes and the relevant
legal sections helps individuals become aware of their rights and responsibilities in the
digital environment.

1. Hacking and Unauthorized Access (Sections 43 and 66)

Hacking refers to gaining unauthorized access to a computer system, network, or data
without the permission of the owner. Under Section 43 of the Information Technology
Act, 2000, any person who accesses, downloads, copies, or damages data from a
computer system without authorization is liable to pay compensation for the damage
caused. When such actions are carried out with dishonest or fraudulent intention,
Section 66 treats it as a criminal offence. The offender magface imprisonment and a
fine for illegally accessing or damaging computer resources.

2. Identity Theft (Section 66C)

Identity theft occurs when a person frauduleathysuses “another ifidividual’s personal
information such as passwords, digital si@natures, Or identification details without
consent. Section 66C of the Information Technology Act, 2000 specifically deals with
identity theft in the digital environment. Cybercriminal§ may misuse such information
to access bank accounts, social media acecounts, orfother online services. The law
prescribes punishment including imprisonment and monetary fines for such offences.

3. Cheating by Personation (Section 66D)

Cheating by personation refers toypretending to be someone else through electronic
communication inforder to_deceive or defraud others. According to Section 66D of
the Information Technelogy Act, 2000, this crime commonly occurs through fake
emails, fraudulent websites, ordimpersonating individuals on social media platforms.
The intention is usually te,ebtain money, personal data, or other benefits from victims.
Individuals found guilty of this offence may face imprisonment along with a fine.

4. Cyber Terrorism (Section 66F)

Cyber terrorism involves the use of computer systems or networks to threaten national
security, public safety, or the sovereignty of a country. Section 66F of the Information
Technology Act, 2000 defines cyber terrorism as acts such as attacking critical
information infrastructure, accessing sensitive government data, or causing large-scale
disruptions through cyber attacks. These activities can create fear and instability in
society. Due to the seriousness of the crime, cyber terrorism is punishable with severe
penalties, including life imprisonment.

5. Publishing Obscene Content (Section 67)

Publishing or transmitting obscene material through electronic media is punishable
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under Section 67 of the Information Technology Act, 2000. This includes sharing
obscene images, videos, or messages through websites, emails, or social networking
platforms. Such content is considered harmful to public morality and social values. The
law provides penalties including imprisonment and fines for individuals who create,
publish, or distribute obscene material online.

6. Data Theft and Privacy Violations (Sections 43 and 72)

Data theft refers to the unauthorized access, copying, or misuse of confidential or
personal information stored in computer systems. Section 43 of the Information
Technology Act addresses unauthorized extraction or use of data, while Section 72
deals with breaches of confidentiality and privacy. Section 72 applies particularly to
individuals who disclose personal information obtained during their professional duties
without permission. Such actions can harm individuals and organizations, and offenders
may face legal penalties.

7. Phishing and Online Fraud (Sections 66C and 66D)

Phishing and online fraud involve deceiving individuals mte revealing sensitive
information such as passwords, bank details, or OTPs through fake emails, messages,
or websites. Cybercriminals often impersonate trusted institutions like banks or
companies to gain the victim’s trust. These craimes, fall'uhder Sec€tions 66C and 66D
of the Information Technology Act, 2000, which address identity theft and cheating by
personation. The law imposes strict punishments to prevent financial fraud and protect
online users.

The table 6.2.1 below shows séme common types of cyber crimes along with the
relevant sections of the Inform@ation Techhology Act, 2000 and their simple description.

Table 6.2.1: Cyber Crimes and Legal Sections

Cyber Crimg¢ Section Description

Hacking and Unauth= Accessing or damaging a computer system or

Section 43, 66

orized Access data without the owner's permission.

Identity Theft Section 66C Using another person’§ p?ssword, Fligital
signature, or personal details without permission.

Cheating by Person- Section 66D Pretending to be another person online to cheat

ation or deceive someone.

Cyber Terrorism Section 66F Using computers or nerork§ to threaten national
security or create fear in society.

Publishing Obscene . Sharing or publishing obscene images, videos, or

Section 67 .

Content messages online.

Dgta Theft and Privacy Section 43, 72 Steahpg or misusing confidential data and

Violations breaking privacy rules.

Phishing and Online
Fraud
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Understanding different cyber crimes and their related legal sections helps individuals
become more aware of digital threats and their legal consequences. These laws play an
important role in protecting users, maintaining cybersecurity, and ensuring responsible
use of technology.

6.2.5 Penalties, Punishments, and Fines

Penalties, punishments, and fines are important legal measures used to control and prevent
cyber crimes. These legal consequences are defined under the Information Technology
Act, 2000 and other relevant laws to ensure that offenders are held responsible for
their actions. Depending on the seriousness of the offence, the punishment may include
imprisonment, monetary fines, or both. Such legal provisions help protect individuals,
organizations, and governments from cyber threats. They also promote responsible and
lawful use of digital technologies.

Imprisonment Provisions

Imprisonment provisions are legal punishments that involvesending offenders to jail
for committing cyber crimes. Under the Information Technology Act, 2000, serious
offences such as hacking, identity theft, cyber fradd, and cyber terrorism may lead
to imprisonment for a specified period. The length ofimprisonment depends on the
severity and impact of the crime. These provisions, act as,a strong deterrent against
committing cyber offences.

Monetary Penalties and Compensation

Monetary penalties refer to finesdmposed on individuals who commit cyber offences.
In some cases, offenders may also be zéquired to pay compensation to the victims
for the damage or financial 10ss causéd. These penalties are specified under different
sections of the Information Technology Act, 2000. Monetary punishments help ensure
that victims receive séme form of justice’and recovery for their losses.

Civil vs Criminal Liability

Civil liability and criminal liability are two types of legal responsibilities related to
cyber crimes. Civil liabilityusually involves paying compensation for damages caused
to another person or organization. Criminal liability, on the other hand, involves
punishment such as imprisonment or fines imposed by the court for committing a
crime. Both forms of liability help enforce laws and ensure accountability in the digital
environment.

6.2.5.1 Penalties, Punishments, and Fines related to Cyber Crimes

The penalties, punishments, and fines related to the various cyber crimes discussed
above are explained below.

1. Hacking and Unauthorized Access (Sections 43, 66): Hacking or
unauthorized access to a computer system is punishable under the Information
Technology Act, 2000. Section 43 provides for compensation for damages
caused due to unauthorized access, downloading, or disruption of computer
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systems. If the act is done with dishonest or fraudulent intention, Section 66
applies, which provides punishment of imprisonment up to three years or a
fine up to 5 lakh, or both.

2. Identity Theft (Section 66C): Identity theft involves the fraudulent use of
another person’s electronic identity such as passwords, digital signatures, or
personal identification details. According to Section 66C of the Information
Technology Act, 2000, offenders committing identity theft can be punished
with imprisonment up to three years and a fine up to X1 lakh.

3. Cheating by Personation (Section 66D): Cheating by personation refers to
impersonating someone else through electronic communication in order to
cheat or deceive another person. Section 66D of the Information Technology
Act, 2000 states that individuals found guilty of this offence may face
imprisonment up to three years along with a fine up to X1 lakh.

4. Cyber Terrorism (Section 66F): Cyber terrorism isiconsidered one of the
most serious cyber offences as it threatens national secutity and public safety.
Under Section 66F of the Information Technology Act, 2000, individuals
involved in cyber terrorism activities such as attacking critical information
infrastructure may be punished with imprisonment for life.

5. Publishing Obscene Content (Section 67): Publishing or transmitting
obscene material in electronic form is punishable under Section 67 of the
Information Technology Act, 2000.\For the fitst offence, the punishment
may include imprisonmefit up to three years and a fine up to X5 lakh. For
subsequent offences, the punishmént may extend to imprisonment up to five
years and a fine up to 10 lakht

6. DataTheftandPrivacy Vielations(Sections 43,72): Datatheftand violation
of privacy are punishable offences under the Information Technology Act,
2000. Section 43provides compensation for unauthorized access or misuse
of data, while Section 72 deals with breach of confidentiality and privacy.
The punishment undet'Section 72 may include imprisonment up to two years
or a fine up to X1 lakh, or both.

7. Phishing and Online Fraud (Sections 66C, 66D): Phishing and online
fraud involve deceiving individuals to obtain sensitive information such
as bank details or passwords. These offences are covered under Sections
66C and 66D of the Information Technology Act, 2000. Offenders may face
imprisonment up to three years and a fine up to X1 lakh for such fraudulent
activities.

The table 6.2.2 below depicted penalties, punishments, and fines related to the various
cyber crimes.

)
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Table 6.2.2: Penalties, punishments, and fines related to the various cyber crimes

Cyber Crime Relt.zvant Penalties / Punishment / Fine
Section(s)
Hacking and Compensation for damages under Section 43. Under
Unauthorized Section 43, 66 | Section 66, imprisonment up to 3 years or fine up to 35
Access lakh, or both.

Identity Theft Section 66C Imprisonment up to 3 years and fine up to X1 lakh.

Cheatmg by Section 66D Imprisonment up to 3 years and fine up to X1 lakh.
Personation
Cyber Terrorism | Section 66F Imprisonment for life.

o First offence: Imprisonment up to 3 years and fine up
Publishing to 25 lakh.
Obscene Section 67 .
Content Subsequent offences.: Imptisonment up to 5 years and

fine up to I10lakh.

Data Theft Compefisation, for ‘damagées under Section 43. Under
and Privacy Section 43, 72 | Section 72, imprisonment up to 2 years or fine up to X1
Violations lakh, or both.

Phishing and Section 66C,

Online Fraud 66D Imprisonmeént up to 3 years and fine up to X1 lakh.

6.2.6 Cyber Crimedmvestigation and Enforcement

Cyber crime inveStigation_and enforcement involve the process of identifying,
examining, and taking légal action against individuals who commit cyber offences.
Law enforcement agencies use/specialized tools, technologies, and legal procedures
to track cybercriminals and«€ollect evidence. Investigations often include analyzing
computer systems, networks, and digital records to find proof of illegal activities.
Effective enforcement of cyber laws helps ensure justice and strengthens cybersecurity.

Role of Cyber Cells and Law Enforcement Agencies

Cyber cells are specialized units within law enforcement agencies that deal specifically
with cyber crimes. These units investigate cases such as hacking, online fraud,
identity theft, and cyber harassment. They work with digital experts and use advanced
technologies to trace cybercriminals and gather evidence. Cyber cells also assist victims
in reporting crimes and take necessary legal actions against offenders.

Digital Evidence and Forensic Procedures

Digital evidence refers to information stored or transmitted in electronic form that can
be used during cyber crime investigations. Examples include emails, log files, digital
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documents, and data from computers or mobile devices. Forensic procedures involve
collecting, preserving, analyzing, and presenting this digital evidence in a legally
acceptable manner. Digital forensics helps investigators identify the source of cyber
attacks and support legal proceedings in court.

6.2.7 Challenges in Cyber Law Enforcement

Cyber law enforcement faces several challenges due to the complex and rapidly evolving
nature of digital technologies. Cyber crimes often occur across different networks and
locations, making investigation and legal action difficult. Law enforcement agencies
must continuously update their knowledge, skills, and tools to effectively deal with
emerging cyber threats. Overcoming these challenges is essential for ensuring the
effective implementation of cyber laws and protecting users in the digital environment.

1. Jurisdiction issues: Jurisdiction issues arise when cyber crimes involve
individuals, computer systems, or servers located in different countries
or regions. Since the internet operates globally, 4t, becomes difficult to
determine which country’s legal authority should handle the case. This
creates complications in investigation, evidence collectionyand prosecution
of offenders. International cooperation between governments and law
enforcement agencies is often required to addressisuch casgs.

2. Rapid technological changes: Technology 1s\advancing at a very fast
pace, and cybercriminals constantly develop mew techniques to exploit
digital systems. This rapid change makes it difficult for existing laws and
enforcement mechanismsto keep up withemerging threats. Law enforcement
agencies must regularly upgrade their technical knowledge and investigative
tools. Continuous training and€echnological support are therefore necessary
for effective cyber crime,investigation.

3. Lack of awareness: Lack of awareness among internet users is another
major challengeifi eyber law enforcement. Many people are not fully aware
of cyber laws, online risks, or the procedures for reporting cyber crimes. As
a result, victims may.féil to take preventive measures or may delay reporting
incidents. Increasing public awareness and cybersecurity education can help
reduce cyber offences and improve law enforcement efforts.

4. Difficulty in identifying cybercriminals: Identifying cybercriminals can
be very challenging because offenders often hide their identities using fake
accounts, encrypted communication, or anonymous networks. They may
also operate from different locations or countries, making it harder to trace
them. This anonymity complicates the process of tracking and collecting
evidence against offenders. Advanced investigation techniques and digital
forensic tools are required to identify and catch cybercriminals.

6.2.8 Preventive Measures and Cyber Safety

Preventive measures and cyber safety practices are essential for protecting individuals,
organizations, and digital systems from cyber threats. By following proper security
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practices and being aware of online risks, users can reduce the chances of becoming
victims of cyber crimes. Cyber safety involves adopting responsible online behavior,
using secure technologies, and regularly updating security systems. Both individuals and
institutions play an important role in maintaining a safe and secure digital environment.

1. Individual precautions: Individuals can protect themselves from cyber
threats by following basic online safety practices. These include using strong
and unique passwords, avoiding sharing personal information online, and
being cautious about suspicious emails or links. Regularly updating software
and installing antivirus programs can also help prevent cyber attacks. Being
aware of common cyber fraud techniques such as phishing is important for
personal cybersecurity.

2. Organizational security practices: Organizations must implement strong
cybersecurity measures to protect their data and systems from cyber attacks.
This includes using firewalls, encryption, secure networks, and regular
security audits. Employee training programs can help staff understand cyber
risks and follow safe digital practices. Proper data backup,and access control
systems also help prevent data breaches and unauthorized access.

3. Government initiatives: Governments_play a keyrole indpromoting cyber
safety by creating laws, policies, and awareness programs. They establish
specialized cyber security agencies and cyber cells to investigate and prevent
cyber crimes. Governments also ¢onduct publi¢c awareness campaigns and
provide guidelines for safe internet usage. Such initiatives help strengthen
national cybersecurity and protect citizenssffom digital threats.

4. Cybersecurity awareness and education: Cybersecurity awareness and
education are important, for building a safe digital society. Educational
institutions, gorganizationsyand  government bodies conduct training
programs, workshopsyiand campaigns to educate people about cyber risks
and safety ‘praetices. These programs help individuals understand how to
protect their personal data and recognize cyber threats. Increasing awareness
plays a vital role imeducing cyber crimes.

In conclusion, cyber crimes have become a major concern with the rapid growth of
digital technologies and internet usage. Different types of cyber offences are addressed
under various sections of the Information Technology Act, 2000, which specify the
corresponding penalties, punishments, and fines. These legal provisions aim to deter
cybercriminal activities and ensure justice for victims. Awareness of these laws helps
individuals understand the legal consequences of cyber offences and promotes respon-
sible digital behavior. Strengthening cyber law enforcement and public awareness is
essential for maintaining a safe and secure cyberspace.
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Recap

¢ Cyber crime refers to illegal activities carried out using computers, networks,
or the internet.

¢ The rapid growth of digital technology has increased the number of cyber
crimes worldwide.

¢ InlIndia, cybercrimes are mainly addressed under the Information Technology
Act, 2000.

¢ Hacking involves unauthorized access to computer systems or networks.

¢ Unauthorized access and damage to computer resources are covered under
Section 43.

¢ Section 66 deals with computer-related offences including hacking.

¢ Identity theft occurs when someone uses another person’s digital identity
without permission.

¢ Identity theft is punishable under Section 66C ef the IT Act.

¢ Cheating by personation in online envitfofiments isycovefed under Section
66D.

¢ Cyber terrorism refers to the use of computers or networks to threaten
national security and is addressed under Section 66F.

¢ Publishing or transmiffing obseéne content online is punishable under
Section 67.

¢ Phishing is a cybépfraud techniquesed to obtain sensitive information such
as password$§ and banking details.

¢ Data theft andyptivacy violations involve the unauthorized use or disclosure
of personal or organizational data.

¢ Cyber crimes can lead to serious legal consequences including imprisonment
and fines.

¢ Some cyber offences may also require offenders to pay compensation to
victims.

¢ Cyber crimes can involve both civil liability and criminal liability.
¢ Digital evidence plays an important role in investigating cyber offences.
¢ Cyber cells and law enforcement agencies handle cyber crime investigations.

¢ Challenges in cyber law enforcement include jurisdiction issues and rapid
technological changes.

¢ Awareness of cyber laws helps promote safe and responsible use of digital
technologies.
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Objective Type Questions

1. What type of crime is committed using computers and the internet?
2. Which Act in India mainly deals with cyber crimes?

3. Under which section is identity theft punished in the IT Act?

4. Which section deals with cheating by personation in cyber space?
5. What is the illegal access to a computer system called?

6. Which section of the IT Act deals with cyber terrorism?

7. Which section punishes publishing obscene content online?

8. What is the act of sending fake emails to obtain personakinformation called?
9. What term refers to stealing confidential di

10. What type of evidence collected fro
investigations?

in cyber crime

11. Which government units handle c plaints in many cities?

12. What term describes resp at results in punishment like
imprisonment?
13. What term al re sibility involving compensation or

damages?
14. What issue

15. What is the mali oftware used to damage computer systems called?

Answers to Objective Type Questions

1. Cyber crime

2. IT Act
3. 66C

4. 66D

5. Hacking
6. 66F
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7. 67

8. Phishing

9. Data theft

10. Digital evidence
11. Cyber cells

12. Criminal

13. Civil

14. Jurisdiction

15. Malware

)

Assignments

estigation, including the role of cyber
igital forensic procedures.

3. Explain the process o
cells, law enforc

ges in cyber law enforcement and discuss possible

preventive ber safety practices to reduce cyber crimes.
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UNIT 3| Penal Provisions for Cyber Offenses

Learning OQutcomes

Upon the completion of this unit, the learner will be able to:

¢ explain the concept of cyber offenses and their impact on individuals and
organizations

¢ describe the different types of cyber crimes such as phishing, spam, malware,
hacking, trespass, and cyber stalking

¢ summarize the legal framework and penal ‘previsions related to various
cyber offenses

¢ interpret the importance of cybef laws in ensuring digital security and
protecting user data

¢ discuss the preventive measures andylegal ecOnsequences associated with
cyber crimes

Prerequisites

A basic understanding.ef computers, internet technologies, and digital communication
is essential before studying this@mit on penal provisions for cyber offenses. Familiarity
with concepts such as computer networks, email systems, web browsing, and online
transactions is important. Knowledge of how data is stored, transmitted, and accessed
in digital systems helps in understanding how cyber crimes occur. For example,
understanding how login credentials function makes it easier to comprehend how
phishing attacks deceive users into sharing sensitive information.

In addition, awareness of fundamental cyber security principles is necessary. Concepts
such as strong passwords, authentication methods, data privacy, and safe internet usage
provide a foundation for identifying and preventing cyber threats. For example, under-
standing the role of antivirus software and firewalls helps in recognizing how systems
are protected against viruses, worms, and other malicious programs.

Abasic idea of legal and ethical aspects related to technology also supports better under-
standing of this unit. Knowledge of digital rights, responsible use of online platforms,
and the importance of data protection helps in appreciating the need for cyber laws and

SGOU - SLM - BCA - Cyber crime



penal provisions. For example, awareness of privacy rights highlights why unautho-
rized access or cyber stalking is considered a punishable offense under cyber law.

Basic Computer & | Cyber Security | Legal & Ethical
Internet Knowledge Awareness ~_ Conmcepts |

- Networks, Email, Passwords, Antivirus Digital Rights & —
~ Web & Online Transactions & Safe Practices \Drivacy Laws T

Keywords

Hacking, Phishing, Identity Theft, Malw(Cyber Sta)ng

Discussion

6.3.1 Introduction.to Penal Provisions for Cyber Offenses

The rapid growth of information and communication technologies has significantly
transformed the way individuals) businesses, and governments interact and exchange
information. Along with the benefits of digital connectivity, there has also been a rise in
cyber offenses such as hackinggphishing, identity theft, malware distribution, and online
harassment. These offenses exploit vulnerabilities in computer systems, networks, and
digital platforms, causing financial loss, privacy violations, and disruption of services.
As cyber crimes continue to evolve with technological advancements, it has become
essential to establish legal mechanisms that regulate and penalize such unlawful
activities.

Penal provisions for cyber offenses refer to the legal rules and regulations that define
cyber crimes and prescribe punishments, penalties, and corrective measures for
offenders. These provisions aim to protect digital information, ensure secure use of
technology, and maintain trust in electronic transactions. Various countries have
introduced specific cyber laws and amendments to existing criminal laws to address
cyber threats. Such legal frameworks provide guidelines for identifying cyber crimes,
prosecuting offenders, and safeguarding individuals and organizations from digital
threats.
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Meaning of Cyber Offenses

Cyber offenses are unlawful acts committed using computers, digital devices, or
communication networks such as the internet. These offenses involve unauthorized
access, manipulation, theft, or destruction of digital information and computer systems.
Cyber offenses may target individuals, organizations, or government institutions and
can include activities such as phishing, hacking, spreading viruses, cyber stalking,
identity theft, and online fraud.

In simple terms, a cyber offense occurs when a computer system or network is used
either as a tool to commit a crime or as the target of the crime itself. With the increasing
dependence on digital technologies, cyber offenses have become more complex and
widespread, requiring specialized laws and enforcement mechanisms to address them
effectively.

Need for legal control of Cyber Crimes

The growing use of the internet and digital technologieS has made societies more
vulnerable to cyber threats. Cyber criminals can operate across borders, often remaining
anonymous and exploiting weaknesses in computer systems. Without proper legal
control, such activities may lead to serious consequences such as financial fraud, theft
of confidential information, damage to digitaldnfrastructuse, andéviolation of privacy
rights. Therefore, legal regulation is necessary to controel and'deter cyber crimes.

Legal control of cyber crimes helps in establishing aceountability and ensuring that
offenders are punished according to the severity of their actions. It also provides a
framework for investigating cyberincidents, colléetinng digital evidence, and prosecuting
criminals in a court of law. Hurthermoré, legal measures promote responsible use of
technology and encourage organizations to adopt security practices that protect data
and digital resources.

Overview of Cyber Laws and,Penal Provisions

Cyber laws refer tothe set of legal principles and regulations that govern activities
conducted in cyberspace. Thesé laws address issues related to electronic communication,
digital transactions, data protection, privacy, intellectual property, and cyber crimes.
Penal provisions within cyber laws specify the punishments, fines, and penalties
imposed on individuals who engage in illegal activities involving computer systems
and networks.

In many countries, specific legislation has been enacted to deal with cyber crimes.
For example, laws may include provisions for offenses such as unauthorized access to
computer systems, data theft, identity fraud, spreading malicious software, and online
harassment. Penal provisions serve as a deterrent by clearly defining the consequences
of cyber offenses and ensuring that offenders are held legally responsible for their
actions.

Role of Information Technology Laws in Cyber Crime Prevention

Information Technology (IT) laws play a vital role in preventing and controlling cyber
crimes by providing a structured legal framework for regulating digital activities. These
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laws define various cyber offenses, establish procedures for investigation, and prescribe
appropriate penalties for violations. They also support law enforcement agencies in
tracking cyber criminals and taking legal action against them.

In addition to punishment, IT laws promote preventive measures by encouraging
organizations and individuals to adopt secure digital practices. They also help in
protecting electronic records, digital signatures, and online transactions, thereby
strengthening trust in digital systems. Through effective implementation and awareness
of IT laws, governments can reduce cyber threats and create a safer digital environment
for users.

6.3.2 Legal Framework for Cyber Crime Penalties

The expansion of digital technologies has created new opportunities for communication,
commerce, and information exchange. However, it has also increased the risk of cyber
crimes that threaten data security, privacy, and digital infrastructure. To address these
challenges, governments have developed legal frameworkssthat define cyber offenses
and prescribe appropriate penalties for individuals who misuse,computer systems and
networks. These legal frameworks aim to maintain order in cyberspace and ensure that
digital activities are conducted responsibly.

A legal framework for cyber crime penalties consists,of laws, regulations, enforcement
mechanisms, and judicial procedures designed to identify, investigate, and punish cyber
offenders. It provides clarity regarding the types of cyber offenses, the rights of victims,
and the responsibilities of organizations handling digital information. Through well-
defined penal provisions, authoritie§'¢an takeractiondgainst cyber criminals and deter
others from engaging in unlawful digital activities.

Cyber Laws and Regulatory Authorities

Cyber laws are spegialized legal provisions that regulate activities occurring in the
digital environmefit. Theseslaws address issues such as unauthorized access to
computer systems, data‘theft, cyber fraud, identity theft, online harassment, and the
distribution of malicious softwate. In many countries, cyber laws form part of a broader
legal structure that includesferiminal law, data protection regulations, and electronic
commerce legislation.

Regulatory authorities play a significant role in enforcing these laws and maintaining
cyber security. Government agencies, cyber crime investigation units, and specialized
regulatory bodies monitor cyber activities, investigate complaints, and ensure compliance
with legal standards. These authorities also collaborate with law enforcement agencies
and international organizations to track cyber criminals who operate across borders.
Their efforts contribute to effective regulation and help strengthen trust in digital
technologies.

Importance of Penal Provisions in Cyber Security

Penal provisions form an essential component of cyber security laws because
they establish the consequences for unlawful digital activities. By clearly defining
punishments for cyber offenses, these provisions discourage individuals from engaging
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in activities that threaten the integrity, confidentiality, and availability of information
systems. The presence of legal penalties acts as a deterrent and encourages responsible
behavior among users of digital technologies.

Another important function of penal provisions is to provide justice for victims of cyber
crimes. Individuals and organizations that suffer financial losses, data breaches, or
reputational damage due to cyber attacks can seek legal remedies through established
legal procedures. Penal provisions also strengthen the accountability of organizations
responsible for safeguarding digital data, thereby promoting a culture of security
awareness and compliance with cyber security standards.

Punishments, Fines, and Legal consequences for Cyber Offenders

Punishments and fines are imposed on cyber offenders based on the severity and nature
of the offense committed. Legal consequences may include imprisonment, monetary
penalties, or both, depending on the extent of damage caused by the cyber crime. For
example, unauthorized access to computer systems, data manipulation, or distribution
of malicious software may result in significant penalties under cyber laws. These
measures are intended to discourage individuals from exploitingidigital platforms for
illegal purposes.

In addition to criminal penalties, cyber offendéfsmmay also face civil liabilities and
administrative actions. Organizations respomnsible for databreaches or security negligence
may be required to compensate affected parties or implement corrective measures.
Legal consequences may also include restrictions on the use of digital systems, seizure
of equipment used in the crime, ondisSqualification frem certain professional activities.
Such comprehensive penaltieséensure that,cyber erimes are addressed effectively and
reinforce the importance of maintaining a secure and trustworthy digital environment.

6.3.3 Penal Provisions fox, Phishing

The widespread use of digital,communication platforms such as email, social media,
and online banking has increased the risk of fraudulent activities in cyberspace. Among
these threats, phishing has become one of the most common forms of cyber crime
targeting individuals and erganizations. Cyber criminals often attempt to deceive users
into revealing sensitive information such as passwords, credit card details, or personal
identification data. These attacks are usually carried out by impersonating trusted
institutions or legitimate service providers.

To address the growing threat of phishing, cyber laws include penal provisions that
define such activities as criminal offenses and prescribe appropriate punishments for
offenders. Legal frameworks recognize phishing as a form of online fraud and identity
theft because it involves the misuse of digital communication tools to obtain confidential
information unlawfully. Penal provisions aim to discourage these fraudulent practices
and protect users from financial and personal data losses.

Definition and concept of Phishing

Phishing (Fig 6.3.1) is a cyber crime in which attackers attempt to obtain sensitive
information from individuals by pretending to be trustworthy entities in electronic
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communications. The term originates from the idea of “fishing,” where cyber criminals
cast deceptive messages in the hope that victims will disclose valuable information.
These messages often appear to come from banks, government agencies, or well-known
companies.

The primary objective of phishing is to manipulate victims into providing confidential
data such as login credentials, bank account numbers, or personal identification details.
Once the information is obtained, attackers may use it to conduct financial fraud, identity
theft, or unauthorized transactions. Phishing attacks rely heavily on social engineering
techniques that exploit human trust rather than technical system vulnerabilities.

PHISHING

Don’t take the bait!

Haha!
Got another
victim!

This looks
legit... | should
click the link.

m From: security@yourbank.com
Subject: Urgent: Verify Your Account
Dear Customer,

We noticed unusual activity in your
Fccoun_t. Please verify your account
immediately by clicking the link below,

Thank you, &

Your Bank

WHAT IS PHISHING?

Phishing is a cyber attack where
criminals use fake emails, messages

or websites to trick you into revealing
sensitive information like passwords,
bank details or credit card numbers.

Fig.3.1: Illustration of phishing

Methods and Techniques used in Phishing Attacks

Phishing attacks are conducted using various techniques designed to deceive users into
believing that the communication is legitimate. One of the most common methods is
email phishing, where attackers send fraudulent emails that mimic official messages
from banks, online services, or financial institutions. These emails often contain links
directing users to fake websites that resemble legitimate platforms.

Another technique is spear phishing, which targets specific individuals or organizations
using personalized messages. Attackers may collect information about their targets to
make the communication appear authentic. In addition, smishing (phishing through
SMS) and vishing (voice phishing through phone calls) are increasingly used to trick
victims into revealing confidential information. Deepfake phishing is an advanced
social engineering attack where cybercriminals use artificial intelligence to generate
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synthetic audio, video, or images. These methods exploit trust and urgency, prompting
users to act quickly without verifying the authenticity of the request.

Legal Sections and Punishments for Phishing

Phishing is considered a criminal offense under various cyber laws because it involves
deception, unauthorized access to information, and financial fraud. Legal provisions
often classify phishing under offenses related to identity theft, cheating by impersonation,
and unauthorized use of computer resources. Offenders involved in phishing activities
may face imprisonment, monetary fines, or both, depending on the severity of the crime
and the damage caused.

In addition to general cyber crime provisions, laws related to electronic fraud and data
protection may also apply to phishing cases. Authorities may investigate phishing
incidents using digital evidence such as email records, website logs, and communication
data. Legal punishment not only penalizes offenders but also serves as a deterrent to
prevent similar fraudulent activities in the digital environment.

Preventive Measures against Phishing

Preventing phishing attacks requires awareness, cautious,online behavior, and the use of
appropriate security practices. Users should verifiyzthe authenticityof emails, messages,
or websites before providing sensitive inforation. It is advisable to avoid clicking on
suspicious links and to check website addresses carefully to ensure that they belong to
legitimate organizations.

Organizations can also reduce phishing risks by.imiplementing strong authentication
mechanisms, secure email filtering systéms, and regular cyber security training for
employees. The use of updated antiviras software, firewalls, and secure communication
protocols further strengthens' protection Against phishing attempts. By combining
technological safegdards with “userg awareness, individuals and institutions can
significantly reduce the chan€ésof falling victim to phishing attacks.

6.3.4 Penal Provisions for Spam

With the increasing us¢ of email and online communication platforms, spam has
become a widespread problem in the digital environment. Spam refers to the practice
of sending unsolicited messages in large quantities through electronic communication
systems. These messages are often distributed without the consent of recipients and
may promote advertisements, fraudulent schemes, or malicious links. Excessive spam
can disrupt communication systems, consume network resources, and expose users to
security threats.

To address this issue, cyber laws include penal provisions that regulate the misuse
of electronic communication channels. Legal measures are designed to prevent
individuals and organizations from sending unsolicited messages that may cause
inconvenience, fraud, or harm to recipients. By establishing penalties and regulatory
guidelines, authorities aim to reduce spam activities and maintain the reliability of
digital communication systems.
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Meaning and Types of Spam

Spam (Fig 6.3.2) refers to unwanted electronic messages that are sent in bulk to a
large number of recipients through digital communication platforms such as email,
messaging services, and social media networks. These messages are typically
distributed automatically using specialized software programs that target numerous
users simultaneously. Spam messages may contain promotional content, misleading
information, or links directing users to malicious websites.

Different types of spam exist depending on the medium used for communication. Email
spam is the most common form and usually involves advertisements or fraudulent offers.
Other forms include messaging spam, where unwanted messages are sent through instant
messaging platforms, and SMS spam, which involves unsolicited text messages sent to
mobile devices. Social media spam also occurs when automated accounts distribute
repetitive promotional content across social networking platforms.

' SPAMMING

Spamming is the act of sending
unsolicited messages, emails, or
advertisements to a large number
of people, often for commercial
| purposes.

So many
unwanted ).~ ~ 2 - '
emails! S - CONGRATL —

REMEMBER

Spamming can be
annoying and
sometimes illegal.
Always be
responsible!

Don’t send Get permission Don’t use fake Respect people’s Follow email
unsolicited messages. before sending or misleading privacy and policies and
bulk messages. subject lines. inbox. laws.

Fig 6.3.2: Illustration of spamming

Impact of Spam on Individuals and Organizations

Spam can create several problems for both individuals and organizations. For individual
users, unsolicited messages can be annoying and may increase the risk of exposure to
scams, phishing attempts, or malicious software. Many spam messages attempt to trick
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recipients into revealing personal information or clicking on harmful links, which can
lead to identity theft or financial losses.

Organizations also face challenges due to the presence of spam in their communication
systems. Large volumes of unwanted messages can consume storage space, reduce
network efficiency, and affect employee productivity. In addition, spam campaigns
may damage the reputation of businesses if their names are falsely used in fraudulent
communications. Consequently, managing spam effectively is essential for maintaining
secure and efficient digital communication environments.

Legal Actions and Penalties for Spamming

Legal systems in many countries have introduced regulations to control the misuse
of electronic messaging services. Spamming may be treated as an offense when
individuals or organizations send unsolicited messages that violate privacy rights,
promote fraudulent activities, or distribute harmful content. Cyber laws and electronic
communication regulations often specify restrictions on bulk messaging and require
senders to obtain consent from recipients.

Individuals who engage in unlawful spamming may,face legal consequences such as
monetary penalties, fines, or restrictions on their digital activities. In cases where spam
messages are linked to fraud, phishing, or malware,distribution,smore severe criminal
charges may be applied. Law enforcement authoritiesican mvestigate such activities
using digital evidence, including message logs, server records, and communication
data, to identify and prosecute offenders.

Measures to Control Spam

Controlling spam requires both technélogical solutions and responsible user behavior.
Email service providers and communication/platforms use spam filters, content scanning
systems, and blacklisting techniques.tefdetect and block unwanted messages. These
technologies analyze messagé@patterns and sender information to prevent spam from
reaching users’ inboxes!

Users can also take preventive steps by avoiding the disclosure of their email addresses
on unsecured websites and by carefully reviewing the authenticity of online messages.
Organizations often implement security policies, employee awareness programs, and
advanced filtering systems to reduce spam-related risks. By combining regulatory
enforcement with technical safeguards and user awareness, the negative effects of spam
can be significantly minimized in digital communication systems.

6.3.5 Penal Provisions for Virus, Worms, and Malware

The increasing reliance on computer systems and internet-based technologies has
made digital environments vulnerable to various forms of malicious software. Cyber
attackers often develop and distribute harmful programs to damage computer systems,
steal information, or disrupt network operations. Among the most common threats are
computer viruses, worms, and other forms of malware that can spread rapidly across
digital networks. These malicious programs can compromise data integrity, affect
system performance, and create serious security risks for individuals and organizations.
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To combat such threats, cyber laws include penal provisions that prohibit the creation,
distribution, and use of malicious software. Legal frameworks recognize these activities
as cyber offenses because they intentionally harm computer systems and digital
infrastructure. Governments enforce strict penalties against individuals who develop
or spread malicious programs in order to discourage cyber attacks and protect digital
resources.

Computer Virus- Meaning and Characteristics

A computer virus is a type of malicious software designed to replicate itself and infect
computer systems by attaching to legitimate files or programs. When an infected
program is executed, the virus becomes active and begins spreading to other files or
systems within the network. Viruses can alter, delete, or corrupt data and may cause
significant damage to software and hardware resources.

Computer viruses exhibit several distinctive characteristics. They are capable of self-
replication, which allows them to multiply rapidly once they enter a system. Many
viruses also remain hidden within files until the infected program is executed, making
them difficult to detect in the early stages. In addition, viruses may contain harmful
instructions that disrupt system operations, display unwanted messages, or compromise
confidential information stored in the computer.

Worms and their impact on Computer Systems

A worm is another form of malicious program that spreads automatically through
computer networks without requiring,user interaction. Unlike viruses, worms do not
need to attach themselves to existing files or programs in order to propagate. Instead,
they exploit vulnerabilities in‘operating‘systems or network protocols to replicate and
transmit themselves to other ¢onnected devices.

The presence of worms in a netwerk’can cause serious disruptions to computer
systems and communicatientinfrastructures. Because worms replicate rapidly, they
can consume large amounts of network bandwidth and system resources, leading to
slow performance or system failures. In some cases, worms may also install additional
malicious components stich as spyware or backdoors that allow attackers to gain
unauthorized access to infected systems.

Malware and its different types

Malware is a broad term used to describe any software intentionally designed to harm
computer systems, networks, or users. It includes various types of malicious programs
that perform unauthorized activities such as stealing information, monitoring user
behavior, or damaging system files. Cyber criminals develop malware to gain financial
benefits, collect sensitive data, or disrupt digital operations.

There are several categories of malware that target computer systems in different ways.
Trojans disguise themselves as legitimate software but secretly perform harmful actions
once installed. Spyware collects personal or confidential information without the user's
knowledge. Ransomware blocks access to computer systems or files until a payment
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is made to the attacker. Adware displays unwanted advertisements and may track
user activity. Each type of malware presents unique security challenges and requires
appropriate protective measures.

Legal Provisions and Penalties for creating or distributing Malware

The development and distribution of malicious software are considered serious cyber
offenses under many legal systems. Cyber laws include provisions that prohibit
individuals from intentionally introducing harmful programs into computer networks
or causing damage to digital resources. These legal rules classify the creation and
dissemination of viruses, worms, and malware as acts of unauthorized interference with
computer systems.

Individuals found guilty of developing or spreading malware may face severe legal
consequences. Penalties may include imprisonment, financial fines, or both, depending
on the extent of damage caused by the malicious activity. In cases where malware
attacks lead to significant financial loss, disruption of serwices, or theft of sensitive
data, courts may impose stricter punishments. These legal provisions are designed to
deter cyber criminals and ensure the protection of digital infrastrueture and information
systems.

6.3.6 Penal Provisions for Hacking

The expansion of digital technologies and networked systems has increased the risk
of unauthorized access to computer resources. Hacking is one of the most widely
recognized cyber offenses that threatens the'confidentiality, integrity, and availability of
information systems. Cyber attdckers attempt to bypass security mechanisms in order
to gain control over computet networks, databases, or online services. Such activities
can lead to data theft, service disruption, financial loss, and exposure of confidential
information.

To address these threats, eybén, laws include specific penal provisions that classify
hacking as a criminalfoffense. Legal frameworks prohibit unauthorized access to
computer systems and prescribgpunishments for individuals who intentionally interfere
with digital resources. Th€s€provisions aim to protect electronic data, maintain system
security, and discourage unlawful intrusion into computer networks.

Meaning and concept of Hacking

Hacking (Fig 6.3.3) refers to the act of gaining unauthorized access to a computer
system, network, or digital device by bypassing security controls. Individuals who
perform such activities are known as hackers. The main objective of hacking is often to
obtain sensitive information, manipulate data, or disrupt system operations.

The concept of hacking originally referred to the exploration and modification of
computer systems for learning or experimentation. However, in the context of cyber
crime, the term is commonly associated with illegal activities carried out with malicious
intent. Unauthorized intrusion into computer systems is considered a violation of
cyber laws because it compromises data security and the privacy of individuals or
organizations.
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Hacking is the act of gaining
unauthorized access to a computer

1
system or network. Ghpet

Someone hacked
my account!

What can hackers do?

Now | have y Steal personal
access to all ; q'\ information

the data! Hack into email
or social accounts

Steal money or
financial data
Damage or delete
data

‘®-  REMEMBER

Hacking is a crime and

h unethical. It can lead to
Use strong Enable two-factor Do not click on Keep your software | Use antivirus and
passwords authentication suspicious links and system firewall protection severe legal consequences.
or attachments updated

Fig 6.3.3: Illustration of hacking
Types of Hacking Attacks

Hacking attacks can take differet forms depending on the techniques used by attackers
and the targets they aim to ¢xploit. Ofie common type is password hacking, where
attackers attempt to guess or ¢rack user passwords to gain access to protected systems.
This method often inyelVes automated tools that test multiple password combinations
rapidly.

Another form is metwork hacking, which involves intercepting or manipulating
network traffic to obtain confidential information. Website hacking is also frequently
observed, where attackersimodify website content or gain administrative control over
web servers. Additionally, email hacking occurs when unauthorized individuals access
email accounts to read or misuse private communications. Each of these attacks can
result in significant security risks for users and organizations.

Legal Sections and Punishments for Hacking

Hacking is treated as a punishable offense under various cyber laws because it involves
unauthorized access to computer systems and potential damage to digital information.
Legal provisions typically define hacking as an act that interferes with the functioning
of computer networks, alters stored data, or allows unauthorized control over digital
systems.

Individuals found guilty of hacking may face legal penalties such as imprisonment,
monetary fines, or a combination of both. The severity of the punishment depends
on the extent of damage caused, the intention behind the attack, and the value of the
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affected information. In situations where hacking leads to financial fraud, identity theft,
or large-scale disruption of services, courts may impose stricter penalties in accordance
with cyber crime legislation.

Preventive measures against Hacking

Preventing hacking requires the implementation of strong security practices and
technological safeguards. One of the most effective measures is the use of strong
passwords combined with multi-factor authentication to protect user accounts and
sensitive data. Regular software updates and security patches also help eliminate
vulnerabilities that attackers might exploit.

Organizations can further strengthen their defenses by deploying firewalls, intrusion
detection systems, and network monitoring tools. Conducting security audits and
vulnerability assessments helps identify weaknesses in digital infrastructure. In addition,
educating users about safe online behavior and cyber security awareness reduces the
risk of accidental exposure to hacking attempts. These preventive strategies play a vital
role in protecting computer systems and maintaining a secure digital environment.

6.3.7 Penal Provisions for Cyber Trespass

The increasing use of computers and networked systems-has made digital environments
susceptible to unauthorized entry and misusé. Cyber ttespassisia form of cyber offense
in which an individual intentionally gain§ access to a computer system, network, or
digital resource without permission from the authorized owner. Such activities can
interfere with the normal functioning of systems andmay expose confidential data to
unauthorized users. As organizations increasingly#ely on digital platforms to store and
process sensitive information,/protecting’these systems from unauthorized intrusion has
become essential.

Cyber laws includegpenal provisiens.te' address the issue of cyber trespass and to
ensure that individuals whesvielate digital boundaries are held legally accountable.
These provisions definegfunauthorized access as an offense and establish penalties for
those who intentionally interfere with computer systems or attempt to obtain restricted
information. Legal regulation helps safeguard digital infrastructure and encourages
responsible use of technological resources.

Meaning of Cyber Trespass

Cyber trespass refers to the act of entering or accessing a computer system, network,
or online resource without proper authorization. It is similar to physical trespassing,
where an individual enters someone else’s property without permission. In the digital
environment, this offense occurs when a person bypasses security controls to access
files, databases, or network services that are intended to be restricted.

This form of cyber offense may involve viewing confidential information, copying
data, or simply exploring a system without the consent of the owner. Even when no
direct damage occurs, unauthorized entry into digital systems is considered a violation
of privacy and security. Cyber trespass undermines trust in digital systems and may
create opportunities for more serious cyber crimes.
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Unauthorized Access and System Intrusion

Unauthorized access occurs when an individual gains entry into a computer system
or network without legitimate authorization. Attackers may exploit software
vulnerabilities, weak passwords, or misconfigured security settings to enter restricted
digital environments. Such intrusions can compromise sensitive data and disrupt the
normal operation of information systems.

System intrusion may also involve the installation of malicious tools that allow attackers
to monitor activities, copy confidential files, or maintain continued access to the network.
These actions can result in data breaches, unauthorized modification of information,
and potential damage to digital resources. Therefore, preventing unauthorized access
is an essential aspect of maintaining cyber security in both personal and organizational
environments.

Legal Consequences and Penalties for Cyber Trespass

Cyber trespass is recognized as a punishable offense under many cyber laws because it
violates the security and privacy of digital systems. While ‘cybentrespass’ is primarily
recognized as atheoretical common-law concept, the légal frameworkin India specifically
addresses and penalizes such activities as “‘unauthorized'access’ under Section 43 of the
Information Technology Act. Legal provisionsitypically ¢lassify‘unauthorized access
to computer resources as a cyber crime, gven if the offender does not cause visible
damage to the system. The law considers|the act itself to be an infringement of digital
rights and security.

Individuals found guilty of cybér trespass may face penalties such as monetary fines,
imprisonment, or other legal/sanctionsédepending on the severity of the offense. In
situations where unauthorized access leads/to data theft, system damage, or financial
loss, stricter punishmentspmay be.imposeddy the courts. These legal consequences are
designed to discourage unauthorizedifitrusion and to protect the integrity of computer
systems and digital information.

6.3.8 Penal Provisions for Cyber Stalking

The growth of online communication platforms has created new opportunities for
interaction, but it has also introduced risks related to harassment and misuse of digital
technologies. Cyber stalking is a serious cyber offense in which an individual repeatedly
uses electronic communication to threaten, harass, or intimidate another person. Such
activities often occur through social media platforms, emails, messaging services,
or other online communication channels. Victims of cyber stalking may experience
emotional distress, fear, and invasion of privacy due to persistent unwanted contact.

To address these concerns, legal systems have introduced penal provisions that classify
cyber stalking as a punishable offense. These laws aim to protect individuals from
online harassment and ensure that offenders who misuse digital platforms are held
accountable. By establishing clear legal penalties, cyber laws contribute to creating a
safer digital environment and promote responsible behavior in online communication.
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Meaning and Nature of Cyber Stalking

Cyber stalking refers to the repeated use of digital technologies to monitor, threaten,
harass, or intimidate another individual without their consent. It involves persistent
unwanted communication or surveillance conducted through online platforms. Unlike
traditional stalking, cyber stalking occurs in virtual spaces and may involve anonymous
or disguised identities.

The nature of cyber stalking often includes actions such as sending threatening
messages, spreading false information about the victim, or continuously tracking an
individual’s online activities. These behaviors can cause psychological stress and may
interfere with the victim’s personal and professional life. Because cyber stalking can
occur at any time and across multiple digital platforms, it poses a significant challenge
for maintaining online safety.

Methods used in Cyber Stalking

Cyber stalkers use a variety of techniques to target theiryvictims through digital
communication channels. One common method involves sending repeated emails,
messages, or comments that contain threats, abusiv@é,language, or unwanted personal
attention. These messages may be delivered through social networking sites, messaging
applications, or email services.

Another approach includes monitoring a' victim’s online activities by tracking their
social media posts, online profiles, or digital interactions. In some cases, cyber stalkers
may create fake accounts to impersonate the victim or to spread misleading information.
They may also attempt to colléet personal details about the victim and misuse this
information to cause embarrassment of fear, These actions demonstrate how digital
tools can be misused to harass individuals in cyberspace.

Legal Provisions and Punishments for‘Cyber Stalking

Cyber stalking is recognized as a criminal offense under various cyber laws and legal
provisions related to online harassment and privacy protection. Legal frameworks
prohibit the repeated usg offdigital communication tools to intimidate or threaten
another individual. Authorities treat such behavior as a violation of personal rights and
online safety.

Individuals found guilty of cyber stalking may face legal consequences such as
imprisonment, monetary fines, or both, depending on the seriousness of the offense.
In cases where threats or harassment lead to severe emotional distress or damage to
reputation, courts may impose stricter penalties. Law enforcement agencies may also
investigate digital evidence such as emails, chat records, and social media activity to
identify and prosecute offenders.

Protection Measures for Victims

Protecting victims of cyber stalking requires a combination of technological safeguards
and legal support. Individuals should avoid sharing excessive personal information on
public online platforms and review privacy settings on social media accounts to limit
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access to personal details. Blocking suspicious accounts and reporting abusive behavior
to platform administrators are important steps in reducing unwanted contact.

Victims can also seek assistance from cyber crime authorities or legal agencies that
handle online harassment cases. Preserving digital evidence such as threatening
messages, screenshots, or communication records is useful for filing complaints and
initiating legal action. Awareness programs and support systems further help individuals
understand their rights and respond effectively to cyber stalking incidents, thereby
strengthening personal safety in the digital environment.

6.3.9 Challenges in enforcing Cyber Crime Laws

The enforcement of cyber crime laws presents several difficulties due to the complex
and evolving nature of digital technologies. Unlike traditional crimes that occur
within clearly defined physical boundaries, cyber crimes often take place in virtual
environments where offenders can operate anonymously and across multiple locations.
This makes investigation and legal action more complicated for law enforcement
agencies. As cyber threats continue to grow in scale and sophistieation, authorities must
constantly adapt their strategies to address new forms of digital misconduct.

Another challenge in enforcing cyber laws is the meed for specialized technical
knowledge and advanced investigative tools«Cyberierime investigations often require
digital forensics, data analysis, and cooperation among different organizations. Limited
resources, lack of trained personnel, and insufficient awateness about cyber regulations
may further complicate the process of detecting and prosecuting offenders. Therefore,
strengthening legal frameworks afid enhancingytechnological capabilities are essential
for effective cyber law enforcement.

Difficulty in identifying Cyber. Criminals

One of the major ogbstacles in combating cyber crime is the difficulty in identifying
the individuals responsiblefforillegal online activities. Cyber criminals frequently use
techniques such as anénymous accounts, encrypted communication, and proxy servers
to conceal their identities. These methods allow offenders to hide their real location and
personal information while'earrying out cyber attacks.

Additionally, attackers may route their activities through multiple networks and devices,
making it difficult to trace the origin of the crime. Investigators must analyze digital
evidence such as IP addresses, server logs, and communication records to identify
potential suspects. The process can be time-consuming and technically complex, which
often delays legal proceedings against cyber offenders.

Jurisdictional issues in Cyber Crimes

Cyber crimes often cross national boundaries, creating jurisdictional challenges for
law enforcement agencies. An offender may operate from one country while targeting
victims or computer systems located in another region. In such situations, determining
which legal system has the authority to investigate and prosecute the crime becomes
complicated.
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Different countries have varying cyber laws, legal procedures, and levels of technological
capability, which can hinder cooperation during investigations. Obtaining digital
evidence from foreign servers or service providers may require international agreements
or mutual legal assistance treaties. Effective collaboration among governments and
international organizations is therefore necessary to address cyber crimes that involve
multiple jurisdictions.

Rapid Technological Changes

The continuous development of digital technologies presents another challenge in
enforcing cyber crime laws. New technologies, software platforms, and communication
tools are introduced frequently, creating opportunities for cyber criminals to exploit
emerging vulnerabilities. Legal systems often struggle to keep pace with these rapid
technological advancements.

Cyber criminals may adopt advanced techniques such as sophisticated malware,
encryption tools, and automated attack systems to avoid detection. As a result, law
enforcement agencies must regularly update their technical skills and investigative
methods. Policymakers also need to revise cyber laws and regulatory frameworks
to ensure that they remain effective in addressing“new types of ‘digital offenses and
security threats.

In conclusion, this unit has examined thefwvarious penal provisions related to cyber
offenses, including phishing, spam, viruses, worms, malware, hacking, cyber trespass,
and cyber stalking, highlighting how each'poses signifi¢ant risks to digital security and
user safety. The discussion emphasized the importance of legal frameworks in defin-
ing these offenses, prescribing’ punishments, and ensuring accountability for misuse
of information technology. It/also underscored the need for preventive measures, user
awareness, and technological'safeguards to complement legal enforcement. As cyber
threats continue to evelve, a balaneed approach combining strong laws, effective imple-
mentation, and responsible digital practices is essential for maintaining a secure and
trustworthy cyberspace.
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Recap
¢ Cyber offenses are illegal activities carried out using computers and digital
networks.

¢ Penal provisions define punishments and legal actions against cyber
criminals.

¢ Cyber laws aim to protect data, privacy, and digital infrastructure.
¢ Phishinginvolves deceivingusers to obtain sensitive information fraudulently.
¢ Phishing attacks often use fake emails, websites, or messages.

¢ Spam refers to unsolicited bulk messages sent through electronic
communication.

¢ Spamming can lead to fraud, system overload, and feduced productivity.
¢ Computer viruses are malicious programs that replicate and infect files.
¢ Worms spread automatically across networks without user interaction.

¢ Malware includes harmful software such asispyware, ransomware, and
trojans.

¢ Creating or distributing malware is‘@punishablé cyber offense.

¢ Hacking involves unauthorized ac€ess to computer systems or networks.
¢ Hackers may steal, modify, or destroy sensitive data.

¢ Cyber trespass refers to unauthefized entry into digital systems.

¢ Even without damage, unauthorized access is considered illegal.

¢ Cyber stalking involyes repeated online harassment or monitoring of
individuals.

¢ Victims of cyber stalking may suffer emotional and psychological distress.

¢ Legal provisions impose fines, imprisonment, or both depending on the
offense.

¢ Preventive measures include strong passwords, security tools, and user
awareness.

¢ Effective cyber security requires a combination of legal enforcement and
safe digital practices.
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Objective Type Questions

1. What type of crime is committed using computers and networks?

2. What is the term for fraudulent attempts to obtain sensitive information
online?

3. What do we call unsolicited bulk electronic messages?
4. Which malicious program attaches itself to files and spreads?
5. What type of malware spreads without user action?

6. What is the general term for harmful software?

9. What is repeated online harassment called?

10. What is the legal punishment for ¢

11. What technique uses fake emails

12. store access?
13.

14. i itysdft Cyber crime called?

15. What is th i al ofieyber laws?

Answers to Objective Type Questions

1. Cybercrime

2. Phishing
3. Spam

4. Virus

5. Worm
6. Malware
7. Hacking
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10.
I1.
12.
13.
14.

15.

Trespass

Stalking
Penalty
Phishing
Ransomware
Theft
Impersonation

Security

Assignments

Explain the concept of cyber offenses an cuss the al provisions
related to phishing, spam, and malware.in.de

Describe different types of cyber ¢
cyber stalking, along with their leg

. W3Schools Cyber Security Tutorial https://www.w3schools.com/

cybersecurity/

Simplilearn Cyber Crime Course https://www.simplilearn.com/free-
cybercrime-course-for-beginners-skillup

Cybert.io Cybersecurity Resources https://cybert.io/careers/resources/

Cybersecurity Education Resources https://www.cybersecurityeducation.
org/resources/

A to Z Cyber Help for Society https://atozcyber.co.in/
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UNIT 4| Human Rights in Cyberspace

Learning OQutcomes

Upon the completion of this unit, the learner will be able to:

¢ define human rights in cyberspace

¢ list types of online privacy and cyber threats

¢ explain the link between cybersecurity and human ri

¢ describe intellectual property rights in the d

¢ outline the role of cyber laws and goh

Prerequisites

N

s and internet usage is essential before
ity with how online platforms, websites,
elps in recognizing how personal data is
terms such as data, networks, cybersecurity,
ndation for understanding digital environments. For
1 media platforms store user information makes it

A basic understanding of di
studying human rights in cyb
and digital communi to

example, awarenes
easier to understand privac

&

6,

Digital Basics Basic Human Rights Online Safety & Ethics
Know how the internet Know basic rights like Be aware of online risks
and online tools work privacy and freedom and the importance of
and how data is shared. of expression. responsible behavior.

Understanding fundamental human rights in cyberspace is also important. Concepts
such as the right to privacy, freedom of expression, and equality form the basis for
analyzing how these rights apply in online spaces. Basic awareness of legal systems
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and rules helps in understanding how laws protect individuals in both physical and
digital environments. For example, knowing that personal information should not be
shared without consent helps in understanding data protection laws.

In addition, familiarity with common online risks and ethical practices supports better
understanding of the unit. Knowledge of cyber threats such as hacking, identity theft,
and online fraud helps in linking cybersecurity with human rights protection. Aware-
ness of responsible online behavior, such as respecting digital content ownership and
avoiding misuse of information, is also important. For example, understanding that
copying digital content without permission is wrong helps in learning about intellectual
property rights in cyberspace.

Keywords

Digital Privacy, Cybersecurity, Human Rights, Intellectual, Property, Cyber
Governance, GDPR.

Discussion

6.4.1 Introduction

Humanrights in cyberspace refer tothéapplication of fundamental rights such as freedom
of expression, privacy, access t0 information, and equality, within digital environments.
As the internet and digital technologies have become integral to communication,
commerce, education, and governance, the protection of these rights has extended
beyond physical boundaries into virtual spaces. Cyberspace enables global interaction,
but it also introduces risks like surveillance, data misuse, cybercrime, and digital
exclusion. Ensuring human rights online requires balancing individual freedoms with
security, accountability, and technological advancement. Governments, international
bodies, and private orgamizations all play crucial roles in safeguarding these rights
while maintaining an open and secure digital ecosystem.

Meaning and Scope of Cyberspace

Cyberspace is the virtual environment created by interconnected computer systems,
networks, and digital devices where communication and data exchange take place. It
includes the internet, cloud systems, social media platforms, online services, and digital
communication channels. The scope of cyberspace is vast and constantly expanding,
covering activities such as online banking, e-learning, e-commerce, digital governance,
and social interaction. It is not limited by geographical boundaries, allowing users
from different parts of the world to interact instantly. Cyberspace also supports
emerging technologies like artificial intelligence, the Internet of Things (IoT), and big
data systems. Its wide scope makes it a critical domain for economic growth, social
development, and the exercise of human rights, while also presenting challenges related
to security, privacy, and regulation.
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Evolution of Digital Rights

Digital rights have developed alongside the growth of information and communication
technologies. In the early stages of the internet, the focus was mainly on access to
information and freedom of expression. As digital platforms expanded, concerns about
privacy, data protection, and online identity became more significant. The rise of social
media and digital services led to increased awareness of issues such as surveillance,
data breaches, and misuse of personal information. Legal frameworks and international
efforts, such as the General Data Protection Regulation, have been introduced to protect
user data and ensure accountability. Today, digital rights encompass a broader range
of protections, including the right to be forgotten, digital security, and equal access to
technology. The evolution continues as new technologies raise fresh ethical and legal
challenges in the digital age.

Importance of Human Rights in the Digital Era

Human rights remain essential in the digital age because online spaces have become
central to everyday life, influencing communication, education, employment, and
governance. Protecting these rights ensures that individuals‘¢an express opinions
freely, access information without discrimination, andparticipate in digital society with
dignity. Safeguarding privacy is crucial as vast amounts of personal data are collected,
stored, and processed through digital platferms. Equal“aecessto technology helps
reduce the digital divide and promotes in€lusive development across different social
groups. Strong human rights protections also build trustiin digital systems, encouraging
innovation, economic growth, and respomnsible use of technology. Upholding these
principles creates a balanced efivironment Wwhetedtechnological progress supports
human well-being rather than gnderminingit.

Challenges in Protecting Rights Online

Protecting human rights in the digitalfénvironment is complex due to technological
advancements, global connée¢tivity, and varying legal systems.

1. Rapid Technological €hange: New innovations develop quickly, leaving
laws and policies@triiggling to keep pace with emerging digital issues.

2. Cybercrime and Security Threats: Hacking, phishing, and identity theft
expose individuals to financial loss and personal harm.

3. Data Privacy Concerns: Extensive collection and processing of personal
data increase the chances of misuse and unauthorized access.

4. Misinformation and Harmful Content: False information and offensive
material spread rapidly, influencing public opinion and social harmony.

5. Lack of Digital Literacy: Limited awareness about online safety makes
users more vulnerable to exploitation and fraud.

6. Balancing Security and Freedom: Efforts to strengthen security may
sometimes restrict basic freedoms such as privacy and expression.

@ SGOU - SLM - BCA - Cyber crime o

)



6.4.2 Right to Privacy

The right to privacy is a fundamental human right that protects individuals from
unauthorized access, collection, and misuse of their personal information. In the digital
era, this right has become increasingly important as people share large amounts of data
through online platforms, communication tools, and digital services. Privacy ensures
that individuals have control over their personal details, online activities, and digital
identities. It also supports dignity, freedom of expression, and personal security by
preventing unwanted intrusion. Governments and organizations are expected to adopt
laws and practices that safeguard user data and respect individual privacy in cyberspace.

Concept of Privacy in the Digital World

Privacy in the digital world refers to the ability of individuals to control how their
personal information is collected, used, stored, and shared online. It includes protection
of sensitive data such as personal identification details, financial information, browsing
history, and communication records. Digital privacy also involves the right to remain
anonymous, the ability to choose what information is made public, and protection
against surveillance or tracking. With the growth of social media, cloud computing,
and online services, maintaining privacy has become/more challenging. Strong security
measures, user awareness, and effective regulations are €ssential to ensure that personal
data is handled responsibly and securely.

6.4.2.1 Types of Online Privacy

Online privacy can be understood through, different categories based on the type of
information being protected and how it is usedhin digital environments (Fig 6.4.1).

1. Data Privacy

Data privacy refers to_the, protection of pérsonal and sensitive information stored or
processed online. This includes détails'such as names, addresses, financial records,
health information; and browsinghistory. Individuals should have control over how their
data is collected, usedyand shared by organizations. Proper safeguards like encryption
and secure storage help prevent unauthorized access and data breaches.

2. Communication Privacy

Communication privacy focuses on protecting the confidentiality of digital interactions.
It ensures that emails, messages, voice calls, and video conversations remain secure
from interception or unauthorized monitoring. Technologies such as end-to-end
encryption are used to keep communication private and accessible only to the intended
participants.

3. Identity Privacy

Identity privacy involves safeguarding personal identity in the digital space. It includes
protection against identity theft, impersonation, and misuse of personal credentials.
Maintaining strong passwords, using multi-factor authentication, and limiting the
sharing of personal details online are important measures to protect digital identity.
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> TYPES OF PRIVACY IN CYBERSPACE ¢

Protects your personal
information from being
collected, stored or
shared without permission.

DATA PRIVACY

COMMUNICATION PRIVACY

Protects the content of your
messages and conversations
from being seen or heard

by others.

(R T e e e e T
IDENTITY PRIVACY

Protects your identity online
and prevents others from
pretending to be you.

Username:
CoolKid123

Financial

Example:
Name, address, date of birth,
bank details, photos, etc.

Example:
Username, password, biometrics,
identity documents, online

Example:

Emails, chats, voice calls,

video calls, private messages.
reputation.

Fig 6.4.1: Types of online privacy

Protecting data, communication, and identity privacy is essential for ensuring safety,
trust, and individual freedom in the digital world.

6.4.2.2 Threats to Privacy

Privacy in the digital environment is constantly at risk due to'vartous technological and
organizational practices that expose personal information.

1. Surveillance

Surveillance refers to the monitoring of individuals” online activities by governments,
organizations, or other entities. This may imclude tracking browsing behavior, monitoring
communications, or collecting metadata. Excessive surveillance can violate personal
freedom and discourage individuals from@xpressing their views openly.

2. Data Breaches

Data breaches occur when unauthorized individuals gain access to confidential or
sensitive information stgred’in digital systems. This can result from weak security
measures, hacking, or system vulnerabilities. Breaches may expose personal data
such as passwords, financial details, and private records, leading to identity theft and
financial loss.

3. Tracking

Tracking involves the collection of user data based on online behavior, such as websites
visited, search history, and interactions. It is often used by companies for advertising
and personalization purposes. However, continuous tracking without consent can
invade privacy and create detailed user profiles without the individual’s knowledge.

Surveillance, data breaches, and tracking pose significant challenges to privacy, making
it essential to implement strong security measures and ethical data practices in the
digital space.
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6.4.2.3 Legal Frameworks for Privacy Protection

Legal frameworks for privacy protection are designed to safeguard personal data,
regulate its collection and use, and ensure accountability among organizations handling
such information. These frameworks establish rules for data processing, define the
rights of individuals, and impose obligations on governments and private entities. With
the rapid growth of digital technologies, strong privacy laws have become essential to
protect individuals from misuse of their personal information and to promote trust in
digital systems.

1. General Data Protection Regulation (GDPR)

The General Data Protection Regulation (GDPR) is one of the most comprehensive
data protection laws in the world, implemented by the European Union in 2018. It
applies to all organizations that process the personal data of individuals within the EU,
regardless of where the organization is located.

GDPR is based on key principles such as lawfulness, fairness, transparency, data
minimization, accuracy, storage limitation, and accountability, It gives individuals
strong rights over their personal data, including thesright to access their data, correct
inaccuracies, request deletion (right to be forgotten), restrict processing, and obtain data
portability.

Organizations are required to obtain clear consent before collecting data, ensure data
security through appropriate technical measures, and |teport data breaches within a
specified time. Heavy penalties are imposed for non-compliance, making GDPR a strict
and influential regulation. It has@lso inspired many©ther countries to strengthen their
own privacy laws.

2.IT Laws and Privacy Regulations

Various countries shave enacted “Information Technology (IT) laws and privacy
regulations to address data protection issues within their jurisdictions. In India,
the Information Technology Aet, 2000 provides a legal framework for electronic
governance, cybersecurity, and protection of sensitive information.

Under this law, provisions related to data protection include penalties for unauthorized
access, data theft, and damage to computer systems. Additional rules, such as the
Information Technology (Reasonable Security Practices and Procedures and Sensitive
Personal Data or Information) Rules, define how organizations should handle sensitive
personal data like financial details, health records, and passwords.

India has also introduced the Digital Personal Data Protection Act, 2023, which focuses
specifically on protecting personal data. This law emphasizes consent-based data
processing, rights of individuals to access and correct their data, and responsibilities of
data handlers to ensure security and transparency.

Globally, many countries have adopted similar regulations to address privacy concerns,
reflecting the growing importance of data protection in the digital age.

Legal frameworks such as GDPR and national IT laws play a crucial role in protecting
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privacy by establishing clear rules, empowering individuals, and ensuring that
organizations handle personal data responsibly in cyberspace.

6.4.2.4 Privacy vs Security Debate

The privacy vs security debate focuses on the balance between protecting individual
personal information and ensuring safety through monitoring and control measures in
the digital environment.

Privacy emphasizes the right of individuals to keep their personal data, communications,
and online activities free from unauthorized access or surveillance. It supports freedom of
expression, autonomy, and dignity by allowing people to control their own information.
Strong privacy protections limit how much data governments and organizations can
collect and use.

Security, on the other hand, involves measures taken to protect individuals, systems,
and nations from threats such as cyberattacks, terrorism, and criminal activities.
Governments and organizations often use surveillance, dataleollection, and monitoring
tools to detect and prevent such threats. These practices can‘enhance safety but may
also reduce personal privacy.

The conflict arises because increased security measures often require access to personal
data, which can lead to intrusion into private livesaFor example, monitoring online
communications may help prevent cyberctime but can also expose sensitive personal
information. Similarly, data collection for security purposes may be misused if not
properly regulated.

Achieving a balance between privacy and security requires clear laws, transparency,
and accountability. Measures such a§ limited data collection, strong encryption,
judicial oversight, and informed consent can help ensure that security efforts do not
unnecessarily violate afidividual rights.

In conclusion, the privacy vs§ecurity debate highlights the need to protect both individual
freedoms and collective safety by adopting balanced and responsible approaches in the
digital world.

6.4.3 Cybersecurity and Human Rights

Cybersecurity and human rights are closely connected in the digital age, as the protection
of digital systems directly affects the safety and freedoms of individuals. Cybersecurity
involves safeguarding networks, devices, and data from unauthorized access, attacks,
and damage, while human rights ensure dignity, privacy, freedom of expression, and
access to information. Effective cybersecurity measures help protect individuals from
cyber threats such as hacking, identity theft, and online harassment, thereby supporting
their fundamental rights. At the same time, excessive security practices like mass
surveillance or intrusive data collection can restrict personal freedoms and violate
privacy. Therefore, a balanced approach is necessary to ensure that efforts to secure
digital environments also respect and uphold human rights principles.

Definition of Cybersecurity

Cybersecurity refers to the practice of protecting computer systems, networks,
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applications, and data from unauthorized access, attacks, damage, or disruption. It
involves the use of technologies, policies, and procedures to ensure the confidentiality,
integrity, and availability of information. Cybersecurity measures include firewalls,
encryption, authentication mechanisms, and intrusion detection systems. Its primary
goal is to safeguard digital infrastructure and prevent cyber threats such as hacking,
malware, and data breaches.

Relationship between Cybersecurity and Human Rights

Cybersecurity and human rights are interconnected because the protection of digital
systems directly influences the protection of individual freedoms. Strong security
measures help protect rights such as privacy, freedom of expression, and access to
information by preventing cybercrime and unauthorized data access. At the same time,
certain cybersecurity practices, such as surveillance and data monitoring, can impact
these rights if not properly regulated. Ensuring this relationship remains balanced
requires adopting security measures that protect individuals without unnecessarily
limiting their fundamental rights in the digital environment{

6.4.3.1 Cyber threats and their impact on rights

Cyber threats are malicious activities carried out in digital environments that can harm
individuals, organizations, and societies. These threats notonly affect systems and data
but also directly impact fundamental human rights‘such as‘privacy, security, dignity,
and freedom of expression. As reliance on/digital platforms increases, the consequences
of cyber threats on individual rights have become more serious and widespread (Fig
6.4.2).

1. Cybercrime

Cybercrime refers to illegal activities conducted using computers, networks, or the
internet. Examples include hacking, phishing, financial fraud, malware attacks, and
unauthorized acces$ to systemssCybercrime can violate the right to privacy by exposing
personal data and ‘the right to security by causing financial and psychological harm.
It may also restrict access to essential services when systems are disrupted. Victims
often face loss of trust inigital platforms, which can limit their participation in online
activities.

2. Identity Theft

Identity theft occurs when someone illegally obtains and uses another person’s personal
information, such as passwords, bank details, or identification numbers, without
permission. This information is often used for financial fraud or impersonation. Identity
theft directly violates the right to privacy and can damage an individual’s reputation and
financial stability. Victims may experience long-term consequences, including legal
complications and emotional distress. It also undermines confidence in digital identity
systems and online transactions.

3. Online Harassment

Online harassment involves abusive behavior conducted through digital platforms,
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including threats, bullying, hate speech, and stalking. It can occur on social media,
messaging apps, or other online forums. This threat affects the right to dignity, equality,
and freedom of expression, as victims may feel unsafe or discouraged from participating
in online spaces. Continuous harassment can lead to psychological harm, stress, and
social isolation. In severe cases, it can silence individuals and restrict their ability to
express opinions freely.

CYBER THREATS AND THEIR IMPACT ON RIGHTS | ﬁ
5. ONLINE FARASSIENT

ILLEGAL ACTIVITIES
« HACKING
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Data Protection 2 Y
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Fig 6.4.2: Cyber threats and their impact on rights

Cyber threats such as cybercrimé, 1dentity theft; and online harassment pose significant
risks to fundamental human fights, maKing,it essential to implement strong security
measures, legal protections, and user awareness to ensure a safe and respectful digital
environment.

6.4.3.2 Role of Governments and Organizations in Cybersecurity

Governments and organizations play a crucial role in ensuring cybersecurity by creating
policies, implementing safegudrds, and promoting safe digital practices. Governments
are responsible for developing cyber laws, national security strategies, and regulatory
frameworks that protect critical infrastructure and citizens’ data. They also establish
agencies to monitor threats, respond to cyber incidents, and coordinate with international
bodies to combat global cybercrime. Public awareness programs and digital literacy
initiatives are promoted to help individuals understand online risks and safe practices.

Organizations, including private companies and institutions, are responsible for
securing their systems and protecting user data. They implement security measures
such as encryption, firewalls, and access controls to prevent unauthorized access.
Regular security audits, employee training, and incident response plans help reduce
vulnerabilities. Organizations must also follow legal requirements and ethical standards
to ensure transparency and accountability in handling data. Collaboration between
governments and organizations strengthens overall cybersecurity and helps create a
safer digital environment.
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6.4.3.3 Ethical Issues in Cybersecurity Practices

Cybersecurity practices often raise ethical concerns related to privacy, fairness, and
accountability. One major issue is the use of surveillance and monitoring tools, which
may help detect threats but can also invade individual privacy if used excessively.
The collection and storage of large amounts of personal data create risks of misuse
and unauthorized access. Ethical concerns also arise in decisions about how much
information should be shared, who has access to it, and how long it should be retained.

Another issue involves the balance between security and individual rights, where strict
security measures may limit freedom of expression or restrict access to information.
The use of artificial intelligence in cybersecurity can introduce bias or unfair decision-
making if not properly managed. Additionally, ethical dilemmas may occur when
organizations choose between disclosing vulnerabilities and protecting their reputation.
Ensuring ethical cybersecurity requires transparency, respect for user rights, responsible
data handling, and adherence to legal and professional standards.

Effective cybersecurity depends not only on technical measures, but also on responsible
governance and ethical practices that protect both systems andyhuman rights in the
digital world.

6.4.4 Intellectual Property Rights ing€yberspace

Intellectual Property Rights (IPR) in cybetspace refer to the legal protections given to
creators and owners of digital content, ideas, and innovations in the online environment.
With the rapid growth of the internet, digital platforms have made it easier to create,
share, and distribute content su¢h as music, software, videos, literature, and designs.
While this has encouraged creativity and thnovation, it has also increased the risk of
unauthorized copying, piracy; and misuse of original work. IPR in cyberspace ensures
that creators receive recognition and economic benefits for their work while preventing
illegal use or dupligation. It also helpsimaintain fairness, encourages innovation, and
supports the growth of digital industries.

Meaning of Intellectual Property (IP)

Intellectual Property (IP) refers to creations of the human mind that have commercial
and legal value. These creations include inventions, literary and artistic works, symbols,
names, images, and designs used in business and creative fields. Unlike physical
property, intellectual property is intangible, meaning it cannot be touched but can be
owned and protected by law. IP rights give creators exclusive control over the use
of their creations for a certain period, allowing them to benefit financially and gain
recognition. These rights also encourage innovation and creativity by ensuring that
original ideas are not used or copied without permission.

6.4.4.1 Types of IPR in Digital Environment

Intellectual Property Rights in the digital environment protect various forms of creative
and innovative work shared through online platforms (Fig 6.4.3).
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1. Copyright

Copyright protects original literary, artistic, and creative works such as books, music,
films, software, and digital content. It gives the creator exclusive rights to reproduce,
distribute, display, or modify their work. In the digital space, copyright helps prevent
unauthorized copying, downloading, and sharing of content, ensuring that creators
receive recognition and financial benefits.

2. Trademarks

Trademarks protect symbols, logos, names, slogans, or designs that distinguish a brand
or business from others. In cyberspace, trademarks are important for maintaining brand
identity and preventing misuse or imitation of well-known brands online. They help
consumers identify genuine products and services and protect businesses from unfair
competition.

3. Patents

Patents provide legal protection for new inventions, technological innovations, and
processes. They give inventors exclusive rights to use, produce, onsell their invention
for a specified period. In the digital environment, patents are often related to software,
algorithms, and technological systems, encousaging ‘inmovatioh while preventing
unauthorized use of new inventions.

K,‘, Types of IPR in Digital Environment ]
1 B 2. trovciares QRN 3. PATENTS

Protects new
inventions, ideas
or processes that
are useful and
innovative.

Protects original
creative works

like writing, music,
art, videos, software
and more.

Example: An e-book, a song,

: Example: A new medicine, a
a movie, a software program

smartphone technology, a
robotic device

Example: Nike (logo),
Coca-Cola (name),
McDonald’s (golden arches) \

Fig 6.4.3: Types of IPR in Digital Environment

Copyright, trademarks, and patents play a vital role in protecting intellectual property
in cyberspace, ensuring that creators and innovators are rewarded for their work while
promoting fair use and innovation.
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6.4.4.2 Challenges of IPR in Cyberspace

Protecting Intellectual Property Rights (IPR) in cyberspace is difficult due to the ease of
copying, storing, and distributing digital content across global networks.

1. Piracy

Piracy refers to the unauthorized copying, downloading, or distribution of copyrighted
material such as movies, music, software, e-books, and games. Digital platforms make
it easy to duplicate content without quality loss, leading to widespread illegal sharing.
Piracy reduces the income of creators and industries, discourages innovation, and
violates the rights of content owners. It also creates challenges for enforcement because
pirated content can be distributed quickly across multiple platforms and regions.

2. Digital Content Sharing

Digital content sharing involves the distribution of media and information through
online platforms, sometimes without proper authorizatiofi.»While sharing promotes
accessibility and collaboration, it can also lead to infringement of intellectual property
rights when content is shared without the creator’s gonsent. Soctalimedia, file-sharing
websites, and cloud services make it easy to distribute, copyrighted material widely.
This creates difficulty in tracking ownershipsseontrolling usage, and ensuring fair
compensation for creators.

Piracy and unauthorized digital content sharing pose major challenges to IPR in
cyberspace, requiring stronger legal measures, technological solutions, and user
awareness to protect intellectualgproperty effectively:

6.4.4.3 Protection Mechanismsdor Digital Content

Protecting digital contenifyis essential to_ensure that creators retain control over their
work and receive ptoper recognition-and compensation. Various legal, technical, and
organizational mechanisms are used to prevent unauthorized access, copying, and
distribution of digital'materials.

1. Copyright Laws: Copyright laws provide legal protection to creators by
granting exclusive rights over the use, reproduction, and distribution of their
work. These laws allow creators to take legal action against unauthorized
use or infringement.

2. Digital Rights Management (DRM): Digital Rights Management refers to
technologies used to control access to digital content. DRM systems restrict
copying, sharing, or modifying content without permission, ensuring that
only authorized users can access it.

3. Encryption: Encryption protects digital content by converting it into a
secure format that can only be accessed with a proper key. It is widely used

to safeguard data during storage and transmission.

4. Watermarking and Fingerprinting: Digital watermarking involves
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embedding hidden information into content to identify ownership. Finger
printing assigns a unique identity to each copy of the content, helping trace
unauthorized distribution.

5. Licensing and Agreements: Licensing allows creators to specify how
their content can be used by others. Terms and conditions clearly define
permissions, restrictions, and payment requirements for usage.

6. Access Control Mechanisms: Access control systems limit who can
view, download, or modify digital content. Methods such as passwords,
authentication, and user permissions help prevent unauthorized access.

7. Monitoring and Enforcement: Regular monitoring of digital platforms
helps detect unauthorized use of content. Legal enforcement actions, such as
takedown notices and penalties, are used to address violations.

A combination of legal frameworks, technological tools, and proper enforcement is
necessary to effectively protect digital content and uphold intellectual property rights
in cyberspace.

6.4.4.4 Role of International Organizations

International organizations play a vital rol€ in protecting tellectual property rights
(IPR) across countries by creating common standards, promoting cooperation, and
ensuring effective enforcement. Since cyberspace is global in nature, no single country
can fully address IPR issues alone~Fhese organizations help harmonize laws, provide
guidance to governments, anddSupport dispute resolution. They also raise awareness
about the importance of protecting intellectual property and encourage innovation by
ensuring that creators’ rights are respected worldwide.

World IntellectualProperty Organization (WIPO)

The World IntellectualeProperty: Organization (WIPO) is a specialized agency of
the United Nations responsible’ for promoting the protection of intellectual property
globally. It develops intgrnational treaties and agreements that help standardize IPR
laws across member countries, making it easier to protect digital content beyond
national boundaries.

WIPO provides a platform for cooperation among countries to address challenges
such as online piracy, copyright infringement, and digital content misuse. It also offers
dispute resolution services, helping parties settle intellectual property conflicts without
lengthy legal procedures. In addition, WIPO supports capacity-building programs by
assisting countries in developing effective IP systems and policies.

The organization plays an important role in adapting intellectual property laws to the
digital environment by addressing emerging issues related to the internet, software, and
digital media. Through awareness programs and global initiatives, WIPO encourages
respect for intellectual property and promotes creativity and innovation in the digital
age.
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International organizations like WIPO are essential for ensuring consistent and effective
protection of intellectual property rights in cyberspace through global cooperation and
standardized legal frameworks.

6.4.5 Regulation and Governance in Cyberspace

Regulation and governance in cyberspace refer to the system of laws, policies, rules,
and institutions that guide the use of digital technologies and online platforms. As
cyberspace has become an essential part of modern life, proper governance is necessary
to ensure security, protect user rights, and maintain order in the digital environment.
It involves the participation of governments, private organizations, and international
bodies to create a balanced framework that supports innovation while preventing
misuse. Effective regulation helps address issues such as cybercrime, data protection,
intellectual property violations, and online safety.

Need for Cyber Laws and Governance

Cyber laws and governance are essential to regulate activities in the digital world
and ensure a safe and secure online environment. They provide, legal recognition to
electronic transactions, making digital communication and e-commerce reliable and
trustworthy. These laws help prevent and control cybererimes such as hacking, fraud,
identity theft, and data breaches by defining offenses, and prescribing penalties.

They also play a crucial role in protecting/fundamental rights like privacy and freedom
of expression by setting limits on data collection and surveillance. Cyber laws establish
responsibilities for organizations_to, handle user data securely and transparently.
Governance frameworks ensurefcoordination among different stakeholders, including
governments, businesses, and/users, to address global cyber challenges effectively.

In addition, cyber laws help resolve disputes related to online activities and provide
mechanisms for enfofeement across,digital platforms. They support the growth of the
digital economy by buildingstrust among users and encouraging safe participation in
online services.

The need for cyber laws andfgovernance arises from the increasing dependence on
digital systems, making it necessary to maintain security, protect rights, and ensure
responsible use of cyberspace.

6.4.5.1 National Cyber Laws and Policies

National cyber laws and policies are legal frameworks established by individual countries
to regulate activities in cyberspace, ensure cybersecurity, and protect the rights of users.
These laws provide guidelines for the use of digital technologies, define cyber offenses,
and prescribe penalties for violations. They also aim to secure critical infrastructure,
promote safe online practices, and support the growth of the digital economy.

In India, the Information Technology Act, 2000 serves as the primary legislation
governing cyber activities. It provides legal recognition to electronic records and digital
signatures, enabling secure online transactions. The Act also addresses cybercrimes
such as hacking, data theft, identity fraud, and unauthorized access to computer systems,
along with penalties for offenders.
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To strengthen data protection, India introduced the Digital Personal Data Protection Act,
2023, which focuses on safeguarding personal data. This law emphasizes consent-based
data processing, rights of individuals to access and correct their data, and obligations of
organizations to ensure data security and transparency.

National policies such as cybersecurity strategies outline the country’s approach to
preventing cyber threats, protecting infrastructure, and improving incident response
capabilities. These policies also promote awareness, capacity building, and cooperation
between government agencies and private sectors.

In conclusion, national cyber laws and policies are essential for maintaining security,
protecting user rights, and ensuring the responsible use of digital technologies within a
country’s jurisdiction.

6.4.5.2 International Cyber Governance Frameworks

International cyber governance frameworks are systems of rules, agreements, and
cooperative mechanisms developed by countries and global erganizations to manage
activities in cyberspace. Since the internet operates beyond ‘mational borders, these
frameworks help create common standards for cybérsecurity, data protection, digital
rights, and responsible state behavior. They promote €ellaboration, reduce conflicts,
and ensure that cyberspace remains secure, opefi;and accessible for all users.

One important framework is the Budapest Convention\on Cybercrime, which is the
first international treaty aimed at combating cybercrime. It provides guidelines for
criminalizing cyber offenses, improying investigative procedures, and enhancing
cooperation among countries indhandling cyberin€idents.

Another key initiative is led by the Ufiited Nations, which promotes responsible state
behavior in cyberspace throughidiscussions and guidelines developed by groups such
as the UN Group of GovernmentabExpefts (GGE). These efforts focus on maintaining
peace, security, and respectfomhuman rights in the digital domain.

Organizations like the International Telecommunication Union (ITU) also contribute by
setting technical standards, improving global connectivity, and supporting cybersecurity
capacity-building across countries.

These frameworks address issues such as cross-border cybercrime, data protection,
digital trade, and internet governance. They encourage information sharing, joint
response to cyber threats, and the development of consistent legal approaches.

International cyber governance frameworks are essential for managing the global nature
of cyberspace by promoting cooperation, standardization, and the protection of rights
and security across nations.

6.4.5.3 Role of Governments, Private Sector, and Civil Society

Effective governance of cyberspace depends on the coordinated efforts of governments,
private organizations, and civil society, each contributing distinct responsibilities to
ensure security, protect rights, and promote responsible digital use.
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1. Role of Governments

Governments are responsible for creating and enforcing cyber laws, policies, and
regulations that ensure security and protect citizens’ rights. They establish national
cybersecurity strategies, regulate data protection, and define legal consequences
for cyber offenses. Public institutions also develop infrastructure for cyber defense,
respond to incidents, and cooperate with other countries to address cross-border threats.
Awareness programs and digital literacy initiatives are promoted to help citizens use
technology safely.

2. Role of Private Sector

The private sector, including technology companies, internet service providers, and
online platforms, plays a major role in maintaining cybersecurity. These organizations
design and manage digital systems, making them responsible for implementing strong
security measures such as encryption, access controls, and regular system updates. They
also ensure the protection of user data, comply with legal requirements, and maintain
transparency in their operations. Innovation by the private'sector contributes to the
development of advanced security technologies and safer digital'services.

3. Role of Civil Society

Civil society includes non-governmental organizations,advoeacy groups, and individual
users who contribute to promoting digital rights and aceountability. These groups raise
awareness about issues such as privacy, freedom of expression, and digital inclusion.
They monitor the actions of goveraments and, corporations, advocate for fair policies,
and support victims of cyber vidlations. Civil society also plays a key role in educating
users and encouraging ethical’behaviordn online spaces.

Collaboration among governments, the private sector, and civil society is essential to
create a secure, inclusive, and rights=respecting cyberspace that benefits all users.

6.4.5.4 Issues in Glebal Cyber Governance

Managing cyberspace at a global level involves several challenges due to its borderless
nature and the diversity of legal systems across countries.

1. Jurisdiction

Jurisdiction refers to the authority of a country to apply its laws and take legal action in
cyberspace. Since online activities often cross national boundaries, it becomes difficult
to determine which country’s laws should apply to a particular issue. For example, a
cybercrime may be committed in one country, target victims in another, and involve
servers located elsewhere. This creates confusion and delays in legal proceedings.
Differences in legal standards and priorities among countries further complicate
cooperation and decision-making.

2. Enforcement Challenges

Enforcement challenges arise when it is difficult to implement and uphold cyber laws
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effectively across different regions. Even when laws exist, identifying offenders,
collecting digital evidence, and prosecuting crimes can be complex due to anonymity
and technological barriers. Lack of coordination between countries and limited resources
in some regions weaken enforcement efforts. Additionally, rapid technological changes
make it hard for law enforcement agencies to keep up with new types of cyber threats.

3. Lack of Uniform Laws and Standards

Different countries follow different legal frameworks, policies, and cybersecurity
standards, leading to inconsistencies in how cyberspace is regulated. This lack of
uniformity creates confusion for global organizations and makes cooperation between
nations more difficult. It also allows cybercriminals to exploit weaker legal systems and
operate from regions with less strict regulations.

4. Data Privacy and Sovereignty Concerns

Countries have varying approaches to data protection and control over data generated
within their borders. Data sovereignty refers to the idea thdt data is subject to the laws
of the country where it is stored or processed. Conflicts arise'when data flows across
borders, as nations may have different rules regarding access, storage, and sharing.
These differences can impact user privacy, international trade, and cooperation in
cybersecurity efforts.

Issues such as jurisdiction conflicts, enforé¢ement difficulties, lack of uniform laws, and
data sovereignty concerns make global ¢yber governance complex and challenging,
highlighting the need for stronger international coopetation, harmonized regulations,
and effective coordination among nations.

6.4.5.5 Future Trends in CyberdRegulation

Cyber regulation is confinttously evolving#o address new challenges arising from rapid
technological advareements and increasing digital dependence. Future trends focus on
strengthening security, protectinguser rights, and ensuring responsible use of emerging
technologies.

1. Stronger Data Prétection Laws: Countries are expected to introduce more
comprehensive data protection regulations to enhance user privacy and
ensure better control over personal information.

2. Regulation of Artificial Intelligence (AI): Governments are likely to
develop policies to regulate artificial intelligence, ensuring transparency,
fairness, and accountability in automated decision-making systems.

3. Cross-Border Cooperation: International collaboration will increase to
address cybercrime and data protection issues that extend beyond national
boundaries, leading to more unified global frameworks.

4. Focus on Cybersecurity Standards: Standardized cybersecurity practices

and guidelines will be developed to improve the protection of digital
infrastructure across industries.
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5. Platform Accountability: Digital platforms and social media companies
will face stricter regulations to control harmful content, misinformation, and
misuse of user data.

6. Protection of Digital Rights: Greater emphasis will be placed on
safeguarding fundamental rights such as privacy, freedom of expression, and
access to information in the digital environment.

7. Regulation of Emerging Technologies: Technologies such as blockchain,
Internet of Things (I0T), and cloud computing will require new regulatory
approaches to manage risks and ensure secure usage.

Future cyber regulation will aim to create a balanced digital ecosystem that promotes
innovation while ensuring security, accountability, and protection of human rights.

In conclusion, human rights in cyberspace represent a critical intersection between law,
technology, and society, where traditional rights are reinterpreted in the digital envi-
ronment. The right to privacy ensures control over personal information and protects
individuals from excessive surveillance and data misuse. Cyberseeurity strengthens the
protection of these rights by securing digital infrastrieture and reducing vulnerabilities
that can lead to rights violations. Intellectual Property Rights encourage innovation and
creativity by safeguarding digital content while maintaining abalance between pro-
tection and access. Meanwhile, regulation@and governance provide the necessary legal
and ethical framework to manage cyberspace responsibly and fairly. Overall, the unit
highlights that protecting human rights online requires ¢ontinuous cooperation between
individuals, governments, and teehnoelogy systems.te' ensure a safe, fair, and inclusive
digital world.

Recap

¢ Human rights apply equally in cyberspace as in the physical world.

¢ Digital platforms influénce privacy, freedom of expression, and access to
information.

¢ The right to privacy protects personal data and online activities.

¢ Online privacy includes protection of data, communication, and identity.
¢ Data breaches and surveillance pose major threats to privacy.

¢ Tracking and profiling can lead to misuse of personal information.

¢ Cybersecurity protects systems, networks, and digital data.

¢ Cybersecurity helps safeguard human rights such as privacy and safety.
¢ Excessive surveillance can violate fundamental rights.

¢ Cyber threats include cybercrime, identity theft, and online harassment.
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¢ Cybercrime can cause financial loss and security risks.

¢ Identity theft involves unauthorized use of personal information.

¢ Online harassment affects dignity and freedom of expression.

¢ Intellectual Property Rights protect digital creations and innovations.

¢ Copyright, trademarks, and patents are major types of IPR.

¢ Piracy and unauthorized sharing challenge intellectual property protection.
¢ Digital content is protected through DRM, encryption, and licensing.

¢ Cyber laws regulate online activities and ensure user protection.

¢ Global cyber governance faces issues like jurisdiction and enforcement.

¢ Cooperation among governments, organizations, ‘and society ensures
effective cyber governance.

Objective Type Questions

1. What is the main focus of human ts in cybetspace?

2. line?

3. nd messages?
4 a called?

5 itoring online activities?
6 primarily protect?

7. Which cyber threat involves stealing personal identity?

8. What type of harassment occurs on digital platforms?

9. What does IPR stand for?

10. Which IPR protects creative works like music and films?

11. Which IPR protects logos and brand names?

12. What is illegal copying of digital content called?

13. What is the act of collecting user data based on online behavior called?

14. Which law provides data protection in the EU?
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15. Which Indian law governs cyber activities?

16. What is the main aim of cyber laws?

17. What issue arises due to different laws in different countries?
18. What does jurisdiction mean in cyberspace?

19. Who plays a role in cyber governance along with governments?

20. Which organization promotes global intellectual property protection?

Answers to Objective Type Questions

—

Protection of human rights in digital environments
Right to Privacy

Communication Privacy

Hacking

Surveillance

Systems, networks, and d

Identity Theft

Online Harassment

2 2 F & W o~ B

Intellectual Property Rig

—
)

. Copyright

—
—_—

. Trademark

[S—
\S]

. Piracy

[S—
(98]

. Tracking

[S—
AN

. General Data Protection Regulation (GDPR)

—
9]

. Information Technology Act, 2000

—
[©)

. To regulate and secure online activities

—
3

. Jurisdiction issues

[S—
[00]

. Legal authority of a country in cyberspace

[S—
\O

. Private sector and civil society

[\
o

. World Intellectual Property Organization (WIPO)
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Assignments

1. Explain the concept of human rights in cyberspace and discuss its importance
in the digital age.

2. Describe the right to privacy in the online environment and analyze the
major threats to digital privacy.

3. Examine the relationship between cybersecurity and human rights with
suitable examples.

4. Discuss Intellectual Property Rights in cyberspace and explain the challenges
faced in protecting digital content.

5. Analyze the role of cyber laws and global governance in regulating
cyberspace, highlighting key issues and challenges\

Suggested Reading

1. CYRILLA Global Digital Rights Law https://Cytilla.org/en/

2. Centre for Research and Governance on Cyber Law https://crgcl.com/
resources/

3. Centre for Internet andSociety https://cis-india.org/

4. Council of Europe Internet Governance Portal https://www.coe.int/en/web/
portal/council-ofseurope=and-internet

5. Digital Conétitutionalism Network https://digitalconstitutionalism.org/

Reference

1. Kaur, G., Dalei, N. N., & Mabhapatra, S. K. (Eds.). (2024). Cybersecurity,
law, and economics: The case of India. Routledge.

2. Myneni, S. R. (2024). Information technology law (5th ed.). Asia Law
House.

3. Rastogi, A. (2024). Cyber law: Law of information technology and internet.
LexisNexis.

4. Rattan, J. (2024). Cyber laws, information technology and artificial
intelligence (10th ed.). Bharat Law House.

5. Duggal, P. (2023). Textbook on cyber law (2nd ed.). Universal LexisNexis.

@ SGOU - SLM - BCA - Cyber crime m




Q SREENARAYANAGURU OPEN UNIVERSITY
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Model Question Paper- set-1
End Semester Examination
BACHELOR OF COMPUTER APPLICATIONS
B21CA13DE: CYBER CRIME

(CBCS - UG)
2023-24 Admission Onwards
Time: 3 Hours Max Marks: 70
Section A
Answer any 10 questions. Each carries one mark (10x1=10)

1. What is a cyber attack?
. What is email spoofing?
. What is online grooming?

2

3

4. Which malware demands payment from users?

5. What is unauthorized copyingpof software called?
6

. Which ATM fraud copies card ddtayusing an unauthorized reader placed at
the card slot?

7. What is the firstiphase of a cyber-attack?

8. What is the'process.ef obtaining higher-level privileges called?

9. Which phase‘in cyber attack involves removing evidence of an attack?
10. What are Botnets?

11. Write about Virus.

12. Name the mechanism that determines user access rights.

13. Name the term used for unauthorized access to a computer system.

14. What is cyber trespass?

15. Which organization promotes global intellectual property protection?

Section B
Answer any 5 questions. Each carries two marks (5x2=10)

16. What is a malware attack? Mention one example of malware
17. What is cyber-defamation? Mention one example

18. What is software piracy? Mention its effects and prevention methods.
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19.
20.

21

22.
23.
24.
25.
26.

What is a trademark?

Define lateral movement.

. Distinguish between footprinting and enumeration.
What is a Remote Access Trojan (RAT)?

Write any for targets of Banking and Financial Fraud.
What are the advantages of using E-Signatures?

List and explain the two types of electronic records.

How does a computer virus spread from one file or system to another?

Section C

Answer any 5 questions. Each carries four marks (5x4=20)

27

28.
29.
30.
31.
32.
33.
34.
35.
36.

. Explain Man-in-the-Middle (MitM) attacks and deseribe how such attacks
can affect communication

Differentiate between phishing, spear phishiig, and whaling

Explain how a backdoor works and discuss its different types.

Explain the salami attack, its effects, and prevention methods.

Explain the role of reconnaissance and scanning in a cyber-attack.
Describe privilege escalationiand explain its miajor types.

Explain about RansomWare and its types.

Write about 4 Characteristics of Nation State Attacks.

Explain the differences betweens@ Digital Signature and an E-Signature.

Explain the ¢lassification of cyber crimes.

Section D

Answer any 2 questions. Each carries fifteen mark (2x15=30)

37.

38.

39.

40.

Explain major cyber threats to individuals, women and children, and
government systems

What is malware? Explain its different types, effects, and prevention methods
in detail.

Explain the complete phases of a cyber-attack.
Analyze the different types of computer worms based on their propagation

methods. Explain the characteristics, working mechanisms, and effects of
each type with suitable examples.
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Q SREENARAYANAGURU OPEN UNIVERSITY
QP CODE. ......... Reg. No ...

Name: ......cooeennen..

Model Question Paper- set-11
End Semester Examination
BACHELOR OF COMPUTER APPLICATIONS
B21CA13DE: CYBER CRIME

(CBCS - UG)
2023-24 - Admission Onwards
Time: 3 Hours Max Marks: 70
Section A
Answer any 10 questions. Each carries one mark (10x1=10)

1__ Name any-one type of internal attack

What is phishing?
What is cyber terrorism?

What is the full form of DDoS?

A S

Which attack creates andunusually largegeompressed file that expands to
consume excessive system resources?

Which fraud uses fake messages or websites to steal sensitive information?
What type ofdattack doesnot,direCtly alter the target system?

What technique att€émpts to obtain stored authentication credentials?

A N

Which phase involves gathering information about a target?
10. What is Spyware?
11. What is Cryptojacking?
12. Define the term used for an electronic agreement between two parties.
13. What is the main role of Certifying Authorities (CAs)?
14. What is meant by cyber jurisdiction?
15. What is repeated online harassment called?
Section B
Answer any 5 questions. Each carries two marks (5%x2=10)

16. What is a password attack? Mention any one common method used in
password attacks.

17. Mention any two types of cyber attacks that can target government networks
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18. Differentiate between a virus and a worm.
19. What is jackpotting?
20. What is enumeration in cybersecurity?
21. What is exfiltration? Give one example of information that may be exfiltrated.
22. Write about any four examples of Packet Sniffers.
23. Write about Spear Phishing.
24. What are the main objectives of the IT Act, 2000?
25. State two major functions of the Controller in a digital ecosystem.
26. What are the challenges of Intellectual Property Rights (IPR) in cyberspace?
Section C
Answer any 5 questions. Each carries four marks (5x4=20)

27. Explain Denial-of-Service (DoS) attacks and describe their major effects on
a target system

28. Explain website defacement and discuss its major effects on government
websites

29. Write about intruder attacks.
30. Write about ATM-related cybercrime.

31. Describe lateral movementgand explain how attackers move between
compromised systems.

32. Describe the major activities in¥olved in covering tracks after a cyber-attack.
33. How RATs Work?
34. Write about types of Keyloggers.

35. Describe the Digital Signature process with a neat diagram and explain its
advantages.

36. Describe different types of cyber crimes?
Section D
Answer any 2 questions. Each carries fifteen mark (2x15=30)

37. Explain phishing and its different forms with examples and preventive
measures

38. Explain the different types of crimes related to social media.

39. Discuss the techniques used to obtain and retain unauthorized access to
systems.

40. Explain about different types of Remote Attack Methods.
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