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Dear

With immense joy and excitement, | extend my heartfelt greetings to all
of you and warmly welcome you to Sreenarayanaguru Open University.

Established in September 2020 as a state-driven initiative, Sreenarayana-
guru Open University is dedicated to advancing higher education through
open and distance learning. Our vision is guided by the principle of “ac-
cess and quality define equity,” laying the foundation for a celebration of
excellence in education. | am delighted to share that we are steadfast in
our commitment to uphold the highest standards and refrain from com-
promising on the quality of education we offer. The university draws its
inspiration from the legacy of Sreenarayana Guru, a revered figure in the
Indian renaissance movement. His name serves as a constant reminder for
us to prioritize quality in all our academic endeavors.

Sreenarayanaguru Open University operatesswithin the practical frame-
work of the widely recognized “blended format.” Acknowledging the
constraints faced by distance learfiers in accessing traditional classroom
settings, we have curated a pedagogical. approach/centered on three main
components: Self Learning Matenial, Classroom¢Counselling, and Virtual
Modes. This comprehensive blend is\poised to deliver dynamic learning
and teaching experiences, maximizing engagement and effectiveness. Our
unwavering commitment to quality ensures excellence across all aspects of
our educational initiatives.

The University aims to/ffer you an engaging and stimulating educational
environment that fosters active learning. The SLM is designed to offer a
comprehensive and cohesive learning experience, fostering a deep interest
in the study of technological advancements in IT. Careful consideration
has been given to ensure a logical progression of topics, facilitating a clear
understanding of the discipline’s evolution. The curriculum is thoughtfully
crafted to provide ample opportunities for students to navigate through
the current.trends in information technology. Furthermore, this course is
designed to provide essential insights into computer hardware, software
classification, and foundational HTML concepts crucial for web develop-
ment.

We assure you that the university student support services will closely
stay with you for the redressal of your grievances during your student-
ship. Feel free to write to us about anything that seems relevant regarding
the academic programme.

Wish you the best.

Regards,
Dr. Jagathy Raj V.P. 01-02-2026
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Cloud Computing
Overview

Learning Outcomes

After completion of this unit, the learner will be able to:

¢ understand the basic concept and evolution of cloud computing

¢ identify the components and architecture of cloud computing systems

¢ explain the key characteristics, advantages, and
computing

vantages of cloud

¢ recognize how cloud services support individ

operations A

Prerequisites

N
videos, or documents remain safe even
companies like Netflix stream movies
out crashing? The answer lies in cloud
s much of today’s technology. Learning about
tand the systems that make our online world fast,

Have you ever wondered how your
when your device is lost or
to millions of users
computing, the invi
cloud computing
secure, and always

For students and professi alike, understanding cloud computing is more than just
a technical skill—it’s a doorway to the future. Almost every modern service we use,
from social media and online banking to e-learning and gaming, relies on the cloud.
Knowing how the cloud works allows us to appreciate its efficiency, design smarter
applications, and use digital resources more effectively.

Moreover, as organizations move their operations to cloud platforms, the demand for
cloud-literate individuals is growing rapidly. By studying this topic, learners gain insight
into the architecture, benefits, and challenges of cloud computing—knowledge that is
essential for anyone who wishes to thrive in today’s interconnected, data-driven world.
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Keywords
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Discussion
1.1.1 The Beginning of Cloud Thinking

Imagine you have a smartphone with limited storage. One day, you notice that all your
photos, documents, and contacts are still safe even after you reset your phone. How?
Because they were stored in the cloud like Google Drive, iCloud, or OneDrive.

Cloud computing is like having a powerful, invisible computer in the sky. It stores your
files, runs your software, and even processes your data while you only need a small
device and an internet connection.

For individuals, this means convenience and safety. For businesses, it means massive
savings and flexibility. Cloud computing has become, the foundation of our connected
world.

1.1.2 What is Cloud Computing?

Cloud computing is the delivery of computing services including servers, storage,
databases, networking, software, andranalytics,over the Internet (called “the cloud”).

Instead of purchasing, owning, and maintaining physical data centers or servers, users
rent access to these services from a cloud provider like Amazon Web Services (AWS),
Microsoft Azure, or Goegle Cloud Platform (GCP).

Cloud computing allows orgamizations and individuals to:
¢ Access powerful resources instantly
¢ Pay only for what'they use

¢ Scale up or down as required

In simple terms, the cloud is a virtual space that provides computing power and storage
over the Internet.

Think of cloud computing like using electricity. You do not build your own
power plant. You just plug into the power grid and pay for what you use.
Similarly, cloud computing offers computing power when you need it without worrying
about infrastructure.

Another analogy is public transportation. Instead of buying a car, you take a bus or
train. You share the service, pay for the journey, and reach your destination efficiently.
Cloud computing works on the same shared-service idea.
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1.1.3 Evolution of Cloud Computing

The concept of cloud computing did not emerge suddenly. It evolved step by step over
several decades, driven by innovation and technological progress.

The idea first appeared in the 1960s, when computer scientist John McCarthy imagined
that computing could one day be offered like a public utility. Early systems used time-
sharing, where many users shared the power of a single large computer.

By the 1990s, the growth of the Internet brought online services and web-based
applications to life. Businesses began delivering software through browsers, paving the
way for what we now call Software as a Service (SaaS).

In the 2000s, Amazon Web Services (AWS) introduced cloud-based computing and
storage on demand, allowing companies to rent rather than own hardware. This marked
a major milestone in the history of cloud computing.

From 2010 onwards, other major players like Microsoft Azure, Google Cloud, and
IBM Cloud expanded the field. Today, cloud computing powersalmost everything from
Artificial Intelligence (Al) and Internet of Things (I&T) to online shopping, education,
and entertainment.

In the next unit, you will explore in detail how cloud ¢emputing evolved through these
stages and how it transformed the digital world we live in today.

1.1.4 Cloud Computing Architecture

The architecture of cloud computing consistsiof two main components: the front-end and
the back-end. These two partsiinteract and exchange data through a network connection,
typically the Internet. The,overall structuré of this interaction can be illustrated in Fig
1.1.1, which visually represents howithe front-end and back-end work together.

&
loud infrastructure Front end

[ |

=

[ m——— !
® = 2.

M) ¢ x Service Security Back end

Storage

Fig. 1.1.1 Cloud Computing Architecture
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Front-End

The front-end is what users see and interact with. It is the gateway to the cloud world. It
provides all the applications and interfaces needed to access cloud-based services with
ease.

Think of it as the “face” of cloud computing. When you open a web browser like Google
Chrome or Internet Explorer, you’re already stepping into the front-end of the cloud.
These browsers act as windows through which users connect to powerful cloud systems
running behind the scenes.

At the heart of this layer lies the cloud infrastructure, the foundation that supports user

interactions.
Cloud infrastructure Q
Front end

front end
Back End

If the front-end is
silently behind the scenes, ens
runs smoothly.

computing, the back-end is its brain. This part works
g that everything users see and do on the front-end

The back-end is responsible for managing and monitoring all the programs that keep
the cloud services running. It houses an extensive network of data storage systems,
databases, and powerful servers that process user requests, store information, and
deliver results in real time.

In short, the back-end forms the core of the entire cloud computing architecture,
connecting countless systems and keeping the cloud alive and efficient. The structure
of this interaction is illustrated below.
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Fig. 1.1.3 The Back end

The back-end of cloud computing consists of several important components that work
together to ensure the cloud operates efficiently and securely. Let’s understand each of
them in detail.

Application:

The application refers to the software or platform that runs in the‘cloud. Depending on
the client’s requirements, it provides the ne€essary results and allocates resources to the
end users. This is where user requests are/processed and responses are generated.

Service:

Service is a vital element of ¢loud architeeture. It provides the essential utilities that
make cloud operations possible. Somé& of the commonly used cloud services include
data storage, application development environments, and web services, which together
make the cloud a flexible and powesful.environment.

Storage:

Cloud storage is responsible fof saving and maintaining data such as files, videos, and
documents over the Interfigt:s Popular examples of storage services include Amazon S3,
Oracle Cloud Infrastructure Object Storage, and Microsoft Azure Blob Storage. The
storage capacity offered varies according to the service provider and chosen plan.

Management:

The management component ensures that cloud resources are efficiently utilized. It
assigns specific resources to specific tasks and oversees various operations within the
cloud environment. It also manages components like applications, tasks, services, data
storage, and security, ensuring smooth coordination among all resources.

Security:

Security is an integral part of the back-end cloud infrastructure. It safeguards cloud
resources, systems, and data from unauthorized access. Security mechanisms such as
virtual firewalls and encryption are implemented to protect information and prevent
data loss, ensuring a safe and reliable cloud environment.

SGOU - SLM - BCA - Introduction to Cloud Computing m




1.1.5 Key Characteristics of Cloud Computing

Cloud computing offers several unique features that make it powerful, flexible, and
efficient for users and organizations alike.

On-Demand Self-Service:

Users can access computing resources such as storage, processing power, or applications
automatically whenever needed, without requiring assistance from IT personnel.

Broad Network Access:

Cloud services are available over the Internet and can be accessed through multiple
devices such as laptops, smartphones, or tablets, ensuring anytime, anywhere availability.

Resource Pooling:

Cloud providers use a shared pool of infrastructure to serve multiple customers
efficiently. Although resources are shared, each user’s data femains isolated and secure.

Rapid Elasticity:

Cloud resources can expand or contract quickly based on demand. For example,
e-commerce websites can scale up their resotircesyduring, festige seasons and scale
down afterward.

Measured Service:

Resource usage in the cloud is automatically monitered and optimized. Users are billed
only for what they consume, similar to paying for utilities like electricity or water.

Scalability:

Cloud computing allows businesses to'grow effortlessly by increasing resources without
downtime or the nged for.additional hardware investments.

1.1.6 Advantages offCloud Computing

Cloud computing has transformed the way individuals and businesses use technology
by offering powerful, flexible, and cost-effective solutions. Let’s explore some of its
key advantages that make it so impactful in today’s digital world.

Cost Efficiency:

One of the biggest benefits of cloud computing is its ability to cut costs. There’s no need
to buy or maintain expensive servers or software. You simply pay for what you use,
just like paying for electricity or water. This “pay-as-you-go” model helps even small
businesses access advanced technology affordably.

Accessibility:

With cloud computing, your files, applications, and data are available anytime and
anywhere—all you need is an Internet connection. Whether you’re working from home,
a cafe, or across the globe, your cloud environment stays with you.
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Flexibility:

Cloud resources can grow or shrink based on demand. For example, a business can
increase its resources during busy seasons and reduce them later to save cost and energy.
This flexibility ensures that you always have just the right amount of computing power.

Data Backup and Recovery:

Accidental data loss is no longer a nightmare. Cloud service providers automatically
back up your data, ensuring it remains safe even if your device is lost or damaged.
Retrieving your files becomes quick and easy.

Collaboration Efficiency:

Working together has never been easier. Cloud-based tools such as Google Docs,
Microsoft Teams, and Slack allow teams from different locations to collaborate in real
time by sharing documents, holding meetings, and editing files together seamlessly.

Automatic Software Updates:

The cloud keeps your software up to date automatically. Users‘always get the latest
features, security patches, and improvements withoutthe hassle of manual installations
or maintenance.

Environmental Sustainability:

Cloud computing supports a greener planct. By using shared data centers, power
consumption and electronic wastesatégreatlyweduced compared to running individual
servers for each organization.

Security Measures:

Cloud providers implement advaneed se€urity mechanisms like encryption, firewalls,
and multi-factor authenticatiomto safeguard user data against unauthorized access and
cyber threats.

Performance Optimization:

Cloud servers are strategically distributed across the globe. This improves speed,
reduces latency, and ensures that users get high performance and reliability no matter
where they are.

1.1.7 Disadvantages of Cloud Computing

While cloud computing offers many advantages, it also comes with certain challenges
and limitations that users and organizations need to consider carefully before adoption.

Internet Dependency:

Cloud services rely entirely on an Internet connection; without stable connectivity,
users cannot access files, applications, or data stored in the cloud, which can disrupt
important tasks.
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Limited Control:

Cloud infrastructure is managed by service providers. This means users have limited
control over updates, maintenance, and configuration settings, making them dependent
on the provider’s policies and schedule.

Downtime Issues:

Even top cloud providers may experience outages due to maintenance, server overloads,
or unexpected failures. Such downtime can temporarily affect access to critical services
or data.

Data Privacy Concerns:

Storing sensitive information on third-party servers raises privacy and security
issues. If proper protection measures are not in place, data may become vulnerable to
unauthorized access or cyberattacks.

Vendor Lock-In:

Once data and applications are hosted by a particulagprovider, moving them to another
cloud platform can be difficult, time-consuming, and expensive. This lack of flexibility
is known as vendor lock-in.

Hidden Costs:

Although cloud computing appears cost-effective at first, long-term usage fees, data
transfer costs, and additional storagéeharges ean accumulate over time if not properly
monitored.

Recap

¢ Cloud stores files safely.even after device reset.

¢ Acts like an mvisible computer in the sky.

¢ Needs only an Internet connection to work.

¢ Offers convenience for users and flexibility for businesses.

¢ Forms the base of today’s connected world.

What is Cloud Computing
¢ Delivery of computing services via the Internet.
¢ Includes servers, storage, databases, networking, and software.
¢ Users rent access instead of owning infrastructure.

¢ Major providers: AWS, Azure, Google Cloud.

SGOU - SLM - BCA - Introduction to Cloud Computing °



¢

¢

Allows instant access, pay-per-use, and scalability.

Works like electricity or public transport — shared and efficient.

Evolution of Cloud Computing

¢

¢

¢

¢

¢

Originated from the 1960s idea of computing as a public utility.
1990s: Internet growth led to web-based software (SaaS).

2000s: AWS launched cloud storage and computing on demand.
2010s: Azure, Google Cloud, and IBM Cloud expanded the field.

Today: Powers Al, 10T, e-commerce, education, and entertainment.

Cloud Computing Architecture

¢

¢

Two parts: Front-End and Back-End.
Front-End: User interface and applications (€.gx web browsers).
Back-End: Servers, databases, and stefage systems.

Components of Back-End:
* Application — runs software and processes user requests.
» Service — provides data storage, development tools, etc.
» Storage — saves and maintains user data.
* Management — controlsa€source allocation and operations.

* Security <pprotects systems with firewalls and encryption.

Key Characteristics of Cloud/Computing

¢

¢

¢

¢

On-Demand Self-Service — access resources anytime.

Broad Network Access — available across devices and locations.
Resource Pooling — shared resources, secure isolation.

Rapid Elasticity — quick scaling up or down.

Measured Service — pay only for what is used.

Scalability — grow easily without extra hardware.

Advantages of Cloud Computing

¢

Cost Efficiency — no need for hardware investment.

SGOU - SLM - BCA - Introduction to Cloud Computing



¢ Accessibility — available anytime, anywhere.

¢ Flexibility — adjust resources based on demand.

¢ Data Backup & Recovery — easy restoration of lost data.
¢ Collaboration Efficiency — real-time teamwork tools.

¢ Automatic Updates — latest software and security patches.
¢ Environmental Sustainability — reduces power and waste.
¢ Security Measures — encryption and firewalls for safety.

¢ Performance Optimization — global data centers for speed.

Disadvantages of Cloud Computing
¢ Internet Dependency — cannot access without a connection.
¢ Limited Control — managed by service providers.
¢ Downtime Issues — outages can affect availability.
¢ Data Privacy Concerns — risk of unauthorized aceess.
¢ Vendor Lock-In — hard to switeh providers.

¢ Hidden Costs — long-term fees may increase.

Objective Type Questions

-
1. Who first imagined computing as a public utility?

2. Which decade introduced Software as a Service (SaaS)?

3. Which company launched Amazon Web Services (AWS)?

4. What connects the front-end and back-end in cloud computing?

5. Which component of the back-end ensures data protection?

6. What is the delivery model of computing services over the Internet called?
7. Which feature allows users to pay only for what they use?

8. What term describes the ability to quickly increase or decrease cloud
resources?
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9.

What type of access allows cloud services to be used from any device?

10. Whatkind of dependency limits access to cloud services without connectivity?

Answers to Objective Type Questions

1. McCarthy

2. 1990s

3. Amazon

4. Internet

5. Security

6. Cloud

7. Measured

8. Elasticity

9. Broad

10. Internet

Assignments

1. Explain the t of cloud computing with suitable real-life examples.

2. Describe the ev of cloud computing from its early stages to the
present.

3. Discuss the components of cloud computing architecture — front-end and
back-end.

4. List and explain the key characteristics of cloud computing.

5. Highlight the major advantages of using cloud computing in organizations.

6. Identify and discuss the main disadvantages or challenges of cloud computing.

7. Explain how cloud computing supports collaboration and data accessibility.

SGOU - SLM - BCA - Introduction to Cloud Computing
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Evolution of Cloud
Computing

Learning Qutcomes

After completion of this unit, the learner will be able to:

¢ define cloud computing and recall its historical development from early
computing systems

¢ identify the major stages involved in the transition ffem mainframe systems
to cloud computing

¢ describe the concept of grid computing and €Xplain its contribution to cloud
evolution

¢ outline the idea of utility computing@nd state itsrole in'delivering computing
as a service

¢ explain how Web 2.0 technelegies influenceddhe growth and popularity of
cloud computing

Prerequisites

Most of you are already familiar with using online services such as Google Drive,
YouTube, Netflix, or social media platforms like Instagram and Facebook. You use these
services every day to storegphotos, watch videos, share information, and communicate
instantly all through the internet. You might have noticed that these applications do
not require installation on your personal computer, nor do you need to worry about
managing servers or storage space. These examples show how computing today has
become more flexible, more connected, and available anywhere at any time.

In the early days, however, computing was very different. Computers were large,
expensive machines used only by big organizations. Over time, technology advanced,
and computing systems evolved from centralized mainframes to distributed and
grid computing, and later to virtualized and cloud-based environments. This gradual
transformation improved the way people share, process, and store information, making
computing faster, more reliable, and more accessible to everyone.

By connecting your everyday experiences with these developments, you can better
understand how cloud computing came into existence. In this unit, you will explore

SGOU - SLM - BCA - Introduction to Cloud Computing




how computing evolved through different stages starting from mainframes, progressing
through grid and utility computing, and influenced by the rise of Web 2.0 to form the
powerful cloud systems that support today’s digital world.

Keywords
Mainframe, Grid Computing, Utility Computing, Web 2.0, Cloud Evolution

Discussion
1.2.1 Evolution of Cloud Computing

The idea of cloud computing started in the 1950s, when people began thinking about
how computers could share their power and resources withymany users at the same
time. The word “cloud” became popular much later, but early'systems like distributed
computing and time-sharing helped to create the base for today’s, cloud technology.
Over the years, computing developed step by step frommainframe computers to client-
server systems, then to grid computing and utilityseomputing, and finally to the modern
cloud systems we use today.

Today, cloud computing is an advanced technology that lets users store, manage, and
process data on the Internet instead of using their own computers or local servers. It
provides many useful services such as data storagey'software applications, computing
power, servers, development teols, and networking support. These services are available
anytime and anywhere, as long as thefe is an internet connection.

Big companies like Amazon (AWS), Goegle (Google Cloud Platform), and Microsoft
(Azure) are the main providers,of cloud services. They offer platforms that are flexible,
powerful, and easy, tosScale, helping both individuals and organizations. Cloud
computing has changed the way/businesses work by reducing costs, making data easier
to access, and improving productivity and flexibility.

1.2.2 Stages in the Evolution of Cloud Computing

The concept of cloud computing did not develop instantaneously; rather, it is the outcome
of several decades of continuous technological progress and innovation in the fields of
computing and networking. Over time, various computing paradigms have evolved,
each introducing new principles, architectures, and techniques that have collectively
influenced the formation of modern cloud computing. The evolution began in the era
of mainframe computing and gradually progressed through distributed systems, cluster
computing, grid computing, virtualization, and service-oriented architectures, ultimately
leading to the development of the comprehensive cloud computing environment on
which we rely on today. Each stage in this evolutionary process played a significant role
in enhancing the efficiency, scalability, and accessibility of computing resources. The
following sections provide a detailed explanation of these stages and their contributions
to the emergence of cloud computing.

. SGOU - SLM - BCA - Introduction to Cloud Computing 0



Fig. 1.2.1 Evolution'o Computing

1.2.2.1 Mainframe Computing

omputing began with mainframe computers
during the 1950s and 1960s. e large, powerful, and extremely costly

machines primarily used by

e performance with minimal downtime.

not practical for every user or department to own
a separate machine. Instead, tiple users connected to a single mainframe through
terminals simple input output devices without independent processing power.
While each terminal appeared to operate as an individual computer to its user, all the
computation actually took place in the central mainframe. This technique, known as
time-sharing, allowed several users to share the same physical computing resources
efficiently.

Mainframes also introduced the concept of centralized control and data management,
where storage, processing, and maintenance were all handled at a central location. This
reduced redundancy and improved system reliability, as administrators could manage
resources more effectively. The principle of providing computing as a shared service
originating from the mainframe era became one of the most influential ideas leading to
modern cloud computing.

SGOU - SLM - BCA - Introduction to Cloud Computing
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1.2.2.2 Distributed Computing

The next stage in the evolution of cloud computing is distributed computing, which
became popular during the 1970s and 1980s. In this model, a single large computing
task is divided into smaller parts, and these parts are executed simultaneously by
multiple computers connected through a network. Each computer, known as a node,
performs its assigned portion of the work and communicates with other nodes to share
results. Together, they function as a unified system, even though they may be located
in different places.

Distributed computing was developed to solve problems that were too large or complex
for a single computer to handle efficiently. It allowed organizations to combine the
power of several machines, increasing the overall processing speed and performance.
This approach also improved reliability, since if one node failed, others could continue
working without stopping the entire process.

An important example of distributed computing is the cliént-server model, where a
server provides resources or services, and clients (such as personal computers) request
them. This model is still widely used today in web applications and databases.

The key contribution of distributed computing to the evelution ofcloud computing is
the idea of sharing and coordinating resources across multiple systems. It introduced
principles like communication between nodes, workload distribution, and fault tolerance,
all of which are fundamental to how cloud systems operate today. Distributed computing
shifted the focus from centralized mainframes to collabgrative, interconnected systems,
paving the way for the flexibility@nd scalability.thatdefine modern cloud computing.

1.2.2.3 Cluster Computing

The next stage in thefevolution of cloud'computing is known as cluster computing,
which gained significance during the'late 1980s and 1990s. In this model, a group of
interconnected computess; referred to as a cluster, work together to perform tasks as if
they were a single powerful system. Each computer within the cluster is called a node,
and all nodes are connected thfough high-speed local area networks. These nodes share
the same resources and collectively solve complex computational problems by dividing
the workload among themselves.

Cluster computing emerged as an efficient alternative to costly mainframes and
supercomputers. Instead of relying on one large machine, organizations could use
multiple smaller and less expensive systems to achieve similar performance levels. This
approach improved both speed and reliability because the workload was processed in
parallel by multiple nodes. Moreover, if one node failed, the remaining nodes continued
to function, ensuring fault tolerance and uninterrupted operation.

Cluster systems became widely used in research, weather forecasting, scientific
simulations, and financial modeling applications that required intensive data processing.
The key idea behind cluster computing was parallelism and coordination, where each
computer worked on a different portion of a task simultaneously.
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This stage played a crucial role in shaping cloud computing because it demonstrated
how linking several computers could provide scalable, flexible, and high-performance
computing power. The principles of resource sharing, load balancing, and scalability
developed in cluster computing directly influenced the design of modern cloud
infrastructures, where multiple servers collaborate to deliver seamless computing
services to users.

1.2.2.4 Grid Computing

Following cluster computing, the next major stage in the evolution of cloud computing
was grid computing, which became prominent in the late 1990s and early 2000s. Grid
computing extended the concept of clusters by connecting computers and resources from
different locations, sometimes even across countries or continents, to work together on
a common task. Instead of being limited to a local network like in cluster computing,
grid computing used wide-area networks, including the Internet, to link diverse systems
and organizations.

The main goal of grid computing was to utilize idle or underused computing power
from various systems to solve large and complex problems. [t allowed institutions,
research centers, and organizations to share their computing resources, storage, and
data in a coordinated way. For example, a univessity in one,country could contribute its
unused processing capacity to help scientist§ 1n another country analyze large datasets
or perform simulations.

This model was inspired by the idea of the electric' power grid, where users can
access electricity from a sharedfinfrastructurepwhenever they need it. Similarly, in
grid computing, users could/access shdared computational power as a utility. This
introduced the concept of resource po6éling and on-demand access, which are now key
characteristics of cloud computing.

Grid computing played an importantrole in projects such as climate modeling, medical
research, and large-scale’scientific experiments like those conducted at CERN. It
proved that geographically distributed systems could collaborate efficiently, providing
enormous processing power through coordinated resource sharing.

The influence of grid computing on cloud computing is significant, it demonstrated that
computing could be delivered as a service, accessible remotely through the Internet. The
principles of distributed collaboration, resource virtualization, and service-based access
developed during this stage became essential building blocks for the cloud computing
models that followed.

1.2.2.5 Virtualization

The next major stage in the evolution of cloud computing is virtualization, which
transformed the way computing resources are managed and utilized. Virtualization
technology allows a single physical machine to be divided into multiple virtual machines
(VMs), each functioning as an independent computer with its own operating system
and applications. This means one physical server can act as several virtual servers,
improving resource utilization and flexibility.
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Before virtualization, computing resources were often underused because each
application or operating system required a dedicated machine. With virtualization,
organizations could run multiple applications on the same hardware without
interference, thereby reducing costs and increasing efficiency. This innovation became
the core foundation of modern cloud infrastructure, enabling service providers to host
and manage thousands of virtual servers for users around the world.

Virtualization also made it easier to allocate, scale, and manage resources dynamically.
For instance, if one virtual machine needs more memory or processing power, these
resources can be reassigned without interrupting other operations. It also improved
system reliability if one virtual machine fails, others continue running normally.

Technologies such as VMware, Microsoft Hyper-V, and KVM (Kernel-based Virtual
Machine) popularized this concept, making virtualization practical and accessible. This
stage introduced the idea of hardware abstraction, where users no longer needed to
worry about the physical details of the underlying system.

Virtualization directly influenced cloud computing by allewing data centers to
operate efficiently and deliver computing as a flexible, on-demand service. It laid the
groundwork for Infrastructure as a Service (IaaS), where virtual machines, storage, and
networking resources are provided to users over the internet. In short, virtualization
made the cloud scalable, cost-effective, and«feliable key qualiti€s that define today’s
cloud environments.

1.2.2.6 Web 2.0

The next important stage in the evolution of cloud@mputing is Web 2.0, which emerged
in the early 2000s. This phase¢ marked afmajor shift in how people used and interacted
with the internet. Unlike the ‘early web (known as Web 1.0), where users could only
read static pages and aeeess limited content, Web 2.0 introduced dynamic, interactive,
and user-centered web applications.

Web 2.0 made the intefnet a platform for collaboration and sharing. Users were no
longer just consumers of information they became contributors through social media,
blogs, wikis, and online gemimunities. Popular platforms like Facebook, YouTube, and
Wikipedia encouraged users to create and share content, while tools like Google Docs
allowed people to collaborate online in real time. This transformation required powerful
servers and scalable systems capable of handling millions of simultaneous users and
large volumes of data.

The development of technologies such as AJAX (Asynchronous JavaScript and
XML), HTMLS, and web application frameworks made websites more responsive
and interactive. These advancements encouraged the movement of data storage and
processing from personal computers to remote servers introducing the early idea of
accessing applications and data “from anywhere.”

Web 2.0 played a vital role in shaping cloud computing because it demonstrated the
need for internet-based services that could grow according to user demand. It also
helped popularize the concept of Software as a Service (SaaS), where applications run
on the web instead of being installed locally on a user’s device.

m SGOU - SLM - BCA - Introduction to Cloud Computing 0




In summary, Web 2.0 transformed the internet into a powerful, service-oriented platform
that encouraged user participation, data sharing, and collaboration. These principles
directly influenced the design and purpose of cloud computing, making it a natural next
step in the evolution of computing technologies.

1.2.2.7 Service-Oriented Architecture (SOA)

The next significant stage in the evolution of cloud computing is Service-Oriented
Architecture (SOA). This model emerged in the early 2000s as a method for designing
software systems in which different components, called services, communicate and
cooperate over a network. Each service performs a specific function such as processing a
payment, retrieving data, or verifying a user and can be reused by multiple applications.

In SOA, services are loosely coupled, meaning they are independent of each other
and can be combined in various ways to build complex systems. This flexibility made
software development faster, more modular, and easier to maintain. For example, an
organization could develop a single authentication servicefand use it across multiple
applications instead of creating separate ones for each program.

The introduction of SOA also encouraged standardizéd eommunication protocols such as
XML, SOAP (Simple Object Access Protocol), and later REST (Representational State
Transfer), which allowed services built on differentyplatforms. t0 interact seamlessly.
This interoperability was a major step fofward, as it‘helped break down the barriers
between different systems and technologies.

SOA played a critical role in the growth of ¢leud conmiputing because it introduced the
concept of delivering computing functions as services. The core idea that computing
resources like software, platforms, andéinfrastructure could be accessed and used over
the internet came directly from the principles of SOA.

In essence, SOA becgame the architectural foundation for cloud service models such as
SaaS (Software as/a Servie€), PaaS (Platform as a Service), and IaaS (Infrastructure as
a Service). It helped ofganizations build systems that were more flexible, scalable, and
reusable, which perfectly alignéd with the goals of cloud computing. Thus, SOA served
as the bridge between traditional software systems and the modern service-based cloud
environment.

1.2.2.8 Utility Computing

The next milestone in the evolution of cloud computing is Utility Computing, which
introduced a revolutionary way of delivering computing resources. Utility computing
is based on the idea of providing computing services such as storage, processing power,
and applications just like public utilities such as electricity, water, or telephone services.
In this model, users can access the resources they need on demand and pay only for
what they use, rather than purchasing and maintaining expensive hardware or software.

Utility computing emerged in the early 2000s and was driven by the need for cost-
effective and efficient computing solutions. Before this model, organizations had to
invest heavily in their own servers and infrastructure, which often remained underused
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during low-demand periods. Utility computing solved this issue by allowing users to
scale resources up or down depending on their requirements, ensuring better resource
utilization and cost savings.

This approach was supported by advances in virtualization, distributed computing,
and network technologies, which made it possible to allocate resources dynamically
and securely over the internet. Early examples of utility computing include services
provided by companies like Amazon (with Amazon Web Services), Google, and IBM,
which offered computing power and storage on a metered basis.

Utility computing also introduced important business and operational concepts that
shaped modern cloud computing, such as on-demand resource provisioning, measured
service, and scalability. It transformed computing from a product that organizations
owned into a service that they could rent as needed.

In summary, utility computing brought the concept of computing-as-a-service into
reality. It allowed individuals and businesses to access powerful computing resources
without worrying about infrastructure management. This 1dea directly evolved into
today’s cloud computing, where users enjoy flexible, affordable, and easily scalable
services delivered through the internet.

1.2.2.9 Cloud Computing

The final and most advanced stage in this evolutionary journey is Cloud Computing.
Cloud computing represents the combination and refinement of all the earlier computing
models distributed systems, gridecomputingy, virtualization, service orientation, and
utility computing into a single,dimified platform for delivering computing services over
the internet.

In cloud computing, reseurces such as setvers, storage, databases, applications, and
networking componénts are made available to users through online platforms. These
resources are hosted in large data centers managed by cloud service providers such
as Amazon Web Services (AWS), Microsoft Azure, and Google Cloud. Users can
access them remotely from anywhere and at any time using any device with an internet
connection.

One of the defining features of cloud computing is its on-demand self-service nature.
Users can quickly obtain computing resources whenever needed, without requiring
direct human interaction with the service provider. It also offers elasticity and scalability,
allowing resources to expand or shrink automatically based on workload demands. This
ensures high efficiency and cost-effectiveness, as users only pay for what they use.

Cloud computing services are typically categorized into three main models:

¢ Infrastructure as a Service (IaaS) : provides virtualized computing
resources like servers and storage.

¢ Platform as a Service (PaaS) : offers platforms and tools for developing
and deploying applications.
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¢ Software as a Service (SaaS) : delivers ready-to-use software applications
over the internet.

You will learn more about the concepts, characteristics, and service models of cloud
computing in detail in the upcoming units.

Recap
¢ Cloud computing originated from the idea of sharing computing resources
in the 1950s.

¢ Mainframe systems allowed multiple users to access a single powerful
computer.

¢ Distributed and client-server models improved communication between
systems.

¢ Cluster computing enabled faster processing by necting multiple

computers.

¢ Grid computing allowed global sharing
organizations.

¢ Virtualization made it possible tc
physical system.

¢ Web 2.0 introduced in ven web applications.

. ) supported modular and reusable
. uced the pay-as-you-use model for computing
* ined all these ideas to provide scalable, flexible, and

on-demand services.

¢ Major cloud providers include Amazon AWS, Microsoft Azure, and Google
Cloud.

¢ Cloud services are categorized into laaS, PaaS, and SaaS models.

¢ Cloud computing ensures cost efficiency, flexibility, and accessibility from
anywhere.

¢ The evolution of computing laid the foundation for modern cloud
technologies.
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Objective Type Questions

1. What type of computer was mainly used in the early days of computing?
2. Which computing model allows resource sharing among multiple systems?

3. Which computing model focuses on large-scale resource sharing across
networks?

4. What technology enables the creation of virtual machines on a single physical
computer?

5. Which version of the web introduced user-generated and interactive content?

6. Which computing model is based on a pay-as-you-use concept?

7. What is the modern computing model that integrates arlier models?

8. What characteristic of cluster computing ures the system continues
working if one node fails?

9. Which computing model served @ ndation for Infrastructure

as a Service (IaaS)?

Answers to Objective Type,Q

1. Mainframe
2. Distribute
3. Grid

4. Virtualization

5. Web 2.0
6. Utility
7. Cloud

&. Fault-tolerance

9. Virtualization

AAAAAAAAAAAAAA
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Assignments

1. Explain how cloud computing evolved from mainframe systems.

2. Describe the role of distributed computing in the development of cloud
computing.

3. What is virtualization, and why is it considered the foundation of cloud
computing?

4. How did Web 2.0 contribute to the growth of cloud-based applications?

5. Discuss the concept of utility computing and its importance in the emergence
of modern cloud services.

Reference
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Hill Education

1. Buyya, R., Vecchiola, C., & Selvi, S. T. (2013).
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ahmood, Z. (2013). Cloud computing: Concepts,
cture. Pearson Education.

2. Srinivasan, A. (2014). Cloud computing: A practical approach for learning
and implementation. Pearson Education India.
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Cloud Computing
Deployment Models

Learning Qutcomes

After completion of this unit, the learner will be able to:

¢ cxplain the concept and purpose of cloud deployment models in modern
computing

¢ differentiate between Public, Private, Hybrid, ahd Community cloud
environments

¢ cvaluate organizations’ needs based on Cost, security, Scalability, and
compliance to choose the appropriate deploymentimodel

¢ apply knowledge of deployment models to teal-world scenarios such as
healthcare, banking, and enterprise IT systems

Prerequisites

Community Cloud is ansessentiabconcept for understanding how multiple organizations
with similar goals @And security requifements collaborate using a shared computing
platform. It explains why se€tors such as healthcare, education, banking, and government
prefer a unified cloud’environment instead of maintaining isolated systems. Studying
this topic helps learners analyZe shared security policies, regulatory compliance, cost
effective infrastructure, and cooperative workflows that allow institutions to function
smoothly together. In real life applications, community clouds enable hospitals to share
patient records for quicker diagnosis, universities to collaborate on research through
shared digital libraries, and government departments to manage common citizen services
securely. This combined understanding shows how community cloud environments
improve data exchange, strengthen security, reduce duplication of resources, and
enhance service delivery across organizations with shared objectives.

Keywords

Multi-tenancy, Elasticity, Pay-as-you-use, Compliance, Data Security, Scalability,
Customization, Workload Portability
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Discussion
1.3.1 Introduction to Cloud Deployment Models

A cloud deployment model defines how cloud services are made available to users and
where data is stored. It determines ownership, accessibility, size, and management
responsibilities. Cloud computing provides on demand access to shared computing
resources such as servers, storage, databases, networking, analytics, and software.
How these resources are hosted, managed, and delivered to end users depends on the
deployment model. A deployment model defines the environment, ownership, and
access level of cloud infrastructure. It shapes the way organizations store data, access
services, and manage applications.

The four primary deployment models are:

¢

¢

L 4

¢

Public Cloud

Private Cloud
Hybrid Cloud
Community Cloud

performance, and business requirements.

Choosing the right model requires carefuof security, cost, compliance,

PRIVATE HYEBRID
CLOUD CLOUD

COMMUNITY
CLOUD

Fig. 1.3.1 Overview of Cloud Deployment Models
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Each model offers unique benefits, challenges, and use-case scenarios.
1.3.2 Public Cloud

A Public Cloud is a cloud computing model in which computing resources such as
servers, storage, networking, databases, and applications are delivered over the
internet by an external Cloud Service Provider (CSP). These resources are owned,
managed, upgraded, and secured entirely by the provider. Users access the services on
a subscription or pay-as-you-use basis, making the model extremely cost-effective for
individuals, startups, and large enterprises.

Public cloud environments operate on a shared infrastructure model, where multiple
organizations (tenants) use the same physical infrastructure but are isolated logically.
This sharing reduces operational costs and enables efficient resource utilization.

Examples:
¢ Amazon Web Services (AWS)
¢ Microsoft Azure

¢ Google Cloud Platform (GCP)

Cloud Service Provider
Data Center

X y
C o]
Metwork Virtual

Switches  Machines

T

{1

Internet

I
[ | 1 ]
ot > 2 I
(83 (=
Business Developers Students  Organizations

Users
Fig. 1.3.2 Public Cloud Architecture

This figure represents how multiple users connect to centrally managed cloud resources
over the internet.

Features of Public Cloud

1. Multi-tenancy

Public clouds use a multi-tenant architecture, where computing resources (CPU, storage,
network) are shared by several customers. Although shared, each user’s data remains
isolated through virtualization and encryption. This model helps maximize hardware
usage and reduces the overall cost per user.
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2. Elasticity

Public clouds support automatic scaling. When application traffic increases, the cloud
automatically provisions extra virtual machines or containers. When traffic decreases,
the extra resources are released. This elasticity ensures performance without over-
provisioning hardware.

3. Pay-as-you-use

There is no need to purchase servers or networking devices. Users pay only for what
they consume whether it is CPU hours, storage capacity, or data transfer. This model is
ideal for businesses that experience fluctuating workloads.

4. Managed services

The entire infrastructure (hardware upgrades, software patches, security updates, backup
systems) is managed by the cloud provider. Organizations do not need dedicated IT
staff to maintain infrastructure, reducing operational complexity.

5. Global availability

Public clouds operate data centers worldwide (regionsand availability zones). Users
can deploy their applications close to theirustomets, to redueé latency and improve
performance. Global reach also supports rédundancy and disaster recovery.

Advantages of Public Cloud

1. Cost-effective

Organizations avoid capital expenditure (CapEx) such as purchasing servers, storage
devices, or network equipment.\Operational costs are also low because the provider
handles maintenancé, upgrades, and'€ooling systems. Startups benefit the most as they
pay only for the services uséd.

2. High scalability

Public cloud platforms allow users to scale applications quickly. For example, during
festival seasons, an e-commerce website can increase server capacity to handle millions
of visitors and then scale down during normal days.

3. Anywhere accessibility

Since services run on the internet, employees can access applications or data from any
location using laptops or mobile devices. This enhances remote working and supports
global teams.

4. Reliability and redundancy

Public cloud providers maintain multiple data centers. If one data center experiences
failure, traffic is automatically redirected to another, ensuring high uptime (often above
99.99%).
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5. Rapid deployment

New servers, databases, or applications can be deployed within minutes using automated
consoles or APIs. This accelerates innovation and reduces time-to-market for new
products.

Disadvantages of Public Cloud
1. Security concerns

Although public cloud providers follow strong security standards, data still resides on
shared infrastructure. Some organizations feel uncomfortable placing highly sensitive
data (like military or financial information) in a public environment.

2. Limited customization

Users can only use the configurations offered by the cloud provider. This may limit
specialized requirements such as unique hardware setups or custom security devices.

3. Performance variability

Since network and physical resources are shared, high demand by other tenants may
occasionally affect performance, leading to network latency or slow applications.

4. Compliance and regulatory issues

Industries like healthcare or banking must follow strict laws (e.g., HIPAA, RBI
guidelines). Some regulations restrict the storage of customer data in public clouds or
require that data must remain within national ‘boundaries.

A startup launches a new mobile appligation and decides to host the backend servers on
AWS EC2. Since the company has a limited budget, using a public cloud helps avoid
the cost of buying servers-and hiring IT staff. As the user base grows from thousands to
millions, the startup enables. Amto-Scaling Groups to automatically add more instances
during peak hours.’/AWSservices like Elastic Load Balancer (ELB) distribute incoming
traffic evenly, ensuring the app does not crash. The company stores files on Amazon S3,
taking advantage of low-gestiand durable cloud storage.

This example demonstrates how the public cloud supports rapid growth, cost savings,
and high availability.

Cloud Services
Co Storage
£ — (o] ot w2

Users [ Clients Internet @ O%O

Databases MNetwork
RDS, BigQuery Services

Fig. 1.3.3 Public Cloud Service Delivery
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This figure visualizes how users access different public cloud services on demand.
1.3.3 Private Cloud

APrivate Cloud is a cloud deployment model in which the entire computing infrastructure
is dedicated to a single organization. Unlike the public cloud, where services are shared
by multiple users, a private cloud provides exclusive access to computing resources,
making it ideal for organizations that require strict control, security, and customization.
The infrastructure can be hosted on-premises, within the organization’s own data center,
or it may be hosted by a third-party service provider but still remain dedicated to only
one customer. Private clouds combine the flexibility and scalability of cloud computing
with the ability to meet specific compliance, governance, and security requirements.

Private cloud environments are commonly used by government agencies, financial
institutions, large enterprises, and industries with sensitive workloads. They allow
organizations to design customized architectures, enforce their own security policies,
and integrate legacy systems.

Examples:
¢ VMware vSphere Private Cloud
¢ OpenStack Private Cloud

¢ Microsoft Azure Stack

T

SR =CH_228

Machines
Intranet / VPN Employees,
Developers,
Storage " Private Admins

Arrays  Metwork

Organization's
Data Center

Fig. 1.3.4 Private Cloud Architecture

This visualization highlights that the private cloud is accessible only to authorized users
within the organization.

Features of Private Cloud
1. Exclusive access: Only one organization uses the entire cloud infrastructure.

No external users share the resources, reducing risks associated with multi-
tenancy.
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2. High security and control : The organization has full control over data,
networks, configurations, identity systems, and security tools. This allows
strict enforcement of organizational policies.

3. Customization: Private clouds support highly specialized architectures.
Organizations can choose hardware specifications, select operating systems,
and design custom security layers.

4. On-premise or hosted: Private clouds can be built within a company’s own
data center or hosted by cloud vendors like IBM, Oracle, or VMware.

5. High performance: Since the infrastructure is dedicated, performance is
predictable and is not affected by the workloads of other tenants.

Advantages

1. Enhanced security: Organizations can store sensitiye data within their own
network boundary, reducing exposure to external threats.

2. Greater compliance: Industries such as banking, military,iand healthcare
can meet strict legal and regulatory requirements:

3. Customizable environment: Since the organization controls the
environment, it can modify network configurations, storage policies, and
resource allocation.

4. Predictable performance: Dedicated resources ensure consistent speed,
reliability, and low latency.

Disadvantages

1. High cost: Organizations must invest in hardware, data center facilities,
cooling, [T staffyfand maintenance.

2. Limited scalability:#Scaling requires purchasing and installing additional
hardware, which can be slow and expensive.

3. Maintenance responsibility: The organization is responsible for updates,
patches, and repairs unless using a third-party managed private cloud.

Example

A national bank requiring strict data privacy builds a private cloud in its own data
center. Customer banking records, transaction logs, and authentication systems run
inside this environment. Since the bank cannot risk data exposure and must comply
with regulations such as RBI and PCI-DSS, a private cloud ensures controlled access,
secure encryption, and fully customized firewalls. Employees access the cloud only
through VPN-based secure connections. This setup gives the bank security, compliance,
and full control.
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Infrastructurs
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Fig. 1.3.5 Private Cloud Access

1.3.4 Hybrid Cloud

A Hybrid Cloud is a deployment model that combings two or more eloud environments
typically Public Cloud and Private Cloud connectéd through |secure networking
technologies. This model allows organizationsgte,keep Sensitive applications in the
private cloud while offloading less critical wiorkloads te the public cloud. Hybrid cloud
environments offer the best balance between flexibility, security, performance, and
cost-efficiency.

Many modern organizations usediybrid clouds toshandle fluctuating workloads, support
disaster recovery, or distribute/@pplicatiofis strategically. This model supports a smooth
movement of data and applications between ¢louds based on changing needs.

Q Public Cloud
Private Cloud

AWS / Azure f GCP

O

Applications
r

Fig. 1.3.6 Hybrid Cloud Architecture

This visually represents connectivity and workload distribution between private and
public clouds.

Characteristics of Hybrid Cloud

1. Combined infrastructure: Uses private cloud for sensitive workloads and
public cloud for scalable or cost-effective tasks.
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2. Workload portability: Applications can shift between environments
depending on usage, cost, or business needs.

3. Business continuity: If the private cloud faces heavy traffic, extra load can
be shifted to the public cloud.

4. Flexibility: Organizations choose where to place workloads based on
sensitivity, budget, or performance needs.

5. Secure communication: Hybrid connectivity uses VPNs, Direct Connect,
or APIs to ensure secure data flow.

Advantages of Hybrid Cloud

1. Cost optimization: Critical data stays in the private cloud, while high-
volume tasks run in the public cloud to reduce cost.

2. High scalability: Public cloud resources are used during peak demand,
improving performance and reducing server outages.

3. Strong security: Sensitive data is stored myprivate systems, meeting
compliance requirements.

4. Improved business continuity: Disaster recovery and backup strategies are
more efficient in hybrid environments.

Disadvantages of Hybrid Cloud

1. Complex architecture: Managing multiple environments requires skilled
staff and advanced tools.

2. Higher intégration eost: Setting up secure connections and syncing systems
can be expensive.

3. Potential latency: Data transfer between clouds may cause delays if not
optimized.

Example

Alarge hospital uses a private cloud to store patient medical records due to privacy laws.
However, during seasonal outbreaks, the hospital’s application needs more computing
power to process large numbers of patient files. Instead of purchasing new hardware,
the hospital temporarily uses Microsoft Azure public cloud resources to handle the peak
demand. Patient data stays secure in the private cloud, while the public cloud manages
analytics and processing tasks. This ensures scalability, compliance, and performance.
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Fig. 1.3.7 Hybrid Cloud Workload Distribution

This shows how tasks are shared across environments.

1.3.5 Community Cloud

goals, security needs, or regulatory requirements. anization building
its own private cloud, they collaborate and share ud infrastructure.

The cloud may be managed by one of the org ati ird-party provider.

Government
Communily | 8 Agency

Cloud

Res=arch
Institute

University B

Fig. 1.3.8 Community Cloud Architecture
This highlights collaboration within the community.

Characteristics of Community Cloud

1. Shared infrastructure: Multiple organizations use the same cloud but share
similar requirements.
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2. Collaboration-based: Designed to support teamwork, research, joint
projects, or shared databases.

3. Common policies: Security, compliance, and governance are applied
uniformly to all participants.

4. Cost-sharing model: The cost of hardware, software, and maintenance is
shared among community members.

5. Higher security than public cloud: Access is restricted to community
members only, reducing external threats.

Advantages of Community Cloud
1. Reduced cost: Infrastructure cost is shared among multiple organizations.

2. Improved collaboration: Ideal for joint research, government projects, and
inter-departmental systems.

3. Better compliance: Since all members follow similar regulations, policy
enforcement is easier.

4. More secure than public cloud: Ofily authorized community members can
access it.

Disadvantages of Community Cloud

1. Higher cost than public cloud:@Although shared, the infrastructure is still
more expensive than public alternatives.

2. Governancehallenges: All organizations must agree on policies, budget,
and upgrades.

3. Limited scalability: Resources are shared by a fixed number of organizations,
reducing flexibility.

Example

A group of hospitals in the same region form a community cloud to store patient
medical records. All hospitals follow similar healthcare regulations and require secure
data sharing. The community cloud allows doctors from different hospitals to access
patient histories (with permission), improving emergency care. Costs such as storage,
security software, and networking are jointly shared. This ensures compliance, security,
and smooth collaboration.
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Fig. 1.3.9 Shared Cloud for Hospitals

This shows how shared resources benefit multiple organizations.
1.3.6 Selection Criteria for Cloud Deployment Models

Choosing the right cloud deployment model is a critical decisien for organizations,
as it directly influences cost efficiency, data securitysystem performance, regulatory
compliance, and future scalability. Since organizational requirgments vary across
industries, the selection process must involve a structured evaluation of business
objectives, workload characteristics, security policies, budget constraints, and technical
capabilities.

1.3.6.1 Nature of the Businesstand Werkload Requirements

The type of business and nature of workloadsplay a vital role in selecting an appropriate
cloud deployment model. Organizations with static workloads, such as informational
websites with predictabletraffic; can efficiently use public or private cloud environments.
Businesses with dynamic workloads, such as e-commerce platforms or applications
experiencing seasonal traffic spikes, benefit from the elasticity of public or hybrid
clouds. For mission-critical workloads, including banking systems and healthcare
applications, where reliability’and confidentiality are essential, private or community
cloud models are preferred. For example, a hospital managing electronic health records
requires consistent performance and strict data confidentiality, making a private cloud
the most suitable option.

1.3.6.2 Security and Compliance Requirements

Security considerations are among the most influential factors in cloud deployment
model selection. Organizations handling highly sensitive data, such as defense,
financial, or healthcare information, require strong access controls and isolation,
which are best achieved through private or community cloud environments. Data
with moderate sensitivity, such as internal enterprise applications, is well-suited for
hybrid cloud models, while low-sensitivity workloads, including public websites and
testing environments, can be hosted on public clouds. Compliance with regulations
such as GDPR, HIPAA, and PCI-DSS often necessitates strict data governance, access
control, and audit mechanisms. When regulatory requirements demand data locality
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or controlled access, private or hybrid cloud deployments are more appropriate than
public clouds.

1.3.6.3 Budget and Cost Considerations

Cost is a major factor influencing cloud deployment decisions. Public cloud services
operate on a pay-as-you-go model, eliminating upfront infrastructure costs and making
them attractive for organizations seeking cost efficiency. Private cloud deployments
involve significant capital investment in hardware, infrastructure, and skilled personnel.
Hybrid clouds provide a balanced approach by combining on-premise infrastructure
with public cloud resources. In addition to direct costs, organizations must consider
the Total Cost of Ownership (TCO), which includes maintenance, staffing, security
tools, and infrastructure upgrades. Organizations prioritizing low cost and minimal
management overhead often choose public clouds, while those requiring full control
may invest in private clouds.

1.3.6.4 Control and Customization Requirements

Different cloud deployment models offer varying degrees of comtrol over resources.
Private cloud environments provide full control“over infrastructure, data, and
configurations, making them suitable for erganizations with strict governance
requirements. Hybrid clouds offer partial gontrol by allowing sensitive workloads to
remain on-premise while less critical tasksfun in the public cloud. Public clouds offer the
least control, as infrastructure management.is handled entirely by the service provider.
Organizations requiring customizedgnetwork architectures, dedicated hardware, or
specialized applications typically prefer private or hybrid cloud solutions, as public
clouds provide limited customization options.

1.3.6.5 Performance,and ‘Reliability Requirements

Performance and teliability"depend on factors such as data center location, network
latency, and resource allocation. Public cloud providers generally offer high availability,
often exceeding 99.9% uptimes along with global load balancing and built-in disaster
recovery across multiple‘fégions. In contrast, private cloud performance depends on
the organization’s internal infrastructure and management capabilities. For example,
a global e-commerce organization requiring low-latency access for customers across
multiple regions would benefit from a public or hybrid cloud model with globally
distributed availability zones.

1.3.6.6 Scalability Requirements

Scalability is a key advantage of cloud computing. Organizations experiencing sudden
or unpredictable demand surges benefit from the elastic scaling capabilities of public
cloud environments. Private clouds are better suited for controlled and predictable
growth. Hybrid clouds offer a flexible approach through cloud bursting, where
workloads temporarily shift from private infrastructure to public cloud resources during
peak demand. For instance, during festive sales, an organization can use public cloud
resources to handle increased traffic while maintaining core systems in a private cloud.
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1.3.6.7 Data Location and Residency Requirements

Data location and residency requirements are influenced by national and international
data sovereignty laws. Government organizations often require sensitive data to remain
within national borders, making private cloud deployments preferable. Enterprises
handling global user data can use public clouds with region-specific data centers.
Community cloud models are suitable when multiple organizations within the same
industry, such as banks or research institutions, share infrastructure to meet common
regulatory and security requirements.

1.3.6.8 Integration with Existing Infrastructure

Many organizations rely on existing on-premise systems, legacy applications, and
established security tools. Seamless integration between these systems and cloud
platforms is essential for operational continuity. Hybrid cloud models are ideal in such
cases, as they enable smooth communication between on-premise infrastructure and
cloud services through secure networking technologies such'as VPNs and MPLS.

1.3.6.9 Vendor Lock-In Concerns

Vendor lock-in occurs when organizations beeeme overly dependent on a single
cloud provider’s tools, services, or archite¢ture. Organizations that require flexibility
and portability often adopt hybrid or multi-cloud strategies to reduce dependency on
any one provider. Those comfortable with a single provider may opt for public cloud
deployments. Hybrid cloud modelsshelp mitigate vendor lock-in by enabling workload
portability across environmentst

1.3.6.10 IT Skill Level and Management Capabilities

The availability of#skilled IT professionals significantly affects cloud deployment
decisions. Organizations_awith slimited IT resources prefer public cloud services,
as infrastructure management, updates, and security are handled by the provider.
Enterprises with experienced IT teams can effectively manage private or hybrid cloud
environments. Assessing €loud administration skills, security expertise, and system
integration capabilities is essential before selecting a deployment model.

1.3.6.11 Disaster Recovery and Business Continuity Needs

Disaster recovery and business continuity requirements influence cloud deployment
model selection. Organizations define objectives such as Recovery Time Objective
(RTO) and Recovery Point Objective (RPO) to minimize downtime and data loss.
Public and hybrid cloud environments offer geographically distributed data centers that
support rapid recovery and fault tolerance. In private cloud deployments, organizations
must design, implement, and maintain their own disaster recovery and backup solutions,
which may increase cost and complexity.
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Recap
¢ A cloud deployment model defines how cloud services are delivered, where
data is stored, and who controls the infrastructure.

¢ [t determines ownership, accessibility, security level, cost, and performance
of cloud resources.

¢ Cloud computing delivers shared resources such as servers, storage,
networking, and applications on demand.

¢ Deployment models help organizations choose the right infrastructure based
on business needs, workloads, compliance, and budget.

¢ The four primary cloud deployment models are: Public Cloud, Private Cloud,
Hybrid Cloud, and Community Cloud.

¢ Each model offers different trade-offs in terms of security, cost, scalability,
and customization.

¢ Selecting a deployment model requires_analyzingfactors such as workload
type, data sensitivity, compliancedlaws, cost structufe, and integration
requirements.

¢ The right model ensures optimizedperformancg, governance, and long-term
operational efficiency.

Objective Type Questions

1. Which clo 1s shared by several organizations with common goals?
2. Which cloud mo 1des maximum control over resources?

3. Which cloud type follows a pay-as-you-use pricing model?

4. What model is formed when public and private clouds are combined?

5. Public cloud operates using which type of architecture for multiple users?
6. Which cloud model is ideal for high-security and regulatory compliance?
7. Which feature of public cloud supports automatic scaling?

8. Which cloud model supports cloud bursting?

9. What type of cost model does the public cloud mainly use?
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10. What is the term for dependency on a single cloud provider?

I1.

Which cloud model has the least customization options?

12. Which cloud model is suitable for joint research projects?

13.

Which cloud type stores data exclusively for one organization?

14. Which cloud model provides global availability zones?

15.

Rules that ensure data stays within a country are called what?

Answers to Objective Type Questions

1.

10.

I1.

12.

13.

14.

15.

Community
Private
Public
Hybrid
Multitenancy
Private
Elasticity
Hybrid
Operationa
Lock-in
Public
Community
Private
Public

Residency
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Assignments
1. Explain the role of deployment models in cloud computing and why they are
important for organizations.

2. Compare Public and Private cloud models with respect to cost, control, and
security.

3. Describe how hybrid cloud helps organizations manage sensitive workloads
and dynamic demands.

4. Discuss a real-world scenario where a community cloud is the most suitable
choice.

5. Explain how compliance and regulatory requirements affect cloud
deployment model selection.

6. What factors should an organization consider before chogsing between on-

premise private cloud and a public cloud pr

7. Illustrate how workload characteri nc
deployment models with example

Reference

ection of cloud

Ransome, J. F. (2017). Cloud computing:
ent, and security. CRC Press.

3. Erl, T., Mahmo ., & Puttini, R. (2013). Cloud computing: Concepts,
technology & archztecture Prentice Hall.

4. Velte, T., Velte, A., & Elsenpeter, R. (2010). Cloud computing: A practical
approach. McGraw-Hill.
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Components of Cloud
Computing
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Learning Qutcomes

After completion of this unit, the learner will be able to:

¢ explain the key components of cloud computing

¢ describe the structure and functions of basic cloud infrastructure

¢ illustrate the working of basic cloud infrastructure

¢ analyze the advantages, limitations and basic cloud

infrastructure

Prerequisites

A foundational awareness of how.e 0 eovering hardware elements like
processors, memory, and storage Y progression into cloud concepts.
This background helps in connecting fional physical systems with the virtualized

Components of
Cloud Computing '
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Familiarity with essential networking ideas such as IP addresses, network devices, data
flow, and server-client communication provides a useful base for this unit. Since cloud
computing depends heavily on network connectivity, this understanding makes the
functioning of cloud infrastructure easier to follow. Some prior exposure to operating
system functions, system resources, and virtualization helps in understanding how
cloud platforms manage and distribute computing resources. This knowledge supports
learning about virtual machines, hypervisors, and the overall structure of cloud
infrastructure.

Keywords
Front-End, Back-End, Components, Fat Client, Hypervisor

Discussion
1.4.1 Overview

The topic introduces the fundamental components,that‘form thé backbone of cloud
computing. It explains key elements such as compute resources, storage systems,
networking units, and virtualization technologies, highlighting how these parts work
togetherto deliver scalable and flexible computing services. The focusis onunderstanding
how each component contributessito efficient proeessing, data management, and
connectivity within cloud environments.

A detailed look at basic cloud infrastructure is also provided, covering data centers,
servers, hypervisors, and, virtual machines. The overview emphasizes how these
infrastructure elements operate behind the scenes to support cloud platforms and
ensure reliable setvice deliverys Through this understanding, the structure of cloud
environments becomes clear, along with how cloud resources are organized, managed,
and accessed by users and applications.

1.4.2 Key Components of Cloud Computing

Cloud computing consists of several essential components that work together to deliver
flexible, scalable, and on-demand computing services over the internet. The components
are generally categorized into Front-End, Back-End, Cloud-Based Delivery and
Network Infrastructure. These elements serve as the core of cloud platforms, shaping
how resources are delivered, accessed, and managed for users (Fig. 1.4.1).

1. Front-End Components: The front end is the client-facing part of cloud
computing. It includes all the devices and interfaces that users interact with to
access cloud services.

¢ Fat Client (Thick Client): A fat client is a device or application with
significant processing power and storage capability. Its features are:
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* Performs heavy processing locally
* Minimal dependency on internet bandwidth
* Capable of running complex tasks without cloud support

Examples: Laptops, desktops with installed software.

¢ Thin Client: A thin client is a lightweight device/application that relies
heavily on cloud servers for processing. Its functions are:

* Limited local storage
* Requires continuous network connectivity
* Low-cost and easy to manage

Examples: Chrome OS devices, browser-based applications.

2. Back-End Components (Cloud Platforms): The back'eénd represents the core
cloud infrastructure operated by the cloud service provider. It consists of all the
essential systems that store data, run applicationsy and manage operations in the
cloud environment. It includes:

¢ Servers: The primary machines that@xecute computinigioperations required
by users. Basic types of servers arg application servers, database servers and
virtualization servers. The functions of servers are:

* Handling and managing workleads
* Running cloud-based applications
* Executing data processing tasks

¢ Host virtual machines and containers

¢ Storage: Cloud storage provides scalable and distributed data storage. The
characteristics are:

» High availability

* Redundancy & replication

*  Supports unstructured and structured data
* Pay-as-you-use model

Examples: AWS S3, Google Cloud Storage.

3. Cloud-Based Delivery: Cloud delivery represents the service delivery models
that define how cloud services are provided.

¢ IaaS (Infrastructure as a Service): Delivers virtualized computing
resources over the cloud. It offers fundamental hardware components such as
virtual machines, storage, and network capabilities, allowing organizations
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to build and manage their own IT environments without maintaining physical
infrastructure.

¢ PaaS (Platform as a Service): Provides a cloud-based environment
that supports the development, testing, and deployment of applications.
It includes essential tools like runtime environments, databases, and
middleware, enabling developers to focus on creating software rather than
handling underlying system management.

¢ SaaS (Software as a Service): Offers fully functional, ready-made
applications that users can access directly through web browsers or mobile
applications. These cloud-hosted services require no installation, allowing
users to work instantly with software maintained and updated by the provider.

4. Network Infrastructure: Network infrastructure forms the communication
backbone of cloud computing, ensuring seamless connectivity between users and
cloud platforms. It enables the transmission of data, ac€ess to cloud resources,
and coordination between distributed systems.

¢ Internet: The Internet serves as the global“public network through which
user’s access public cloud services. It provides universal connectivity,
allowing applications and data hosted in cloud envirenments to be reached
anytime and from anywhere using#tandard web protocols.

¢ Intranet: An intranet is a secure, private /internal network used by
organizations to access privateé cloud services. It offers controlled access,
enhanced security, and{improvedéperformance for employees who rely on
internal cloud-hosted tesources'within the organization.

¢ Intercloud: The intercloud represents a system of interconnected public,
private, and hybrid_clouds.“ Tt allows different cloud providers and
environments to linktogether, enabling resource sharing, workload migration,
and improved redundancy. This interconnected structure strengthens disaster
recovery and enhances'overall service reliability.

| FRONT END

/\ Fat Client | Thin Client
r- BACK END
| Key Components " Servers |  Sterage

CLOUL DELIVERY MODELS

-'Eh_ ) ., ]
j' Computing L-f’N Toc5 | Paad | Saa5

x _F N J.i- o
-_— NETWORK INFRASTRUCTURE
Interret | Intranst | Intercloud

Fig. 1.4.1 Key Components of Cloud Computing
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Cloud computing is built on a well-structured set of components that work together
to deliver flexible, scalable, and on-demand services. The front-end elements such
as fat clients and thin clients, allow users to access cloud applications easily, while
the back-end platforms including servers and storage, handle the processing and data
management behind the scenes. In addition, cloud-based delivery models and networks
like the Internet, intranet, and intercloud ensure smooth and secure access to services
anytime and anywhere. Together, these components create a powerful environment that
supports modern digital applications and services efficiently.

1.4.3 Basic Cloud Infrastructure

Basic Cloud Infrastructure refers to the foundational technological environment that
supports cloud computing services. It includes physical hardware, virtualized resources,
networking systems, storage devices, and management tools that work together to
deliver computing services over the internet. This infrastructure allows users to access
servers, storage, applications, and networks on demand without owning or maintaining
the underlying hardware.

1.4.3.1 Features of Basic Cloud Infrastructure

The features of basic cloud infrastructure highlightthe essential capabilities that enable
scalable, reliable, and efficient delivery of €loud services. Features are:

¢ Virtualization: Enables multiple virtual machines to run on the same
physical hardware.

¢ Scalability: Resource§ can be ificreased or decreased instantly based on
demand.

¢ Resource Pooling: Computing,sStorage, and network resources are shared
across multiple userss

¢ High Availability: Built-in redundancy ensures continuous service with
minimal downtime.

¢ Elasticity: Automatically adjusts resource allocation based on workload
changes.

¢ Measured Service: Users pay only for the resources they use.
¢ Global Access: Accessible from anywhere through the internet.

1.4.3.2 Components of Basic Cloud Infrastructure

Cloud infrastructure consists of several interconnected components that work together
to deliver computing services over the internet. These components ensure efficient
processing, storage, networking, virtualization, and secure management of cloud
environments (Fig.1.4.2).
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1. Physical Hardware: Physical hardware forms the backbone of cloud
infrastructure. It includes powerful servers, large-capacity storage units, and
high-speed networking devices housed in data centers. Key elements are:

¢

Physical hardware ensures the cloud has the computing power and storage capacity

Servers: High-performance machines that run virtual machines, applications,
and processing tasks. They contain CPU, RAM, and system memory
optimized for multitasking.

Storage Devices: Includes SSDs (fast access), HDDs (large capacity), and
storage arrays that store user data, applications, and backups.

Networking Equipment: Routers, switches, firewalls, and cabling that
manage data traffic and ensure continuous connectivity within the cloud.

needed to support millions of users.

2. Virtualization Layer: This layer allows physical hardware to be divided into
multiple independent virtual machines (VMs) or containers. Key elements are:

¢

Virtualization improves resoutce utilization, reduces costs, and provides isolation

Hypervisor: Software such as VMware, Hyper-V, or K¥M that creates
and manages virtual machines by allocating"CPU, memaory, storage, and
networking.

Virtual Machines (VMs): Software-based systems that behave like real
computers. Users can install OS, applications, and run workloads on them.

Containers (optional): Lightweight eénvironiments (e.g., Docker) that run
applications more efficiently thandVMs.

between users’ workloads:

3. Storage Systems: Cloud storage is distributed across multiple devices and data
centers for performance and reliability. Storage systems ensure secure, scalable,
and redundant storage for applications and data.

Types of cloud storage

¢

¢

¢

Block Storage: Used for databases and virtual machine disks. Offers high
performance and reliability.

Object Storage: Ideal for storing large amounts of unstructured data
(images, audio, documents). Used in services like AWS S3.

File Storage: Provides shared access using standard file protocols (NFS,
SMB). Suitable for shared work environments.

4. Network Infrastructure: Networking connects users to cloud resources and
ensures communication between cloud components. Key elements are:

¢

Virtual Networks: Software-defined networks (SDN) that isolate user
traffic and allow secure routing inside the cloud.
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¢ Load Balancers: Distribute incoming requests across multiple servers to
prevent overload and improve performance.

¢ Firewalls and Gateways: Control and filter network traffic to protect cloud
resources from unauthorized access.

Networking ensures fast data transfer, secure communication, and reliable access to
cloud services.

5. Management and Orchestration Tools: These tools automate the deployment,
monitoring, and scaling of cloud resources. Key elements are:

¢ Resource Provisioning Tools: Automatically create VMs, containers,
storage, and networks as needed.

¢ Monitoring and Analytics Tools: Track CPU usage, memory, network
traffic, performance metrics, and detect faults.

¢ Orchestration Platforms: Tools like Kubernetes, OpenStack, and Terraform
manage large-scale workflows and automate resource deployment.

Management tools ensure smooth operations, reduce manual tasks, and improve service
reliability.

6. Security Systems: Security is an essefitial component, ensuring data and
applications remain protected. Key elements are:

¢ Identity and Access Management (IAM): Controls who can access what
resources using roles, permissions, and authentication.

¢ Encryption: Data is encrypteddboth at rest and in transit to prevent
unauthorized access.

¢ Firewalls and Intrusion, Detection Systems: Monitor and block harmful
activities.

¢ Backup and Disaster Recovery: Automatically backs up data and restores
services during outages,

Security systems maintaiifust, protect sensitive data, and ensure compliance.
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Fig. 1.4.2 Components of Basic Cloud Infrastructure
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1.4.3.3 Working of Basic Cloud Infrastructure

The working of basic cloud infrastructure starts at the data center, where powerful
physical servers, high-capacity storage systems, and advanced networking devices are
hosted. These resources are virtualized using hypervisors, enabling multiple virtual
machines or containers to run on a single physical system. Virtualization helps in efficient
resource utilization, isolation of workloads, and flexible allocation of computing power
to users.

When a user or application sends a request such as launching a virtual server or
accessing storage the cloud management system processes it. The system identifies
available resources, allocates them based on policies, and initiates provisioning through
automated workflows. Networking components connect virtual resources securely,
while monitoring services track performance and usage. The entire process is seamless,
so users experience quick access to computing resources without directly managing
physical hardware (Fig. 1.4.3).
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Fig. 1.4.3 Working of Basic Cloud Infrastructure
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1.4.3.4 Advantages

The advantages of basic cloud infrastructure highlight how cloud platforms enhance
efficiency, scalability, and accessibility while reducing the burden of managing physical
hardware.

¢ Cost-Effective: No need for purchasing and maintaining physical hardware.
¢ Scalable and Flexible: Easily adjusts to changing workloads.

¢ Improved Performance: Uses powerful, modern hardware and optimized
networks.

¢ High Reliability: Redundant systems reduce failure risks.
¢ Global Accessibility: Resources available anywhere at any time.
¢ Automatic Updates: Cloud providers manage upgfades and maintenance.

1.4.3.5 Disadvantages

Despite its many strengths, basic cloud infrastructure alse has seyeral limitations that
organizations must consider.

¢ Internet Dependence: Requires a stable internet connection.

¢ Security Concerns: DatasStored remotely amay face security risks if not
properly managed.

¢ Limited Control: Users have less control over underlying hardware.

¢ Downtime Risks: Outagesmat cloud provider end can affect service
availability.

¢ Potential High Costs: Uncontrolled usage may lead to unexpected bills.

1.4.3.6 Applications

The applications of basic cloud infrastructure span across multiple sectors, enabling
flexible, scalable, and efficient computing solutions for diverse user needs.

¢ Website Hosting: Hosting websites and web applications.
¢ Data Storage and Backup: Storing large volumes of data with easy retrieval.

¢ Software Development: Running development environments and testing
applications.

¢ Business Applications: CRM, ERP, office productivity tools.

¢ Machine Learning and Analytics: Training Al models and analyzing data.
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¢ Virtual Desktops: Providing remote desktop access for employees.

¢ Disaster Recovery: Ensuring business continuity with cloud-based recovery
systems.

Basic Cloud Infrastructure brings together physical hardware, virtualization, storage,
networking, security, and management tools to deliver powerful, scalable, and
flexible computing resources over the internet. By understanding these interconnected
components, it becomes clear how cloud environments support modern applications,
ensure reliable service delivery, and provide organizations with the agility to grow and
innovate efficiently. This foundation forms the backbone of today’s digital services and
continues to transform the way technology is delivered and consumed.

Recap

¢ Cloud computing delivers computing resources such as servers, storage, and
applications over the internet on demand.

¢ Basic cloud infrastructure consists of physical hardware, virtualization,
storage, networking, and management systems:

¢ Front-end components include user dfiterfaces, like thin«Clients, fat clients,
browsers, and mobile apps.

¢ Back-end components represent the provider’s cloud platform, including
servers, storage systems, and Virtualization tools.

¢ Virtualization enables multiplesvirtual machines to share a single physical
system efficiently.

¢ Cloud servers handle workleads, run applications, process data, and host
virtual environments.

¢ Storage in cloud systems can be object, block, or file-based, supporting
scalable and distributed data management.

¢ Networking components connect users to cloud platforms through the
internet, intranet, and intercloud systems.

¢ The intercloud links multiple cloud environments for redundancy, reliability,
and shared resources.

¢ Cloud service models include IaaS (infrastructure), PaaS (platform), and
SaaS (software).

¢ [laaS provides virtualized computing, PaaS offers development environments,
and SaaS delivers ready-to-use applications.

¢ Cloud management systems automate provisioning, monitor resources, and
implement security and policy controls.
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The working of cloud infrastructure begins at data centers, where resources
are virtualized and allocated dynamically.

Advantages include scalability, cost efficiency, flexibility, reliability, and
anytime-anywhere accessibility.

Disadvantages include dependency on internet connectivity, security
concerns, limited control, and potential vendor lock-in.

Basic cloud infrastructure supports a wide range of applications by providing
scalable computing, storage, and networking resources that enable efficient
deployment, access, and management of modern digital services.

Objective Type Questions

. Which service model offe

. What is the basic building block of cloud infrastructure?

. Which component enables multiple virtual
server?

. What does IaaS primarily provide

e applications?

. Which cloud compon in distributed systems?

. Which component ena virtualization in cloud computing?
. Which component handles workload processing?

. What does PaaS mainly support?

. Which storage type is used for large unstructured data?

. What is the purpose of intercloud networking?

. What is the front-end component of cloud computing?

. Thin clients depend mainly on which resource?

. Which servers run databases in the cloud?
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16
17
18
19
20
21
22
23
24

25

Ans

1.

2.

10.

I1.

12.

13.

. What is virtualization mainly used for?

. Which network is used inside an organization for private cloud access?
. Which component ensures high availability of data?

. Examples of front-end devices include ..............

. Which delivery model hosts applications through a browser?

. What is the physical location of cloud servers called?

. What manages resource allocation in cloud systems?

. Which cloud component enables secure connectivity?

. What is the primary advantage of cloud storage?
. A thin client depends on for précessing powe
wers to Objective Typg

Physical hardware

Virtualization

Virtualized hardware urces

SaaS

Cloud storag

Internet

Virtual machines and resource allocation
Hypervisor

Servers

Application development and deployment
Object storage

Connecting multiple cloud environments

User interface (front-end environment)
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14. Cloud server resources

15. Database servers

16. Efficient resource utilization

17. Intranet

18. Redundant storage systems

19. Thin clients and fat clients.

20. SaaS

21. Data center

22. Cloud management system

23. Network infrastructure

24. Scalable and remote data access

25. The cloud server.

Assignments

1. Explain the functional,components of cloud computing with suitable
examples. H work together to deliver cloud services?

2. Differentia t-end and back-end cloud components. Illustrate
their functions and sub-¢gomponents with a neat diagram.

3. Describe the working and key components of basic cloud infrastructure.

4. Discuss the benefits, challenges and applications of basic cloud infrastructure.
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SPI Service Models

Learning OQutcomes

After completion of this unit, the learner will be able to:

¢ identify the basic definition of Software as a Service
¢ recognize the primary purpose of Platform as a Service
¢ state what Infrastructure as a Service provides to users

¢ list the advantages and disadvantages of SaaSy PaaS, and [aaS

Prerequisites

Before learning about the SPI servieemnodels in cloud€omputing, students should have
a basic understanding of how traditional computing systems work, especially concepts
such as software applications/Sservers, storage, and the role of the internet in delivering
information. In a conventional setup, organizations manage their own hardware and
software, requiring significant mvestmentdn equipment, installation, maintenance, and
upgrades. Cloud computing changes'this approach by delivering computing resources
over the internet, allowifig usérs to access applications, development tools, and
infrastructure without'owning or managing physical systems.

Students should also be familiar with everyday cloud-based services like Gmail, Google
Drive, or online banking. These real-life examples help illustrate how cloud platforms
provide accessibility, scalability, and convenience. Understanding virtualization will
also help learners to grasp how cloud service providers allocate and manage resources
behind the scenes.

With this foundational knowledge, learners can better appreciate the purpose of the
SPI model, which classifies cloud services into three layers. By understanding these
distinctions, learners will be prepared to explore how organizations choose the best
cloud service model based on factors such as cost, customization needs, application
development requirements, and the desired level of control.
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Keywords
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Discussion
2.1.1 SPI Models

Cloud computing provides various IT resources such as software applications,
development platforms, and infrastructure components through the internet. The SPI
model is a framework used to categorize these cloud services into three main layers.
It helps define the level of abstraction, the amount of control given to users, and the
responsibilities handled by cloud providers as in Fig 2.1.1.

This model assists organizations in choosing the most suitable type of cloud service by
considering factors s i
uirements, enterprises may adopt one or more
the SPI framework.The three main service models of

1. Software as a Se
2. Platform as a Service (PaaS)

3. Infrastructure as a Service (IaaS)
2.1.2 Software as a Service (SaaS)

Imagine using Google Docs. There is no need to download or install anything on
your computer. You simply open a web browser, sign in to your Google account, and
immediately start creating or editing documents. All your files are saved online, and
Google automatically manages updates, security, and maintenance. As a user, you only
focus on using the application.

Software as a Service (SaaS) works in this same way. SaaS applications are typically
provided on a subscription or pay-as-you-use model, allowing you to access the
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software from any device that has an internet connection. Because everything runs
online, SaaS is often referred to as Web-Based Software or On-Demand Software, you
can use it anytime, from anywhere, without needing installations, configurations, or
hardware upgrades.

This model makes software more convenient, affordable, and accessible, especially for
users or organizations that want to avoid the overhead of managing applications and
infrastructure on their own.

2.1.2.1 Advantages of SaaS

1. Cost-efficient: You pay only for the services you actually use, eliminating
unnecessary expenses.

2. Time-saving: Most SaaS applications run directly through a web browser,
removing the need to download or install software. This minimizes setup
time and avoids common installation-related problefns.

3. High accessibility: Application data can be reached from any location with
an internet connection, enabling easy remote access.

4. Automatic upgrades: Instead of buyihg new versionsyusers receive updates
automatically from the SaaS provider, ensuring they always have the latest
features.

5. Easily scalable: Users can increase omydecréase the services and features
they need on demandy making it simple to adjust according to changing
requirements.

2.1.2.2 Disadvantages of Saas

1. Restricted' customization: SaaS applications generally offer fewer
customization options compared to traditional on-premise software. Users
often need to operatewithin the provider’s predefined features and may be
unable to modify the software to fully match their unique requirements.

2. Reliance on internet access: Since SaaS operates through the cloud, a
stable internet connection is essential. This can create challenges for users
in regions with weak connectivity or for those who need to work in offline
environments.

3. Potential security risks: Although SaaS vendors are responsible for
safeguarding stored data, there is always a possibility of security breaches or
other vulnerabilities that could compromise sensitive information.

4. Reduced data control: Because the data is stored on the provider’s servers,
organizations may have limited oversight over their own information. This
can be a concern for businesses that must meet strict regulatory, privacy, or
compliance requirements.
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2.1.3 Platform as a Service (PaaS)

Platform as a Service (PaaS) is a cloud computing model that provides developers with
a complete environment for building, testing, deploying, and managing applications
without the need to install or maintain any hardware or basic software. In a PaaS setup,
all essential components such as development tools, runtime environments, middleware,
databases, operating systems, servers, and storage are hosted and managed by the cloud
provider. Developers simply access the platform through a web browser and focus on
writing and managing the application. The provider handles backend responsibilities
like server maintenance, storage, networking, and system updates, which eliminates the
complexity of infrastructure setup.

A simple way to understand PaaS is through the example of organizing a school’s annual
day event. You could either build the venue yourself by purchasing land, constructing
the stage, arranging lighting, and setting up all necessary facilities, which is time-
consuming and expensive. Alternatively, you could rent a fully equipped venue where
everything is already prepared for you, allowing you to concentrate solely on conducting
the event. PaaS works like a ready-made venue: it saves time, effort, and setup costs,
enabling developers to focus on the core activity like creating the application rather
than managing the infrastructure.

Although users do not have control over backend components like servers or operating
systems, they retain full control over the applications they develop their logic, behavior,
features, and interactions. This makes PaaS an efficient and convenient option for
developers who want to streamlinesthe development process and reduce the burden of
managing underlying systems.

2.1.3.1 Advantages of PaaS

1. User-friendly and easily aceessible: PaaS offers most of the required
infrastructure anddlTservices through the cloud, allowing users to access
them from anywhere using a web browser, making the development process
much simpler.

2. Cost-efficient: Since PaaS follows a pay-per-use model, users only pay for
the resources they consume. This removes the need for investing in costly
on-premises hardware and software.

3. Supports the entire application lifecycle: PaaS platforms are built to
assist with every stage of an application's development, right from building
and testing to deployment, management, and updates, making the lifecycle
easier to handle.

4. Improved development efficiency: By enabling high-level programming

and reducing backend complexities, PaaS helps developers work more
efficiently and speeds up the overall application development process.
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2.1.3.2 Disadvantages of PaaS

1. Reduced control over the infrastructure: Since the PaaS provider handles
the underlying hardware, updates, and maintenance, users have limited
ability to modify or customize the environment according to specific needs.

2. Dependence on the service provider: The performance, availability, and
overall reliability of the platform depend entirely on the provider. Any
disruptions, downtime, or technical issues on their end directly affect the
users’ applications.

3. Restricted flexibility: PaaS platforms may not support all types of
applications or workloads. This can make it difficult for organizations with
unique or specialized requirements to fully benefit from the service.

2.1.4 Infrastructure as a Service (Iaa$)

Infrastructure as a Service (IaaS) is a cloud computing model‘in,which organizations
lease essential IT resources such as servers, storag€ynetworks, and virtual machines
instead of purchasing and maintaining physical hardware. In this model, the cloud
provider supplies the core infrastructure, while the user decidés how to use those
resources to run applications, websites, or services.

In simple terms, [aaS works like outsourcing your entir¢ computer hardware setup. The
provider delivers the foundational.eemponents, including virtualized servers, storage
space, and networking capabiliti€s. You then configure and use these resources based on
your needs. This gives you the freedom(to install your own operating systems, deploy
applications, and set up security rules, just as you would with your own on-premise
hardware.

laaS follows a pay-as-you-usérbilling model, meaning you are charged according to
the amount of computiig powet, storage, or bandwidth you consume whether hourly,
weekly, or monthly. This approach eliminates the high upfront cost of buying physical
hardware and reduces the'burden of maintenance, repairs, and upgrades.

A helpful example is launching a website. Instead of buying an expensive server and
setting it up in your office, you can simply rent a virtual server from a cloud provider.
You use their processing power, storage, and internet connectivity, but you have full
control over what you install and how your website or application runs. This gives you
the advantages of a traditional server environment without the cost, effort, or complexity
of managing physical equipment.

laaS offers the flexibility, scalability, and control of owning your own infrastructure,
while freeing you from the challenges of maintaining hardware. It is ideal for
businesses that need powerful computing resources but want to avoid the expenses and
responsibilities of physical data centers.
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2.1.4.1 Advantages of [aaS

1. Cost-efficient: TaaS removes the need for large upfront investments in
hardware and lowers ongoing operational expenses. Users are billed based
on their consumption whether hourly, weekly, or monthly making it a budget-
friendly option.

2. Affordable website hosting: Hosting websites through IaaS is often cheaper
than traditional web hosting services, while still offering better flexibility
and scalability.

3. Enhanced security: Many laaS providers offer stronger and more advanced
security measures than what organizations may have in their own on-premise
systems.

4. Reduced maintenance effort: Users do not have to handle data center
operations or worry about updating hardware, software, or system releases,
as the cloud provider manages all backend maintenance tasks.

2.1.4.2 Disadvantages of IaaS

1. Reduced control over infrastructure: Although laaS providers handle the
underlying hardware, updates, and maintenance, this can limit the user’s
ability to fully customize or modify certain parts of the environment.

2. Security responsibilitiés: While,the provider secures the infrastructure,
users must protect their own applications and data, which can be complex
and demanding.

3. Geographical limitations: Access to cloud services may be restricted in
some countries or zegions due to regulatory or legal restrictions.

Recap

¢ Cloud computing provides software, platforms, and infrastructure over the
internet, and the SPI model groups these services into SaaS, PaaS, and [aaS.

¢ SaaS lets users access software through a browser without installing anything,
as the provider manages updates and storage.

¢ SaaSis cheap, easy to use, accessible from anywhere, automatically updated,
and can be scaled when needed.

¢ SaaS disadvantages include limited customization, dependence on the
internet, possible security issues, and less control over data.

¢ PaaS gives developers a ready-made environment to build and run
applications without managing hardware or operating systems.
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¢ PaaS is convenient, cost-effective, supports the full development process,
and makes app development faster.

¢ PaaS drawbacks include less control over infrastructure, dependence on the
provider, and limited flexibility for certain applications.

¢ JaaS allows users to rent servers, storage, and networks instead of buying
physical hardware.

¢ JaaS saves money, offers cheap website hosting, provides strong security,
and reduces maintenance work.

¢ JaaS disadvantages include limited infrastructure customization, the need
for users to secure their own apps and data, and restricted access in some
regions.

Objective Type Questions

1. Which model in cloud computing is te

Viation SPI?

2. What service model provides soft

3. Which SaaS feature upda
5. Which service i orm for application development?

7. What type of service el allows renting servers and storage?
8. Which IaaS billing method charges based on usage?

9. What is reduced in [aaS because hardware is not purchased?

10. What major factor limits data control in SaaS?

Answers to Objective Type Questions

1. SPI
2. SaaS

3. Auto-updates
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4. Internet
5. PaaS
6. Provider
7. laaS

8. Pay-as-you-use
9. Cost

10. Storage (or Provider)

Assignments

1. Describe how SaaS works using an example
how it simplifies software usage for end use

ocs. Highlight

2. Compare SaaS and PaaS in terms of ¢ customization.
Which model would be more suita : eveloping its first
application? Justify your answer.

3. The PaaS model reduces u 3
ed application requirements.

4. Explain PaaS and describe supports the complete lifecycle of

tial challenges organizations may face
ecially in terms of customization and security
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Emerging Cloud Service
Models

Learning OQutcomes

After completion of this unit, the learner will be able to:

¢ explain the key concepts of emerging cloud service models such as STaaS,
DBaaS, MaaS, FaaS, BPaaS, SecaaS, and IdMaaS

¢ demonstrate how different cloud service models
world business applications

implemented in real-

¢ differentiate between various cloud mo
advantages, and limitations

¢ assess the effectiveness of cloud sep clsi sing organizational
challenges

¢ ecvaluate the recent trend 1
computing

Prerequisites :.

e

aping the future of cloud

In today’s world, cloud computing is part of our everyday lives. For example, when you
save photos on Google Drive, watch movies on Netflix, or use online classes stored in
the cloud, you are experiencing how cloud technology works in real life. Businesses also
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depend on cloud services like Amazon Web Services (AWS) and Microsoft Azure to
store data, run applications, and analyze large amounts of information. These examples
show how important cloud computing and its emerging models such as Storage as a
Service (STaaS), Database as a Service (DBaaS), and Function as a Service (FaaS).
Learning this topic helps to understand how cloud systems operate, how they make
businesses faster and more efficient, and how they have changed the way we use
technology every day.

Before studying this topic, it is helpful to know the basics of computer networks, the
Internet, data storage, and how software works. Having a general idea of programming
or how web applications run can make it easier to understand advanced cloud concepts.
Studying emerging cloud service models helps learners gain a deeper understanding of
how digital systems are built and managed in real-world situations. It also gives the
knowledge needed to design, use, and maintain cloud-based applications. Learning this
topic opens opportunities for future careers in cloud computing, cybersecurity, software
development, and data management.

Keywords

Cloud Computing, Storage as a Service/(STaaS), Database¢ as a Service (DBaaS),
Management as a Service (MaaS), Function as‘a Service (FaaS), Business
Process as a Service (BPaaS), Security asia Service (SecaaS), Identity as a Service
(IdMaaS),Scalability, Virtualization,” Cloud wlnfrasfructure, Data Security, Cloud
Providers (AWS, Azure, Google Cloud)

Discussion
2.2.1 Introduction

Today’s digital era is powered(by the cloud, which has seamlessly integrated into our
lives. Activities such as watehing movies on Netflix or storing study materials on Google
Drive are everyday examples of how cloud computing surrounds us. In earlier times,
companies had to purchase expensive servers, install software manually, and employ
large IT teams to keep systems running. But now, with cloud computing, the same
resources such as computing power, databases, applications, and storage can be accessed
anytime, anywhere through the internet. This revolutionary idea has transformed not
just how businesses operate but also how individuals learn, communicate, and innovate.
The early cloud services like Infrastructure as a Service (IaaS), Platform as a Service
(PaaS), and Software as a Service (SaaS) laid the foundation. As technology evolved
and user needs became more specialized, a new generation of service models emerged,
offering even finer control, efficiency, and intelligence.

These emerging cloud service models such as Storage as a Service (STaaS), Database
as a Service (DBaaS), Management as a Service (MaaS), Function as a Service (FaaS),
Business Process as a Service (BPaaS), Security as a Service (SecaaS), and Identity as
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a Service (IdMaaS) represent the next wave of cloud innovation. For example, when
students upload photos or assignments to Google Drive, they are actually using Storage
as a Service (STaaS). When a developer creates a mobile app that stores user information
using Firebase, it is powered by Database as a Service (DBaaS). Similarly, a company
like Netflix uses Function as a Service (FaaS) to automatically scale its recommendation
engine whenever millions of users log in to stream their favorite series. These models
make technology invisible yet powerful, allowing users to focus on creativity and
performance instead of worrying about servers, maintenance, or software updates.

Security as a Service (SecaaS) tools like Cloudflare protect millions of websites
from cyberattacks daily, ensuring that users enjoy safe browsing without noticing the
complex protection layers working behind the scenes. Identity as a Service (IdMaaS),
used by companies like Microsoft through Azure Active Directory, helps employees
securely log into multiple business applications with just one password—saving time
while maintaining security. Meanwhile, Business Process as a Service (BPaaS) helps
enterprises automate HR, payroll, and customer service operations using cloud-based
platforms like Workday or Salesforce. Together, these emerging service models show
how cloud computing has grown from being just a storage solution to becoming the
engine of intelligent automation, global connectivitypand digital transformation across
every industry.

To gain a deeper understanding of how cletid computing supports different business
and technical functions, it is important t study each eémerging cloud service model
in detail. The upcoming sections explainvarious specialized services such as Storage
as a Service (STaaS), Database as.a Service (DBaaS), Management as a Service
(MaaS), Function as a Service (FaaS), Business Process as a Service (BPaaS), Security
as a Service (SecaaS), and Identity as@ Service (IdMaaS), which together form the
foundation of today’s intelligent cloud'ecosystem.

2.2.2 Storagefas a Serviee’(STaaS)

Storage as a Service (STaaS) is a ¢loud computing model where organizations rent data
storage space from a cloud provider instead of maintaining physical storage devices.
The provider offers both the'hardware and software needed to store, manage, and access
data online. It helps businesses avoid the high costs of buying and managing their
own storage systems. With STaaS, users pay only for the space they use, making it a
cost-effective and flexible solution. It also provides features like data backup, recovery,
and encryption, ensuring data is secure and always available. When you save files on
Google Drive, Dropbox, or iCloud, you are using Storage as a Service. These platforms
store your data safely in the cloud so you can access it anytime, anywhere. The famous
Storage as a Service (STaaS) providers are Amazon Web Services (AWS), Microsoft
Azure, Google Cloud Platform (GCP), IBM Cloud, Dropbox, and Apple iCloud.

2.2.2.1 Advantages of STaaS

1. Cost-Effective: No need to invest in expensive hardware or maintenance;
users pay only for what they use.
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2. Scalability: Storage capacity can be increased or decreased based on current
needs.

3. Accessibility: Data can be accessed from anywhere at any time using an
Internet connection.

4. Data Backup & Recovery: Automatic backups and disaster recovery
options ensure data safety.

5. Maintenance-Free: Service providers handle software updates, hardware
failures, and data management.

6. Collaboration: Multiple users can share and edit files in real-time.

2.2.2.2 Disadvantages of STaaS

1. Data Security Concerns: Storing sensitive data on third-party servers can
raise privacy and security issues.

2. Internet Dependency: Access to data depends on a| stable Internet
connection.

3. Possible Downtime: Service outages can temporarily make data inaccessible.

4. Hidden Costs: Data retrieval or transfer fees may increase the overall cost.
2.2.3 Database as agService,(DBaaS)

Database as a Service (DBaaS), is a cloud-based service model that allows users to
access and manage databases without needing to install, configure, or maintain the
underlying hardwate or software. In this model, the cloud service provider handles all
administrative tasks~—such as setup, backups, scaling, and security—while the user
focuses only on using the database for applications and data management. Essentially,
DBaaS lets businesses usesdatabases as an on-demand, scalable, and managed service
delivered over the Internet. The popular Database as a Service (DBaaS) providers are
Amazon Web Services (AWS), Microsoft Azure, Google Cloud Platform (GCP), IBM
Cloud, and Oracle Cloud.

2.2.3.1 Advantages of DBaaS

¢ Reduced Administration Effort: Noneed for manual setup or maintenance—
providers manage installation, updates, and scaling.

¢ Cost Efficiency: Pay only for the storage and compute resources you use
(pay-as-you-go model).

¢ Scalability: Easily increase or decrease database capacity as per workload
requirements.
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¢ High Availability and Reliability: Data is replicated across multiple servers
to ensure uptime and fault tolerance.

¢ Automatic Backup and Recovery: Regular automated backups protect
data from loss.

2.2.3.2 Disadvantages of DBaaS

¢ Data Security and Privacy Concerns: Sensitive data stored on third-party
servers may raise security risks.

¢ Limited Control: Users have restricted control over database configuration
and hardware settings.

¢ Internet Dependency: Continuous Internet access is required to manage
and access the database.

¢ Performance Variability: Performance may fluctuate depending on network
latency or shared cloud resources.

2.2.4 Management as a Service(MaaS)

Management as a Service (MaaS) is a cloud computing service model that delivers
IT management functions over the Internet. It allows @rganizations to outsource the
monitoring, administration, and maintenanee of their/IT infrastructure, applications,
and networks to a cloud-based service provides, Thednain goal of MaaS is to simplify
IT management, reduce operational burdeh, and ensure systems run efficiently without
the need for a large in-house I'T team.

MaasS provides a centralized platform to manage and control IT resources remotely using
cloud technologies An a MaaS environment, all management tasks such as performance
monitoring, troubleshooting, andireporting are handled through cloud-based tools. The
popular Management'as a Service (MaaS) providers are IBM Cloud, BMC Software,
SolarWinds Cloud, MicrosoftAzure, and ServiceNow.

2.2.4.1 Advantages of MaaS

¢ Reduced IT Workload: Eliminates the need for large in-house IT teams to
handle infrastructure and network management.

¢ Cost Efficiency: No need to purchase expensive monitoring tools or
hardware; pay only for the services used.

¢ 24/7 Monitoring: Continuous performance tracking ensures quick detection
and resolution of issues.

¢ Scalability: Easily manage growing IT infrastructure as organizations
expand.

¢ ExpertSupport: Accessto professional expertise and advanced management
tools.
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2.2.4.2 Disadvantages of MaaS

¢

Data Security Risks: Since monitoring and management data are stored in
the cloud, sensitive information might be exposed to security threats.

Dependency on Service Provider: Reliance on third parties for critical
operations may affect control and flexibility.

Downtime Issues: Service outages from the provider’s side can disrupt
monitoring and management.

Integration Complexity: Integrating MaaS tools with legacy systems can
be challenging.

Hidden Costs: Some advanced management features or additional
monitoring may require extra fees.

2.2.5 Function as a Service (FaaS)

Function as a Service (FaaS) is a cloud computing model that allows developers to
run individual functions or pieces of code in _response,to specific events, without
managing servers or infrastructure. It is a key part of serverlessicomputing, where the
cloud provider automatically handles seryer provisioning, scaling, and maintenance.
Developers simply upload their code as functions, and the provider executes them
whenever triggered — for example, by a web request/file upload, or database update.
The popular Function as a Serviee (FaaS) providersiare Amazon Web Services (AWS),
Microsoft Azure, Google Cloud Platforni (GCP), IBM Cloud, and Oracle Cloud.

2.2.5.1 Advantages of FaaS

4.

S.

Cost-efficient: Pay.enlyfor actual execution time.

Scalable: Automatically adjusts to workload demand.

Faster deployment: Focus on writing code instead of server setup.
Improved productivity: Simplifies backend management.

Highly available and reliable: Managed by the cloud provider.

2.2.5.2 Disadvantages of FaaS

Cold start latency: Delay when functions are triggered after being idle.
Limited execution time: Functions cannot run indefinitely.
Vendor lock-in: Hard to migrate functions between providers.

Debugging challenges: Difficult to trace issues across distributed functions.
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5. Complex for long-running applications: Best suited for short, event-
driven tasks.

2.2.6 Business Process as a Service(BPaaS)

Business Process as a Service (BPaaS) is a cloud-based service model where business
process outsourcing (BPO) services are delivered via the cloud. It enables organizations
to automate, manage, and execute business processes such as payroll, HR management,
finance, accounting, marketing, or customer service, without owning or maintaining
the underlying IT infrastructure. BPaaS integrates with other cloud service models like
Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a
Service (IaaS) to provide end-to-end business solutions that are scalable, cost-effective,
and easily configurable.

2.2.6.1 Advantages of BPaaS

1. Cost-effective: Reduces operational and infrastructurecosts.

2. Scalable and flexible: Easily adjusts to workload and business size.

3. Focus on core business: Offloads non-coteactivities to experts.

4. Automation and efficiency: Uses cloud-based tools to streamline processes.
5. Faster deployment: Quicksetup with minimal I'T intervention.

6. Global accessibility: /Access sefvices from anywhere, anytime.

2.2.6.2 Disadvantages of BPaaS

1. Data security comneerns: Sensitive business data is hosted on third-party
servers.

2. Vendor lock-in: Difficult to switch between service providers.
3. Customization limits: Processes are often standardized.
4. Dependency on Internet: Requires stable connectivity for access.

5. Compliance challenges: Must ensure the provider meets industry regulations
(e.g., GDPR).

2.2.7 Security as a Service (SecaaS)

Security as a Service (SecaaS) is a cloud-based model in which a third-party provider
delivers security services over the Internet. It allows organizations to outsource their
cybersecurity functions such as authentication, antivirus, intrusion detection, encryption,
and data loss prevention to specialized cloud providers. In this model, security tools
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and infrastructure are hosted in the cloud, and customers pay on a subscription or
usage basis, similar to SaaS (Software as a Service). The popular Security as a Service
(SecaaS) providers are McAfee Cloud Security, Symantec Cloud Security (Broadcom),
Trend Micro Cloud One, Palo Alto Networks Prisma Access, Cisco Umbrella, Zscaler
Cloud Security, Okta, and CrowdStrike Falcon.

2.2.7.1 Advantages of SecaaS

1. Cost-effective: Reduces expenses on hardware and in-house security teams.
2. Always up to date: Automatic software and threat definition updates.

3. Scalable and flexible: Easily adjusts as the organization grows.

4. Expert management: Handled by cybersecurity professionals.

5. Quick deployment: Faster implementation than on<premises solutions.

2.2.7.2 Disadvantages of SecaaS

1. Data privacy concerns : Sensitive datashandled by, third-party providers.
2. Internet dependency: Requires stable connectivity for security operations.
3. Vendor lock-in: Migration between providers €an be complex.

4. Limited control: Organizatiofi yhas less customization and direct
management.

2.2.8 Identitysas’a Seryice(IdMaaS)

Identity as a Serviceg(IDaaS), also known as Identity Management as a Service
(IdMaaS), is a cloud-based identity and access management (IAM) solution that
provides authentication,@uthorization, and identity management functionalities as a
service over the Internet. It enables organizations to securely manage user identities
and control access to applications, data, and systems without maintaining on-premises
infrastructure. IDaaS providers handle tasks such as user provisioning, single sign-on
(SSO), multi-factor authentication (MFA), and directory integration through cloud
platforms.

2.2.8.1 Advantages of IdMaaS

1. Centralized Identity Management: Simplifies user authentication and
access control across multiple applications.

2. Improved Security: Offers features like multi-factor authentication (MFA)
and single sign-on (SSO) to enhance security.

sk
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3. Cost-Effective: Reduces the need for on-premises identity infrastructure
and maintenance.

4. Scalability: Easily scales with business growth and user expansion.

5. Easy Integration : Works seamlessly with cloud and on-premises
applications.

2.2.8.2 Disadvantages of IdMaaS

1. Dependence on Internet Connectivity: Access and authentication rely on
a stable internet connection.

2. Vendor Lock-in : Switching providers can be difficult once integrated
deeply into systems.

3. Data Privacy Concerns: Storing identity data in thefeloud may pose privacy
risks.

4. Limited Customization: Some IDaaS solutions may not fully meet specific
enterprise needs.

5. Potential Downtime: Service interruptions from the provider can affect
user access.

2.2.9 Comparison of#mergimg.Cloud Service Models

Table 2.2.1f Comparison of various cloud services

Cloud Model ~ Méin Purpose Key Service Users / Target Examples /

Type Audience Providers
To store, Businesses and AWS S3, Azure
Storagg as manage, and Cloud-based 1nd1Y1duals Blob Storage,
a Service access data storage needing Google Cloud
(STaaS) remotely in the & scalable data Storage
cloud storage
Datab To provide AWS RDS,
aabaseas - database Managed Developers and  Azure SQL
a Service NP
DBaaS management and  databases organizations Database,
(DBaa$) hosting on cloud Oracle Cloud
To monitor IBM Cloud,
Manggement and manage IT }():lou(;l_rf IT teams and SolarWinds
a8 a SCIVICE  ipfrastructure ase enterprises Cloud,
(Maa$) and services management ServiceNow
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To run code AWS Lambda,
Function as  in response to Serverless Developers and Azure
a Service events without computin . creztors Functions,
(FaaS) managing puting PP Google Cloud
servers Functions
Business To deliver SAP, Oracle
Process as  business Process Enterprises and BPaaS, IBM
a Service operations via automation large businesses BPaaS
(BPaaS) cloud
Security as ~ To deliver McAfee,
a Service security services Clou(‘l-based All o Symantec,
(SecaaS) over the cloud security tools organizations Zscaler, Cisco
Identity as To manage user o ‘ Okta, Azure
. Servti}(,:e identities and Authentication Enterprises and AD, Ping
(IdMaa$) access control &SSO Saa$ users Identity
Recap

¢ Cloud computing has transformed(IT by providing on-demand access to

computing resources via the Internet.

Traditional IT infrastructurestequired, costly servers, manual installations,
and large maintenance téams.

Cloud services enable flexibility, scalability, and cost-efficiency for both
individuals and egganizations.

The early models —laaS, PaaS, and SaaS — laid the foundation for advanced
cloud innovatiens.

Emerging cloud models provide more specialized services suited to specific
business and technical needs.

Storage as a Service (STaaS) allows users to store and access data in the
cloud without physical devices.

STaaS providers like AWS S3, Azure Blob Storage, and Google Cloud
Storage offer secure, scalable storage.

Database as a Service (DBaaS) delivers managed databases, eliminating the
need for local database administration.

Popular DBaaS platforms include AWS RDS, Azure SQL Database, and
Oracle Cloud.
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¢ Management as a Service (MaaS) simplifies IT management by monitoring
and maintaining infrastructure via the cloud.

¢ Key MaaS providers include IBM Cloud, SolarWinds Cloud, and
ServiceNow.

¢ Function as a Service (FaaS) enables serverless computing where code runs
automatically in response to events.

¢ Common FaaS platforms are AWS Lambda, Azure Functions, and Google
Cloud Functions.

¢ Business Process as a Service (BPaaS) delivers business functions like HR,
payroll, and customer service over the cloud.

¢ BPaaS solutions from SAP, Oracle, and IBM improve automation and
operational efficiency.

¢ Security as a Service (SecaaS) provides cloud-based security; tools to protect
against cyber threats.

¢ Leading SecaaS providers include Mé€Atee, Symantee(Broadcom), Zscaler,
and Cisco.

¢ Identity as a Service (IdMaaS) manages user authentication and access
control through cloud-baséd TAM systems.

¢ Popular IdMaaS providers like Okta, Azure Active Directory, and Ping
Identity offer SSO and MFA features.

¢ These emerg@ing cloud scrvice models enhance automation, scalability,
security, and intelligence, forming the backbone of modern digital
transformation.

Objective Type Questions

1. What does STaaS stand for in cloud computing?

2. Which cloud service model provides database management as an online
service?

3. Which emerging cloud model allows users to run code without managing
servers?

4. Name one popular provider of Storage as a Service (STaaS).

5. What is the main purpose of Database as a Service (DBaaS)?
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10.

I1.

12.

13.

14.

15.

16.

Which service model delivers IT monitoring and management through the
cloud?

What does BPaaS primarily focus on?

Which cloud model provides cybersecurity functions such as antivirus and
encryption through the cloud?

What is the main function of Identity as a Service (IdMaaS)?
Which FaaS provider offers AWS Lambda?
What is a major advantage of using STaaS?

Which service model helps in automating business processes like HR and
payroll?

What does SecaaS stand for?

Which service model enables single sign-om, (SSO) multi-factor
authentication (MFA)?

Name one disadvantage of Database as a Servic

Which emerging cloud ice :
workload of in-houseﬁ .

DBaaS).

organizations reduce the

Answers to Objective Type'/Questions

Storage as @ Service

Database as a Service (DBaaS)

Function as a Service (FaaS)

Amazon Web Services (AWS)

To provide database hosting and management in the cloud
Management as a Service (MaaS)

Delivering business operations and process automation via the cloud
Security as a Service (SecaaS)

Managing user identities and access control through the cloud
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10. Amazon Web Services (AWS)

11. Cost-effective and scalable data storage

12. Business Process as a Service (BPaaS)

13. Security as a Service

14. Identity as a Service (IdMaaS)

15. Limited control over database configuration

16. Management as a Service (MaaS)

Assignments

1. Explain in detail the concept of Storage as rvice (STa

2. Compare and contrast Database as a aS Function as a

Service (FaaS).

3. Explain MaaS helps organizatio
management. Provide rea

ffastructure monitoring and

ice (SecaaS) and Identity as a Service

5. Explain Buginess Proce rvice (BPaaS) and discuss how it helps
organizations aut d optimize business operations using cloud-based
solutions.

Reference

1. Tiwari, V. (2024). Exploring cloud computing: Evolution, models, and
impact. International Journal of Innovative Research in Technology and
Science, 12(2), 396-399.

2. Khurana, R., Kaur, A., & Kaur, K. (2025). Comparative evaluation of cloud
pricing models: Insights from AWS, Microsoft Azure, and GCP. International
Journal of Scientific Research in Science & Technology, 12(3), 627-635.

3. https://www.geeksforgeeks.org/cloud-computing/cloud-computing-trends/

. SGOU - SLM - BCA - Introduction to Cloud Computing e



4. https://www.forrester.com/blogs/announcing-our-top-10-cloud-trends-
for-2025/

5. https://www.veritis.com/blog/10-cloud-computing-trends/

6. https://www.cloudzero.com/blog/cloud-computing-statistics/

Suggested Reading

1. Marinescu, D. C. (2018). Cloud Computing: Theory and Practice (2nd ed.).
Burlington, MA: Morgan Kaufmann.

2. Marinescu, D. C. (2018). Cloud Computing: Theory and Practice (2nd ed.).
Burlington, MA: Morgan Kaufmann.

Understanding the Fundamentals of Clo
Practice. Waltham, MA: Syngress.

4. Erl, T., Puttini, R., & Mahmood,
Technology & Architecture. Uppe

5. Mahmood, Z. (Ed.). (201
R&D Solutions. Cham

AAAAAAAAAAAAAA

@ SGOU - SLM - BCA - Introduction to Cloud Computing



Managed High performance
Computing and Serverless
Cloud services

Learning OQutcomes

After completion of this unit, the learner will be able to:

¢ cxplain the concepts and importance of Managed High-Performance
Computing and Serverless Cloud Services.

¢ describe the architecture and working of AWS Parallel Computing Service
(AWS PCS).

¢ explain the role of Slurm, compute node groups, EC2 instances, EFA, and
shared storage in AWS PCS.

¢ analyze the features, advantages, limitations, and applications of Serverless
Computing and compare it with parallel computing approaches.

Prerequisites

In traditional computing envirgnments, a single computer or a limited number of
servers may not provide sufficient processing power for applications involving large
datasets and complex caleulations. High-Performance Computing (HPC) addresses this
limitation by using multiple computing resources to process demanding workloads.
However, setting up a traditional HPC environment requires physical servers, high-
speed networking, storage, workload scheduling, maintenance, and considerable
investment. For example, a university conducting climate or scientific simulations
may need hundreds of computing resources, but purchasing and maintaining such an
infrastructure can be costly and time-consuming. These limitations create the need for
managed cloud-based HPC services such as AWS Parallel Computing Service (AWS
PCS).

Similarly, traditional application deployment requires developers or system
administrators to manage servers, operating systems, software environments, scaling,
and maintenance even when an application is used only occasionally. For example,
an online shopping application may need additional computing resources when
customers place orders during a sale but require very few resources during periods
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of low activity. Maintaining servers for peak demand can result in resource wastage.
Serverless Computing addresses this limitation by automatically providing computing
resources when an event occurs and scaling them according to demand. Understanding
these limitations and real-life requirements helps learners appreciate the importance of
Managed HPC and Serverless Cloud Services.

Keywords

Managed HPC, High-Performance Computing, AWS PCS, Parallel Computing, Slurm,
Slurm Controller, Slurm Queue, Compute Node Groups

Discussion
2.3.1 Introduction

Cloud computing has evolved beyond basic#irtual machinesystorage, and networking
to provide specialized services for demanding computational workloads. Managed
High-Performance Computing (HPC) and Serverless Cloud Services are two important
cloud-based approaches that help orgamizations pérform complex computations
efficiently while reducing the neéd to manage physi€al infrastructure.

Managed High-Performance ‘Computiig (HPC) refers to cloud services that provide
powerful computing resources for applications requiring large amounts of processing
power. HPC systemsftypically use multiple processors, high-speed networks, large
memory, and parallel computing techniques to execute complex tasks quickly. In a
managed HPC environmient, the cloud provider handles much of the infrastructure
management, including hardware provisioning, cluster configuration, software
environments, monitoring, anid maintenance. This allows researchers, engineers, data
scientists, and organizations to focus on their computational tasks rather than managing
the underlying infrastructure. Applications include scientific simulations, weather
forecasting, artificial intelligence, engineering design, genomic analysis, and large-
scale data processing.

Serverless Cloud Services provide a different approach in which developers can run
applications or individual functions without directly managing servers. The cloud
provider automatically provisions computing resources, executes the application
when required, scales resources according to demand, and manages the underlying
infrastructure. Users generally pay based on the resources or execution time consumed.
Serverless computing is particularly useful for event-driven applications, APIs, data
processing, automation, and applications with variable workloads.

Thus, Managed HPC focuses on providing powerful and coordinated computing
resources for computationally intensive workloads, while Serverless Cloud Services
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focus on simplifying application execution by hiding server management from the
user. Both services improve resource utilization, scalability, and operational efficiency
and demonstrate how cloud computing can provide specialized computing capabilities
according to different application requirements.

2.3.2 AWS PCS (AWS Parallel Computing Service)

AWS Parallel Computing Service (AWS PCS) is a managed High-Performance
Computing (HPC) service provided by Amazon Web Services (AWS). It enables
organizations, researchers, engineers, and data scientists to create and operate HPC
clusters in the AWS Cloud without having to manually manage all the underlying
infrastructure.

High-Performance Computing involves using multiple computing resources together to
solve computationally intensive problems in a shorter amount of time. Traditional HPC
environments require organizations to purchase servers, configure networks, install job
schedulers, maintain storage, monitor hardware, and replace failed components. AWS
PCS reduces much of this administrative effort by providing a managed environment
for running HPC workloads.

AWS PCS is built around Slurm, an open-source workload manager commonly used
in HPC environments. Slurm manages theSubmission, scheduling, and execution of
jobs across the compute resources in the cluster. Users ¢an therefore work with familiar
HPC concepts while taking advantage of the scalability and flexibility of AWS Cloud.

Many scientific, engineering, and data-intensive dpplications require much more
computing power than a singlef€omputer.can provide. Applications such as weather and
climate modelling, molecularjmodelling, computational fluid dynamics (CFD), seismic
analysis, and large-scale data precessing may require multiple processors or computing
nodes to work together.

In a traditional High-Performance Computing (HPC) environment, an organization
must establish and maintain several components, including physical servers, high-speed
networking, shared storage, aworkload scheduler, and computing nodes. It also requires
system administration, monitoring, software configuration, hardware maintenance, and
capacity planning.

Traditional HPC environment:

Physical Servers — High-Speed Network — Shared Storage — Job Scheduler —
Compute Nodes — HPC Jobs

Setting up and maintaining such an environment can require significant time, expertise,
infrastructure, and investment. Organizations also need to plan their computing capacity
in advance, which can result in underutilized resources during periods of low demand.

AWS Parallel Computing Service (AWS PCS) provides a managed cloud-based
approach for running Slurm-based HPC workloads. It simplifies the deployment and
operation of the HPC environment while allowing users to configure supporting AWS
resources such as networking, storage, IAM, and compute resources.
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AWS PCS environment:

AWS PCS Cluster — Slurm Controller — Queues — Compute Node Groups — EC2
Compute Instances — HPC Jobs

AWS PCS can also provide dynamic computing capacity for waiting jobs, allowing
suitable EC2 compute instances to be launched when additional capacity is required
and scaled down when the workload decreases.

Therefore, AWS PCS is useful for organizations that need scalable, cloud-based HPC
computing while significantly reducing the operational effort involved in deploying,
maintaining, and scaling the underlying infrastructure of a traditional HPC environment.

AWS PCS Architecture & Core Components

The working architecture of AWS Parallel Computing Service (Fig 2.3.1) shows how
a user submits an HPC job, how Slurm schedules the job, how AWS PCS provides the
required Amazon EC2 compute resources, and how the compute nodes access shared
storage for input and output data.

1. User Level

At the top of the architecture, users access the HPC environment using SSH (Secure
Shell). They connect to the Login Node, where they can prepare their data, compile
programs, configure the required environment, and submit HPC jobs. The user does not
directly manage individual workér nodes. Instéadsthe job is submitted directly to the
Slurm-based HPC environment.

User — SSH — Login Node = Job Submigsion

2. Login Node

The Login Node serves as thednteractive entry point to the HPC cluster. Users utilize
the login node to:

¢ Prepare input data and create job scripts
¢ Compile applications and set up environmental dependencies
¢ Submit jobs using standard Slurm commands (e.g., sbatch)

¢ Monitor job status and access final execution results

The login node is strictly an administrative workspace; the heavy computational
processing is delegated entirely to the worker compute nodes.
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Fig 2.3.1 AWS HPC Slurm Cluster Architecture

3. AWS PCS — Slurm Controller

After a user submits a job, it enters the AWS PCS-managed Slurm environment.
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AWS PCS provides a managed HPC environment based on Slurm. The Slurm controller
manages the cluster's workload scheduling and coordinates job execution.

It determines:
¢ Which resources a job requires
¢ Which queue should handle the job
¢ Which compute nodes can execute the job

¢ When the job should run
Thus, AWS PCS acts as the managed layer that supports the Slurm-based HPC cluster.

4. Slurm Queue

The Slurm Queue holds submitted jobs until the require mputing resources are
available.

Slurm considers factors such as:
¢ Requested CPU resources
¢ Memory requirements
¢ Number of nodes
¢ Job priority

¢ Available computing capacity

Once suitable reso
compute resource

ilable, Slurm schedules the job and allocates the required

Job Submission — Queue — Resource Allocation — Job Execution

5. Compute Node Groups

The Compute Node Groups represent groups of computing resources configured for the
HPC cluster.

Each compute node group can be configured with particular EC2 instance types and
settings appropriate for a specific workload.

For example, an HPC environment could have:
¢ CPU-oriented compute nodes
¢ GPU-oriented compute nodes

¢ Memory-optimized compute nodes
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The queue and compute node-group configuration work together to determine where
different jobs should execute.

6. EC2 Compute Nodes

The actual HPC workload runs on Amazon EC2 computer instances. These are the worker
nodes that perform the calculations required by the submitted jobs. A computationally
intensive application can use multiple compute nodes to perform work in parallel.

For example:
Worker Node 1 — Part of the computation
Worker Node 2 — Another part of the computation

The results are then combined as required by the application.

7. EFA — Elastic Fabric Adapter

Fig. 2.3.1 shows EFA (Elastic Fabric Adapter) between the worker nodes. EFA is a
high-performance networking capability that cansbe used for suitable HPC workloads
requiring fast communication between compute instanees.

For example:
Worker Node 1 2 EFA 2 WorkerNode 2

This is particularly useful fordistributed HPC applications where compute nodes need
to communicate frequently during execution.

The EFA connectionds optional andyis.used when it is configured and supported by the
selected instance type and envirenment.

8. Read Input / Write Results

During execution, the compute nodes need to access input data and store the output
produced by the application.

The compute nodes therefore perform two major storage operations:

Read Input Data — Process Data — Write Results

This allows the computational nodes to work with data stored in shared or accessible
cloud storage.

9. Shared Storage

The bottom section represents storage services that can be used with HPC workloads.

The fig 2.3.1 shows:
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Amazon EFS
Provides shared file storage that can be accessed by multiple compute resources.
Amazon FSx for Lustre

Provides a high-performance file system suitable for demanding HPC workloads and
large-scale data processing.

Amazon S3
Provides object storage that can be used for datasets, application data, and results.

The appropriate storage service depends on the application's performance, access, and
data-management requirements.

Advantages of AWS PCS

1. Reduced Infrastructure Management: Organizations can reduce the
amount of physical infrastructure they need to purchase'and maintain.

2. Scalability: Computing capacity can be adjusted according to workload
requirements.

3. Faster HPC Deployment: Cloud-based infrastructure can reduce the time
required to establish an HPC envirgnment compared with building a physical
cluster.

4. Flexible Resource Selection: Organizations can select appropriate compute
resources based on the requirements/of their applications.

5. Familiar Slurm Environment:Users can use Slurm-based HPC workflows
instead of learning an€ntirely different job-management approach.

6. Cloud Integration: HPC workloads can be integrated with other AWS
cloud resources fongstorage, networking, data processing, and application
development.

7. Suitable for Variable Workloads: Organizations with workloads that
change significantly over time can benefit from cloud-based resource
provisioning.

Limitations and Considerations

Although AWS PCS provides many benefits, organizations should consider several
factors before using it.

1. Cost: Running large numbers of computer instances for long periods can
result in significant cloud costs. Proper resource planning and monitoring
are therefore important.
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2. Application Compatibility: Not every application automatically benefits
from parallel computing. The application may need to be designed or
configured to use multiple processors or nodes effectively.

3. Data Transfer: Moving very large datasets into or out of the cloud can take
time and may introduce additional costs.

4. Technical Expertise: Although AWS PCS reduces infrastructure-
management work, users still need knowledge of HPC concepts, Linux
environments, Slurm, and the AWS platform.

5. Performance Requirements: Some applications require specialized
hardware or very low-latency communication. Appropriate compute and
networking resources must therefore be selected carefully.

2.3.3 Serverless Computing

Serverless Computing is a modern cloud execution model in whieh developers can build
and deploy applications without worrying about server infrastrueture. In traditional
computing, developers or system administrators must manage| servers, operating
systems, storage, scaling, security, and softwate updates. However, in serverless
computing, all these responsibilities are handled autematically by the cloud service
provider.

The developer only needs to write a small'piece of code, called a function, and upload
it to the cloud. The cloud platform takes care of running this code, allocating resources,
and scaling it up or down depgnding on_thesxnumber of requests. This makes Serverless
Computing highly attractive for applications that need fast deployment and flexible
scaling.

Popular examplesfof serverless platforms include AWS Lambda, Google Cloud
Functions, and MicrosoftéAzure Functions.

2.3.3.1 Working Principlé of Serverless Computing

The working of serverless computing is completely event-driven. The developer uploads
a function (a short code snippet written in languages such as Python, JavaScript, Java,
etc.) to the cloud platform.

This function remains idle until a specific event occurs. The event could be an HTTP
request, a file upload, a database update, a message from another application, or a
scheduled timer. When the event occurs, the cloud provider automatically runs the
function inside a lightweight execution environment (container).

Once the function finishes its task, the result is returned to the user or stored in a
database. The resources used to run the function are then released. The user is charged
only for the actual execution time, which is usually measured in milliseconds. This
ensures that there is no cost for idle time.
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Fig 2.3.2 Serverless Architecture

This figure shows how a user request or system eyent triggers a, function, which is
executed inside a container, and the result is sent back.

2.3.3.2 Key Features of Serverless Computing

One of the most important features of Serverless Computing is Event-Driven Execution.
Functions run only when a specific event isitriggered,/This makes it suitable for real-
time applications such as file pro€essing, onlimétransactions, and messaging.

Another major feature is Automatic/Scaling. When the number of user requests
increases, the cloud provider automatically/ereates more function instances. When the
load decreases, it redu€es them.This happens without any manual intervention.

Serverless functions are wiSually stateless, meaning they do not store information
between executions: Any data that needs to be saved must be stored in external services
such as databases or cloud storage.

A key advantage is No Server Management, as developers do not have to configure
servers, install software, manage updates, or worry about uptime.

Finally, serverless follows a Metered Billing system, where charges are based on
the number of function executions and the time taken for each execution (often per
millisecond). This makes serverless very cost-efficient.

2.3.3.3 Advantages of Serverless Computing

1. Serverless Computing significantly reduces operational costs. Since there is
no need to maintain servers, organizations save money on hardware, power,
cooling, and administration.

2. It provides high scalability, as the cloud system automatically adjusts to
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handle increased or decreased demand. This makes it suitable for applications
with unpredictable traffic.

3. Serverless also allows faster development, because developers can focus
only on writing application logic and not on infrastructure setup.

4. Another major advantage is fine-grained billing, meaning you only pay for
the exact amount of computing resources used during execution. This is
ideal for applications that run occasionally rather than continuously.

2.3.3.4 Disadvantages of Serverless Computing

1. Serverless Computing may suffer from a cold start delay. If a function
has not been used for some time, the system needs extra time to start the
execution environment again. This can slightly increase response time for
the first request.

2. There is also a limited execution time, as many cloud providers impose a
maximum runtime for functions (for example, a few minutes). This makes
serverless unsuitable for very long-running proeesses.

3. Another challenge is vendor lock-ini Once an, application is built using a
particular provider’s tools and serviees, it can be difficult to move to another
platform.

4. Finally, debugging and ménitoring are mese€omplex because developers do
not have direct access t0 servers afidthave limited control over the underlying
environment.

5. Consider an €-commerce website. When a customer places an order, a
serverless function_isptriggered automatically. This function updates the
inventory, confisms the payment, sends an order confirmation email, and
updates the delivery system in real time. All of these processes happen
without any manual sérver management.

Similarly, when a user uploads an image, a serverless function can automatically resize
the image, apply a filter, and store it in cloud storage.

2.3.3.5 Common Use Cases of Serverless Computing

Serverless Computing is widely used in many real-world applications. It is commonly
used for chatbots and microservices, where each function performs a small, independent
task.

It is also used for real-time data processing, such as handling streaming data from
sensors or social media platforms.

Serverless is very useful in IoT applications, where thousands of devices send data to
the cloud periodically.
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Another important use is in notification and alert systems, where functions are triggered
to send messages, emails, or alerts based on certain conditions.

Recap
¢ Managed High-Performance Computing (HPC) provides powerful and
coordinated computing resources for computationally intensive workloads.

¢ AWS Parallel Computing Service (AWS PCS) is a managed AWS service
for creating and operating HPC clusters in the cloud.

¢ AWS PCS uses Slurm for job submission, scheduling, and execution.

¢ A typical AWS PCS environment consists of an AWS PCS Cluster, Slurm
Controller, Queues, Compute Node Groups, EC2 Compute Instances, and
HPC Jobs.

¢ The Login Node provides an interactive envisonment for preparing data,
compiling applications, creating job scripts, and'submitting jobs.

¢ Slurm queues hold submitted jobs until suitable eomputing resources become
available.

¢ Compute Node Groups confaifi configheed computing resources suitable for
different workloads.

¢ Amazon EC2 compute nodes perform the actual HPC computations and can
work togetherfofparallebprocessiig.

¢ EFA provides highsperformance communication between suitable compute
nodes for HP@workloads and is used when configured and supported.

¢ Amazon EFS, Amiazon FSx for Lustre, and Amazon S3 can provide storage
for input data, applications, and results.

¢ Serverless Computing allows developers to execute applications or functions
without directly managing servers.

¢ Serverless computing is generally event-driven and supports automatic
scaling.

¢ Major advantages of serverless computing include scalability, faster
development, reduced infrastructure management, and fine-grained billing.

¢ Important limitations include cold starts, execution-time limits, vendor lock-
in, and greater debugging complexity.
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Objective Type Questions

1. What type of computing service is AWS PCS?

2. What workload manager does AWS PCS use?

3. What protocol is used to access the Login Node?

4. What node provides interactive access to the HPC cluster?

5. Where are submitted Slurm jobs held before execution?

6. Which AWS service provides the compute instances for AWS PCS?

7. What are groups of configured computing resources in AWS PCS called?

8. What does EFA stand for?
9. Which AWS service provides shared file sto

10. Which AWS storage service provides' a file system for
HPC?

11. Which AWS service provides obje

12. Where does the actual

13. What type of processinguses multiple computing resources simultaneously?
14. What type
15. Which AW

16. What is the chara
between executions?

1c of serverless functions that do not retain information

17. What automatically adjusts resources according to demand?
18. What is the initial delay when a serverless function starts after being idle?
19. What type of billing charges according to actual usage?

20. What term describes dependence on a particular cloud provider?
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Answers to Objective Type Questions

10.

11.

12

13.

14.

15.

16.

17.

18.

19.

20.

. HPC

Slurm
SSH

Login
Queue

EC2

Nodegroups

ElasticFabricAdapter

EFS

Lustre

S3

Parallel

Event

Lambda

Stateless

. Computenodes

Autoscaling

Coldstart

Metered

Lock-in
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Assignments

1. Explain the concept of Managed High-Performance Computing (HPC).
Discuss the need for managed HPC services, limitations of traditional HPC
environments, and the advantages and applications of cloud-based HPC.

2. Explain AWS Parallel Computing Service (AWS PCS) in detail. Describe its
architecture and working with reference to the Login Node, Slurm Controller,
Slurm Queue, Compute Node Groups, Amazon EC2 Compute Nodes, EFA,
and shared storage.

3. Describe the complete workflow of an HPC job in AWS PCS. Explain how
a user submits a job, how Slurm schedules the job, how compute resources
are provisioned, how parallel processing is performed, and how input and
output data are managed.

4. Explain Serverless Computing in detail. Discuss its wo
driven execution, automatic scaling, stateless function
advantages, limitations, and real-life applica

principle, event-
etered billing,

5. Compare Managed High-Performa
Computing. Discuss their objectivg
model, user control, programmi
areas with appropriate examples.

6. Discuss the limitation iti omputing and server-based application
deployment. Explain

these limitationsI iiSin i
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Popular Cloud
Computing Service
Models

Learning Qutcomes

After completion of this unit, the learner will be able to:

¢ understand the three main Cloud Service Models (IaaS, PaaS, and SaaS) and
the unique characteristics of each

¢ compare and contrast the key features, architecturey, and suitability of the
three major cloud providers: AWS, Microsoft Azure, and GCP

¢ identify the specific advantages, disadvantages, and real-life use cases for
Amazon Web Services (AWS)

¢ recognize the strengths and primagy areas of‘focus (e.g., hybrid cloud, Al/
ML, data analytics) for Microsoft Azure and Google Cloud Platform (GCP)

Prerequisites

The study of cloud serviee.nodels (1aaS, PaaS, SaaS) and major providers (AWS, Azure,
GCP) is critical becauise it representsithe dominant paradigm for modern IT and digital
business operations. Cloudf€omputing fundamentally transforms capital expenditure
(CapEx) to operationaliexpenditure (OpEx) through its pay-as-you-use model, offering
extreme scalability and elastigity. For example, major media platforms like Spotify
rely on Google Cloud Platform (GCP)'s data analytics services (BigQuery) to process
petabytes of user data in real-time, enabling personalized music recommendations.
Similarly, multinational enterprises use Microsoft Azure's deep integration with
existing software (like Active Directory and SQL Server) to establish hybrid cloud
environments, allowing them to modernize their IT while maintaining compliance and
control over sensitive data on-premises. Mastering this topic is therefore mandatory for
careers in software development, data science, and IT management.

Keywords

laaS, PaaS, SaaS, Regions, Availability Zones, Fault tolerance, IAM, Hybrid Cloud,
Azure AD, BigQuery, Kubernetes, Vertex Al
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Discussion
2.4.1 Introduction to Cloud Service Models

Cloud service models explain how computing services are delivered to users over the
internet. Instead of buying physical hardware or installing software on local computers,
users access services through the cloud. These services are provided on a pay-as-you-use
basis, making cloud computing flexible and cost-effective for individuals, institutions,
and large organizations. The three main service models are Infrastructure as a Service
(IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS).

Infrastructure as a Service (IaaS) provides basic computing resources such as virtual
machines, storage, and networking. Users have control over the operating system
and applications but do not need to manage physical servers. Examples include AWS
EC2 and Azure Virtual Machines. Platform as a Service (PaaS) offers an environment
where developers can build and deploy applications without worrying about system
maintenance. It includes tools, libraries, and frameworks tequired for development.
Examples include Google App Engine and Azure App Service. Software as a Service
(SaaS) delivers ready-to-use applications through adueb browser. Users do not need to
install anything; they simply log in and use the service, €ommon examples are Gmail,
Google Docs, and Salesforce.

Each cloud provider such as Amazon Web Services' (AWS), Microsoft Azure, and
Google Cloud Platform (GCP) offers setvices using these models, ensuring high
scalability, reliability, and cost efficiency.

2.4.2 Amazon Web/ServigeS$i(AWS)

Amazon Web Servicess(AWS) s the werld’s largest and most widely used cloud
platform, launcheddy Amazon m 2006. It provides more than 200 cloud services
including computing powet, database storage, machine learning, analytics, security,
and content delivery. AWS follows a pay-as-you-go pricing model, allowing users to
pay only for the resources they use. Due to its wide range of services and global data
centers, AWS is used by startups, enterprises, governments, and educational institutions.

2.4.2.1 Architecture

AWS is built on a global infrastructure made up of Regions and Availability Zones (AZs).
A Region is a geographical area, and each region contains multiple Availability Zones.
These Availability Zones are separate data centers connected through fast networks.
This architecture ensures fault tolerance, high availability, and disaster recovery. If one
availability zone fails, the workload is automatically shifted to another zone, ensuring
minimal downtime.

AWS services can be accessed through the AWS Management Console (web-based
interface), the Command Line Interface (CLI), or Software Development Kits (SDKs).
Users can create virtual machines using EC2, store objects using S3, manage databases
using RDS or DynamoDB, configure networks using VPC, and accelerate content
delivery using CloudFront.
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Key Features

creases or decreases resources
s reduce unnecessary expenses. With
data centers in 30+ regions worldwide rovides fast and reliable services. It also
offers strong security feature Identity and Access Management), data
encryption, and compli sta

AWS is known for its elasticity, m

requirement.
Advantages

¢ Scalability and flexibility.

¢ Reliable with minimal downtime.

¢ Broad service portfolio and community support.

¢ Integration with multiple programming languages and tools.

¢ High security with AWS Identity and Access Management (IAM).
Disadvantages

¢ Complex pricing structure.

¢ Requires expertise to manage.

¢ Costs can increase rapidly with misconfiguration.
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Real-Life Examples of AWS

Companies like Netflix use AWS for worldwide video streaming, Airbnb uses it for
scalable storage and database management, and NASA uses AWS to store and process
space research data. These examples show how AWS handles large-scale and critical
applications.

2.4.3 Microsoft Azure

Microsoft Azure is a cloud computing platform and infrastructure created by Microsoft
and launched in the year 2010. It allows users to build, deploy, and manage applications
and services through a global network of Microsoft-managed data centers. Instead of
organizations setting up and maintaining their own physical servers and data centers,
Azure provides virtual access to powerful computing resources over the internet. This
reduces the cost of hardware, maintenance, and infrastructure management.

Microsoft Azure supports all three major cloud service models: Infrastructure as a
Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS). In
laaS, Azure provides virtual machines, storage, and networks that'act as a replacement
for physical hardware. In PaaS, Azure offers an environment where developers can
build and deploy applications without managing the underlying/hardware. In SaaS,
complete software applications are delivered through, the“internet, such as Microsoft
365, Outlook, and Teams.

One major strength of Azure is its deep integration vith Microsoft products, such
as Windows Server, Microsoft A¢tive Directory, Office 365 (Microsoft 365), Visual
Studio, and SQL Server. This makes Azuréthe best choice for companies already using
Microsoft technologies. Sinceé many ofganizations are already familiar with Microsoft
systems, moving to Azure becomes easier and more comfortable.

Today, Microsoft Azure is widely“used across the world in enterprise companies,
government organizations; educational institutions, healthcare systems, and financial
sectors. It provides more than 200 cloud-based services, including computing power,
databases, storage systems, networking services, artificial intelligence tools, analytics
solutions, and Internet of Things (IoT) services. Azure also operates in many regions
across the world, ensuring fast performance and data availability.

2.4.3.1 Architecture of Microsoft Azure

The architecture of Microsoft Azure is designed to provide scalability, high performance,
security, and reliability. Azure is organized into regions, availability zones, and resource
groups, which help in managing and protecting cloud-based services efficiently.

Aregion is a geographical area that consists of one or more data centers located close to
each other. These data centers are connected using a high-speed, low-latency network.
Regions allow organizations to choose where to store their data based on performance
needs, legal requirements, and user location. For example, Azure provides regions in
Central India, South India, West US, and North Europe.

@ SGOU - SLM - BCA - Introduction to Cloud Computing m




Inside each region, Azure has Availability Zones. These are physically separate data
centers that have independent power supply, cooling systems, and networking. The
main purpose of availability zones is to protect applications and data from failures. If
one data center stops working due to a natural disaster, power failure, or technical error,
another zone can continue providing the service without interruption, ensuring high
availability and fault tolerance.

Another important part of Azure architecture is the Resource Group. A resource group
is a logical container that holds related Azure services such as virtual machines,
databases, storage accounts, and networking components. All resources belonging to
a single project or application can be placed inside one resource group. This makes
management easier because the user can monitor, secure, update, or delete all services
together from one place.

Users can connect to and manage Azure using different tools. The most commonly
used tool is the Azure Portal, which is a web based graphical interface that allows
users to manage services using a simple dashboard. Apart‘from this, advanced users
and administrators can use PowerShell and Azure CLI (Command Line Interface) to
automate tasks and manage services using commands. Developers,can also use Azure
SDKSs in programming languages like Python, Java, and .NET t@ build cloud-based
applications.

Compute services in Azure provide the processing power required to run applications.
The most common computer service is Azure Virtual Machines (VMs), which allows
users to run Windows and Linux operating systems in the cloud just like on a real
computer. For hosting websites afid applications, Azire provides App Services, which
support web apps, mobile app$, and APIS.\For event-driven tasks, Azure offers Azure
Functions, a serverless service that rins code automatically when an event occurs,
without the need to manage any\server.

Storage in Azure is‘handled through different types of storage services. Blob Storage
is used for storing files sdch as images, videos, and documents. File Storage is used
for shared file access over the internet. Disk Storage is connected directly to virtual
machines and works like a_physical hard drive. These storage services are secure,
scalable, and accessible from anywhere in the world.

For data management, Azure provides advanced database services such as Azure SQL
Database, which is a cloud version of SQL Server, and Cosmos DB, which is a globally
distributed NoSQL database designed for fast and large-scale applications.

Networking in Azure is controlled through services such as Virtual Network (VNet),
which allows different resources to communicate securely with each other, and Load
Balancer, which distributes traffic among multiple servers to improve performance. For
security, Azure uses Azure Active Directory (Azure AD) for identity management and
Key Vault for protecting passwords, certificates, and encryption keys.
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2.4.3.2 Key Features

One of the most important features of Azure is Hybrid Cloud Support. This allows
organizations to conneet their onpremises data centers with the Azure cloud. Companies
do not have to completely abandon their existing systems. Instead, they can use part
of their infrastructure locally and part in the cloud, which provides flexibility, better
control, and cost savings.

Azure also offers advanced Artificial Intelligence (AI) and Machine Learning (ML)
services. These help organizations in building smart applications such as chatbots,
image recognition systems, predictive analytics tools, and automated decision-making
systems. Azure Machine Learning and Cognitive Services make it easier for developers
to include Al features even without advanced knowledge in data science.

Another major feature of Azure is its strong support for developers. It integrates
smoothly with Visual Studio and GitHub, which helps programmers write, test, and
deploy applications easily. Azure DevOps provides tools for version control, testing,
and continuous integration/continuous deployment (CI/CD).

Azure is known for its high availability and disaster recovery capabilities. Services
are automatically backed up and can be restored in case of data loss or system failure.
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Microsoft guarantees a high percentage of uptime, which is extremely important for
business applications and government systems.

Security is another key strength of Azure. It follows international security standards
such as GDPR, ISO, HIPAA, and SOC. Data is protected using encryption, access
control, and monitoring tools. Azure also provides built-in tools to detect threats and
respond to cyber-attacks in real time.

2.4.3.3 Advantages of Microsoft Azure

Microsoft Azure is especially suitable for organizations that already use Microsoft
products. Since most companies are familiar with Windows and other Microsoft
tools, adoption becomes simpler and faster. Azure supports both Windows and Linux
platforms, which increases flexibility for users.

Azure allows easy hybrid cloud integration, meaning companies can use both
on-premises and cloud resources together. This is very helpful for organizations that
cannot shift to the cloud completely due to security or legal reasons. Azure also provides
automatic scalability, which means resources can be increased or decreased based on
the workload.

Another major advantage is strong security and compliance; Microsoft invests heavily in
cybersecurity, and Azure provides built-in fitewalls; encryption; identity management,
and threat detection systems. This makeg it highly reliable for sensitive information,
such as banking and government data.

Azure also offers a large number©f services under.ene platform. From website hosting
to Al tools, from databases tg virtual nétworks, everything can be managed from a
single dashboard. This makes €loud management easier and more efficient.

2.4.3.4 Disadvantages of Microsoff Azure

Although Azure has many benefits, it also has some limitations. For users who are
not familiar with Mierosoft technologies, Azure can seem difficult to understand. The
platform has a very large number of services, which can be confusing for beginners.

Another disadvantage is the complex pricing structure. Azure charges users based on
usage, such as computing time, storage used, and data transferred. For beginners, it can
be hard to estimate the cost in advance. Some Azure services also require additional
Microsoft licences, which can increase the overall expense.

In some cases, performance may depend on the region selected. If the nearest Azure data
center is far away, users may experience slow response times. Also, moving existing
systems to Azure may require technical skills and careful planning.

Real-Life Examples of Microsoft Azure

Microsoft Azure is used by many large companies and organizations around the world.
BMW uses Azure to support its connected vehicles. The platform helps in monitoring
vehicle performance, analysing real-time data, and providing intelligent services to
drivers.
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Adobe uses Azure to host and manage its Creative Cloud services such as Photoshop,
Illustrator, and Premiere Pro. This allows millions of users to access Adobe tools online
without installing heavy software on their personal computers.

Heathrow Airport uses Azure for real-time passenger data analysis. The system helps in
predicting passenger flow, managing baggage handling, improving security checks, and
providing better travel experiences to passengers.

Apart from these, many governments and universities also use Azure for data storage,
online services, digital identity systems, and remote learning platforms.

2.4.4 Google Cloud Platform (GCP)

Google Cloud Platform (GCP) is a comprehensive cloud computing platform
developed and maintained by Google. It was officially introduced in the year 2011 to
provide organizations, developers, and researchers with access to the same powerful
infrastructure that runs popular Google products such a&s, Google Search, Gmail,
YouTube, Google Maps, and Google Photos. GCP allows usets to build, deploy, and
scale applications, websites, and services in a highly flexible and'¢ost-effective manner.

GCP provides services in all three major cloud service models: Infrastructure as a
Service (IaaS), Platform as a Service (PaaS)gand Seftwareyas asService (SaaS). What
makes Google Cloud Platform truly unique is its strong focus on data analytics,
artificial intelligence, machine learning, and container-based technologies. Google is
the original developer of technologies such as Kubernetes (for container orchestration)
and TensorFlow (for machine learmiing), and these toels are deeply integrated into GCP.

Another important aspect of [GCP is it§ high performance and reliability. It runs on
Google’s private global network, which'is one of the fastest and most advanced networks
in the world. This allowSusers to,access applications with low latency and high speed
from almost anywhére. GCP is widely adopted by startups, research organizations, and
data-driven companies du€ to 1ts cutting-edge capabilities in big data and Al

2.4.4.1 Architecture of Google Cloud Platform

The architecture of Google Cloud Platform is organized into multiple logical layers
that work together to deliver cloud services efficiently. It is designed to separate user
interaction, processing, storage, data handling, networking, and security to ensure
smooth and secure operation.

At the top level, users or administrators interact with the platform through:
¢ A web-based Admin Console
¢ Command-Line Interfaces (CLI)

¢ Application Programming Interfaces (APIs)

This layer provides access to manage resources, monitor performance, and configure
services.
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The next layer is the Compute Layer, which is responsible for executing applications
and workloads. This includes:

¢ Compute Engine, which provides virtual machines similar to traditional
servers.

¢ Google Kubernetes Engine (GKE), which manages containerized
applications and automatically scales them based on workload demands.

Below the compute layer lies the Storage Layer, used for storing different types of data:

¢ Cloud Storage is used to store large amounts of unstructured data such as
images, videos, backups, and documents.

¢ Persistent Disks are used as storage volumes attached to virtual machines.

The Database Layer supports both structured and unstructured data needs:
¢ BigQuery is a powerful data warehouse for big data analytics.

¢ Cloud SQL is used for relational database§y(MySQL, PostgreSQL, SQL
Server).

¢ Firestore is a NoSQL database useddmainly for mobile'and web applications
that require real-time data synchronization.

Next comes the Networking Layer, whieh connects all resources and manages
communication:

¢ Virtual Private Cloud (VPC) allows users to create private networks in the
cloud.

¢ Load Balan¢ing distributes incoming traffic across multiple servers to avoid
overload.

¢ Content Delivery Network (CDN) speeds up content delivery to users by
caching data at multiple locations worldwide.

Finally, the Monitoring and Security Layer ensures that all resources are protected and
are functioning properly:

¢ Cloud IAM (Identity and Access Management) controls who can access
which resources.

¢ Operations Suite (formerly Stackdriver) monitors performance, logs events,
and provides alerts for system health.

Together, these layers form a strong, secure, and highly scalable architecture that
supports modern cloud computing needs.
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2.4.4.2 Key Feature

oogle Cloud Platform

1. AI and Machine Learning Services

GCP provides advanced tools such as Vertex Al, AutoML, and TensorFlow that allow
developers to build, train, and deploy machine learning models easily. These services
are used in image recognition, speech processing, recommendation systems, and
predictive analytics.

2. Powerful Data Analytics

Google’s BigQuery is one of the fastest data analytics tools in the world. It allows users to
process huge amounts of data in seconds without managing servers. This is highly useful
for organizations that deal with big data, such as finance, healthcare, and e-commerce.

SREENARAYANAGURU
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3. Strong Open-Source Support

GCP strongly supports open-source technologies like Kubernetes, TensorFlow, and
Apache Spark. Developers can work with familiar tools without being locked into
proprietary technologies.

4. High Sustainability Standards

Google operates carbon-neutral and energy-efficient data centers. Many of its data
centers use renewable energy, making GCP one of the most eco-friendly cloud platforms
available.

5. Transparent and Flexible Pricing

GCP follows a clear pricing model, offering features such as pay-as-you-go billing
and sustained-use discounts that automatically reduce costs for long-running workloads
without requiring long-term contracts.

2.4.4.3 Advantages of Google Cloud Platform

¢ GCP provides superior Al and machine learning,services, which are among
the best in the industry.

¢ It is built on Google’s highly advanced global network, ensuring fast
performance and low latency.

¢ Its support for open-sour€e technologiesmakes it flexible and developer-
friendly.

¢ The platform is relatively cost-effective for startups and academic projects.

¢ The user intérface and management tools are simple and intuitive, making it
easier for beginner$ to learn.

2.4.4.4 Disadvantages of Google Cloud Platform

¢ GCP has a smaller market share compared to Amazon Web Services (AWS)
and Microsoft Azure.

¢ Some large organizations show limited enterprise-level adoption due to
AWS and Azure’s longer presence.

¢ In certain regions, service availability is limited.

¢ There are fewer third-party tools and integrations when compared to AWS’s
huge ecosystem.
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2.4.4.5 Real-Life Examples

1. Spotify

Spotify uses Google Cloud for data storage and analytics. This helps the company
analyze user behavior and suggest personalized music recommendations to millions of
users worldwide.

2. PayPal

PayPal uses GCP’s Al and machine learning services to detect fraudulent transactions
in real time and improve payment security.

3. Snapchat

Snapchat uses Google Cloud to store and manage billions of photos and videos that
are shared daily by its users. The scalability of GCP supports sudden increases in user
activity.

4. Healthcare and Research

Many research institutions use GCP for genomic_analysis, diséase modelling, and
medical data storage, due to its powerful computing ¢apabilities.

5. Startups and Developers

Startups use GCP for hosting applications, building’Al solutions, testing prototypes,
and scaling services as their uger base ineteases.

Table 2.4.1 Comparative Analysis: AWS vs. Azure vs. GCP

Feature AWS Microsoft Azure Pﬁ(t)?(;g:ﬁlc(ngcll’)
Launch Year 2006 2010 2011
Parent Company Amazon Microsoft Google
Service Categories 200+ Services 100+ Services 60+ Services
Compute Service EC2 Virtual Machines Compute Engine
Storage Service S3, EBS Blob Storage Cloud Storage
Database Service RDS, DynamoDB zg;mzztgtgse, ]SB(lgg]?uery, Cloud
Al & ML SageMaker Azure Al Vertex Al
Global Reach 30+ Regions 60+ Regions 35+ Regions
Hybrid Support Limited Strong Moderate
Open Source Focus Medium Low High
Best For Enterp.ri.ses, Micrpsoft users, Data analytics,

scalability hybrid cloud AI/ML workloads
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Recap

Cloud Service Models

¢ laaS (Infrastructure as a Service): Provides basic computing resources (VMs,
storage, networking). Users manage OS and applications. (e.g., AWS EC2,
Azure Virtual Machines).

¢ PaaS (Platform as a Service): Offers an environment for building and
deploying applications; users don't manage the OS/hardware. (e.g., Google
App Engine, Azure App Service).

¢ SaaS (Software as a Service): Delivers ready-to-use applications via a web
browser. (e.g., Gmail, Google Docs, Microsoft 365).

Amazon Web Services (AWS)

¢ Largest cloud platform, known for its massive serviee portfolio (200+
services) and elasticity.

¢ Architecture uses Regions (geographical areas), and Ayailability Zones
(separate data centers).

¢ Best for large enterprises requiring maximum scalability and a wide range
of specialized services.

Microsoft Azure
¢ Strongly integrated with Microsoft products (Windows Server, Office 365).

¢ A major strength is its Hybrid.€loud Support, connecting on-premises data
centers with the cloud?

¢ Architecture 1s organized into Regions, Availability Zones, and Resource
Groups.

¢ Best for organizations already heavily invested in the Microsoft ecosystem.

Google Cloud Platform (GCP)

¢ Focuses heavily on Al/Machine Learning (Vertex Al) and Data Analytics
(BigQuery).

¢ Built on Google’s advanced global network, offering high performance and
low latency.

¢ Strong support for open-source technologies like Kubernetes and TensorFlow.

¢ Known for high sustainability standards.

O
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Objective Type Questions
1. Which cloud service model delivers ready-to-use applications via a web
browser?

2. What is the term for the geographical area that contains multiple Availability
Zones in AWS architecture?

3. Which major cloud provider launched its platform first?

4. Which Microsoft Azure feature allows organizations to connect their on-
premises data centers with the cloud?

5. What is the Google Cloud Platform service used for powerful big data
analytics?

6. What is the Amazon Web Services term for its object storage service?
7. Which service model primarily provides vi

8. Which Google technology for contai s i§ deeply integrated
into GCP?

9. Which Azure component acts as a 10 r for related cloud services?

10. What is the term for S's ability to automatically increase or decrease
resources based on demand?

Answers to Objective Type Questions

\
SaaS
Region

AWS

—

Hybrid Cloud Support
BigQuery

S3

JEEN

Kubernetes

2 2 F & W s WK

Resource Group

10. Elasticity
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Assignments

1. A fast-growing e-commerce startup is deciding between AWS and GCP.
Their key requirements are:

» Superior, cutting-edge tools for building a real-time recommendation
engine.

* High reliance on open-source technologies for containerization and
machine learning.

* A desire for a clear, flexible, and sustained-use pricing model.

2. Based on the text, justify which cloud provider (AWS or GCP) the startup
should choose to best meet all three requirements, providing specific service
names (e.g., BigQuery, S3, Vertex Al) to support your answer.

ure, and GCP) relies
on the concept of Regions and Availa AZs). Explain the distinct
purpose of each of these two compe ents (Region vs. AZ). How does this

5. Microsoft Azure i i ith Microsoft products and its strong
Hybrid Clou 1 major advantages. For a traditional
enterprise ost of its operations on-premises using
Windows Server, detail two primary benefits of adopting
Azureasah solution, and explain why this specific approach is generally
easier than a co udden migration to a non-Microsoft-centric cloud
platform.
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Cloud Administration
Portals and User
Management

Learning OQutcomes

After completion of this unit, the learner will be able to:

¢ define cloud administration and its purpose in managing cloud environments
¢ list the key responsibilities of a cloud administrator
¢ familiarise the key responsibilities in subscription management

¢ identify the post-account setup actions suchdas enabling MEA and creating
[AM users

Prerequisites

Imagine you have just joined a'mid-sized I'T company that is rapidly expanding and
transitioning most of its serviges to the gloud:, On your first day, the cloud administrator
explains that your team is responsible for setting up and managing the company’s cloud
environment. A new projéet is abeut to begin, and you are assigned the task of helping
prepare the cloud infrastructure forthe development team.

Your responsibilitiesgiinclude |ereating user accounts for developers, assigning
appropriate roles such as Viewet, Editor, or Developer based on their job requirements,
and ensuring the principlésof least privilege is followed. You must place all project-
related resources inside the correct cloud subscription, which acts as a container and
management boundary. The admin also asks you to verify that important security
features like Multi-Factor Authentication (MFA) are enabled to protect the environment
from unauthorized access.

As you explore the cloud console, you see various dashboards showing usage metrics,
cost reports, and alerts for inactive or unused resources. You begin to understand how
subscription management works and tools that help identify duplicate subscriptions,
automate routine administrative tasks, and generate insights for future planning.

Through this scenario, you start learning how cloud roles, permissions, subscriptions,
and management processes work together. By handling these tasks, you gain practical
experience in organizing cloud resources, implementing secure access controls, and
ensuring smooth and cost-effective cloud operations for the project.
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Keywords

Identity and Access Management, User Roles, Account Creation,Cost Optimization,
Automation

Discussion
3.1.1 Overview of Cloud Administration

Cloud administration refers to managing cloud-based infrastructure and services,
which includes configuring resources, monitoring performance, ensuring security, and
supporting users. A cloud administrator ensures that an organization’s cloud environment
runs smoothly by overseeing virtual machines, storage, networking resources, and
applications across public, private, and hybrid cloud platforms.

Key responsibilities include:

¢ Infrastructure management: Setting up,configuring, and maintaining
cloud resources such as VMs, storage, and ‘metworking components, and
ensuring that cloud applications run efficiently.

¢ Security and compliance: Applying and managing security controls like
access management, firewalls, and encryption to safeguard data and meet
regulatory requirements.

¢ Cost management: Tracking cloud usage, identifying resources that are
underused, and implementing’ techniques to reduce and optimize cloud
expenses.

¢ Monitoring and _troubleshooting: Continuously checking system
performance,andsSecurity, diagnosing issues, and resolving them quickly to
maintain uptime.

¢ Backup and disaster recovery: Establishing and managing backup systems,
designing disaster recovery strategies, and routinely testing them to ensure
continuity during failures.

¢ User support and training: Managing user accounts and permissions,
helping users resolve technical issues, and guiding them on the effective use
of cloud tools.

¢ Automation and scripting: Using scripts or Infrastructure as Code tools to
automate repetitive tasks such as provisioning and updates.

3.1.2 Account Creation

Setting up an account with a major cloud provider such as AWS, Google Cloud, or
Microsoft Azure is generally simple and requires basic information like an email
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address, some personal or business details, and a payment method for verification. Most
providers also offer free tiers or trial credits for new users.

3.1.2.1 Common Steps in Cloud Account Creation

Although each provider has its own interface, the overall sign-up process is largely the
same:

1. Go to the Sign-Up Page: Visit the official site of your chosen provider and
look for options such as “Create an account,” “Sign up,” or “Try for Free.”

2. Enter Basic Details: Provide your name, email address (which often serves
as your login ID), and a secure password. For business use, it’s recommended
to register with an official company email and phone number.

3. Email Verification: A verification link or code will be sent to the email you
entered. Confirm your email by clicking the link orgubmitting the code.

4. Add Contact Information: Fill in your address and phone number. This
helps with identity checks and billing requirements.

5. Set Up Billing Information: Add a valid payment method such as a credit or
debit card. This step confirms yougfidentity and prevents fraudulent account
creation. You won’t be charged unless you exceed free tier limits or choose
a paid plan.

6. Identity Verification:/You may seceive a call or SMS with a verification
PIN. Enter the PIN to completefauthentication.

7. Select a Support Plan (Optional): Choose from available support options.
New users typically start with'the free/basic support plan.

8. Finish Registration: Once the form is complete, the system will start
activating your account. Activation can take anywhere from a few minutes
to a day.

9. Log In to the Console: After activation, you will get a confirmation email.
You can then sign in to the cloud management console and begin using the
available services.

3.1.2.2 Steps After Account Setup

1. Secure the Account: Enable Multi-Factor Authentication (MFA) for the
root account to strengthen security.

2. Create IAM Users: Avoid using the root account for daily operations. Set
up a dedicated admin user with appropriate [AM roles and permissions.

o
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3. Keep Track of Costs: Configure budgets and billing alerts to monitor charges
and prevent unexpected expenses, especially when using trial credits.

4. Select the Home Region Wisely: Choose your primary region based on
compliance needs or geographic proximity. This selection is important and
may be difficult to change later.

3.1.3 User Roles and Permissions

User roles in cloud environments are predefined sets of permissions that determine what
tasks a user can carry out on cloud resources. By assigning roles, organizations control
who can access, modify, or manage different parts of their cloud infrastructure. Roles
are typically aligned with job responsibilities for example, administrators may have
full control, while developers or analysts receive access only to the tools they need.
In addition to built-in roles such as Owner, Admin, or Viewer, most cloud platforms
also allow organizations to create custom roles to tailor permissions more precisely,
following the principle of granting only the minimum required, access.

3.1.3.1 Common Cloud Roles and their Permissions

1. Owner / Administrator

¢ Has complete control over the entire cloud‘environment (subscription,
project, or organization).

¢ Can manage users and assign roles.
¢ Can modify billing informationfand view usage reports.
¢ Can create, deleteyor update any resource.

¢ Responsible for overallgovernance and high-level configuration.

2. Editor

¢ Can create, modify, and delete cloud resources (e.g., virtual machines,
storage buckets, databases).

¢ Cannot perform sensitive administrative tasks like changing billing settings
or assigning roles.

¢ Ideal for those involved in day-to-day cloud resource management.

3. Viewer / Reader
¢ Has read-only access.
¢ Can view configurations, logs, reports, and resource details.
¢ Cannot create, change, or delete any resource.

¢ Useful for auditors, analysts, or stakeholders who only need visibility.
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4. Developer
¢ Typically has permissions for development and testing environments.
¢ Can deploy applications, configure services, and access dev resources.

¢ Oftenrestricted from accessing or modifying production systems to maintain
security and stability.

5. Security Administrator
¢ Manages security-related tools and policies.

¢ Can configure firewalls, identity policies, alerts, threat detection rules, and
audit logs.

¢ Supports compliance and ensures proper protection across environments.

3.1.4 How Roles and Permissions Work

1. Roles are Collections of Permissions

A role bundles multiple permissions requifed for a,task. Fof example, a “Storage
Admin” role includes permissions to create, delete, and configure storage resources.

2. Permissions Are Granular

Rather than granting individual{permissions one by one, IAM groups them inside a role.
This keeps access management simplef and more secure.

3. Roles Can Be Layered

A user can receive severaldfolesiat once. Their final permission set is the sum of the
permissions in all ‘assigned roles. For example, combining “Viewer” + “Developer”
gives visibility plus development access.

4. Principle of Least Privilege

Cloud IAM encourages giving users just enough permission to perform their job, and
nothing more. This reduces risks such as data leaks, accidental misconfigurations, or
unauthorized access.

3.1.5 Cloud Subscription

A cloud subscription is a recurring contract that enables users to access cloud-based
services,whether software, infrastructure, or platforms, on a continuous basis.

Key Characteristics:

¢ Offers ongoing access to services for as long as the subscription remains
active, often at a predictable recurring cost compared to one-time licensing.
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¢ Automatically includes the latest updates, new features, and security patches
without additional charges.

¢ Functions as a boundary for organizing and isolating resources, which helps
manage different teams, projects, or compliance requirements.

¢ Supports budgeting and cost tracking for all resources grouped within the
subscription.

3.1.6 Cloud Management

Subscription management involves overseeing both customer subscriptions and an
organization’s internal cloud subscriptions through systems and automation.

Key Responsibilities:

¢ Customer Lifecycle: Handles processes like onboarding, renewals, billing,
and support to improve customer retention and revenue.

¢ Internal Resource Management: Oversees the company’s own cloud
subscriptions from providers like AWS or Azure:

¢ Automation: Uses tools to streamline operations suchias generating quotes,
billing, payment collection, and revenue tracking.

¢ Cost Optimization: Identifies unnecessary or duplicated subscriptions and
helps reduce wasteful spending.

¢ Analytics and Reporting: Provides insights into usage patterns, spending
trends, and renewal schedules to support smarter financial and operational
decisions.

Recap

¢ Cloud administration involves managing cloud infrastructure, resources,
security, performance, and user support.

¢ Administrators handle tasks like configuring VMs, storage, networks,
monitoring systems, and troubleshooting issues.

¢ Security responsibilities include access control, firewalls, encryption, and
compliance.

¢ Cost management focuses on monitoring usage, identifying waste, and
optimizing expenses.

¢ Backup and disaster recovery ensure data protection and business continuity.

¢ Automation helps streamline repetitive tasks using scripts or Infrastructure
as Code.
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¢ Cloud account creation requires providing basic details, verifying email and
identity, adding billing information, and accessing the cloud console.

¢ After setup, users should enable MFA, create IAM users, set budgets, and
choose the correct home region.

¢ User roles define what actions a user can perform; common roles include
Owner, Editor, Viewer, Developer, and Security Administrator.

¢ Roles consist of bundled permissions, can be combined, and follow the
principle of least privilege.

¢ A cloud subscription provides continuous access to cloud services and acts
as a container for organizing and isolating resources.

¢ Subscription management covers renewals, billing, automation, cost
optimization, and usage analytics.

Objective Type Questions

N

1. What refers to the management of/cloud-based tesources and services?

6. Which role has complete control over cloud resources?

7. Which role provides read-only access to resources?

8. What is the recurring agreement that gives access to cloud services?
9. What process handles renewals, billing, and usage tracking?

10. What automates repetitive tasks in cloud operations?

11. What code is used for identity verification during account creation?

12. What system manages users and permissions in the cloud?

13. What process helps reduce wasteful cloud spending?
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14. What ensures continuity during system failures?

15. What serves as a boundary for organizing cloud resources?

Answers to Objective Type Questions

1. Cloud Administration
2. Provisioning
3. MFA

4. Role

5. Least-Privilege
6. Administrator
7. Viewer

8. Subscription
9. Billing

10. Automation

11. OTP

12. IAM

13. Optimization
14. Failover

15. Resource Group

Assignments

1. Compare and contrast different user roles in cloud administration in terms of
access, responsibilities, and risk.

2. Analyze how least-privilege access can reduce security threats in cloud

environments.
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3. Evaluate the impact of automation on operational efficiency in cloud
computing.

4. Discuss how improper subscription management could lead to increased
cloud costs.

5. Compare traditional on-premise administration with cloud administration in
terms of scalability, cost, and complexity.
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Identity and Access
Management

Learning Qutcomes

After completion of this unit, the learner will be able to:

¢ define Identity and Access Management (IAM) in cloud computing

*

identify the three components of the AAA model

*

familiarise common identities managed by IAM

*

discuss the purpose of Single Sign-On @ in cloud environments

Prerequisites

Before studying Identity and Wamers should have a basic
understanding of cloud comp ter orks, and common login methods

1den an organization that uses several cloud
services like virtual machines, iness applications accessed by employees

multiple usernam
insecure. The org
resources, monitor u
challenges, the organizati pts Identity and Access Management , using the AAA
model to authenticate users, authorize their actions, and account for their activities,
along with Single Sign-On to allow users to access multiple applications securely using
a single login.

or every application becomes complex and
eds to ensure that only authorized users can access

Keywords

Authentication, Authorization, Accounting, RADIUS, SSO Token
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Discussion
3.2.1 Introduction to IAM

Identity and Access Management (IAM) in cloud computing is a security framework
that defines and enforces who is allowed to access cloud resources and what operations
they can perform. It plays a vital role in cloud administration by providing secure, well-
controlled, and traceable access to cloud services.

IAM is responsible for managing identities such as users, groups, roles, and services and
assigning appropriate permissions across cloud platforms like AWS, Microsoft Azure,
and Google Cloud. Rather than granting direct access to resources, [AM uses roles to
assign permissions, making access management more secure, flexible, and scalable.

At the core of IAM are two important concepts: the AAA Model and Single Sign-On
(SSO).

3.2.2 AAA Model

The AAA Model as in Fig 3.2.1 represents three fundamental security functions such
as Authentication, Authorization, and Accounting that are,used to/control and manage
access to computer and network resources. Itprovides astructured approach to enforcing
security policies, auditing user activity, Supporting billing and usage tracking, and
managing overall network security and administration.

" AAA™
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Fig. 3.2.1 AAA Model

AAA is widely used to ensure that only authorized and valid users can access network
services and software applications. In [P-based networks, the AAA concept is commonly
implemented using centralized servers and is closely associated with protocols such as
RADIUS (Remote Authentication Dial-In User Service).

AAA systems are typically deployed as dedicated servers that authenticate users, control
their access privileges, and record their activities across the network.
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3.2.2.1 Components of the AAA Model

1. Authentication

Authentication is the process of verifying a user’s identity before granting access to
network resources. It validates user credentials such as usernames, passwords, or tokens
by comparing them with records stored in a network database. Once authentication is
successful, the user is allowed to access internal network resources.

2. Authorization

Authorization determines what actions an authenticated user is allowed to perform. It
defines the level of access granted, including which services, resources, or operations
the user can use. Different users may be assigned different permission levels, and
authorization is the mechanism through which security policies are enforced.

3. Accounting

Accounting involves monitoring and recording user activity within the network. It
tracks details such as login and logout times, duration of sessions, data transmitted
and received, and resource usage. This information is used for auditing, access control
verification, billing, and analyzing resource eonsumption.

3.2.2.2 Advantages of the AAA Framework

1. Enhances network scalability, allowing systems to handle increasing
workloads efficiently.

2. Provides greater controland flexibility in managing user access.
3. Supports standardized security protocols across the network.
4. Enables unique credentials for each user through systems like RADIUS.

5. Offers administrators a centralized point of management for authentication
and access control.

3.2.2.3 Disadvantages of the AAA Framework

1. Initial setup and configuration of AAA servers, such as RADIUS, can be
complex and time-consuming.

2. Selecting the appropriate AAA server software and deployment strategy
requires careful planning.

3. On-premise AAA hardware maintenance may be costly and labor-intensive.
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3.2.3 Single Sign On (SSO)

Single Sign-On (SSO) is a user authentication mechanism that allows individuals to
access multiple applications or systems using one set of login credentials, such as a
username and password as in Fig 3.2.2. It simplifies credential management for both
users and organizations by eliminating the need to log in separately to each application.

Website A

. Username
password E Website

User 550 \
Website C

Fig. 3.2.2 Single Sign«On

SSO is widely adopted by organizations and individuals to improve usability and
enhance security. For example, when a user’signs imonce tosa’Google account, they
can seamlessly access services like Gmail, Google Drive, and Google Docs without
repeated authentication.

3.2.3.1 Traditional Login ysfSSO-Based Authentication

In traditional authentication Systems,each website or application maintains its own
database of usernames and passwords. Every time a user logs in, their credentials are
validated against thatidatabase.

In contrast, SSO systems.do not store login credentials at the application level. Instead,
authentication is handled by a gentralized authentication server or identity provider.
Once a user is authenticatedg@ccess is granted to all connected applications without
requiring repeated logins.

Due to the “one login, multiple access” nature of SSO, it is highly recommended to
combine SSO with strong authentication mechanisms such as smart tokens, biometric
verification, or one-time passwords (OTP) to enable multi-factor authentication (MFA).
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3.2.3.2 How SSO Works
The working of SSO is illustrated in Fig 3.2.3.

350 4. Request authentication -
1. S5O Login page U
3. Send credentials 5. Pass authentication Authentication
to S50 solution data Server

. 2. Enter login credentials

h ———
6. Access granted

User Website

Fig. 3.2.3 Working of SSO
Step 1: The user attempts to access an application orwebsite.

Step 2: The application checks whether the usér hasyalready, been' authenticated by the
SSO system.

Step 3: If authentication exists, access is granted immediately.
Step 4: If not, the user is redirectéd to the SSO legin‘page.
Step 5: The user enters their credentials mto the SSO system.

Step 6: The SSO servieegforwards the credentials to an identity provider (e.g., Active
Directory) for verifiéation.

Step 7: Once verifiedythe 1dentity provider confirms authentication to the SSO system.
Step 8: The SSO system sends authentication confirmation to the application.

Step 9: The application issues a token that verifies the user’s authenticated status as they
move between applications.

3.2.3.3 Types of SSO Configurations

1. Kerberos-Based SSO

Uses a Ticket Granting Ticket (TGT) to authenticate users. Once logged in, service
tickets are issued to allow access to other applications without re-entering credentials.

2. SAML-Based SSO

Uses Security Assertion Markup Language (SAML) to exchange authentication and
authorization information between identity providers and service providers across
secure domains.
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3. Smart Card-Based SSO

Requires users to authenticate using a physical smart card containing credentials or
certificates. Once authenticated, no further login is required.

4. Social SSO

Allows users to log in using social media accounts. However, this method is often
discouraged in enterprise environments due to increased security risks.

5. Enterprise SSO (eSSO)

Uses password management tools that automatically replay user credentials for
applications, typically deployed in enterprise environments.

3.2.3.4 SSO Token

An SSO token is a digitally signed piece of information exchanged between systems to
confirm a user’s authentication status. Tokens may include useridentifiers such as email
addresses and issuing systems. Digital signatures ensure that the token is trustworthy
and has not been tampered with.

3.2.3.5 Advantages of SSO

For Users
¢ Reduces exposure of credeftials since applications do not store passwords.
¢ Improves convenience by requifing only one login.

¢ Enhances securitysthrough centralized authentication.

For Organizations
¢ Improves user satisfaction through seamless access.
¢ Lowers IT costs by reducing password management overhead.

¢ Simplifies identity and access administration.

3.2.3.6 Disadvantages of SSO

¢ Compromise of credentials can lead to unauthorized access across multiple
applications.

¢ Requires highly available authentication infrastructure; downtime can
prevent access to all connected services.
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Recap

¢ [AM defines and controls access to cloud resources and permitted actions.
¢ [AM manages users, groups, roles, and permissions across cloud platforms.
¢ Access is granted through roles, ensuring secure and scalable control.

¢ Core IAM concepts are the AAA Model and Single Sign-On (SSO).

¢ AAA consists of Authentication, Authorization, and Accounting.

¢ Authentication verifies user identity.

¢ Authorization determines allowed actions and resource access.

¢ Accounting tracks user activity for auditing and billing.

¢ AAA commonly uses centralized servers and protocolslike RADIUS.

¢ SSO allows access to multiple applications using a single login.

¢ SSO uses centralized authenticationdnstead ofiapplication-level credentials.
¢ SSO improves usability and reduces password management overhead.

¢ SSO tokens securely verifyrauthenticated user§ across applications.

¢ SSO must be highly secure anddighly available to avoid widespread access
issues.

Objective Type Questions

1. What framework rols access to cloud resources?

2. What IAM component verifies a user’s identity?

3. What IAM component determines what actions a user can perform?

4. What IAM component records user activity?

5. What protocol is commonly associated with AAA implementation?

6. What model consists of Authentication, Authorization, and Accounting?
7. What mechanism allows access to multiple applications using one login?

8. What authentication artifact is issued in SSO to verify a user?
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9.

What ticket is generated in Kerberos-based SSO?

10. What SSO standard uses XML for authentication exchange?

Answers to Objective Type Questions

1. 1AM

2. Authentication

3. Authorization

4. Accounting

5. RADIUS

6. AAA

7. SSO

8. Token

9. TGT

10. SAML

Assignment

1. Evaluate the effective of the AAA Model in preventing unauthorized
access to cloud r s.

2. Analyze the security implications of implementing Single Sign-On in large
organizations.

3. Compare AAA-based access control with traditional access control
mechanisms.

4. Examine the risks associated with poor IAM implementation and propose
mitigation strategies.

5. Analyze how combining SSO with Multi-Factor Authentication improves

cloud security.
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Resource Management

Learning Qutcomes

After completion of this unit, the learner will be able to:

¢ describe the concept of resource allocation to optimize cloud computing
performance in real-time scenarios

¢ cexplain cloud provisioning techniques to dynaniically manage virtual

machines and storage resources

¢ make aware of auto-scaling strategies to performance

during variable workload demands

¢ familiarize resource quota and limit controls ns air usage and cost-

effective operation of cloud servi

Prerequisites

Effective resource al in cloud computing to ensure that
computing power, resources are used efficiently. In real life,
consider an online shoppi orm during a festival sale, where thousands of users
. Without proper resource management, servers may
become overloaded, causin response times or service outages. Cloud resource
management helps alloc ditional servers and storage automatically to handle such
sudden traffic spikes. Similarly, during non-peak hours, unused resources can be released
to reduce operational costs. Another example is video streaming services, which must
manage bandwidth and computing resources dynamically to provide smooth playback
to millions of users. Poor resource management in such cases can lead to buffering and
poor user experience. In business environments, companies rely on cloud systems to
run applications, store data, and support remote work. Efficient resource management
ensures that applications get the required resources without wasting money. Therefore,
resource management is a fundamental requirement in cloud computing to balance
performance, cost, and reliability.
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Keywords

Physical resources, Logical resources, Resource provisioning, Dynamic allocation,
Auto scaling, Overprovisioning, Deprovisioning, Resource quotas

Discussion
3.3.1 Types of Resources

Cloud computing resources are generally classified into physical resources and logical
resources. Physical cloud computing resources include the actual hardware components
such as servers, computers, storage disks, databases, and networking devices that support
cloud operations. These components are stored in data centers and managed by cloud
service providers, allowing users to access their functions over the internet without
handling the hardware directly. The efficiency, reliability,dand performance of cloud
services depend greatly on these physical units. Logical cloud @emputing resources are
virtual components created from the underlying physical infrastructure. They include
execution environments such as virtual machines (VMs) and containers, along with
monitoring tools that track performance, usage, and security. Logical resources also
enable communication between applications'throughwirtualmetworks and application
programming interfaces (APIs), thereby providing greater flexibility and scalability.
These dynamic and automated virtual elements help organizations adjust resources as
needed, ensuring smooth cloud seryice delivery. Togéether, both physical and logical
cloud computing resources work to power cloudsmodels like TaaS, PaaS, and SaaS,
helping organizations manage‘and optimizeitheir cloud environments effectively.

Resource allocation in cloud‘cemputing refers to the process of assigning resources
and services from a cloudprovidento a customer. This process, also known as resource
provisioning, involves selecting, deploying, and managing both software components
such as load balancersand database management systems and hardware components
like CPU, storage, and networking devices to ensure smooth application performance.
To use cloud resources efficiently while meeting Service Level Agreements (SLA) and
Quality of Service (QoS) requirements, organizations must apply appropriate methods
such as static or dynamic provisioning and static or dynamic resource allocation based
on the specific needs of an application. It is important to avoid both over provisioning,
which leads to unnecessary costs, and under provisioning, which reduces performance.
Power consumption is another major constraint in cloud environments, so strategies
must be implemented to minimize energy usage, heat dissipation, and inefficient virtual
machine placement. Effective techniques should be in place to prevent excessive power
usage. Ultimately, the goal of cloud users is to obtain the required resources at the
lowest cost, while cloud service providers aim to maximize their profit by distributing
and managing resources efficiently.

3.3.1.1 Importance of Cloud Provisioning

Cloud provisioning is essential in cloud computing because it allows systems to
adjust resource availability according to changing workloads. This flexibility ensures
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applications always receive the required capacity without manual effort. It significantly
improves operational speed, as users can quickly launch virtual machines or services
whenever needed without depending on IT staff. Cloud provisioning also contributes
to major cost savings through the pay as you go model, where users pay only for the
resources they actually consume. By automatically adding or removing resources based
on workload demands, organizations can avoid unnecessary expenses and maintain
high efficiency.

3.3.2 Challenges of Cloud Provisioning

Despite its advantages, cloud provisioning comes with several challenges that affect
performance, security, and cost control. One major difficulty is the complexity
of managing cloud environments, as providers must use a wide range of tools and
technologies to constantly monitor and regulate resource usage. Ensuring policy
compliance is another challenge because organizations must make sure that users only
access the resources they are permitted to use, protecting systems from unauthorized
access. Cost management also becomes complicated; automated provisioning can
lead to unexpectedly high bills if proper controls are not implemented. To prevent
overspending, organizations need monitoring alertsand spending limits that notify
administrators when resource usage approaches critical leyels.

3.3.3 Tools for Cloud ProviSioning

¢ Google Cloud Deployment Manager is a resource management service
that enables users to define, configurejpandideploy cloud resources using
template based files. It@utomatesdhe provisioning of Google Cloud services
and ensures consistent, repéatable deployments by treating complex
environments as a singlé\manageable unit.

¢ IBM Cloud Orchestrator offers powerful automation features for
provisioningy configuring, and managing cloud resources across both public
and private environments. It includes workflow automation, policy control,
and self service aecess, helping organizations streamline cloud operations
and improve resource efficiency.

¢ AWS CloudFormation is a widely used provisioning tool that allows users
to design and deploy infrastructure using JSON or YAML templates. It
automates resource creation in a predictable and secure way, supports the
management of stacks across different accounts and regions, and simplifies
complex deployments.

¢ Microsoft Azure Resource Manager (ARM) is a deployment and management
platform that enables users to provision Azure resources through template
based definitions. ARM provides capabilities such as role based access
control, tagging, and resource grouping to improve security, organization, and
centralized management of cloud assets. It ensures consistent deployments
and simplifies the operation of applications hosted in Azure.
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3.3.4 Types of Cloud Provisioning

3.3.4.1 Static Provisioning (Advance Provisioning)

Static provisioning is used when an application has steady, predictable, and mostly
unchanging resource requirements. In this approach, the cloud provider assigns a fixed
amount of resources such as CPU, memory, and storage to the customer ahead of time.
The user can access these resources whenever needed but must ensure they are not
misused or overloaded. Because resources are allocated in advance, the customer must
estimate their capacity needs beforehand, which can sometimes result in allocating too
much or too little. This method is best suited for applications with stable workloads,
such as a database server with clearly defined resource limits. When customers enter
into an agreement with the provider, the required resources are prepared before the
service starts, and the charges may apply either as a one-time cost or as recurring fees.

3.3.4.2 Dynamic Provisioning (On Demand Proyisioning)

Dynamic provisioning allows cloud resources to expand or shrinkautomatically based
on current application needs. It follows a pay per use or pay as you go model, meaning
users pay only for the exact amount of resources they actually consume. The cloud
provider increases resources during high démand and reduces them when demand
drops. This model also supports moving virtual machimes to different computing nodes
when workloads change, ensuring smooth performance. It is ideal for applications with
unpredictable or fluctuating workloads, likeweb servers that require variable levels of
CPU, memory, and storage. Although this methed-helps users avoid paying for unused
capacity, they must still monitor usagefcarefully to prevent unexpected costs from
excess consumption.

3.3.4.3 Self Servieé Provisioning (User Self Provisioning)

Self service provisioning, also known as user self provisioning, allows customers to
obtain the cloud resources they need directly through a web based portal. Users simply
submit an online requestg.create an account, and make the necessary payment, often
using a credit card. Once the request is processed, the cloud provider quickly makes the
resources available for use. This approach offers speed, convenience, and autonomy,
enabling customers to deploy and manage resources without waiting for assistance
from cloud administrators.

3.3.4.4 Overprovisioning

Overprovisioning is a frequent issue in cloud environments because unused and idle
resources directly increase the overall cloud bill. One of the most important ways to
control both overprovisioning is to remove unnecessary resources by monitoring past
cloud usage data. Without historical usage information, it can take several months
to gather enough data to make accurate decisions. This information is essential for
any effective cost optimization strategy. Several best practices help in identifying
overprovisioned cloud resources, such as regularly monitoring resource utilization,

m SGOU - SLM - BCA - Introduction to Cloud Computing @




including CPU, memory, disk space, and network bandwidth, to detect patterns of
waste. Automation tools can also be used to automatically adjust resources through
autoscaling based on real workload demands. Conducting regular capacity planning
exercises helps organizations understand upcoming workload requirements and
provision resources accordingly. In addition, cloud cost optimization tools assist in
identifying potential areas for savings. Once these practices are in place, organizations
may adopt a chargeback model to track resource usage and allocate cloud costs to
departments or projects, encouraging efficient consumption of cloud services.

3.3.4.5 Deprovisioning

Deprovisioning cloud resources is especially important because it directly eliminates
unnecessary costs and improves the overall efficiency of the cloud environment. A
clearly documented workflow for deprovisioning should be stored in a central location,
where it can support onboarding, staff training, and compliance audits. After identifying
the resources that need to be retired, it is important to inform application owners,
developers, users, and any other stakeholders who may be affected. The first step in
deprovisioning is to remove all access permissions and disableyany API keys linked
to the resource so that no unauthorized access oceurs during the process. Next, the
resource should be terminated using infrastructure as‘eode tools or through a manual
procedure. Once the resource has been successfulljterminated, all’'associated data must
be securely deleted using standard data removal toolsprovided by cloud services, such
as Google Cloud Storage Object Lifecycle Management or Microsoft Azure Storage.
Proper and timely deprovisioning ensures'that unused resources are removed, security
risks are reduced, and significant.¢ost'savings are achieved across the organization.

3.3.5 Challenges of Cloud Resource Management

¢ Cloud resouree management facés security challenges due to the need to
share data and servicessacross multiple cloud service providers.

¢ Limited or inconsistent authentication and authorization mechanisms
increase the risk of unauthorized access.

¢ Managing a wide variety of heterogeneous resources such as compute,
storage, and networking components is complex.

¢ Improper coordination of diverse resources can negatively impact system
performance and stability.

¢ Dynamic workloads and frequent configuration changes make resource
allocation more difficult.

¢ Error detection, handling, and recovery become challenging in continuously
evolving business environments.

¢ These issues highlight the need for secure, adaptive, and intelligent cloud
resource management approaches.
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3.3.6 Resource Management Models

3.3.6.1 Compute Model

In cloud environments, computing resources are shared among all users simultaneously.
This model allows users to reserve virtual machine memory so that the requested
memory size is always available, ensuring smooth local operation with an acceptable
level of Quality of Service provided to the end user. In grid systems, the workload of the
computing environment is managed in a strict manner. Local resource managers such
as Portable Batch System, Condor, and Sun Grid Engine are responsible for handling
compute resources at each grid site and identifying the users who can execute specific
tasks.

3.3.6.2 Data Model

This model deals with processes such as organizing, separating, querying, transferring,
caching, and replicating data. Storing data on an untrusted hostincreases security risks
because sensitive information is moved away from an organization’s own premises.
Cloud storage providers must ensure that data is always available and durable, which
is usually achieved through automatic replication act@ss various locations without
customer involvement. However, managing data presentsyseveral challenges. One
of the biggest difficulties is handling tranSactional data while maintaining atomicity,
consistency, isolation, and durability during replication across large distances. Storing
sensitive data in untrusted environments further increases the risk.

3.3.6.3 Virtualization

Virtualization refers to the technique of greating a simulated version of hardware
or software. It has two main components. Abstraction provides virtual versions of
computing, storagg, and netwerking resources that can be combined into a unified
resource pool. It alse, ineludes resource overlays such as data storage services and web
hosting environments. Encapsulation allows a virtual machine to be represented as a
single file, making it easy,tos€onfigure, deploy, start, migrate, pause, resume, and stop
applications. This method enhances security, isolation, and manageability in cloud
environments.

3.3.6.4 Monitoring

Virtualization introduces challenges because users have limited control over monitoring
resources. Monitoring involves observing, reviewing, and managing the operations
of a cloud based IT infrastructure. In cloud environments, different service levels are
available to users, but they are only given access to a limited application programming
interface. Lower level resources remain hidden from users, especially in platform as a
service and software as a service models, although some providers may expose limited
monitoring information. Users cannot build or deploy their own monitoring systems
and the restricted feedback limits their understanding of system status. Monitoring is
essential for tracking business operations, updating systems, troubleshooting servers,
supervising virtual machines, and maintaining hardware efficiency. In grid environments,
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the trust model is different because users can access and review resources at various
grid sites through identity delegation, and grid resources are not highly abstracted or
virtualized like those in cloud computing.

3.3.6.5 Programming Model

This model defines the programming languages and tools used to interact with cloud
systems. In cloud environments, web services are commonly used, giving users more
control over cloud operations. However, challenges arise in data translation between
systems and real time data exchange without the support of traditional middleware.
In grid computing, programming is based on parallel and distributed computing
environments.

3.3.6.6 Security Model

The security model in cloud computing enables users to manage and protect their own
data by setting strong passwords, monitoring account activity, and receiving alerts
through email whenever any suspicious behavior is detected.y,However, this model
also comes with several risks that must be carefullyaddressed toensure effective data
protection. One major concern is privileged user access; where administrators or users
with elevated permissions might misuse theisgauthoritys Regulatory compliance is
another critical challenge, as organizations must ensuréithat their cloud practices follow
legal and industry-specific security requiréments. The loeation of stored data also poses
arisk, because storing information in unknown or distant regions can make it difficult to
enforce security policies. Data partitiening must be handled properly so that information
belonging to different users rem@ins fully separated and protected. Recovery is another
essential aspect, since organizations must ensure that data can be restored efficiently
after failures or attacks. Proper.investigatioft support is also necessary so that security
incidents can be tracedrand analyzed whefi needed. Lastly, maintaining the long term
durability of data isfvital, ensuring that' information remains safe, intact, and accessible
over extended periods without eorruption or loss.

3.3.7 Auto Scaling

Auto scaling is a cloud computing feature that automatically adjusts the number
of active servers or resources based on changing workload demands. It works by
increasing resource capacity during periods of high usage and reducing it when demand
decreases, ensuring that applications maintain smooth performance at all times. This
automated adjustment helps organizations avoid unnecessary expenses during low-
traffic periods while guaranteeing efficient operation during peak times. Auto scaling
relies on predefined metrics such as CPU usage, memory utilization, or network traffic
to determine when resources need to be added or removed. By responding to these
real-time indicators, cloud systems can maintain optimal performance, improve cost
efficiency, and enhance reliability without requiring any manual effort. Through this
dynamic resource management, auto scaling supports seamless adaptation to workload
variations and ensures that cloud infrastructure remains both responsive and economical.
See Fig. 3.3.1.
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Additionally, it enhances reliability by distributing workloads acress multiple instances,
lowering the chances of system failures or downtime.sWith its elastic scalability, auto
scaling allows systems to quickly respond to sudden spikes or drops in traffic, making
it an essential mechanism for maintaining simooth, efficientyyand uninterrupted cloud
operations.

3.3.7.1 Key Components of Auto Sealing

¢ Launch Configuration

This defines the settings used'when new instances are created through Auto Scaling. It
includes important details Such asithe Amazon Machine Image, instance type, security
groups, key pair, and storage configuration required for launching each instance.

¢ Auto Scaling Groups (ASG)

These are collections of ifistances that Auto Scaling manages as a single unit. An ASG
specifies the minimum, maximum, and desired number of instances, along with rules
that govern how and when scaling actions occur.

¢ Scaling Policies

These policies outline the conditions under which Auto Scaling should increase
or decrease the number of instances. They rely on performance indicators like CPU
utilization, network traffic, or custom CloudWatch metrics to determine when scaling
is needed.

¢ Scaling Cooldowns

Cooldown periods act as waiting times between scaling actions to prevent rapid or
unnecessary adjustments. This helps maintain system stability and ensures that scaling
decisions are based on accurate workload conditions.
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¢ Health Checks

Auto Scaling performs regular health checks on instances to verify that they are
functioning properly. If an instance fails a check, it is automatically terminated and
replaced with a healthy one to maintain performance.

¢ CloudWatch Alarms

These alarms track key metrics and trigger scaling actions when pre-defined thresholds
are crossed. They help ensure that the system responds quickly to workload changes to
maintain performance and availability.

¢ Lifecycle Hooks

Lifecycle hooks allow you to run specific tasks when an instance is launching or
terminating. This can include configuring resources before they become active or
cleaning up processes and data before an instance shuts down.

3.3.7.2 Types of Auto Scaling

Below are the major types of auto scaling, each designed to handle different workload
scenarios:

¢ Manual Auto Scaling

This approach requires administrators to manually increase or decrease the number of
instances based on observed worklead,changes. While'it offers full control, it demands
continuous monitoring and is 1e8s effective when'workloads fluctuate rapidly.

¢ Dynamic Auto Scaling

Dynamic auto scaling@automatically,adjusts the number of running instances in response
to real-time metrig§ such as¢€PU usage, memory utilization, or network traffic. This
enables quick adaptation’to varying workloads without manual intervention.

¢ Predictive Auto Scaling

This method uses machine learning techniques and historical usage trends to forecast
future demand, allowing the system to scale resources ahead of expected spikes. It
helps prevent performance issues during peak times by preparing capacity in advance.

¢ Scheduled Auto Scaling

Scheduled auto scaling increases or decreases resources based on predefined usage
schedules. It is ideal for predictable workloads, such as systems that experience higher
demand during business hours or specific time intervals.

¢ Target Tracking Auto Scaling

In this strategy, the system continuously adjusts resources to maintain a specific
performance target, such as keeping CPU utilization at a defined percentage. It
automatically scales to ensure stable performance levels.
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¢ Resource-Based Auto Scaling

Instead of scaling whole instances, this type focuses on adjusting specific cloud
resources such as databases, storage units, or load balancers. It ensures each component
can meet demand independently without affecting the entire system.

3.3.7.3 Working of Auto Scaling

Auto Scaling relies on Amazon CloudWatch or similar monitoring tools to constantly
observe specific performance indicators such as CPU usage, network activity, or
custom-defined metrics. When these metrics surpass the thresholds set in the scaling
policies, Auto Scaling automatically adjusts the number of instances in an Auto Scaling
Group (ASG). Below is a clear step by step explanation of how Auto Scaling functions:

¢ Step 1: Monitoring: Auto Scaling continuously tracks selected metrics for
all instances in the ASG using CloudWatch or other monitoring services.

¢ Step 2: Evaluation: The collected metrics are analyzed to determine whether
the current resource capacity matches the scaling policies:

¢ Step 3: Decision Making: If the evaluation shows the need for change, Auto
Scaling decides whether to increase orrdeercase the nuniber of instances,
based on defined rules and system status.

¢ Step 4: Scaling Action: After the decision is made, Auto Scaling performs the
required action to adjust the. ASG capacity by adding or removing instances.

¢ Step 5: Health Checks: Once néw instances are launched, Auto Scaling
performs health checks to ensure they are functioning properly and ready to
handle incomingtraffic.

¢ Step 6: Cooldown Peried: A cooldown period is applied to prevent rapid,
repeated scalingdctions, giving the system time to stabilize.

¢ Step 7: Feedback Loop: Auto Scaling continues monitoring the workload
and makes further adjustments as needed, ensuring the system consistently
meets performance demands.

3.3.7.4 Benefits of Auto Scaling

Auto scaling offers several advantages for cloud-based applications. By dynamically
adjusting resources to match demand, it prevents overprovisioning and reduces
unnecessary costs during periods of low traffic. It ensures applications maintain high
performance and responsiveness by automatically increasing resources during peak
usage. Auto scaling also enhances availability by quickly adding or replacing instances
that fail, ensuring continuous access to services for users. Additionally, it allows
organizations to adapt to changing workloads automatically, handling unexpected
increases or decreases in demand without manual intervention.
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3.3.7.5 Best Practices for Auto Scaling

To make the most of auto scaling, certain best practices should be followed:

¢ Set Up Monitoring: Continuously track key performance metrics such
as CPU usage, memory, and network traffic using tools like Amazon
CloudWatch.

¢ Define Clear Scaling Policies: Establish well-defined rules for scaling that
align with your application’s performance requirements and organizational
goals.

¢ Start with Conservative Scaling: Begin with cautious scaling strategies to
avoid overprovisioning resources unnecessarily.

¢ Implement Multiple Availability Zones: Deploy instances across multiple
availability zones to enhance fault tolerance and system resilience.

3.3.7.6 Challenges of Auto Scaling

While auto scaling offers significant benefits, it also'cemes with' certain challenges.
Cost Management can be an issue, as impropéf configuration or‘unpredictable traffic
patterns may lead to unexpected expenses despite auto scaling’s ability to optimize
resource usage. Configuration complexity is another challenge, particularly for
large applications with diverse workloads, as setting up monitoring, defining scaling
policies, and managing Auto Scalifigigroups ean be€omplicated. Scaling Limitations
arise with certain types of applications @i resources, such as stateful applications or
legacy systems that are not designed for dynamic scaling, making it difficult to adjust
resources effectively. Finally, Rerformance Impact can occur during scaling events,
such as launching new instances orterminating old ones, which may temporarily affect
application responsiveness ifaot properly managed.

3.3.8 Resource Quotas and Limits

Resource quotas and limits in cloud computing are predefined restrictions on how much
of a particular resource a user, application, or account can consume. These boundaries
help prevent accidental overuse, control costs, and ensure that resources are shared fairly
in multi-tenant cloud environments. Cloud providers generally allow administrators to
configure and manage these settings based on organizational needs.

In modern cloud systems, quotas and limits are essential for efficient resource
management and consistent performance. As cloud computing delivers on-demand
access to computing resources, understanding how these controls work is crucial for IT
professionals and software engineers.

3.3.8.1 Definition of Resource Quotas and Limits

Resource quotas and limits define the maximum amount of system resources that
can be consumed by a user or application. They prevent any single workload from
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exhausting available resources and help maintain balanced performance across the
cloud environment.

¢ Resource Quotas specify the maximum resources a user or application is
allowed to use.

¢ Resource Limits act as strict boundaries that stop users from exceeding
predefined thresholds.

Resource quotas are preset caps determined by the cloud provider or administrator.
They can be adjusted depending on user requirements. For example, a quota might
define how much storage a user can access. Once this limit is reached, the user must
either free up space or request an increase.

Resource limits define the absolute maximum usage allowed for a particular resource.
Their purpose is to prevent resource monopolization. For instance, a provider may
restrict the number of virtual machines a user can deploy. If the user attempts to exceed
this limit, the system will block the request.

3.3.8.2 History of Resource Quotas and Limits

The concept originated in the early days of computing, when hardware resources were
scarce and costly. Administrators used quetas to ensure fairallocation among users.
With the rise of cloud computing, where¢ resources are shared across many tenants,
quotas and limits have become even more important for managing large-scale shared
infrastructures.

As technology advanced and/resource dvailability increased, the focus shifted from
merely restricting usage to improvig performance and efficiency. This led to the
adoption of advanced techniques,such as dynamic resource allocation and auto-scaling,
which adjust resourees intelligentlyrbaséd on demand.

3.3.8.3 Impact of Cloud Computing on Quotas and Limits

Cloud computing has significantly influenced how quotas and limits are implemented.
With scalable, on-demand services, cloud platforms can offer flexible and adjustable
usage boundaries. The pay-as-you-go model also requires accurate resource controls to
prevent overspending and maintain cost efficiency.

Quotas and limits are widely used across cloud environments to manage:
¢ Storage
¢ Compute resources
¢ Network bandwidth
¢ Number of virtual machines

¢ Multi-tenant resource distribution
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These controls ensure fair access, prevent resource exhaustion, and maintain overall
system performance.

¢ Managing Storage and Compute Resources

Setting storage quotas helps avoid overconsumption and ensures that multiple users
share storage fairly. For example, if a user has a 100GB quota, exceeding it would
require them to delete data or request additional space.

Quotas and limits also regulate CPU and memory usage. For example, a user may have
a limit of 4 vCPUs and 16GB RAM; exceeding this will result in throttling or rejected
requests. This ensures stable and predictable performance for all users.

3.3.8.4 Examples of Resource Quotas and Limits

Cloud platforms such as Amazon Web Services (AWS) and Google Cloud Platform
(GCP) use resource quotas and limits to manage system capacity and prevent overuse.
Each service provides configurable controls that help uSets monitor consumption,
maintain fairness, and avoid unexpected costs.

a. Resource Quotas and Limits in AWS

AWS applies quotas and limits across its seryices to régulate hew/many resources a user
can create or consume.

¢ EC2 Instance Limits: AWS restricts the number of EC2 instances that can
run simultaneously. Usersimust request,a quota increase if they exceed the
default limit.

¢ S3Storage Limits: AWS imposes limits on total S3 storage usage. Exceeding
these limits restlts’in additional charges based on consumption.

These quotas engsure predictable usage, resource stability, and controlled cost
management.

b. Resource Quotas and Limits in GCP

GCP enforces quotas for resource fairness and service reliability across projects.

¢ VM Instance Quotas: GCP limits the number of virtual machines a user can
create. Additional quota must be requested to exceed this limit.

¢ Network Bandwidth Limits: GCP controls network throughput, and traffic
may be throttled if defined limits are crossed.

GCP’s Cloud Quotas system monitors usage, prevents excess consumption, and
supports automated or manual quota adjustments. When users attempt to exceed a
quota, operations are blocked and fail instantly.

3.3.8.5 Types of Compute Engine Quotas and Limits in GCP

GCP categorizes Compute Engine restrictions into three main types:
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1. Resource Quotas : Limit usage of Compute Engine resources such as VM
instances and GPUs.

2. API Quotas : Restrict the frequency of Compute Engine API calls.

3. Concurrent Operation Quotas : Limit the number of simultaneous
Compute Engine operations.

These quotas apply at the project level, meaning they are shared across all applications
within the same Google Cloud project.

3.3.8.6 Quota Management and Permissions

To view or modify quotas in GCP, specific IAM permissions are required:
¢ View Quotas: serviceusage.quotas.get

¢ Edit Quotas: serviceusage.quotas.update
These permissions are included in roles such as Owner, Editor, and Quota Administrator.
Quota Visibility and Rollouts

GCP occasionally updates default quotas. During these rollouts, the displayed quota
in the console may not match the actual quota applied to the account. Users can verify
the accurate quota using the Google Cloud CLI and request adjustments if additional
resources are needed.

Recap

¢ Cloud resourcesiate broadly classified into physical and logical resources.

¢ Physical resources® include servers, storage devices, databases, and
networking hafrdware managed in data centers.

¢ Logical resourcesmiare virtual components such as virtual machines,
containers, virtual networks, and monitoring tools.

¢ Resource allocation (or provisioning) assigns cloud resources to users based
on application needs.

¢ Proper provisioning helps meet SLA and QoS requirements efficiently.

¢ Overprovisioning increases costs, while underprovisioning degrades
performance.

¢ Power consumption is a key concern, requiring energy-efficient resource
management strategies.

¢ Cloud provisioning enables on-demand, fast, and flexible resource
availability.
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¢ Static provisioning suits predictable workloads, while dynamic provisioning
fits fluctuating demands.

¢ Self-service provisioning allows users to deploy resources independently
through portals.

¢ Deprovisioning removes unused resources to reduce cost and security risks.

¢ Auto scaling dynamically adjusts resources based on real-time workload
metrics.

¢ Monitoring is essential for tracking performance, usage, and system health.

¢ Resource quotas and limits prevent overuse and ensure fair sharing in multi-
tenant environments.

¢ Effective resource management balances performanee, cost optimization,
security, and reliability.

Objective Type Questions

1. What type of cloud resources include servers, storage, and networking
devices?

6. What issue occurs when excess cloud resources remain unused?
7. What process involves removing unused cloud resources?

8. Which cloud feature automatically increases or decreases resources based
on demand?

9. What agreement defines performance and availability requirements in cloud
services?

10. Which tool in AWS uses templates to provision infrastructure?

11. Which Azure service manages resources using templates and role-based
access control?
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12. What model focuses on sharing computing resources among multiple users?

13. Which model deals with organizing, storing, and replicating data?

14. What concept creates virtual versions of hardware resources?

15. What mechanism limits the maximum resources a user can consume in the

cloud?

Answers to Objective Type Questions

1. Physical

2. Logical

3. Provisioning

4. Static

5. Dynamic

6. Overprovisioning
7. Deprovisioning
8. Autoscaling

9. SLA

10. CloudFo ion
11. ARM

12. Compute

13. Data

14. Virtualization
15. Quota
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Assignments

1. Explain the difference between physical and logical cloud resources and
discuss how they work together to support cloud service models such as
IaaS, PaaS, and SaaS.

2. Describe the concept of resource allocation and provisioning in cloud
computing. How do static and dynamic provisioning help meet SLA and
QoS requirements?

3. Discussthe importance of cloud provisioning in managing variable workloads
and controlling operational costs in cloud environments.

4. Explain the major challenges of cloud provisioning, including cost
management, policy compliance, and system complexity.

5. Compare and explain the different types of clou
provisioning, dynamic provisioning, and self-service
suitable examples.

ovisioning: static
visioning, with

6. What is overprovisioning in cloud
cost and performance, and explai
overprovisioned resources.

7. Explain the role of auto
key components and how i rove performance, reliability, and cost
efficiency.
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Load Balancing

Learning Qutcomes

After completion of this unit, the learner will be able to:

¢ define load balancing and identify its basic purpose in network and cloud
systems

¢ explain how a load balancer distributes traffic amo ultiple servers

in simple real-world scenarios A

Prerequisites

.

ing to handle the growing number of users
al time, applications such as e-commerce
o streaming services receive thousands of
ests are sent to a single server, it can quickly
. Load balancing helps by distributing incoming traffic
. This ensures that no single server is burdened with
excessive workload. For exanmiple, during a festive sale on an e-commerce platform
like Amazon or Flipkart 1ons of users try to browse and place orders at the same
time. A load balancer intelligently routes user requests to different servers based on
their availability and current load. This improves application performance and reduces
response time for users. Load balancing also increases reliability by redirecting traffic
to healthy servers if one server fails. It supports scalability by allowing new servers
to be added easily when user demand increases. Cloud service providers rely on load
balancing to maintain high availability of applications. Therefore, understanding the
need for load balancing is a prerequisite for designing efficient and reliable cloud-based
systems.

Load balancing is essential 1
accessing online services sim
websites, online banki
user requests every
become overloade
across multiple se

b
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Keywords

Scalability, server utilization, fault tolerance, performance optimization, redundancy,
auto scaling, reliability

Discussion
3.4.1 Load Balancer & How Load Balancing works?

A load balancer is a hardware device or software tool that distributes incoming network
traffic across multiple servers. Its main purpose is to ensure high availability, optimal
server utilization, and better overall performance. By spreading the workload evenly,
it prevents any single server from becoming overloaded and helps maintain smooth,
uninterrupted service. See Fig. 3.4.1.
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Fig. 3.4.1 Load Balancing

It functions like a traffic controller by directing incoming client requests to multiple
servers. By evenly distributing the workload, it prevents any single server from becoming
overloaded, which improves application performance, reliability, and availability. Load
balancing is widely used in cloud computing environments, data centers, and large-
scale web applications where efficient traffic management is essential.

3.4.1.1 Issues Without a Load Balancer

In the absence of a load balancer, several serious problems can affect the performance
and availability of an application. One major issue is the creation of a single point
of failure, where the entire application becomes unavailable if the server crashes or
encounters a fault, leading to service interruption and a poor user experience.
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Another challenge is server overload, as a single server can handle only a limited number
of requests; as user demand grows, the server may become overwhelmed, causing slow
responses or system failure. Additionally, scalability becomes difficult without a load
balancer, since all incoming traffic is directed to one server, and simply adding more
servers does not automatically distribute the workload or resolve performance issues.

See fig. 3.4.2.
Without Load Balancing
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ncers evenly distribute incoming requests
suring that no single server becomes overloaded.

improve applica reliability. If one server fails, traffic is automatically
redirected to healthy servers.

Scalability: Load balancers support horizontal scaling by allowing new
servers or resources to be added easily as traffic demand increases.

Resource Optimization: They ensure efficient use of server capacity,
preventing performance bottlenecks and maximizing resource utilization.

Health Monitoring: Load balancers continuously check server health and
avoid sending traffic to servers that are experiencing errors or downtime.
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With Load Balancing
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hen a server becomes unavailable, the load
stops routing traffic to it and redirects requests to

¢ Failure Managemen
balancer immedi
operational servers.

¢ Performance Enhancement: By efficiently distributing traffic and using
only healthy servers, load balancers improve overall system performance
and reduce response delays.

3.4.1.3 Benefits of Load Balancer

A load balancer provides several important benefits that enhance the performance,
reliability, and scalability of cloud and web applications. By evenly distributing
incoming traffic across multiple servers, see fig.3.4.4, it ensures that no single server
becomes overloaded, which reduces response time, minimizes downtime, and improves
overall system speed. Load balancers support scalability by working alongside auto
scaling mechanisms, allowing additional servers to be added during periods of high
demand and removed when traffic decreases, thereby maintaining efficiency.
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Fig. 3.4.4 Working of Load Balancers

They also play a critical role in failure handling by continuously monitoring server health
and automatically redirecting traffic away from unhealthy, or failed servers to those
that are functioning properly, ensuring uninterrupted service @availability. By spreading
requests evenly, load balancers prevent bottlenecks and handleisudden traffic spikes
smoothly without degrading performance. Additionally, they promaote efficient resource
utilization by ensuring that all servers are used fairly‘and effectively. Load balancers
can also support session persistence, allowingiser Sessionsito remain connected to the
same server when required, which is essential for applieations such as online shopping
carts and user login systems that rely on continuous sessions.

3.4.1.4 Challenges of Load Balancers

Load balancers also present/certain challenges that need to be carefully managed.
One major concern is that the load balancer itself can become a single point of failure
if a backup or redundant’system, is notfin place, which may interrupt the flow of
traffic. Implementing an effective load balancing solution can increase both cost and
complexity, as it often_requires specialized tools, proper configuration, and ongoing
maintenance. Configuration can'be particularly challenging for complex applications,
where incorrect settings mayJéad to uneven traffic distribution and performance issues.
Additionally, load balancers introduce a small amount of processing overhead because
all client requests must pass through them before reaching the servers. Managing
encryption, especially SSL or TLS termination at the load balancer, can also complicate
end to end security and requires careful handling to ensure data protection.

In today’s environment, where maintaining data accuracy and protecting sensitive
information are top priorities, organizations across various sectors increasingly depend
on load balanced databases to improve efficiency and reliability. Compliance monitoring
has become a crucial element in assessing the strength and stability of these database
systems, particularly during internal and external audits. It helps organizations verify
that data handling practices meet regulatory standards while ensuring system resilience.
Load balancing in databases involves distributing workload across multiple database
servers or nodes so that no single resource becomes overwhelmed. This approach
enhances application performance, improves availability, and makes better use of system
resources. By directing database requests to the least busy or most suitable nodes, a load

SGOU - SLM - BCA - Introduction to Cloud Computing m




balanced database architecture minimizes response delays and prevents performance
bottlenecks, thereby supporting continuous, secure, and compliant operations.

3.4.2 Importance of Compliance Monitoring in
Databases

Compliance monitoring is the ongoing process of verifying that an organization
follows applicable laws, regulations, and industry standards related to data usage and
protection. In database environments, this involves ensuring that security controls, data
handling procedures, and operational practices comply with regulatory frameworks
such as GDPR, HIPAA, and PCI DSS. Failure to meet these compliance requirements
can result in data breaches, legal penalties, and significant financial losses.

As organizations increasingly move toward cloud-based and hybrid infrastructures,
maintaining compliance becomes more complex. Load-balanced database systems,
which distribute data requests across multiple nodes, sadd additional layers of
operational complexity that must be carefully monitored. This growing complexity
demands a structured, layered approach to compliance monitoring,to ensure consistent
policy enforcement across all components. Moreover, the widespread adoption of
cloud services and the increased accessibility of technology expand the potential attack
surface, making robust compliance monitoring essential foridentifying vulnerabilities
and safeguarding sensitive data.

3.4.2.1 Layers of Compliance Monitoring

1. Infrastructure Layer

At the foundational level, compliance monitoring concentrates on the physical and
virtual infrastructure that'supports the database environment. This includes ensuring
adherence to regulations related to“data storage, server configurations, virtualization
platforms, and hardwarefmanagement standards. Controls such as access logging,
system tagging, and environmental monitoring help identify misconfigurations, security
gaps, or abnormal behavior. Properly secured infrastructure ensures that the underlying
architecture meets legal, operational, and performance requirements.

2. Application Layer

The application layer focuses on how databases interact with software applications.
Compliance at this level requires secure coding practices, proper data validation
mechanisms, and strict access control policies. Implementing a secure software
development lifecycle helps ensure that security and compliance considerations are
integrated throughout the development process. This approach reduces vulnerabilities
and protects sensitive data from unauthorized access or misuse.

3. Data Layer

The data layer addresses the structure, quality, and protection of stored information.
Monitoring efforts ensure data accuracy, consistency, and completeness while enforcing
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access controls. Encryption of data at rest and in transit, combined with periodic audits
and integrity checks, helps prevent unauthorized modifications. This layer is critical for
maintaining trust in data and ensuring that sensitive information is accessible only to
authorized users.

4. Monitoring and Logging Layer

This layer plays a vital role in observing and recording activities across databases and
applications. Continuous monitoring systems generate alerts for suspicious behavior,
unauthorized access attempts, or operational issues. Regular analysis of logs helps
identify usage trends, system errors, and potential compliance violations. Maintaining
detailed audit trails supports forensic analysis and is especially valuable during
resilience and compliance audits.

5. Governance Layer

Governance defines the policies, standards, and accountability structures that guide
compliance across the organization. A strong governance framework clarifies roles,
responsibilities, and rules for data handling and security enforcement. Regular training
programs raise awareness among employees and erdeourage adhereénce to compliance
requirements. Clearly defined data ownership and“stewardship’ further strengthen
organizational accountability.

6. Risk Assessment Layer

The risk assessment layer focuses on identifying and evaluating threats related to
database operations and load balancing mechanisms. Periodic risk assessments help
uncover vulnerabilities beforg'they are gxploited. By adopting a risk-based approach,
organizations can prioritize (€omplidnce efforts and allocate resources effectively,
addressing the most critical risks, first.

3.4.2.2 Challenges in Compliance Monitoring for Load Balanced

Databases

Although load balancedédatabases provide many advantages, effective compliance
monitoring in such environments presents several difficulties. Recognizing these
challenges is important for organizations that aim to strengthen their compliance and
monitoring strategies.

Complex System Architecture

Load balanced environments typically involve multiple servers, services, and distributed
components. This complexity makes it difficult to maintain complete visibility of
compliance across the entire system. Frequent configuration changes further increase
the challenge of consistent monitoring.

Frequent Regulatory Updates

Regulatory requirements are continuously evolving, placing pressure on organizations
to regularly update their compliance monitoring practices. Staying aligned with new
laws and industry standards requires ongoing policy revisions and system adjustments.
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Limited Resources

Organizations often face constraints in terms of time, budget, and other resources.
Allocating sufficient resources for comprehensive compliance monitoring without
affecting other critical operations can be difficult.

High Data Volume and Variety

Modern systems generate large volumes of diverse data types. Monitoring rules
designed for one type of data may not suit others, making it harder to enforce uniform
compliance standards across all datasets.

Shortage of Skilled Professionals

The lack of qualified cybersecurity and compliance experts poses a major challenge.
Professionals with deep knowledge of compliance frameworks, database management,
and monitoring tools are in high demand, making it harder for organizations to build
effective monitoring teams.

3.4.2.3 Best Practices for Effective Compliance Monitoring in Load
Balanced Databases

Applying best practices greatly improves the effectiveness of €ompliance monitoring
in load balanced database environmentsi One of the most important approaches is
automation, which simplifies monitoring tasks, improves accuracy, and reduces human
error. Automated alerts and reporting mechanisms provide real time visibility into
compliance status, enabling fastér response to 1SSUes.

Regular training and awareness prografns ar¢ also essential. Educating employees about
compliance requirements, secutity responsibilities, and monitoring procedures helps
build a strong culture’of accountability«When staff understand their roles, compliance
risks are significantly reduceds

Implementing robustlogging mechanisms is another critical practice. Comprehensive
logging captures important«System activities, access attempts, and configuration
changes. Periodic review of logs helps identify suspicious behavior, supports auditing
needs, and ensures traceability during investigations.

Organizations should also adopt established compliance frameworks such as NIST,
ISO 27001, or SOC 2. These frameworks provide structured guidelines and proven
methodologies for building reliable compliance monitoring systems. Using such
standards improves consistency, preparedness, and regulatory alignment.

Conducting regular compliance assessments and internal audits helps verify that
monitoring controls are functioning as intended. Scheduled evaluations allow
organizations to identify gaps, address weaknesses, and adapt to changing regulatory
requirements.

Another key practice is tool integration. Ensuring seamless interaction between
compliance monitoring tools and load balanced database systems provides a unified and
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comprehensive view of compliance status. Integrated monitoring improves visibility
across distributed systems and simplifies management.

As data environments grow more complex and regulatory expectations become stricter,
the relationship between load balanced databases, compliance monitoring layers, and
resilience audits becomes increasingly important. A layered monitoring approach
strengthens data protection while maintaining operational efficiency.

By embedding strong compliance monitoring frameworks within load balanced database
architectures, organizations can reduce risks, improve data security, and maintain
regulatory confidence. Regular resilience audits further validate compliance efforts and
support continuous improvement, ensuring long term organizational resilience.

3.4.3 Role of Resilience Audits

Resilience audits provide a thorough evaluation of an organization’s capacity to
continue operating effectively during disruptions or stressfiil conditions. These audits
examine how well compliance monitoring mechanisms functiomand whether they align
with regulatory standards and organizational objectives. By doingiso, resilience audits
help ensure that systems remain reliable, secure, andycompliant even under adverse
situations.

3.4.3.1 Key Components of Resilieiice Audits

1. Systematic Assessments: Resilience audit§ involve structured and
methodical evaluations of all compliane@monittoring layers. Auditors verify
whether the monitoring framewofk adequately protects data confidentiality,
integrity, and availability. This includes assessing whether monitoring
tools and technologies‘are correctly implemented, properly configured, and
efficiently utilized.

2. Scenario-BasedTesting: Scenario testing is an essential part of resilience
audits, as it measures system responsiveness to potential disruptions such
as cyberattacks, hardware breakdowns, or natural disasters. By simulating
real-world incidents, auditors can determine how effectively compliance
monitoring layers detect problems, respond to threats, and minimize
operational impact.

3. Policy Evaluation: Audits include a detailed review of compliance policies
related to load-balanced database environments. This ensures that existing
policies remain current, relevant, and aligned with changing regulations
and organizational goals. Policy evaluation helps identify gaps or outdated
practices that may weaken compliance efforts.

4. Incident Response Review: Resilience audits assess the effectiveness of
incident response procedures supported by compliance monitoring systems.
Auditors examine how quickly and accurately incidents are detected,
managed, and resolved. A well-designed incident response mechanism
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reduces damage to business operations, data integrity, and organizational
reputation.

5. Reporting and Documentation: Comprehensive documentation is a critical
outcome of resilience audits. Auditors record observations, findings, and
recommended corrective actions to strengthen compliance strategies. Proper
reporting ensures transparency, accountability, and provides a structured
roadmap for remediation and continuous improvement.

3.4.3.2 The Relationship Between Load Balancing, Compliance

Monitoring and Resilience Audits

A clear understanding of how load balancing, compliance monitoring and resilience
audits work together is essential for effective database management. Load balancing
improves system performance and availability by distributing workloads evenly, but
if it is not managed properly, it can introduce compliance risks. Heavy workloads may
overload resources or cause configuration errors, which can,result in violations of
regulatory requirements.

Compliance monitoring layers play a crucial role in detecting and reducing these risks
by continuously tracking system behavior andspelicy adherenée. When combined
with resilience audits, organizations can verify whether their'eompliance controls are
strong enough to prevent security breaches and operational failures. Regular audits
help validate the effectiveness of monitering mechanisms and ensure alignment
with legal and organizational standards. By integrating compliance monitoring with
load balancing strategies and gonductingsroutine resilience audits, organizations can
strengthen their data security posture, maintain regulatory compliance, and demonstrate
a strong commitment to protecting data integrity.

Recap

¢ Load balancing distributes incoming traffic across multiple servers to
improve performance.

¢ [t prevents any single server from becoming overloaded.
¢ Load balancers increase application availability and reliability.

¢ Without load balancers, systems face single points of failure and server
overload.

¢ Load balancers support scalability by allowing easy addition of servers.
¢ They optimize resource utilization by using server capacity efficiently.
¢ Health monitoring ensures traffic is sent only to healthy servers.

¢ Intelligent routing directs requests to the most suitable server.
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¢ Load balancers help handle traffic spikes smoothly.
¢ They can manage SSL/TLS to reduce server processing load.

¢ Load balanced databases improve performance and availability of data
services.

¢ Compliance monitoring ensures adherence to laws, standards, and
regulations.

¢ Monitoring layers provide security, visibility, and accountability.
¢ Resilience audits evaluate system strength during failures or disruptions.

¢ Together, load balancing, compliance monitoring, and audits ensure secure,
reliable, and scalable systems.

Objective Type Questions

8. Where do all cli uests first arrive in a load-balanced system?
9. What happens when a server fails in a load-balanced environment?
10. Which benefit reduces response time and downtime?

11. What issue can occur if a load balancer has no backup system?

12. What type of monitoring ensures systems follow regulations?

13. Which regulation focuses on data protection and privacy?

14. What audit evaluates system performance during disruptions?

15. Which layer focuses on identifying threats and vulnerabilities?
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Answers to Objective Type Questions

. Distribution

. LoadBalancer

. Failure

. Availability

. Horizontal

. HealthMonitoring

SSL

. LoadBalancer

. Redirection

. Performance
. Bottleneck

. Compliance
. GDPR

. Resilience

. RiskAssessment

Assignments

. Explain the concept of a load balancer and describe how load balancing
works in cloud and web applications.

. Discuss the major problems and risks faced by applications when a load
balancer is not used.

. Describe the key characteristics of load balancers and explain how each
characteristic improves system performance and reliability.

. Explain the benefits of using load balancers in modern cloud-based and
large-scale web applications with suitable examples.
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5. Analyze the challenges associated with implementing load balancers and
suggest ways to overcome them.

6. Discuss the importance of compliance monitoring in load-balanced database
environments and its role in ensuring data security.

7. Explain the different layers of compliance monitoring used in load-balanced
databases and their significance.

8. Describe the role of resilience audits and explain how load balancing,

compliance monitoring, and resilience audits work together to improve
system reliability and compliance.
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Modern Computing
Paradigms

Learning Qutcomes

After completion of this unit, the learner will be able to:

¢ explain the features and uses of different computing models

¢ describe how computing models work in real-world applications
¢ apply suitable computing models to solve practical problems

¢ compare distributed, grid, and jungle computing systems

¢ analyze how Jungle Computing combinesidifferentxesourees for large-scale
tasks

Prerequisites

In today’s digital era, businesses, reésearch institutions, and governments generate
enormous amounts of data daily, ranging ffom social media interactions and financial
transactions to scientific’ simulatienss@nd sensor data. Understanding advanced
computing models requiresgléarners to have a strong foundation in basic computer
concepts, includingyweomputer | architecture, operating systems, and networking.
Knowledge of how computer§ process information, communicate over networks,
and manage resources isfessential for grasping the principles of distributed and high-
performance computing. The basic understanding of databases, storage systems, and
cloud platforms helps in comprehending how resources are allocated, accessed, and
managed efficiently in complex computing environments.

Having this foundational knowledge allows learners to appreciate the practical
relevance and applications of advanced computing models. By applying distributed,
HPC, and grid computing, the workload is divided among multiple computers, with
each node handling a part of the data and sharing results in real time. The knowledge
gained equips learners to analyze, design, and implement scalable, reliable, and high-
performance computing solutions for applications in Al, big data analytics, cloud
services, scientific research, and other technology-driven fields. Imagine a global
weather forecasting system that predicts storms, rainfall, and climate changes in real-
time. Such a system collects massive amounts of data from satellites, sensors, and
weather stations worldwide. Processing all this data on a single computer would take
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months, making timely predictions impossible. By using distributed, high-performance,
and grid computing models, the workload is divided among multiple computers across
the world. Each node processes a part of the data and communicates results to the
rest of the system, allowing meteorologists to receive accurate forecasts within hours.
The advanced computing models such as distributed computing, high-performance
computing (HPC), grid computing, utility computing, autonomic computing, and jungle
computing offer several significant benefits.

Keywords

Distributed Computing, High-Performance Computing (HPC), Grid Computing,
Utility Computing, Autonomic Computing, Jungle Computing, Parallel Processing,
Fault Tolerance, Scalability, Cloud Computing, Resource Management,Data Handling,
Networking Concepts

Discussion
4.1.1 Introduction

Computing has evolved from single stafidalone machines to large-scale connected
ecosystems.The world of computing has undergone  a tremendous transformation
over the last few decades. The demand for faster progessing, larger storage, real-time
communication, and global connéetivity increasédyméwer computing models emerged to
address the needs of different types of applieations. These models differ in architecture,
scalability, cost, flexibility, and the roles played by individual machines.

4.1.2 Peer-to<Peer

Peer-to-Peer (P2P) ¢omputing 18 a decentralized networking model in which every
computer, known as a peer, has equal capability and responsibility. Unlike traditional
centralized systems whet@a server controls data and services, P2P networks allow
each peer to function both as a client and a server. This means that a peer can request
services from others and also provide services. The entire system depends on the direct
communication and cooperation between peers.

In P2P computing, there is no central authority that maintains control over the network.
Instead, all peers contribute resources such as files, processing power, storage, and
bandwidth. The architecture is designed in a way that the workload is distributed among
the participating nodes. Because of this, P2P networks are considered highly scalable:
new peers can join or leave the system at any time without disturbing the overall network
performance. This dynamic nature makes the system flexible and robust.

P2P networks can be of two types: pure P2P and hybrid P2P. In a pure P2P model, all
peers are completely equal and there is no central index or directory. File searching and
resource discovery happen directly through peer interactions. On the other hand, hybrid
P2P networks use a central server only for coordinating or indexing resources, while
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the actual data transfer still happens directly between the peers. BitTorrent is a popular
example of a hybrid P2P system.

The diagram (Fig: 4.1.1) shows a Peer-to-Peer (P2P) network where all computers,
called peers, are connected directly to one another without any central server. Each
peer in the diagram looks similar, indicating that every computer has equal power and
responsibility. The lines connecting the peers show how they share files, data, and
resources directly with each other. There is no central controller, every peer can act both
as a sender and a receiver. Even if one peer goes offline, the others can still continue
communicating through alternate paths.

P2P Network

Fig. 4:1.1 Peerto-Peer Architecture

4.1.2.1 Advantages of P2P

1. Cost-effective: Nomeed for expensive servers.

2. Highly reliable: Even(if some peers go offline, the network continues
working.

3. Efficient file sharing: Large files can be shared quickly because many peers
help at the same time.

4. Good scalability: Adding more peers only improves performance.

4.1.2.2 Disadvantages of P2P

1. Security issues: Each peer is responsible for its own security.
2. Difficult to manage: No central authority to monitor or control misuse.

3. Unpredictable performance: Peers may have different speeds or availability.
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4.1.3 Client—Server

Client-Server computing is one of the most fundamental models in computer
networking. A wide range of online services, including websites, mobile applications,
email platforms, banking systems, and social media networks, rely on this architecture
for their operation. In the Client—Server model, the server acts as the central authority. It
stores all major resources such as data, files, applications, services, and business logic.
Clients depend on the server to access these resources. The centralized structure system
becomes easier to maintain, more secure, and better suited for environments where
many users need access to the same information.

A client in this model is generally a computer, smartphone, or application that interacts
directly with the user. It sends queries to the server and displays the results received from
the server. Clients usually perform only light processing because the heavy tasks are
carried out by the server. For example, when a user opens a webpage, the browser sends
a request to a web server, and the server sends back the webpage content. Similarly,
when a mobile app needs data, it requests it from the server and presents it to the user.

The server, on the other hand, is a powerful machine with a high processing capacity,
large storage, strong security measures, and the ability'to,handle multiple requests at the
same time. Servers are designed to run continueusly witheut interruption. They store
databases, execute programs, manage userfaccounts, and control access to resources.
Depending on the type of service provided, a server may be a web server, a database
server, an application server, or a file server. In large organizations, multiple servers
work together to handle different operations more efficiently.

The architecture of a Client—Setver systemiigbased on a clear separation between service
requesters (clients) and the service provider (server). In this model, the server acts
as a central, powerful computerithat stores data, manages applications, and processes
all client requests, s#vhile multipléselients—such as computers, mobile devices, or
terminals—connect to the sefver through a network. Each client sends a request to the
server whenever it neéeds information or a service, and the server processes this request
and sends back the appropriatedesponse. All clients depend on the server for resources,
making it the central hub’ef communication and control. The diagram illustrates this
structure with a single server at the top connected through network lines to several
client machines at the bottom, showing how every client communicates directly with
the centralized server. This architecture ensures organized data management, centralized
security, and efficient resource sharing, forming the backbone of most modern web
applications, banking systems, and database-driven services.

Server

(o}

Client Client Client Client

Fig. 4.1.2 Client—Server Architecture
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Client—Server computing provides several advantages, such as centralized management,
where all data and applications are controlled from the server, making updates, security,
and maintenance easier. It also supports scalability, allowing organizations to improve
performance by upgrading or adding servers as needed. At the same time, this model
has limitations. The biggest concern is that if the central server fails, all clients lose
access to services until the server becomes functional again.

4.1.4 Distributed Computing

Distributed computing allows multiple computers to work together as a single system
to solve complex problems. Each node in the system performs a part of the overall task
and communicates its results to other nodes. Because tasks are shared, the processing
time is greatly reduced compared to using a single machine. Distributed systems also
balance the workload across many computers, preventing any single node from becoming
overloaded. They support fault tolerance, meaning the system continues operating even
if one or more nodes stop working. This makes distributed computing suitable for
critical applications where continuous availability is required.lt also supports parallel
processing, enabling large datasets to be analyzed quickly and effieiently. Technologies
such as Hadoop, Spark, and cloud platforms like AWS and Google Cloud are built
using distributed computing principles. Distributed computing is gssential for modern
applications such as social media, online gamiing, s¢ientific:simulations, and real-time
data analytics.

A Distributed Computing System consists of several key components that work
together to perform large-scale tasksr The devices Or systems in the network have
their own processing power and may store or manage their own data independently.
These systems are connected /through a network that enables communication and data
exchange between them. To ‘ensure efficient operation, distributed systems also use
resource managementfmechanisms that.allocate and manage shared resources such
as processing powger, storage, and network bandwidth. The overall architecture often
follows a Peer-to-Peer model, where each device can function as both a client and a
server, allowing themto communicate directly with one another and collaborate without
relying on a central controlles

4.1.4.1 Characteristics of Distributed Systems

1. Multiple autonomous nodes : Each machine operates independently but
cooperatively.

2. Resource sharing : Hardware, software, and data are shared.

3. Concurrency : Many tasks run simultaneously.

4. Transparency : The system appears as one unified system to users.
5. Scalability : Easy to add more nodes.

6. Fault tolerance : Failure of one node does not halt the system
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4.1.4.2 Applications of Distributed Computing

¢ Cloud computing (Google Cloud, AWS, Microsoft Azure)
¢ Distributed databases (Cassandra, MongoDB, HBase)

¢ Search engines (Google, Bing)

¢ Social media platforms (Facebook, Instagram)

¢ Scientific simulations (weather forecasting, space research)
4.1.5 High-Performance Computing (HPC)

High Performance Computing (HPC) refers to the use of powerful computing systems
that include supercomputers, high speed clusters, specialized processors such as GPUs,
and parallel algorithms to perform complex and large scale computations at extremely
high speeds. HPC aims to achieve computational performanéefar beyond that of general
purpose computers by executing millions to trillions of calculations per second. These
systems are essential for solving problems that involve massiveéydatasets, scientific
simulations, engineering models, numerical calculations, and real time data processing,
which cannot be handled efficiently by ordinary.desktopsystems.The core philosophy
of HPC is parallelism, where a large task is divided mto. many Smaller subtasks that run
simultaneously across multiple processors.

At the heart of an HPC system lies a computer.cluster, which is a group of interconnected
computers called nodes that wetrk together aspassingle resource. Each node in the
cluster contains processors, memory, and storage, and multiple nodes communicate
using high speed networks such as<InfiniBand or other specialized interconnects.
These clusters may contain thousands of modes, allowing them to handle extremely
demanding workloads. Most HPC systems use parallel programming models such as
MPI (Message Passing Interfaece) for distributed memory systems and OpenMP for
shared memory systems. Modern HPC also makes extensive use of GPU computing,
where Graphics Processing Units accelerate mathematical computations, especially in
artificial intelligence andimachine learning applications. One of the most important
uses of HPC is in weather forecasting and climate modeling, where vast amounts of
atmospheric data are processed to predict storms, rainfall, and climate change patterns.
In scientific research, HPC supports simulations in physics, chemistry, astronomy,
and materials science, enabling researchers to model molecular behavior, analyze
cosmic events, and study complex natural phenomena. In engineering, HPC is used for
aerodynamic analysis, crash simulations, fluid dynamics, and structural design, helping
industries such as aerospace and automotive to build safer and more efficient products.

4.1.5.1 Components of HPC

1. Compute Nodes: These are the individual machines containing CPUs, GPUs,
and RAM. A supercomputer may have thousands of such nodes.

2. High-Speed Interconnect: Nodes communicate using ultra-fast networks
such as InfiniBand to reduce latency and increase throughput.
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3. Parallel File System: HPC requires large data throughput, so distributed file
systems like Lustre or GPFS allow simultaneous data access by thousands
of processors.

4. Job Scheduler: Software like SLURM or PBS manages job submission,
allocates resources, and executes tasks efficiently.

5. Cooling Systems and Power Management: Supercomputers generate
enormous heat and require advanced cooling systems.

4.1.6 Grid Computing

Grid Computing is a distributed computing model in which geographically separated,
heterogeneous, and loosely connected computers are integrated to work together as a
single, unified, large scale computing resource. The main idea behind Grid Computing
is to enable organizations and research communities to share their computing power,
storage, data, and specialized hardware across different loCations, just as electricity is
delivered through a power grid. In this environment, each systém may run a different
operating system, use different architectures, or be controlled by different administrative
domains, yet all contribute to solving a common large preblem. Grid Computing makes
it possible to utilize idle computational resoureesracross multiplefinstitutions, thereby
creating a virtual supercomputer capable of processing massive tasks that cannot be
efficiently handled by individual standalone machines.

A Grid Computing system typically consists, of several components such as resource
providers, resource managers, miiddleware serviees, and end users. Middleware plays
a vital role by acting as a bridge between the physical resources and the applications.
It ensures communication, job scheduling; authentication, resource allocation, and
fault management. Standards“and technologies such as the Globus Toolkit, OGSA
(Open Grid Services Architecture)jmand GSI (Grid Security Infrastructure) enable
interoperability among hetérogeneous systems. The architecture of a grid is usually
layered, with componeénts like the fabric layer for physical resources, the connectivity
layer for communication protecols, the resource layer for management services, and
the application layer for‘user programs. This layered approach makes grids flexible,
scalable, and capable of handling diverse workloads from multiple disciplines.

One of the major strengths of Grid Computing is its ability to support large scale
scientific and engineering applications that require massive computational power
and data handling capacity. For example, the Large Hadron Collider (LHC) at CERN
generates petabytes of data every year, which is processed by the Worldwide LHC
Computing Grid involving thousands of computers from dozens of countries. In
biomedical research, grid platforms enable researchers to analyze DNA sequences,
simulate protein behavior, and share large datasets. In disaster management, grid
systems support real time simulations of earthquakes, floods, and hurricanes, helping
authorities plan effective responses. Grid Computing is also used in astronomy to process
telescope data, in finance for risk modeling, in animation studios for rendering complex
visual effects, and in collaborative research projects that require high performance
computation and data sharing.
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Grid Computing offers several advantages that make it an attractive solution for modern
computational needs. It maximizes resource utilization by using idle CPUs and storage
across different organizations, thereby reducing operational costs. It supports high
scalability, allowing new nodes to be added easily without major system modifications.
It enhances reliability and fault tolerance since workloads can be redistributed if certain
nodes fail. Grid environments also promote collaboration by enabling shared access to
distributed data and tools. However, grid systems require robust security, sophisticated
scheduling mechanisms, and efficient data management due to their distributed and
heterogeneous nature. Despite these challenges, Grid Computing remains a powerful
paradigm for solving large scale problems by harnessing the collective capability of
distributed resources.

4.1.7 Utility Computing

Utility Computing is a computing model in which computing resources such as
processing power, storage, servers, applications, and network services are provided
to users on demand just like public utilities such as electri€ity, water, or telephone
services. In this model, users do not need to purchase, install, or maintain hardware or
software. Instead, they access resources whenever réquired and pay only for the amount
of usage, similar to a pay-as-you-go billing system. This approach makes computing
services more flexible, cost-efficient, and scalable;yespeciallyfor organizations that
experience variable workloads or do not want to invest heavily in infrastructure. Utility
Computing is designed to deliver computing as a measurable service, where resource
usage is monitored, controlled, and automatically billed based on consumption.

At the core of Utility Computing is a largegool of shared IT resources, usually operated
by aservice provider. These resources aré virtnalized and dynamically allocated based on
user requirements. Virtualization plays a central role by enabling hardware independence,
efficient resource alloedtion, server consolidation, and workload isolation. Middleware
and automated management tools menitor user requests, distribute workloads, ensure
security, and maintain sefvice quality. Service providers often use sophisticated data
centers, high-speed networks, and redundant infrastructure to guarantee availability
and reliability. Users interactswith the system through interfaces, APIs, or web portals
without needing to understand the underlying hardware complexities.

Utility Computing is deeply associated with the evolution of cloud computing. Many
modern cloud services such as Amazon Web Services, Google Cloud Platform, and
Microsoft Azure—operate on utility principles. The applications of Utility Computing
span diverse domains. Businesses use it to run enterprise applications, perform large-
scale data analytics, host websites, and manage software services. Research institutions
rely on utility based platforms to handle workloads that vary over time, such as
simulations, data mining, and collaborative projects. Startups use utility computing to
scale their operations quickly without upfront investment, allowing them to experiment,
test, and deploy new products rapidly. End users also benefit through services like cloud
storage, online software tools, and virtual desktops that operate on usage-based pricing.

Utility Computing provides several advantages. It significantly reduces capital
expenditure since organizations do not have to purchase hardware or software.
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Operational costs are also minimized because the responsibility for maintenance,
upgrades, security, and system management lies with the service provider. Utility
Computing enhances scalability by allowing users to increase or decrease resource
usage instantly based on demand. It also ensures high availability and reliability through
redundant infrastructure and professional management. However, there are challenges
such as dependency on the provider, potential security concerns, and the need for stable
network connectivity.

4.1.8 Autonomic Computing

Autonomic Computing is a modern computing paradigm inspired by the human
autonomic nervous system, which regulates vital functions such as heartbeat, breathing,
and digestion without conscious effort. Similarly, autonomic computing systems are
designed to manage themselves with minimal human intervention. The main purpose
of autonomic computing is to reduce the complexity of system administration and
automatically handle tasks such as configuration, optimizatien, healing, and protection.
As modern computing environments become increasingly, large, dynamic, and
complex—especially with cloud, distributed systems, and edgeicomputing—manual
management becomes difficult. Autonomic computing provides‘an intelligent, self-
managing approach to overcome these challenges ‘and maintain efficient system
performance.

At the core of autonomic computing lies the idea of “self=*" properties, which make the
system capable of adapting to changing conditions. An/autonomic system monitors its
own state, analyzes the situation, makes deeisions, and acts accordingly. This process
closely resembles the human pervous system’s monitoring and response mechanism.
IBM originally proposed the autonomic computing model, introducing the concept
of MAPE-K loop (Monitor, Analyze, Plan, Execute with Knowledge), which serves
as the brain of an auténomic environmefit. This framework ensures that the system
continuously obsenves internal and external events and responds intelligently without
the need for external centrol."The MAPE-K loop is the standard architecture for
autonomic computing systems. It consists of:

¢ Monitor: Collects'data from sensors and system components.

¢ Analyze: Examines data to detect patterns, anomalies, or performance
issues.

¢ Plan: Generates actions or strategies to handle the identified issues.
¢ Execute: Implements the corrective or optimization actions using effectors.

¢ Knowledge: Stores policies, system models, historical data, and rules that
support decision-making.

This loop runs continuously like the human nervous system, ensuring automatic and
intelligent system management.
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4.1.8.1 Advantages of Autonomic Computing

1. Reduces system administration complexity by automating repetitive tasks.

2. Improves reliability and availability through self-healing and self-protection
mechanisms.

3. Enhances performance using self-optimization techniques.
4. Reduces operational costs by minimizing manual maintenance.
5. Provides scalable management as systems grow in size and complexity.

6. Increases security through continuous monitoring and proactive defense.

4.1.8.2 Applications of Autonomic Computing

1. Cloud Computing: Automatic resource prowvisioning, load, balancing, and
system healing.

2. Distributed Systems: Self-managed node coerdination, failure recovery,
and optimization.

3. Data Centers: Automated cooling, power management, and infrastructure
monitoring.

4. Smart Environments: Selfadaptive IoT ecosystems and smart city
platforms.

5. Software Systems:sSelf-configuring applications and adaptive runtime
environments:

6. Cybersecurity: Selfsprotecting networks that detect and mitigate threats
automatically.

4.1.9 Jungle Computing

Jungle Computing is an emerging paradigm in distributed and high-performance
computing that focuses on harnessing a diverse “jungle” of heterogeneous computing
resources spread across multiple locations, architectures, and administrative domains.
The word jungle refers to a highly varied and sometimes chaotic environment where
different types of computing systems coexist such as clusters, grids, clouds, mobile
devices, GPUs, supercomputers, volunteer systems, and even edge devices. Jungle
Computing attempts to combine all these heterogeneous systems into a single, unified,
efficient computing platform that can be used to run large-scale scientific and real-time
applications.
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Traditional distributed computing models (like grid computing or cloud computing)
often assume a homogeneous environment or a controlled infrastructure. However,
real-world computing resources today are extremely diverse: some are powerful GPU-
enabled HPC clusters, some are cloud services with pay-as-you-go access, some may
be local departmental clusters, and some may even be mobile or embedded devices.
Jungle Computing acknowledges this diversity and provides mechanisms to integrate,
coordinate, schedule, and execute complex applications across all these unpredictable

computing environments.

4.1.9.1 Jungle Computing Architecture

¢

Resource Layer: Physical resources—clusters, clouds, grids, GPUs, mobile
devices, edge devices.

Connectivity Layer: Networks enabling communication—LAN, WAN,
VPN, Internet, wireless networks.

Middleware Layer: The core of Jungle Computing,handling resource
management, heterogeneity, job scheduling, data “adaptation, and
communication.

Application Layer: Scientific simulations, machineyleatning applications,
data analytics systems, or multi-component workflows that run on top.

Autonomic/Adaptive Layer (optional): A /self-optimizing layer that
monitors changing resoure€conditions and dyriamically reassigns workloads.

4.1.9.2 Applications of Jungle Computing

Jungle Computing isfespecially, usefuld for large-scale, component-based, multi-
model, and multi-physics applications that require diverse resources. Some of the key

application areas are:

1.

Climate and Weather Modeling: Combines high-speed HPC clusters,
cloud-based storage, and real-time sensor data.

Astronomy and Astrophysics: Uses supercomputers for simulation, GPU
clusters for image processing, and distributed telescopes for data collection.

Bioinformatics and Genomics: Integrates cloud servers, GPUs, and multi-
institutional clusters to perform genome sequencing, protein folding, and
drug discovery.

Machine Learning and Al at Large Scale: Uses GPUs, TPUs, edge
devices, and cloud platforms together for distributed deep learning.

Smart Cities and IoT Ecosystems: Integrates billions of sensors, servers,
fog nodes, and cloud systems for urban analytics.
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Recap
¢ Computing has developed from simple standalone machines to highly
connected systems.
¢ Modern applications require fast processing and large storage capabilities.

¢ Different computing models were created to meet different technological
needs.

¢ Peer to Peer Computing allows devices to share resources directly without
a central server.

¢ Client Server Computing uses a central server to manage and provide
services to clients.

¢ Distributed Computing spreads tasks across multiple interconnected
computers for faster results.

¢ Grid Computing combines geographically distributed resources to solve
huge scientific problems.

¢ Utility Computing provides computing power as'a service that users can pay
for based on usage.

¢ Autonomic Computing foetises on self=managing systems that reduce human
intervention.

¢ Jungle Computing integrates divetse and heterogeneous resources like
clusters, cloudsyand mobile devices.

¢ Many computing médelsiaim to increase efficiency and reduce computation
time.

¢ Scalability is a mdjof benefit provided by advanced computing models.

¢ Resource sharing improves performance and reduces the cost of
infrastructure.

¢ Large applications like weather forecasting and Al require high performance
computing environments.

¢ Cloud and utility-based services offer flexibility and on-demand resource
access.

¢ Automation in computing helps reduce errors and improves reliability.

¢ Heterogeneous systems allow the use of different devices for a single
complex task.
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¢ Distributed and grid systems support collaborative research across multiple
institutions.

¢ Modern computing focuses on both speed and intelligent resource
management.

Objective Type Questions

1. Where are tasks processed in Distributed Computing?
2. How are resources provided in Utility Computing?

3. Why are systems designed to manage themselves in Autonomic Computing?

4. Where are heterogeneous resources combined in m computing?
5. How are geographically separate resources

How does a client receive services in

. How are diverse devices organized in Jungle Computing?
14. How are multiple tasks executed at the same time in computing?

15. Who controls the self-management activities in autonomic systems?
16. Where are supercomputers and clusters typically used?

17. How does a system expand to handle more workload?

18. Where can massive [oT data be processed efficiently?

19. How does a client communicate with a server?

20. Why are multiple kinds of computing devices used together?
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Answers to Objective Type Questions

1.
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Nodes
On-demand
Automation
Jungle
Grid
Requests
Directly
HPC
Metering

. Reliability

. Grid

. Efficiency

. Unified

. Parallelism
. Manager

. HPC

. Scalability
. Jungle

. Response

. Performance

Assignments

. Explain in detail the architecture, components, and working principles of
Distributed Computing?

. Compare and contrast Peer-to-Peer, Client—Server, Distributed Computing,
Grid Computing, and Cloud/Utility Computing models

. Write an essay on the evolution of computing from standalone systems to
modern large-scale distributed environments.

SGOU - SLM - BCA - Introduction to Cloud Computing



4. Discuss the architecture and functioning of High Performance Computing
(HPC).

5. Explain the concept of Autonomic Computing in detail?
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Benefits and uses of Cloud

Learning OQutcomes

After completion of this unit, the learner will be able to:

¢ explain the key concepts and evolution of cloud computing

¢ describe the benefits of cloud computing, such as cost efficiency, scalability,
flexibility, and security, with real-world examples

¢ apply cloud computing solutions to solve practical
storage, backup, and remote collaboration 1 anizational §cenarios

¢ evaluate the impact of cloud compw

Prerequisites
N4

Zoom manage millions of users, store
ithout investing in huge physical servers?
e companies use cloud platforms to scale
y, and deliver services efficiently to users
puting, learners gain an understanding of how real-
time data processin ge, and resource management work in practical scenarios. The
benefits of studying this unit immense. Learners develop skills to reduce IT costs,
improve flexibility, and e security in digital systems. They also learn to analyze
business requirements and design cloud solutions suitable for different needs. Overall,
studying cloud computing equips students to adapt to modern technological demands,
enhance productivity, and pursue careers in IT management, cloud architecture, data
analytics, and cybersecurity.

How do companies like Net
massive data, and ensure smo
Cloud computing provi

Keywords

Cloud Computing, Scalability, Flexibility, Data Security, Big Data Analytics
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Discussion
4.2.1 Introduction

Cloud computing refers to the delivery of computing services—including servers,
storage, databases, software, analytics, and networking—over the internet. Instead
of buying and maintaining physical hardware, users access computing resources on
demand from a remote data center managed by a cloud provider. This concept evolved
from distributed systems, virtualization, and internet-based computing models. Cloud
computing simplifies IT operations, reduces costs, and increases efficiency. The
journey of cloud computing began with mainframes and centralized computing in the
1950s. Later, the invention of virtualization, grid computing, and distributed systems
laid the foundation for modern cloud systems. In the 2000s, companies like Amazon,
Google, and Microsoft launched cloud services that changed the entire landscape of
IT infrastructure. As internet speeds improved and organizations needed more flexible
systems, cloud adoption grew rapidly. Today, cloud computing is not just a technological
choice but a strategic necessity for handling big data, global communication, and large-
scale online services.

4.2.2 Benefits of Cloud Computing

4.2.2.1 Cost Efficiency

Cost efficiency is one of the most important benefits of cloud computing because
it removes the need for organiZations to investgh€avily in physical hardware and
infrastructure. In traditional IT systemsg€ompanies must purchase expensive servers,
storage devices, networking| equipment, and software licenses. They also need to
maintain data centers, pay for electricity, gooling, and hire technical staff for support.
This results in highfcapital expendituré (CapEx). Cloud computing replaces these
upfront costs with @an operational expenditure (OpEx) model, where users only pay for
the resources they ‘usegsuch as storage, virtual machines, or bandwidth. This pay-as-
you-go model makes cloud computing affordable for startups, small businesses, and
large enterprises.

Cloud computing also reduces the cost of maintenance, upgrades, and downtime. Cloud
providers automatically update hardware, install security patches, and manage system
performance without charging extra fees. Organizations do not need to worry about
replacing faulty equipment or purchasing new servers as their needs grow. Instead, they
can scale their resources instantly, paying only for the additional usage. For example,
an online shopping website can increase server capacity during festival seasons and
reduce it afterward to save money. This elasticity and lower operational burden allow
companies to focus on their core business activities and innovation rather than spending
on IT infrastructure and management. The following points describe how cloud
computing provides cost efficiency in real business situations.

1. A startup deploying a website on AWS instead of buying servers.
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2. A school storing student data on Google Cloud instead of maintaining local
Sservers.

3. A small business using Microsoft 365 instead of buying multiple software
licenses.

4. An app company increases server capacity only during peak hours.

5. A company avoiding data center costs by using cloud-based storage like
Amazon S3.

4.2.2.2 Scalability

Scalability is one of the most powerful benefits of cloud computing. It allows
organizations to increase or decrease their computing resources—such as storage,
processing power, and network capacity—based on real-time demand. This means a
company can quickly handle sudden increases in traffic offworkload without buying
new hardware. For example, an online shopping site can autematically scale up its
servers during a festival sale and scale down once the traffic reduces.

Cloud scalability helps businesses maintain smooth petfermance without interruption.
It also prevents resource wastage because compani€s,pay only for what they use. This
flexibility supports start-ups, growing companies, andlarge enterprises by allowing
them to expand operations easily. Cloud providers offer different types of scalability,
such as vertical scaling (adding more power to an existing server) and horizontal scaling
(adding more servers). Scalability ensures thatbusinesses stay efficient, reliable, and
prepared for future growth. Some of thé weal time examples of scalability in cloud
computing are listed below:

1. An e-commerce website increases its server capacity automatically during
festival salgs to handlesheavy customer traffic.

2. An online learning platform adds more computing resources when thousands
of students join a live¢lass at the same time.

3. A food delivery app scales its backend systems during lunch and dinner
hours when order requests rapidly increase.

4. A banking application expands its processing power at the end of the month
to support a high volume of salary transactions.

4.2.2.3 Flexibility

Flexibility is a core feature of cloud computing that allows organizations to easily adapt
their resources based on changing business needs. In the cloud, companies can quickly
switch between different services, increase or decrease storage, or modify computing
power without buying new hardware. This makes it easier for businesses to respond
fast to market changes, customer demands, or new projects. For example, a software
company can instantly add more development tools or testing environments whenever
a new product is being created.
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Cloud flexibility also gives users the freedom to access applications and data from
any device, at any location, and at any time. This supports mobile workforces, remote
teams, and organizations that operate across multiple regions. It allows businesses to
choose the best combination of cloud services—public, private, or hybrid—based on
their needs. Overall, flexibility helps companies stay efficient, reduce delays, and work
more effectively in dynamic environments. Some of the real time examples of flexibility
in cloud computing are listed below:

1. A company can quickly increase storage space for a project and reduce it
once the project ends.

2. Employees can access their work files from laptops, tablets, or phones while
working remotely.

3. Abusiness can switch from basic cloud services to advanced analytics tools
without replacing hardware.

4. An organization can combine public and private cloud services to meet
security and performance needs.

5. A startup can add new cloud-based applicationsasyit grows without waiting
for physical installations.

4.2.2.4 Security

Security is an essential benefitfof cloud computing because it ensures that data,
applications, and systems remain protectedfrom cyber threats. Modern cloud providers
use advanced security techmologiest such as data encryption, firewalls, identity
management, intrusion detection, and multisfactor authentication. These protections are
often stronger and more sophisticated.than what many organizations can build on their
own. Cloud providers also_fellow strict global security standards and regularly update
their systems to handlefiew security challenges.

Cloud security also includes«€ontinuous monitoring, threat detection, and automated
alert systems that quickly identify unusual activities. This helps prevent data breaches,
unauthorized access, and system failures. Additionally, cloud platforms store data in
multiple regions, ensuring that information is safe even if one server is damaged or
attacked. For many small and medium-sized businesses, the cloud offers a more secure
environment because they may not have dedicated cybersecurity teams or resources to
manage security independently. Some of the real time examples of security in c¢;loud
computing are listed below:

1. A bank uses cloud-based encryption to protect customer financial data from
unauthorized access.

2. A healthcare company stores patient records on the cloud with multi-factor
authentication to prevent misuse.
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3. An IT firm uses cloud firewalls and intrusion detection systems to monitor
and block cyberattacks.

4. A company hosts its website on a cloud platform that automatically scans for
malware and fixes vulnerabilities.

5. An e-commerce business relies on cloud disaster recovery to keep customer
data safe during server failures.

4.2.3 Uses of Cloud Computing

4.2.3.1 Data Storage and Backup

Data storage is one of the most fundamental uses of cloud computing. Organizations
generate massive volumes of data daily—from transaction records to multimedia files
and sensor data. Storing this information on-premises can be expensive, complex, and
vulnerable to hardware failures. Cloud storage solves these,problems by providing
scalable, secure, and accessible storage solutions.

Cloud storage also offers automated backup and disaster recovery capabilities. This
ensures that critical business data is protected. against aecidental deletion, hardware
malfunctions, or natural disasters. For example, a business‘can’set up automatic cloud
backups that replicate data across multiple regions, providing redundancy and ensuring
continuity in case of a system failure. The examples ofl¢loud data storage and backup
are given below:

¢ Google Drive : Used(by students,»employees, and organizations to store
documents, photos, and files. Ifautomatically syncs and backs up data across
devices.

¢ Amazon S3 (Simple Sterage Service) : Used by companies for storing large
datasets, running'websites, and maintaining backup copies across different
regions.

¢ Microsoft OneDrive : Used for storing Office files, images, and work
documents with automatic version history and secure sharing.

¢ Dropbox : Popular tool for personal and professional file storage, automatic
backup, and team collaboration.

¢ iCloud : Used on Apple devices to store photos, apps, contacts, and device
backups.

4.2.3.2 Big Data Analytics

Big data analytics refers to the process of collecting, storing, and analyzing extremely
large and complex datasets that traditional computers cannot handle efficiently.
Organizations today generate massive volumes of data from customer transactions,
social media interactions, sensors, mobile devices, online activities, and business
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operations. This data is often unstructured and requires powerful cloud-based tools
to analyze. Cloud computing plays a major role by offering unlimited storage, high-
speed processing, and advanced analytics services. These services allow organizations
to detect patterns, understand customer behavior, make accurate predictions, and take
data-driven decisions that improve efficiency and growth.

Cloud-based big data analytics helps businesses analyze data in real time and gain
meaningful insights without investing in expensive hardware. For example, an
e-commerce company can analyze shopping behaviors to recommend products, while
a hospital can study patient data to improve diagnosis and treatment. Cloud platforms
like AWS, Google Cloud, and Azure provide tools for big data processing, machine
learning, and visualization. These tools help organizations perform tasks such as
trend analysis, predictive modeling, fraud detection, and performance optimization.
Big data analytics has become essential for decision-making, customer satisfaction,
and competitive advantage in the digital world. Some of the advantages of big data
analytics are:

¢ Better Decision: Making- Helps organizations make smait and fast decisions
using accurate data.

¢ Improved Customer Experience: Personalized recommendations, targeted
advertisements, and custom offers.

¢ Cost Reduction: Detects inefficiencies and reduces unnecessary expenses.

¢ Fraud Detection: Banks andifinancial systems identify unusual activities
instantly.

¢ Innovation and New Opportunities: Helps businesses discover new trends,
products, and serviees.

4.2.3.3 Maching Learnifigiand Artificial Intelligence

Machine Learning (ML) and Adtificial Intelligence (Al) are powerful technologies that
enable computers to learifrom data and perform tasks that normally require human
intelligence. These tasks include recognizing speech, understanding images, making
decisions, predicting future events, and solving complex problems. Cloud computing
plays an important role in ML and Al because training models require high processing
power, large memory, and huge datasets. Cloud platforms such as AWS, Google Cloud,
and Microsoft Azure provide ready-made tools, GPUs, and scalable environments that
allow organizations to build, train, and deploy ML and Al models without purchasing
expensive hardware.

ML and Al are widely used in industries like healthcare, finance, education, e-commerce,
transportation, and cybersecurity. For example, hospitals use AI models to analyze
medical images and detect diseases early, while banks use machine learning to identify
fraud and improve credit scoring. E-commerce websites use Al to recommend products,
and mobile apps use ML for facial recognition and voice assistants. Cloud-based Al
services help organizations innovate faster, reduce development time, and improve
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accuracy. They also allow companies to integrate Al into applications easily through
APIs for speech recognition, natural language processing (NLP), and computer vision.
Examples of Machine learning and Al are:

1. Google Assistant / Siri / Alexa : Uses Al for speech recognition and
answering questions.

2. Netflix & YouTube recommendations : ML models recommend videos
based on user behavior.

3. Healthcare diagnosis : Al analyzes X-rays, CT scans, and patient records.

4. Self-driving cars : Use Al to recognize objects, detect lanes, and make
decisions.

5. Fraud detection in banking : ML identifies unusual transaction patterns.

6. Face recognition in mobile phones : Al verifies identity for unlocking
devices.

7. Chatbots and customer supportsystems : Al answers queries automatically.

4.2.3.4 Remote Work and Collaboration Tools

Remote work and collaboration tools have become' an essential part of modern
organizations, especially after the#iSe 6f cloud eomputing. These tools allow employees
to work from any location while accessing company documents, applications, and
communication platforms through thedinternet. Cloud computing makes this possible
by storing files online, enabling, real-time editing, and supporting fast communication
across different regions. Teams in_various countries can share documents, discuss
projects, and tracképrogress. without needing to be in the same office. This improves
flexibility, reduces the néed for physical space, and enables companies to hire talent
from anywhere in the world.

Cloud-based collaboration tools also help improve teamwork and productivity. These
tools support features like shared workspaces, video meetings, instant messaging, task
assignments, version control, and secure file sharing. For example, team members can
work together on a presentation, with every edit saved instantly on the cloud. Managers
can monitor project updates, assign tasks, and communicate with their teams directly
through integrated platforms. The ability to collaborate in real time reduces delays,
avoids confusion, and ensures smoother workflow. Overall, cloud-based remote work
solutions enable organizations to operate efficiently, maintain business continuity,
and support hybrid work environments. Some of the examples of remote work and
collaboration tools are:

1. Google Workspace (Docs, Sheets, Drive, Meet) : Real-time editing and
video meetings.
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6.

7.

Microsoft 365 (Word, Excel, Teams, OneDrive) : Document sharing and
team communication.

Zoom : High-quality video conferencing for online meetings and webinars.
Slack : Instant messaging and workspace channels for team collaboration.
Trello : Task management and project tracking boards.

Asana : Project scheduling and workflow organization.

Dropbox : Cloud storage and file sharing for teams.

The main advantages of remote work and collaboration tools are:

1. Improved Flexibility: Employees can work from any location at any time.

2. Cost Savings: Reduces office space, travel, and equipment costs.

3. Real-Time Collaboration: Teams can edit¢ddocuments and share updates
instantly.

4. Higher Productivity: Tools auteinate tasks, and help track progress
efficiently.

5. Better Communication: Video callsy chats, and shared workspaces reduce
misunderstandings.

6. Business Continuity: Work ‘continues smoothly during emergencies or
travel restrictionss:

Recap

1. Cloud computing prévides services like storage, servers, databases,
networking, and Software over the internet.

2. It removes the need for physical hardware and allows users to access
resources on demand.

3. Cloud technology evolved from distributed systems, virtualization, and
internet-based computing.

4. Cost efficiency is a major benefit because organizations only pay for the
resources they use.

5. Cloud providers reduce maintenance costs by managing updates, security

patches, and hardware replacements.
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6. Scalability allows businesses to increase or decrease computing resources
based on demand.

7. This ensures smooth performance during peak usage and prevents resource
wastage.

8. Flexibility enables users to access data and applications from anywhere
using any device.

9. It helps organizations quickly adopt new tools, change services, and support
remote teams.

10. Cloud security protects data with encryption, firewalls, multi-factor
authentication, and continuous monitoring.

11. Cloud platforms store data in multiple locations 4o prevent loss during
failures or attacks.

12. Cloud storage and backup solutions offer secure, scalable, and automated
data protection.

13. Big data analytics uses cloud power to analyze, large datasets and support
better decision-making.

14. Machine learning and ALanithe cloud, help etganizations build intelligent
systems without expensive hardware.

15. Remote work tools like Google Workspace, Microsoft 365, Zoom, and Slack
enable real-time€ollaboration from anywhere.

Objective Type Questions

L
1. What does cloud computing deliver over the internet?

2. Which model allows users to pay only for the resources they use in cloud
computing?

3. What is one of the main benefits of cloud computing related to cost?
4. What type of scaling adds more power to an existing server?
5. What type of scaling adds more servers to handle increased load?

6. Which cloud benefit allows users to access applications and data from any
device and location?

O
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7. Name one advanced security feature commonly used in cloud computing.

8. Which cloud service is primarily used for storing and backing up data?

9. What kind of datasets does big data analytics handle?

10. Name one example of a cloud platform used for machine learning and Al.
11. Which cloud-based tools help employees collaborate remotely?

12. Name one real-time example of cloud scalability.

13. How does cloud computing help small startups in terms of infrastructure?

14. Which cloud benefit ensures business operations continue during system
failures or outages?

Answers to Objective Type Questions

1. Services

2. Pay-as-you-go
3. Cost-efficiency
4. Vertical

5. Horizontal

6. Flexibility

7. Encryption

8. Storage
9. Big Data
10. AWS

11. Collaboration
12. E-commerce
13. On-demand

14. Reliability
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Assignments

1. Discuss the key benefits of cloud computing with examples.

2. Describe the uses of cloud computing in data storage and backup, including
real-time examples.

3. Describe how cost efficiency is achieved in cloud computing and its
importance for businesses.

4. Explain the role of cloud computing in big data analytics?
5. Discuss the advantages and disadvantages of adopting cloud computing for

small and medium enterprises (SMEs).

6. Compare cloud computing vs traditional IT infrastgicture in terms of cost,
flexibility, and scalability.
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Cloud Migration Process

Learning OQutcomes

After completion of this unit, the learner will be able to:

¢ cexplain the meaning of cloud migration and how data and applications are
moved to the cloud

¢ familiarize the three phases of the cloud migration ptecess

¢ describe the importance of checking the current system and setting goals
before starting cloud migration

¢ explain how organizations monitor peétfofmance, secutity, and cost after
moving to the cloud

Prerequisites

Most people already interact with cloud technology in everyday activities, saving photos
on Google Drive, watching movies on online platforms, or syncing files across multiple
devices. These comfmon experiencesiprovide a basic sense of how data can be stored,
shared, and accessed overthe internet without depending on a single computer. Such
familiarity creates a‘natural starting point for understanding how larger organizations
use cloud systems for their operations.

In many situations, traditional computer setups often face problems such as limited
storage, slow processing, difficulty in sharing information, or the risk of losing data
when hardware breaks down. These practical challenges make it easier to appreciate why
modern industries prefer solutions that are more reliable, scalable, and cost-effective.
Cloud platforms address these needs by offering flexible storage, powerful computing
capabilities, and built-in security through remote servers managed by trusted providers.

This everyday understanding of storing and accessing data helps make the ideas in
this unit clearer. When exploring topics like cloud migration, planning strategies,
execution steps, and monitoring activities, it becomes easier to relate them to familiar
experiences, only now viewed at a larger and more structured level. This connection
provides a smooth pathway into the concepts and processes that shape today’s cloud-
based computing environments.
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Keywords
Cloud migration, data storage, execution phase, monitoring, planning phase

Discussion
4.3.1 What is Cloud Migration

Cloud migration refers to the systematic process of transferring an organization’s data,
applications, and other digital resources from local or on-premises infrastructure or
traditional data centers to a cloud-based environment such as Amazon Web Services
(AWS), Microsoft Azure, or Google Cloud Platform. It enables businesses to leverage
the scalability, flexibility, and cost-effectiveness offered by cloud computing. This
migration process may involve a wide range of activities, including the movement of
data storage, servers, applications, and even entire IT infrastructures to the cloud. In
some cases, cloud migration may also involve shifting resources from one cloud service
provider to another, a process known as cloud-to-cloud migration,

The primary objective of cloud migration is to modernize IT operations, enhance data
accessibility, and improve overall system pérformance whiles€ducing the cost and
complexity of maintaining physical servers'and hardware. By adopting cloud migration,
organizations can take full advantage of real-time processing, improved scalability, and
on-demand resources. Furthermore, this tramsition supports digital transformation by
enabling faster service deploymént, greater reliability, and efficient management of
computing resources in a dynamic busingssienvironment.

4.3.2 Why Organizations Migrate to the Cloud

Migrating to the ¢loud prowides several significant benefits that help organizations
improve their efficieneyy flexibility, and overall performance.

1. Cost Efficiency: ©Oné of the most important benefits of cloud migration
is cost savings. It eliminates the need for organizations to invest heavily
in expensive hardware, maintenance, and physical data centers. Instead,
businesses can pay only for the computing resources they use, making it a
cost-effective solution.

2. Scalability: Cloud platforms allow organizations to easily increase or
decrease their computing capacity based on current needs. This scalability
ensures that businesses can handle sudden changes in workload or user
demand without over-investing in infrastructure.

3. Flexibility and Agility: By migrating to the cloud, organizations can quickly
adapt to changing business requirements. New applications and services can
be deployed faster, allowing businesses to stay competitive and respond
rapidly to market or customer demands.
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4. Improved Collaboration: Cloud computing enables employees to access
applications and data from anywhere, at any time. This promotes better
communication and teamwork, especially for organizations with distributed
or remote teams. Cloud-based tools also make file sharing and real-time
collaboration easier and more efficient.

5. Security and Disaster Recovery: Leading cloud service providers offer
robust security measures, including encryption, firewalls, and continuous
system monitoring. In addition, automatic backups and disaster-recovery
features ensure that data remains secure and can be rapidly restored inthe
event of technical failures or cyber incidents.

4.3.3 Cloud Migration Process

Cloud migration refers to the process of moving applications, data, and other business
elements from an organization’s on-premises infrastructure to a cloud environment. A
successful migration requires a systematic approach. The<«€loud migration process is
generally divided into three major phases: Plan, Execute, and Monitor.

4.3.3.1 Planning Phase

a. Assessment of Current Environment

In the first step, the organization takes a careful look at all the computer systems it
is currently using like software, databases, \networks, and servers to understand their
condition. For example, a collegesmay checkits studént database, attendance system,
and exam software, and realize that thestudent database is old and needs updating
before moving it to the cloud. This assessment helps them know what can be moved
easily and what needs changes.

b. Defining Objegctives and Requirements

Next, the organizationidecides why it wants to move to the cloud and what benefits it
expects, such as reduced cost, better speed, higher security, or the ability to access data
from anywhere. For instan€@, a college may choose cloud migration so that students and
teachers can access learning materials from home and also keep student information
safer. At this stage, rules like privacy and data protection are also considered.

c. Selecting the Cloud Model and Provider

After setting goals, the organization chooses the type of cloud service and the company
that will provide it. The choice depends on budget, features, and ease of use. A college,
for example, may prefer Google Cloud because it offers tools like Google Classroom
and Google Drive, which are simple for teachers and students to use. This step ensures
that the selected cloud platform supports all required tasks.

d. Identifying Migration Priorities

Since everything cannot be moved at once, the organization decides which systems
should be migrated first. Usually, simpler or less important systems are shifted first,
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while critical ones are handled later with more care. A college may first move its learning
materials, as they are easy to transfer, and later shift its main student information system,
which is more sensitive and requires careful handling.

e. Preparing the Migration Strategy

Finally, the organization prepares a step-by-step plan that explains who will do what,
how long each task will take, what tools will be used, and how to handle problems if
they arise. For instance, a college may create a plan where learning materials are moved
in December, teachers are trained in January, and the student database is migrated
in February, with backups taken at every stage. This strategy ensures the migration
happens smoothly and without confusion.

4.3.3.2 Execution Phase

The Execution Phase is where the planned cloud migration steps are carried out. This
phase focuses on setting up the cloud environment, movingtdata and applications, and
making sure everything works properly before users start usingit.

a. Setting Up the Cloud Environment

In this step, the cloud platform is preparedsto feecive the organization’s data and
applications. This includes creating cloud accounts,jarranging storage, setting up
databases, and applying security controls Such as user permissions and access rules.

For example, when a college migrates to the clouds it may create separate storage
spaces for departments and givefaccess only to-authorised staff. This ensures the cloud
environment is ready, secure, @and organized before migration begins.

b. Data Migration

Data migration involves transfesring files, documents, tables, logs, and entire databases
from the old system,toerthe cloud. Before moving data, backups are taken to avoid
data loss. Large data may be moved gradually (batch-wise), while smaller data may be
migrated at once.

For example, a college may first move its attendance records to the cloud, then gradually
shift student profiles, marks, and other sensitive information to ensure accuracy and
safety.

c. Application Migration

After the data is transferred, the organization moves its applications. Cloud-friendly
applications usually run without much change, while older applications may need
updates to work smoothly.

For instance, a modern student portal may run directly after migration, but an old library
software may need a small upgrade to function correctly in the cloud environment.
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d. Integration with Existing Systems

Many organizations still keep some systems on their local computers or servers.
Therefore, the cloud applications must integrate or communicate with the systems that
remain on-premise.

For example, a college may use a cloud-based student portal but still use a physical
biometric attendance system. The two systems must be connected so that attendance
data flows correctly.

e. Testing and Validation

Once everything is migrated, the entire cloud system is tested to ensure that it
functions as expected. This includes verifying data accuracy, application performance,
authentication (login) functionality, and overall user experience. For example, the
college may test whether students can log in, view materials, submit assignments, and
check internal marks without errors.

f. Deployment and User Training

After successful testing, the cloud system is launched for real use. At this stage, users,
teachers, students, or employees are trained on_how to use the new system effectively.
For example, teachers may receive a short hands-on session explaining how to upload
study materials and access student reportst

g. Backup and Rollback Plans

Backup systems and rollback procedures are prepared throughout the execution
phase. Rollback plans ensure(that if seimething fails in the cloud, the organization can
temporarily switch back to the old system.

For example, during migration, a college may keep its original student database active
until it confirms that the cloud version works fully without errors.

4.3.3.3 Monitoring Phase

After migration is complete, the cloud system is continuously observed and maintained.
This ensures that performance, security, and cost remain under control.

a. Performance Monitoring

Performance monitoring checks whether the cloud system is fast, responsive, and
available at all times. This includes monitoring storage usage, network speed, and
server performance. For instance, if many students access the system at the same time
and it becomes slow, the organization may increase cloud resources using autoscaling.

b. Security and Compliance Monitoring

Security monitoring ensures that the system is protected against unauthorized access,
cyberattacks, and data leaks. Compliance checks make sure the organization follows
rules related to data privacy and protection. For example, a college may check regularly
to ensure only authorised teachers can view or edit student marks.
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c¢. Cost Monitoring and Optimization

Cloud services charge based on usage, so cost monitoring helps avoid unnecessary
spending. If the organization pays for unused features, those services can be reduced or
removed. For example, the college may remove old and unused documents or disable
unused tools to reduce the monthly cloud bill.

d. System Updates and Maintenance

The cloud system requires regular updates to stay secure and functional. These updates
improve performance and add new features. For instance, the college’s cloud-based
learning portal may receive an update that adds new report-generation tools or improves
speed.

e. User Feedback and Continuous Improvement

User feedback helps identify issues and improve the system. Students and teachers may
report problems, request features, or suggest improvements.'For example, if teachers
feel that the dashboard is difficult to navigate, the college may sedesign it or provide
extra training.

f. Incident Response and Problem Resolution

If problems occur such as slow performance, login failures, or system errors the IT
team must quickly identify the issue and fix it. For example, if students suddenly cannot
log in, the college’s IT team checks whethenthe authentication service is working and
restores access immediately.

Recap

¢ Cloud migration moves data‘and applications to the cloud.
¢ It helps modefnize IT and improve performance.

¢ Benefits includedeost savings, scalability, flexibility, collaboration, and
security.

¢ The migration process has three phases: Planning, Execution, Monitoring.

Planning Phase:
¢ Check current systems and software.
¢ Set goals and requirements.
¢ Choose cloud type and provider.
¢ Decide which systems to move first.

¢ Prepare a detailed migration plan.
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Execution Phase:
¢ Set up the cloud environment.
¢ Move data safely.
¢ Transfer applications and update if needed.
¢ Connect cloud apps with old systems.
¢ Test the system for errors.
¢ Launch the system and train users.

¢ Keep backups and rollback plans ready.

Monitoring Phase:
¢ Track system performance.
¢ Monitor security and compliance.
¢ Control costs and optimize usage.
e Update the system regularly.
e C(ollect feedback for improvément.

¢ Quickly fix any issues/or errorss

Objective Type Questions

[a—

Cloud migration moves/data from on-premises systems to where?
The process of moving applications and data to the cloud is called?
First phase of cloud migration?

Phase where data and applications are actually moved?

Phase where performance and security are monitored?

What process ensures that only authorised users can access cloud resources?

Ny o R

What is the step where applications are checked for proper functioning after
migration?

g2

What activity ensures unnecessary cloud expenses are identified and reduced?

9. What is the first activity performed during the Planning Phase?
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. Discuss the importan

Answers to Objective Type Questions

Cloud

. Migration
. Planning
. Execution

. Monitoring

Security

. Testing

Optimization

. Assessment
Assignments

. Explain in your own words what ¢loud migration is and why organizations

move their systems to th

. Describe the key activities 1 in the Planning Phase of the cloud

tion and application migration during the

f monitoring cloud performance, security, and cost
after migration.

. Explain how user feedback and incident response support continuous

improvement in a cloud-based system.

Reference

. https://nptel.ac.in/courses/106105167

Srinivasan, A. (2014). Cloud computing: A practical approach for learning
and implementation. Pearson Education India.

. Erl, T., Puttini, R., & Mahmood, Z. (2013). Cloud computing: Concepts,

technology & architecture. Pearson Education.

SGOU - SLM - BCA - Introduction to Cloud Computing

AAAAAAAAAAAAAA



Suggested Reading

1. Velte, A. T., Velte, A., & Elsenpeter, R. (2010). Cloud computing: A practical
approach. McGraw-Hill.

2. Buyya, R., Vecchiola, C., & Selvi, S. T. (2013). Mastering cloud computing:
Foundations and applications programming. Newnes.

3. Buyya, R., & Srirama, S. N. (Eds.). (2019). Fog and edge computing:
Principles and paradigms. John Wiley & Sons.

SGOU - SLM - BCA - Introduction to Cloud Computing @

SREENARAYANAGURU



Cloud Migration
Approaches

&

Learning OQutcomes

After completion of this unit, the learner will be able to:

¢ describe the need for different cloud migration approaches
¢ cexplain the purpose of each of the 7 R’s
¢ identify suitable situations for each migration approach

¢ classify migration scenarios under the correet'R”

Prerequisites

Many people already have a general idea“of how software, servers, and data storage
work in everyday situations. Forfexample, systemsiised in colleges, banks, and offices
depend on applications that run on physiealcemputers or local servers. It is also common
to notice that these systems neéed regular updates, maintenance, and proper hardware
support to function smeethly: At the samie time, most individuals have experience
using cloud-based teols such as Goeogle Drive, Microsoft OneDrive, or online learning
platforms, where information 18, stored on remote servers and accessed through the
internet with ease. This familiar use of cloud services provides a simple foundation for
understanding why organizatiofis move their applications to the cloud.

By connecting these everyday experiences with the idea of cloud migration, it becomes
easier to see how different systems require different methods for shifting to cloud
environments. This unit introduces the structured models known as the 7 R’s of Cloud
Migration, which guide organizations in choosing the right approach-whether they
move applications as they are, make small improvements, redesign them, or replace
them entirely. This connection between familiar digital tools and organizational needs
helps build a smooth understanding of cloud migration strategies.

Keywords

Rehosting, Replatforming, Refactoring, Repurchasing, Retiring, Retaining, Relocating
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Discussion
4.4.1 Cloud Migration Approaches

When an organization decides to move its applications, data, or IT resources to the
cloud, it cannot follow a single method for every system. Different applications have
differentrequirements, levels of complexity, and business importance. Some applications
can be shifted to the cloud with minor changes, while others may require complete
redesigning. To manage these differences, cloud service providers and industry experts
have developed a set of structured methods known as Cloud Migration Approaches.

These approaches help organizations choose the most suitable way to migrate each
application based on its current state, cost, time, and long-term goals. The most widely
accepted framework is the 7 R’s of Cloud Migration, introduced by AWS and followed
by major cloud providers like Azure and Google Cloud. Each “R” represents a strategy
that guides how to move an application to the cloud, whether by simply shifting it,
improving it, or replacing it completely.

Understanding these approaches is important because they helpravoid risks, reduce
migration time, and ensure smoother transition to cloudienvironments. By selecting the
right approach, organizations can achieve benefits such as better/performance, lower
cost, higher security, and improved scalability. The7 R’s provide a clear roadmap that
supports technical planning and aligns migration decisions with organizational needs.

4.4.2 The 7 R’s in Cloud Migration

The 7 R’s represent seven widely aceépted strategies that organizations use when
moving applications, data, ot systems to the cloud. Each “R” offers a different way
to handle migration dependinghon factor§ such as application complexity, budget,
time, performance néeds, and long-term goals. Understanding these approaches helps
organizations choose the most suitable path and ensures a smooth, efficient, and cost-
effective cloud migration.

The 7 R’s are:
1. Rehost
2. Replatform
3. Refactor / Re-architect

4. Repurchase

5. Retire
6. Retain
7. Relocate

O
et
SRENARMANAGURY
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4.4.2.1 Rehosting (Lift and Shift)

Rehosting, often called “Lift and Shift,” is the simplest and fastest way to move
applications to the cloud. In this approach, applications are transferred from on-premises
servers to cloud servers with minimal or no changes to their code or design. The goal
is to quickly move existing workloads to the cloud so that the organization can start
benefiting from cloud infrastructure, such as scalable storage, virtual servers, and
reduced hardware maintenance.

The process begins with creating an inventory of all applications, servers, databases,
and storage volumes. Information such as operating system versions, installed software,
and network dependencies is documented. Next, suitable cloud instances are chosen that
match or improve the performance of the current setup in terms of CPU, memory, and
storage. Network and security configurations are prepared, including virtual networks,
firewall rules, and access controls.

Once the planning is complete, tools like AWS ServerdMigration Service, Azure
Migrate, or Google Migrate for Compute Engine are used to replicate virtual machines
and move data to the cloud. Cloud instances are then launched, €ennected to storage,
and configured for access and permissions. The migrated applications are tested to
ensure they run properly, all services are functional, and users £an access data and
applications without issues. After validationgproduction trafficiis switched to the cloud,
and monitoring is set up to track performance, costs, and potential problems.

Although rehosting does not optimize applications /for the cloud, it is ideal for
organizations that want quick imigration with,minimal effort. Legacy applications
that are stable but not ready for redesigné€an continue working as before while taking
advantage of cloud features like automated backups, easy scaling, and reduced physical
infrastructure costs. For example, a university could move its examination server to
AWS EC2 without e¢hanging the seftwate, allowing the system to function as it did
on-premises while/the undeslying hardware and management are handled by the cloud.

4.4.2.2 Replatforming (Liff, Tinker, and Shift)

Replatforming is a migration approach where the application is moved to the cloud
with small optimizations to take advantage of cloud features, but without a complete
redesign. Unlike rehosting, replatforming allows organizations to improve performance,
reliability, and scalability without rewriting the entire application. This approach is
often called “Lift, Tinker, and Shift” because it involves lifting the application, making
minor changes, and then shifting it to the cloud.

The process starts by evaluating the existing application to identify areas where cloud
services can improve efficiency. For example, a database might be moved to a managed
cloud database service to reduce maintenance overhead and improve performance.
Cloud tools like AWS Elastic Beanstalk, Azure App Service, or Google App Engine
are often used to host these applications while managing infrastructure automatically.

During migration, minor modifications may be made to the application code to integrate
with cloud storage, messaging services, or monitoring tools. Network, security, and
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access configurations are set up to ensure smooth communication and protection of
data. Testing ensures that all features work correctly and that cloud services are fully
integrated.

Replatforming is suitable for applications that need better scalability or cloud-specific
features but do not require a complete re-architecture. For example, a college might
move its learning management system to a cloud platform and switch its database to
a managed cloud database. The system works similarly as before, but now it benefits
from cloud optimizations such as automatic backups, better performance, and reduced
administrative work.

4.4.2.3 Refactoring / Re-architecting

Refactoring, also called re-architecting, is the process of changing an application’s
design so that it can take full advantage of cloud features. Unlike rehosting, which
moves an application as it is, refactoring requires modifying or rewriting parts of the
application to improve performance, scalability, and reliability. This approach is often
chosen when organizations want to add new features that aréynot possible with the
current design or when they want the application to better handle‘varying workloads.

The process starts with analyzing the existing applicationito see which parts can benefit
from the cloud. Large, monolithic application$ are often split,inté smaller independent
parts called microservices. Each microservice handles a specific function, like login,
notifications, exams, or grade management. This way, one service can grow or shrink
depending on demand without affecting the,others. For example, a student portal can
handle many students checking eéxam results atthesSame time without slowing down
other features.

After planning, the next step s to select the right cloud technologies. Serverless
platforms, such as AWS Lambda, or Azare Functions, allow the application to run
only when needed4 saving resources. Containerization tools like Docker, along with
orchestration platforms like Kubernetes, make it easier to manage, scale, and deploy
different parts of the application. Cloud databases, caching systems, and messaging
tools can be added to improve'speed and reliability.

Once the architecture and tools are decided, the application is rewritten or modified.
Each service is tested thoroughly to ensure it works correctly and communicates with
other services without errors. Continuous integration and continuous delivery (CI/CD)
pipelines, using tools like Jenkins or GitLab CI/CD, help to deploy updates smoothly.
Monitoring tools such as AWS CloudWatch, Azure Monitor, or Google Stackdriver
track the application’s performance, usage, and errors.

Although refactoring takes more time and investment than simpler methods like
rehosting, the long-term benefits are significant. The application becomes more flexible,
faster, and able to handle high traffic. It is also easier to maintain, update, and secure.
For example, after refactoring, a university student portal can scale the exam service
during peak times while the login and notification services continue working normally,
ensuring a smooth experience for all users.
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4.4.2.4 Repurchasing (Drop and Shop)

Repurchasing involves moving to a completely new application, often a cloud-based
Software as a Service (SaaS), instead of migrating the existing one. Organizations
adopt this approach when existing software is outdated or does not meet business needs
efficiently. Repurchasing allows the use of modern cloud applications without worrying
about infrastructure or maintenance.

The migration process includes evaluating SaaS options that match business
requirements, transferring necessary data, and configuring the new system for users.
Security, compliance, and access controls are set up according to organizational policies.
Cloud platforms like Salesforce, Microsoft 365, or Google Workspace are commonly
used for repurchased solutions.

Repurchasing is beneficial when the cost and effort to maintain the old system outweigh
the benefits. For example, a college might switch its legacy attendance system to a
cloud-based SaaS attendance platform. All student and facultydata is migrated securely,
and the system can now be accessed from anywhere, offering features like automated
reporting, mobile access, and enhanced collaboration.

4.4.2.5 Retiring

Retiring is the approach of identifying applications or systems that are no longer
useful or cost-effective and decommissioning them. This helps organizations reduce
complexity, save costs, and focus on essential systems. Retiring is often combined
with other migration strategies tefremove outdated.otf redundant applications before or
during cloud migration.

The process involves evaluating all applications, identifying usage patterns, and
determining which onés‘are obsolete or duplicative. Data that is still required may be
archived or migratéd to the cloud, while unnecessary applications are deactivated or
deleted.

Retiring improves efficiency by eliminating systems that consume resources without
adding value. For example, a university may retire an old student forum that has been
replaced by a modern learning platform. The archived discussion history may be moved
to cloud storage for record-keeping, but the old forum software is shut down, reducing
maintenance and saving costs.

4.4.2.6 Retaining

Retaining involves keeping certain applications on-premises rather than moving them
to the cloud. Organizations may choose this approach for critical applications that
require low latency, regulatory compliance, or specialized hardware. Retaining allows
businesses to carefully evaluate what should remain on-site while planning cloud
migration for other systems.

The process includes identifying applications that are not suitable for cloud migration,
assessing risks, and ensuring proper maintenance and security for on-premises systems.
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In some cases, hybrid cloud models are implemented where retained applications
interact seamlessly with cloud services.

For instance, a college might retain its local examination grading system on-premises
due to strict privacy regulations while moving other learning management services to
the cloud. This approach ensures compliance and performance while still benefiting
from cloud resources for other workloads.

4.4.2.7 Reimagining

Reimagining, also called “rebuilding” or “transforming,” is the most advanced migration
approach. It involves completely redesigning applications to take full advantage of
cloud-native features such as serverless computing, Al services, auto-scaling, and
global distribution. Reimagining allows organizations to create innovative solutions
that were not possible on traditional infrastructure.

The process begins with analyzing the existing system, understanding business
goals, and designing a completely new architecture optimized for cloud performance,
scalability, and resilience. Development often uses microservices, containerization, and
serverless platforms to build highly modular and adaptable applications.

Testing, deployment, and monitoring are conducted  eontinuously to ensure high
availability and efficient resource utilizationgRetmagining isisuitable for organizations
aiming for digital transformation or seeking competitive advantage. For example, a
university could redesign its entire student services portal using cloud-native tools to
provide real-time analytics, personalized notifications, Al-driven recommendations,
and global accessibility. This approach maximizessinnovation and long-term benefits
but requires significant planning, resoure€sipand investment.

Recap

¢ Cloud migration uses wdifferent approaches because applications have
different needss

¢ The 7 R’s help deeide'the best way to move each application to the cloud.

¢ Rehosting moves systems to the cloud with almost no changes.

¢ Replatforming makes small improvements while shifting to the cloud.

¢ Refactoring redesigns applications to use full cloud benefits.

¢ Repurchasing replaces old systems with modern cloud-based software.

¢ Retiring removes applications that are outdated or unnecessary.

¢ Retaining keeps some applications on-premises due to specific requirements.
¢ Reimaginingrebuilds systems completely usingadvanced cloud technologies.

¢ Selecting the right R improves cost, performance, security, and scalability.
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Objective Type Questions

1. Which migration approach is also called “Lift and Shift”?

2. Which approach makes small improvements before moving to the cloud?
3. Which “R” involves redesigning an application?

4. Which migration strategy replaces an old system with SaaS?

5. Which “R” is used to remove outdated applications?

6. Which strategy keeps certain systems on-premises?

7. Which approach involves building a completely new cloud-native system?

12. Which approach requires buying a new cloud-based product?

Answers to Objective T uestions

—

Rehosting
Replatfo g
Refactoring
Repurchasing
Retiring
Retaining
Reimagining

Rehosting

2 2 =F e B o= B R

Retiring
10. Retaining
11. Refactoring

12. Repurchasing

AAAAAAAAAAAAAA
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Assignments
1. Explain why organizations need different cloud migration approaches instead
of using one method for all applications.

2. Describe the Rehosting (Lift and Shift) approach and mention one situation
where it is suitable.

3. What is Replatforming? Write any two minor changes made during this type
of cloud migration.

4. Differentiate between Refactoring and Repurchasing with suitable examples.

5. Write a short note on the Retire and Retain strategies in cloud migration and
explain when each is used.

Y

Mng: Concepts,

Reference

1. Erl, T., Puttini, R., & Mahmood, Z
technology & architecture. Pearson

2. https://nptel.ac.in/courses/106105
3. Srinivasan, A. (2014). @loud computing*A practical approach for learning
and implementation. Pearson %m India.
Suggested Réading
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1. Velte, A.T., Velte, A., senpeter, R. (2010). Cloud computing: A practical
approach. McGr: L.

2. Buyya, R., Vecchiola, C., & Selvi, S. T. (2013). Mastering cloud computing:
Foundations and applications programming. Newnes.

3. Buyya, R., & Srirama, S. N. (Eds.). (2019). Fog and edge computing:
Principles and paradigms. John Wiley & Sons.
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Continuous Integration
and Deployment (CI/CD)
Pipelines

Learning Qutcomes

After completion of this unit, the learner will be able to:

¢ understand what CI and CD mean and why they are important

¢ learn the main steps involved in Continuous Integration and Continuous
Deployment

¢ identify the key components of a CI/CD pipeline

¢ recognize commonly used CI/CD tools in soft ent

¢ explain the major benefits and cham

Prerequisites

practices

Before learning CI/CD, it is
development works. L
programs, and how
a small Java or P
automates these pr
errors” forms the foundation f

le idea like “you write code — you test it — you fix
nderstanding how CI/CD improves this workflow.

A basic understanding of version control systems especially Git, is helpful. Version
control helps track changes in code and allows multiple developers to work together.
Knowing terms like commit, branch, and merge makes it easier to understand how CI/
CD pipelines get triggered by code changes. For instance, when a developer commits
a change to GitHub, a CI pipeline may automatically start building and testing the
updated code. This real-world example helps connect version control concepts with CI/
CD automation.

SGOU - SLM - BCA - Introduction to Cloud Computing



deployment ideas. This
and how software is
simple website to
dents understand
1on environments.
tools, and workflow

deployed to a server or cloud platform. For example, deploy1
a cloud service like AWS or deploying a basic Node.js app helps
what CI/CD automates such as pushing updates to stag
Having this background ensures smoother |

stages.
Keywords
v
Components, Tools,Wqub, Trigger
Discussion

5.1.1 Introductiengo CI/CD

Continuous Integration and Continuous Deployment (CI/CD) is a modern DevOps
practice that automates the process of building, testing, and delivering software. It helps
development teams work faster and more efficiently by ensuring that code changes
are integrated smoothly and delivered without delays. CI/CD reduces manual effort,
minimizes errors, and maintains a consistent flow from development to production. For
example, companies like Netflix and Amazon use CI/CD to release updates multiple
times a day without disrupting user experience.

Continuous Integration (CI) focuses on frequently merging code changes into a shared
repository, where automated systems immediately build and test the code. This helps
identify bugs early and prevents integration issues that typically occur when multiple
team members work on the same project. For instance, when a developer pushes a new
feature to GitHub, CI tools like Jenkins or GitHub Actions automatically run tests to
ensure the change does not break the existing application.
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Continuous Deployment/Delivery (CD) extends CI by automating the release process.
In Continuous Delivery, code is always ready for deployment, but the final release may
require manual approval. In Continuous Deployment, every tested and verified change
is automatically deployed to production. A practical example is a mobile app where
small updates such as Ul fixes or performance improvements are automatically pushed
to a staging or production environment once they pass all automated tests. Together, CI
and CD enable faster, safer, and more reliable software delivery.

What is a CI/CD Pipeline?

Many assume CI/CD and the CI/CD pipeline mean the same thing, but they are slightly
different concepts.

CI/CD (Continuous Integration and Continuous Delivery) refers to the overall
practice of frequently integrating code changes and delivering updates faster.
CI/CD Pipeline is the structured sequence of automated steps that takes the code from
development and moves it through testing and deployment until it reaches production.

In simple terms, a CI/CD pipeline is an automated workflowithat helps developers
build, test, and release software quickly and safely (Fig. 5.1.1).

Build Pipelin g ————— I

o
S

Develegors Wersion Compile Package Aute Aule
Contrel Uinit ul
[Master) Testing Tasting

Gontinuous [ntegration

| Release Fipeline I

Package Cporaticons Aule ost Testing Publi /
with Team Scriphs Enviranmaent Goraral
Instruchions furailabilry

Confinuous Delivery

Fig. 5.1.1 Continuous Integration and Continuous Delivery Process
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5.1.2 Continuous Integration (CI)

Continuous Integration (CI) is a software development practice in which
developers frequently integrate their code changes into a central repository,
after which automated tools build the software and execute a suite of tests to
ensure quality and stability. The goal is to detect errors early, maintain code
quality, and ensure that the software is always in a working and deployable state.
CI helps teams avoid large integration problems by encouraging small, frequent updates
instead of infrequent, massive code merges.

5.1.2.1 Objectives of Continuous Integration (CI)
The key objectives of Continuous Integration (CI) are:

1. Early Detection of Errors: Identify bugs, code conflicts, and integration
issues as soon as code is committed.

2. Maintain High Code Quality: Use automated testing'and code analysis
tools to ensure cleaner, more reliable code.

3. Reduce Integration Challenges: Frequentimerging prevents large, complex
conflicts that typically occur whenfdevelopers, work in isolation for long
periods.

4. Automate Build and Test Processes: Reduce manual effort and human
errors by automatically ecompiling code; réselving dependencies, and running
tests.

5. Keep Code in_a, Deployable State: Every successful build ensures the
product is always ready for deployment to staging or production.

6. Improve Team' Collaboration: When all developers commit regularly,
the entire team stays aligned, reducing miscommunication and integration
delays.

7. Faster Development Cycles: CI shortens the time from writing code to
delivering features, enabling rapid updates.

5.1.2.2 Typical CI Steps

The Continuous Integration (CI) process follows a series of automated steps that
ensure every code change is built, tested, and validated before moving forward in the
development pipeline. Typical CI steps (Fig. 5.1.2) are as follows:

Step 1: Code Commit to Repository

A developer writes code and pushes it to a version control system such as GitHub,
GitLab, or Bitbucket. This commit triggers the CI pipeline automatically.

o
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Step 2: Pipeline Trigger

The CI server detects the new code change and triggers an automated workflow or
pipeline. Some tools are Jenkins, GitHub Actions, GitLab CI, CircleCI, etc.

Step 3: Source Code Checkout

The CI tool clones or checks out the latest version of the code from the repository. This
ensures the pipeline works with the most recent codebase.

Step 4: Build Process

The CI system compiles the source code and resolves all dependencies. Some examples
are:

¢ Java — compile to JAR/WAR
¢ Node.js — install packages and bundle

¢ Python — install modules
If the build fails, the pipeline stops here and sends dfailure notification.
Step 5: Automated Testing

CI runs a variety of automated tests to check the functignality and stability of the code.
Some common tests are:

¢ Unit tests: Test individual functions/modules
¢ Integration tests: Test commufitcation between modules
¢ API tests: Verfy endpoints
¢ UI tests: Optionalfor Ubapplications
If any test fails, the pipeline immediately reports the error.
Step 6: Static Code Analysis (Optional but Recommended)
Tools like SonarQube, ESLint, Pylint check:
¢ Code quality
¢ Security vulnerabilities
¢ Style consistency
¢ Dead code detection
This step improves maintainability and catches risky patterns early.
Step 7: Package/Artifact Creation

If all tests pass, the CI system creates an artifact or package such as:
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¢ JAR/WAR files

¢ Docker images

¢ Executable binaries

¢ ZIP deployment bundles
These artifacts are stored for deployment later.
Step 8: Store Artifact in Repository

Artifacts are uploaded to an artifact repository such as JFrog Artifactory, Nexus, AWS
S3. This ensures versioning and reliable access for deployment.

Step 9: Notification to Developers

The CI system sends email/Slack notifications on:
¢ Build success
¢ Build failure

¢ Test reports

This keeps the team informed and ready t0

Fig. 5.1.2 Typical Stages of Continuous Integration

Continuous Integration automates the process of integrating code, running tests, and
verifying builds. It improves code quality, reduces integration problems, and ensures
faster, more reliable development cycles.

5.1.3 Continuous Delivery/Deployment (CD)

Continuous Delivery/Deployment (CD) is an advanced DevOps practice that focuses
on automating the release process so that software can be delivered to users quickly,
reliably, and with minimal manual effort. After code is tested through Continuous
Integration (CI), CD ensures that every validated build is packaged, prepared, and
deployed to various environments such as testing, staging, or production.

AAAAAAAAAAAAAA
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Continuous Delivery ensures that the application is always in a deployable state. This
means every change that passes the automated CI tests is automatically deployed to
environments like QA or staging, but releasing to production still requires manual
approval. It allows teams to release updates more frequently and safely by reducing
last-minute issues and human errors.

Continuous Deployment takes automation a step further. In this model, every change
that successfully passes all automated tests and checks is automatically deployed to
production without human intervention. This enables extremely fast delivery cycles
and instant updates to users. Companies like Netflix, Facebook, and Amazon use
Continuous Deployment to push updates multiple times a day.

Why CD is important?

CD improves software quality, reduces deployment risks, speeds up time-to-market,
and ensures that new features, fixes, and improvements reach customers efficiently. It
also strengthens collaboration between development and operations teams, making the
entire release pipeline predictable, repeatable, and error-free:

5.1.3.1 Objectives of Continuous Delivery/Deploymenty(CD)

The objectives of Continuous Delivery andsDeployment focus on ensuring that
software can be released quickly, reliablyand with“minimal"manual effort through a
fully automated delivery pipeline. Some Key points are:

1. Ensure Always Deployable€eode: Maintain the application in a production-
ready state after every suecessful build.

2. Automate the Release Process: Reduce manual work and minimize human
errors by automating packaging, testing, and deployment tasks.

3. Deliver Updates Easter: Enable frequent and reliable delivery of features,
bug fixes, andiimprovements to users.

4. Reduce Deploymient Risks: Use automated testing, staging environments,
and repeatable workflows to prevent last-minute failures.

5. Improve Collaboration: Strengthen coordination between development,
testing, and operations teams through shared, automated workflows.

6. Support Continuous Feedback: Quickly gather user feedback by delivering
small, incremental updates instead of large, risky releases.

5.1.3.2 Typical CD Steps (Continuous Delivery/Deployment Steps)
The Continuous Delivery/Deployment (CD) process follows a sequence of automated

steps that prepare, validate, and release software updates to various environments,
ensuring smooth and reliable delivery to users. Steps (Fig. 5.1.3) are:
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Step 1: Verified Build from CI

The process starts with a build that has already passed CI tests such as unit tests,
integration tests, and code analysis.

Step 2: Create Deployable Artifact

The build is packaged into an artifact (e.g., Docker image, JAR/WAR file, ZIP bundle)
ready for deployment.

Step 3: Automated Deployment to Testing/QA

The artifact is automatically deployed to testing or QA environments for further
validation.

Step 4: Automated Acceptance Tests

The system runs tests such as:
¢ Functional tests
¢ Ul tests
¢ End-to-end tests

¢ Performance tests

Step 5: Deployment to Staging Environ

Step 7: Automatic

In Continuous Deploy f all tests pass, the system automatically deploys the
update to production without manual intervention.

Step 8: Monitoring and Feedback

Post-deployment monitoring tools track performance, errors, user behavior, and logs to
ensure everything is running smoothly.

sw
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CONTIMNUOUS INTEERATION

| cONTINUOUS GELIVERY |

| [ conmInuous erLovmENT |

Fig. 5.1.3 Typical Stages of Continuous Delivery
5.1.4 Components of CI/CD Pipeline

The components of a CI/CD pipeline in a cloud-aut
to streamline the entire software delivery lifecycle, m
and highly reliable. Cloud automation integrate

builds, testing frameworks, container orches
every code change moves smoothly from ¢
version control, build servers, test enviro
achieve consistent, on-demand,

ent work together
ts faster, scalable,

a version ¢ . This action starts the CI/CD pipeline.
es proper tracking, versioning, and collaboration.

2. Trigger Build: When alnew commit is detected, the version control system
automatically ini the build process. This continuous triggering ensures
that every change is integrated and validated without delay.

3. Build: The source code is compiled and packaged into a deployable format
such as an executable file or Docker image. Tools like Maven, Gradle, Ant,
and Docker are commonly used. This step confirms that the code compiles
correctly and all required dependencies are properly managed.

4. Notify of Build Outcome: The CI/CD tool informs the team whether the
build succeeded or failed. Instant feedback helps developers quickly identify
and fix any build-related problems. Notifications are typically sent through
email, team chat platforms (such as Slack or Microsoft Teams), or CI/CD
dashboards.

5. Run Tests: Automated testing is performed on the generated build artifact.
These tests may include unit, integration, end-to-end, and other forms of
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testing using frameworks like JUnit, Selenium, TestNG, or pytest. Testing
ensures the new code meets quality standards and does not introduce errors.

6. Notify of Test Outcome: The results of the executed tests are reported back

to the team. Fast feedback enables developers to resolve issues immediately.
Notifications follow the same channels as build alerts.

CI/CD Pipeline Components

Commit Trigger  Build  MNotify  Deliver  Deploy  Netify  Ryp
Change  build of build  build to to of test tests

outcome Staging prad uﬂautmme

Fig. 5.1.4 CI/CD Pipeline Components

7. Deliver Build to Staging: If the tests aressuccessful, the artifact is deployed
to a staging environment. This envifonment ¢losely résembles production,
allowing final checks before release. Deployment tools such as Ansible,
Chef, Puppet, Kubernetes, and cloud services like AWS CodeDeploy are
commonly used.

8. Deploy to Production: Once staging validation is complete, the build is
either automatically or manually released to the production environment.
This step deliversithe new features and updates to end users. Techniques like
blue-green déployment, rollingmipdates, or canary releases help reduce risks
and ensure/smooth rollouts.

5.1.5 Common CI/CD Tools

CI/CD pipelines rely on a wide range of tools that automate building, testing, and
deploying applications. These tools help developers streamline workflows, reduce
manual effort, and ensure reliable software delivery. Below are some of the most widely
used CI/CD tools across the industry:

1. Jenkins

Jenkins is one of the most popular open-source CI/CD automation servers. It supports
hundreds of plugins for building, testing, and deploying applications. Its flexibility
makes it ideal for complex pipelines and large-scale enterprise environments.

2. GitHub Actions

GitHub Actions enables CI/CD automation directly within GitHub repositories.
Developers can trigger workflows on commit, pull request, or schedule. It supports

@ SGOU - SLM - BCA - Introduction to Cloud Computing



containerized jobs, reusable workflows, and integrates seamlessly with GitHub Projects
and Packages.

3. GitLab CI/CD

GitLab provides an integrated CI/CD engine built into the GitLab platform. It allows
for automated builds, testing, security scanning, and deployments. Pipelines are defined
in a .gitlab-ci.yml file, making configuration simple and code-driven.

4. Azure DevOps Pipelines

Azure DevOps offers cloud-hosted CI/CD pipelines that support multiple languages
and platforms. Azure Pipelines can integrate with GitHub, Bitbucket, or Azure Repos
and allow scalable parallel builds, container deployment, and release automation.

5. CircleCI

CircleCl is a cloud-based CI/CD tool that offers fast, efficient pipelines with support
for parallel execution, caching, and custom resource allocation.lt integrates well with
GitHub and Bitbucket and is known for its performance optimization features.

6. Travis CI

Travis CI is commonly used for open-sour¢e development. It provides a simple YAML-
based configuration and integrates easily with GitHub repositories. Travis offers
automated builds, testing, and deploymentaeross different environments.

7. Bamboo

Bamboo, developed by Atlassian, integrates deeply with Jira and Bitbucket. It supports
automated builds, testiig,’and deployments with sophisticated pipeline management. It
is often used in entérprises already using Atlassian tools.

8. AWS CodePipeline

AWS CodePipeline is adfully managed CI/CD service that automates code changes
through build, test, and deployment stages. It works smoothly with other AWS services
like CodeBuild, CodeDeploy, Lambda, and S3, making it ideal for cloud-native
applications.

9. Google Cloud Build

Google Cloud Build allows developers to build, test, and deploy applications at scale
using Google Cloud infrastructure. It supports Docker builds, custom build steps, and
integration with GKE (Google Kubernetes Engine).

10. Argo CD (for Kubernetes)

Argo CD is a declarative GitOps tool for continuous delivery on Kubernetes. It
synchronizes applications defined in Git repositories with Kubernetes clusters and
supports automated rollouts, rollbacks, and multi-cluster management.
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5.1.6 CI/CD Workflow and Stages

The CI/CD workflow represents the end-to-end process through which software changes
move from development to production. It combines Continuous Integration (CI),
Continuous Delivery (CD), and Continuous Deployment to ensure faster, automated,
and reliable software delivery. Each stage plays a crucial role in validating code,
reducing errors, and improving the efficiency of development teams.

1. Source Stage (Code Commit Stage)

The workflow begins when developers write code and commit it to a version control
system such as GitHub, GitLab, or Bitbucket. Key activities are:

¢ Writing and updating code
¢ Committing and pushing changes
¢ Creating pull or merge requests

¢ Code reviews using tools like GitHub Pull, Requests or\GitLab Merge
Requests

Purpose: Ensures that every change is dracked, wversioned; and ready to trigger
automated workflows.

2. Continuous Integration (CI) Stage

This stage focuses on automatifig the build'and testing of the application whenever new
code is integrated. Key Steps/in CI aret

a. Build

¢ Code is compiled.dnto adeployable package such as a binary, artifact, or
Docker image:

¢ Ensures that the application compiles correctly without errors.

b. Automated Testing
Several types of tests are run to verify quality:
¢ Unit tests: Verify individual components.
¢ Integration tests: Check interactions between modules.

¢ Static code analysis: Detect code quality issues.

¢ Security scans: Detect vulnerabilities.

¢. Feedback and Reporting
¢ Developers receive immediate feedback if the build or tests fail.
¢ Helps identify issues early and maintain a stable codebase.
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Purpose: To ensure that code is always in a working, testable state.

3. Continuous Delivery (Staging Stage)

In this stage, the successfully built and tested code is packaged and delivered to a
staging environment. Key activities are:

¢ Deploying build artifacts to staging
¢ Running user acceptance tests (UAT)
¢ Performance, load, and stress testing

¢ Validation by QA teams or automated tools

Purpose: Ensures the application meets functional and non-functional requirements
before production.

4. Continuous Deployment (Production Deployment S

This stage automates releasing code to production with m al or no manual
intervention. Key activities are:

¢ Automated deployment to producti

¢ Use of deployment strategies like
*  Blue-Green Depl t
* (Canary Relea
* Rolling Upda

¢ Monitoring

Purpose: Deliver
case of issues.

users quickly and safely, with automated rollback in

5. Monitoring and Feedback Stage

After deployment, continuous monitoring ensures that the application performs well in
the real world. Key activities are:

Tracking application performance, errors, logs

¢

¢ Real-time alerts for failures
¢ Gathering user feedback

¢

Feeding insights back into development
Also some monitoring tools are listed below:
¢ Prometheus

¢ Qrafana
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¢ ELK stack
¢ Datadog

¢ AWS CloudWatch

Purpose: Creates a feedback loop that helps teams improve application quality and
pipeline reliability.

5.1.7 Benefits and Challenges of CI/CD

Understanding the benefits and challenges of CI/CD is essential for evaluating how
automated integration and deployment practices can improve software development
while also recognizing the difficulties involved in implementing and maintaining such
pipelines.

Benefits of CI/CD

Some important benefits of CI/CD are:

1. Faster Delivery of Software: CI/CD automates the entir¢ build, test, and
deployment process, allowing organizations to telease new features and
fixes more quickly. This reduces time=to-market and enables rapid response
to customer needs.

2. Early Detection of Errors: Because CI runs automated builds and tests on
every commit, bugs are idéntified early in.theidevelopment cycle. This helps
prevent small issues from turningfinto large, complex problems later.

3. Higher Software Quality: Automated testing, code analysis, and frequent
integration em$ure that ‘the code’1s stable and reliable. CI/CD enforces
standardization and reduces human error, resulting in higher-quality releases.

4. Reduced Deployment Risks: CD automates deployment steps, making the
release process predietable and repeatable. Smaller, frequent updates lower
the chance of major production failures and make rollbacks easier.

5. Improved Team Collaboration: Developers integrate their work more
frequently, reducing conflicts and mismatches. CI/CD promotes transparency,
shared responsibility, and better communication within development and
operations teams.

6. Better Resource Utilization: Automation reduces the need for manual
testing and deployment work, allowing teams to focus on innovation rather
than repetitive tasks.

7. Continuous Feedback: Frequent deployments generate rapid feedback
from users, stakeholders, and monitoring tools. This helps teams make quick
decisions, refine features, and enhance user experience.

o
—
g

e
SREENARAYANAGURU

@ SGOU - SLM - BCA - Introduction to Cloud Computing



8. Consistency and Standardization: CI/CD pipelines follow defined
workflows, ensuring every build and deployment goes through the same steps.
This standardization improves reliability and simplifies troubleshooting.

Challenges of CI/CD

Some key challenges of CI/CD are:

1. Initial Setup Complexity: Building a CI/CD pipeline requires setting up
version control, build tools, test frameworks, deployment environments, and
automation scripts. This setup demands time, skills, and proper planning.

2. Requires Cultural and Mindset Change: CI/CD is not just a tool, it
requires a DevOps culture where teams embrace collaboration, automation,
and continuous improvement. Organizations may struggle with this shift.

3. High Dependency on Automated Tests: For CI/CD to work smoothly,
strong automated test coverage is essential. Poor oriincomplete tests can
allow bugs to pass through or cause false failures, reducing trust in the
pipeline.

4. Tool Integration Challenges: Integrating, multiple tools such as Git,
Jenkins, Docker, Kubernetes, SonafQube, andycloud environments can be
complicated. Compatibility, versioning, and configuration issues may arise.

5. Infrastructure Costs: Running CI/CB pipelings, automated tests, and cloud
deployments may require additional computing resources, increasing costs
especially for large-scale applications.

6. Pipeline Maintenance: CI/CD pipelines need continuous monitoring and
updating. Scripts, dependenciesyfest cases, and environments require regular
maintenan¢e to prevent failures.

7. Security and Secrets Management: Pipelines often handle sensitive data
like API keys, céntificates, and credentials. Mismanagement can lead to
security vulnerabilities if secrets are not stored securely.

8. Flaky Tests and Unstable Pipelines: Unreliable tests or unstable
environments can cause pipelines to fail randomly, slowing down
development and reducing confidence in the process.

CI/CD pipelines make software development faster, easier, and more reliable by
automating the steps of building, testing, and deploying applications. This unit
explained the goals and main steps of CI and CD, the important components of a CI/
CD pipeline, the common tools used, and the overall workflow. It also highlighted
the key benefits and challenges of using CI/CD. Overall, CI/CD helps teams deliver
better software with fewer errors and quicker updates, making it an essential practice in
modern development.
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Recap

¢ CI/CD is a DevOps practice that automates building, testing, and deploying
software.

¢ Continuous Integration (CI) focuses on frequently merging code and running
automated tests.

¢ The main objective of CI is to detect errors early and maintain a stable
codebase.

¢ Typical Clsteps include code commit, build, automated testing, and feedback.

¢ Continuous Delivery (CD) ensures the application is always ready for
release.

¢ Continuous Deployment goes a step further by automatically releasing code
to production.

¢ CD aims to deliver updates quickly, reliably, and,with minimal manual effort.

¢ Typical CD steps include packagingg staging, deployment, validation, and
final production release.

¢ Key components of a CI/CD pipeline include source control, build servers,
test automation, and deployment tools.

¢ Common CI/CD tools includefJenkins, GitHub Actions, GitLab CI/CD,
CircleCI, Azure DevOps, and AWS CodePipeline.

¢ The CI/CD gvorkflow begmsiwith code commit and moves through build,
test, staging, and production deployment.

¢ Monitoring and feedbagk are essential to ensure applications run smoothly
after deployment

¢ CI/CD reduces manual work, speeds up development, and improves software
quality.

¢ Challenges include tool complexity, pipeline maintenance, integration
issues, and skill requirements.

¢ Overall, CI/CD enables faster delivery, better collaboration, and more
reliable software releases in modern development.
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Objective Type Questions

1. What does CI stand for in CI/CD?

2. What does CD stand for in CI/CD?

3. Which action usually triggers a CI pipeline?

4. What is the main goal of Continuous Integration?

5. Which stage involves compiling the application code?
6. What type of tests are commonly run in CI pipelines?
7. Name one popular CI/CD tool.

8. Which CI/CD tool is directly integrated with GitH

9. What is the purpose of the staging environment?

environment?

18. Which CI/CD tool'1s used for Kubernetes GitOps delivery?

19. What does static code analysis check for?

20. What is a major challenge of implementing CI/CD?

21. Which environment is used for final validation before production?
22. What is the main purpose of Continuous Delivery?

23. Which communication tools often receive CI/CD notifications?

24. What is the overall aim of CI/CD automation?

25. Which CI/CD practice ensures that every change is automatically tested
before merging into the main branch?
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Answers to Objective Type Questions

1. Continuous Integration

2. Continuous Delivery / Continuous Deployment
3. Code commit

4. To detect errors early and keep code stable

5. Build stage

6. Automated tests (unit, integration, etc.)

7. Jenkins

8. GitHub Actions

9. To test the application before production

10. Production environment

11. AWS CodePipeline

12. Faster and more reliable software
13. Minimizing downtime duri

14. Tracking and managi
15. Docker
16. Bugs or re
17. Monitoring
18. Argo CD
19. Code quality issues

20. Pipeline complexity and maintenance

21. Staging environment

22. To ensure the application is always ready for release

23. Email, Slack, Microsoft Teams, etc.

24. To automate integration, testing, and deployment processes

25. Continuous Integration (CI)

AAAAAAAAAAAAAA
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Assignments

1. Explain the concept of Continuous Integration (CI) and discuss its objectives.
Describe how CI helps in improving software quality with suitable examples.

2. Describe the typical steps involved in Continuous Integration (CI) and
Continuous Delivery/Deployment (CD). Compare how CI and CD differ in
purpose and implementation.

3. Discuss the major components of a CI/CD pipeline. Explain how each
component contributes to automation in modern cloud-based software
development.

4. Evaluate the role of common CI/CD tools such as Jenkins, GitHub Actions,
GitLab CI/CD, and AWS CodePipeline. Compare their features, strengths,
and ideal use cases.

5. Analyze the benefits and challenges of .implemen CI/CD in an
organization. Provide real-world example scenarios ‘where CI/CD

significantly improves development efﬁciincy.

Reference
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Time. O’Reilly Media.

5. Shahin, M., Babar, M. A., & Zhu, L. (2017). Continuous Software
Engineering: A Roadmap and Perspective. Springer.
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Source Code Control
Systems and Version
Control Tools

Learning OQutcomes

After completion of this unit, the learner will be able to:

¢ understand what version control is and why it is important

¢ know the differences between Local, Centralized, and Distributed Version
Control Systems

¢ learn basic Git operations like cloning, committing, branching, and merging

¢ use Git workflows and branching strategies fo

¢ handle merge conflicts and maintam

Prerequisites

Before starting this unit, it to/have a basic understanding of software
development concept iS 1 g what source code is, how it is organized
i ing languages such as Python, Java, or C++.
eated a simple Python project on their computer will
understand the ide es, directories, and code versions, which are essential when
learning version control syste

It is also important to be familiar with basic command-line operations. Since Git and
other version control tools rely heavily on command-line interfaces, knowing how
to navigate directories, create files, and execute simple commands is essential. For
instance, being able to use commands such as cd, mkdir, and Is in a terminal will help
learners comfortably follow Git commands like git clone and git add.

Finally, having a basic idea of collaboration and file sharing in software projects.
Understanding how multiple developers work together on the same project, track
changes, and manage updates will make it easier to grasp concepts like branching and
merging.
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Collaboration
made easy!

VERSION CONTROL SYSTEMS UNIT
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For example, knowing that two team members cansimultaneously, work on different
features of a website, and then combine their work, wilbhelp learners understand why
tools like Git are crucial for real-world softwate development.

Keywords
VCS, CVCS, DVCS, Git, Staging Areaj Githab, Bitbucket

Discussion

5.2.1 Introduetion to Version Control Systems

Version Control Systems{(VCS) are essential tools used to track and manage changes
made to source code and other project files throughout the development lifecycle. They
maintain a complete history of modifications, enabling developers to monitor revisions,
compare different versions, and restore previous states whenever necessary. By keeping
an organized record of updates, VCS supports both individual work and team-based
development in a structured and efficient way.

The importance of version control lies in its ability to enhance collaboration,
accountability, and productivity within a development team. It allows multiple
developers to work on the same project at the same time without overwriting each
other’s changes. Every update is stored along with the author’s name, timestamp, and
a commit message, creating a transparent history of contributions. Version control also
provides backup and recovery options, supports experimentation through branching,
and helps trace the source of bugs or issues, making it a valuable tool for maintaining
software quality.

@ SGOU - SLM - BCA - Introduction to Cloud Computing




In addition to source code, version control systems can store many types of project-
related files, offering flexibility in managing various components of a software project.
These include documentation, configuration files, scripts, test data, and other media
assets such as images and datasets. By organizing all these files under one system, VCS
ensures that every part of the project is versioned, traceable, and easily accessible for
both current and future development needs.

A Version Control System (VCS) is a software tool used to organize, monitor, and
manage modifications to project files during development. Its key features include:

1. Change Tracking: Records every modification along with the author, time,
and purpose of the change.

2. Version History: Maintains a complete archive of all previous versions for
comparison and restoration.

3. Collaboration Support: Allows multiple developets to work on the same
project without overwriting each other’s work.

4. Branching and Merging: Supports creating separate branches for features
or fixes and merging them into the main project.

5. Backup and Recovery: Provides safe storage of previous versions, enabling
quick recovery from errors or accidental deletions.

6. Conflict Detection andResolution: Identifies conflicting changes and
offers tools to resolve them efficiefitly.

5.2.2 Types of Version Control Systems

Version Control Systems can,be categorized based on how they store, manage, and
share project dataiamong developers. Each type follows a different architecture for
tracking changes and supporting collaboration. Understanding these types is essential
for selecting the right system for a project, as they differ in structure, workflow
flexibility, and ease of use. Broadly, Version Control Systems are divided into Local,
Centralized, and Distributed models, each offering distinct advantages depending on
the development environment and team requirements.

5.2.2.1 Local Version Control System (Local VCS)

A Local Version Control System (Local VCS) is a version control approach where all
file changes and version histories are stored on a single local machine. In this system,
developers maintain a simple database often on their personal computer that records
modifications made to files within the project. Local VCS helps users track revisions,
revert to previous versions, and manage file history without the need for a central server
or remote repository. Although basic in functionality, it represents the earliest form of
version control used before collaborative software development became mainstream
(Fig. 5.2.1).
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Fig. 5.2.1 Diagram of Local VCS

A. Key Characteristics

The key characteristics of a Local Version Control System describe how it operates and

manages file versions on a single machine.

¢

¢

Single-machine storage: All version info on the user’s

local computer.

Simple architecture: Uses a straigh
to manage versions.

irectory structure

Manual operations: Developers ¢ anually save versions or
snapshots.

Limited collaborati
based environments.

everything is local, operations are fast and
nectivity.

Minimal automation:Limited support for automated merging or branching.

B. Advantages

Local VCS offers several advantages that make it suitable for small-scale or individual
development projects.

1.

Fast performance: All operations happen locally, resulting in quick
versioning and retrieval.

Offline functionality: Users can access and manage project versions without
network connectivity.

Easy to use: Simple structure makes it suitable for beginners and small
personal projects.
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4. Low setup requirements: No server, hosting, or network configuration is
needed.

5. Full local control: Users have complete ownership of their version history
and files.

C. Disadvantages

Despite its simplicity, Local VCS comes with certain limitations that affect collaboration
and long-term project management.

1. No collaboration support: Not suitable for teams, as each user’s version
history remains on their own machine.

2. High risk of data loss: If the local machine fails, all version data may be
lost due to lack of centralized backup.

3. Manual conflict handling: Lacks advanced tools for resolving conflicts
between multiple copies.

4. Limited features: Does not support modern workflows like branching,
merging, or remote collaboration efficiently:

5. Poor scalability: Not practical for large projects or distributed development
teams.

D. Examples

Several examples illustrate how Lo€al VCS functions in real-world development
environments.

¢ RCS (Revision Contrel System): One of the earliest Local VCS tools, used
to manage file revisions through a local database.

¢ Simple file copy systéms: Manual versioning where users create separate
folder copies (e.g., “project v1,” “project final,” etc.).

¢ VCS plugins in text editors: Basic local history features found in tools
like Notepad++, IntelliJ IDEA Local History, or VS Code Local History
extensions.

5.2.2.2 Centralized Version Control Systems

A Centralized Version Control System (CVCS) is a version control model in which
all project files, version histories, and changes are stored in a single central server.
Developers connect to this server to check out, update, and commit changes. This
approach allows teams to maintain a shared codebase and ensures that every contributor
works with files stored in one authoritative location. Centralized VCS was widely used
before distributed systems became popular and remains suitable for organizations that
require strict access control and centralized management (Fig. 5.2.2).
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A. Key Characteristics

The key characteristics of a Centralized Version Control System highlight how it
manages project files, coordinates team collaboration, and relies on a single central
repository for version management.

¢

Single central repository: All versions and project files are stored on a
central server.

Check-out/Check-in model: Developers download files to their local
machine and commit changes back to the server.

Network dependency: Most operations require an active network or server
connection.

Access control: Administrators can manage permissions and control who
can read or modify files.

Simple to administer: Straightforward structure mak oject history easy
to track and maintain.

Server-based collaboration: All users_coll gh the shared
central repository.

> I CLIENT 3

Fig. 5.2.2 Diagram of Centralized Version Control Systems
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B. Typical Workflow

The typical workflow of a Centralized Version Control System (CVCS) follows a
structured process in which all team members interact with a single central repository
to manage and synchronize project files.

Step 1: Create the Central Repository

The administrator sets up a central repository on a dedicated server. This becomes the
main location where all project files and version histories are stored.

Step 2: Connect to the Repository

Developers access the central repository using a VCS client tool by providing the server
address and necessary authentication credentials.

Step 3: Check Out or Update the Latest Version

Each developer downloads the latest version of the projectdtem the repository to their
local machine. This ensures they start with the most up-to-date files.

Step 4: Edit and Modify Files Locally

Developers make changes, add new files, or updatesexisting files on their local systems
without affecting others’ work.

Step 5: Commit Changes to the Repository

Once modifications are completegdevelopers submit(commit) their changes back to the
central repository, updating thé main projéet version.

Step 6: Pull or Update Changes by Other Team Members

Other developers regularly update theirlocal copies to stay synchronized with the latest
commits in the central repository.

This process ensures that the central repository always maintains the most updated and
authoritative version of the project.

C. Advantages

Centralized Version Control Systems (CVCS) offer a structured approach to managing
changes in a project by storing all versions in a single central repository. Some benefits
of CVCS are:

1. Easy to Manage: A centralized VCS follows a simple architecture with one
main repository. This makes it easier for administrators to monitor changes,
manage files, and maintain the overall system.

2. Centralized Control: Since all project files are stored in one central location,

administrators can easily set permissions, restrict access, and enforce project
policies. This ensures better security and controlled collaboration.
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3. Simple Workflow: The check-out, edit, and commit process is
straightforward. Teams using CVCS follow a linear workflow, which is easy
to understand even for beginners.

4. Consistent and Unified Version History: All changes are recorded in a
single repository, creating one unified version history. This makes it easier to
review updates, track modifications, and identify the source of errors.

5. Reduced Storage Redundancy: Because the repository is stored only on the
server (not duplicated for each user), disk usage is minimized. Developers
only store working copies, reducing space consumption.

6. Suitable for Small to Medium Teams: CVCS works well when teams are
working in the same location or network. Coordination becomes easier, and
conflicts are fewer compared to distributed systems.

D. Disadvantages

Despite their benefits, CVCS have certain limitations thatycan affect workflow,
collaboration, and data security.

1. Single Point of Failure: If the central server goes\down, ng one can commit
changes, access previous versionsgor collaborate, efféctively until it’s
restored.

Example: During server maintenance, all developers may be blocked from
working.

2. Dependency on Network: Developers must be connected to the server to
commit or update files. Slow or unstable networks can reduce productivity.

3. Limited Offline Work: Your¢an only view the last checked-out version
offline; full history.and versioning require server access.

4. Scalability Issues: Asfteams and projects grow, the central server may
become a bottlenéek'for performance, especially with large repositories.

5. Data Loss Risk: If the central repository is corrupted or deleted without a
backup, all version history can be lost.

6. Less Flexibility for Branching: Compared to Distributed Version Control
Systems (DVCS), branching and merging in CVCS can be more cumbersome
and error-prone.

7. Security Vulnerabilities: Since all data is centralized, a security breach can
compromise the entire codebase.

E. Examples

Several popular tools implement the CVCS approach, allowing teams to manage
versions of files from a central server.
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¢ Subversion (SVN): Popular in many enterprises; tracks changes in a central
repository.

¢ Concurrent Versions System (CVS): Older system; used before SVN
became popular.

¢ Perforce (Helix Core): Often used in game development and large projects.

¢ Visual SourceSafe (VSS): Microsoft’s older CVCS tool (less common
now).

¢ IBM Rational ClearCase: Used in large organizations for complex projects.

5.2.2.3 Distributed Version Control Systems

A Distributed Version Control System (DVCS) is a type of version control system in
which every developer has a complete copy of the entire repository, including its full
history, on their local machine. Unlike centralized systems, DVCS allows developers to
work independently, make commits offline, create branches, andmerge changes without
needing constant access to a central server. This@pproach improves collaboration,
enhances fault tolerance, and provides greater flexibility,in managing project versions
(Fig. 5.2.3).

A. Key characteristics

Distributed Version Control Systems (DVICS) have several distinctive features that
make them flexible, efficient, and reliable for managing project versions across multiple
developers.

¢ Full Local Repository: Every déveloper has a complete copy of the
repository, in¢luding all filesybrafches, and history. This allows offline work
and local commits without depending on a central server.

¢ Offline Work Capability: Since the full repository is local, developers can
commit, view histerygand create branches even without internet access.

¢ Flexible Branching and Merging: DVCS supports lightweight branches,
making it easy to work on features or bug fixes independently. Merging
changes is faster and more efficient compared to centralized systems.

¢ Multiple Collaboration Options: Changes can be shared between different
repositories, not necessarily through a single central server. Teams can use a
central repository or a fully distributed approach.

¢ High Fault Tolerance: With multiple copies of the repository on different
machines, data loss is less likely. Even if one repository is corrupted, others
retain the complete project history.

¢ Supports Various Workflows: DVCS allows both centralized-style
workflows (with a “main” repo) and fully distributed workflows (peer-to-

peer).
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¢ Efficient Performance: Local operations like commits, diffs, and history

searches are faster since they don’t require server communication.

B. Typical Workflow

The typical workflow of a Distributed Version Control System (DVCS) allows
developers to work independently, manage changes locally, and synchronize updates

with other team members efficiently.

1.

Clone the Repository: Developers start by copying the entire repository
(including history) from a remote server or another repository to their local
machine.

Make Local Changes: Changes are made to files locally. Developers can
edit, add, or delete files without affecting others.

Commit Locally: Developers save snapshots of their changes in their local
repository. These commits are independent and do net require network
access.

Create Branches (Optional): New branches ¢an be created for features,
bug fixes, or experiments. This keeps'work organizedrand isolated from the
main branch.

Merge Changes Locally: Developets can merge their branches or previous
commits locally, resolving any conflictsibefofe sharing changes.

Push to Remote Repeository: After local work is complete, changes are
shared with a central ot temote repgsitory so that others can access them.

Pull or Fetch Updates: Developers fetch or pull updates from others’

repositories te.syfichronize changes with their local copy, ensuring everyone
stays up-to-date.
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C. Advantages

Distributed Version
flexibility, and reli

1. Offline wor
internet.

2. Better collaboration: Multiple developers can work independently and
merge later.

3. Fault tolerance: Repository data exists on multiple machines, reducing risk
of loss.

4. Fast branching and merging: Easier to manage features and bug fixes.

5. Flexible workflows: Can support centralized or fully distributed team
workflows.

D. Disadvantages

Despite their benefits, DVCS also has some limitations that may affect storage, learning
curve, and conflict management.
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1. Larger local storage: Complete repository copy can consume significant
disk space.

2. Learning curve: More complex commands and workflows compared to
CVCS.

3. Conflict resolution: Merging can be tricky if multiple people make
conflicting changes.

4. Initial setup: Requires more planning for team synchronization.

E. Examples

There are several widely used tools that implement the DVCS approach, allowing
developers to manage repositories both locally and remotely.

¢ Git: Most widely used DVCS, supports distributed workflows and open-
source projects.

¢ Mercurial (hg): Known for simplicity and performance.
¢ Bazaar (bzr): Easy to use and integrates. with other systems.

¢ Darcs: Focuses on patch-based verfsion tracking:

5.2.2.4 Centralized vs. Distributed VCS

Version Control Systems (VCS) are esseitial tools for managing changes in software
projects, enabling multiple developers to collaborate efficiently. There are two main
types of VCS: Centralized Version Control Systems (CVCS), where all files and version
history are stored ong single central sewver, and Distributed Version Control Systems
(DVCS), where each developer maintains a complete local copy of the repository.
Comparing these ‘two.approaches helps understand their differences in workflow,
collaboration, fault tolerance, and performance, allowing teams to choose the system
that best fits their needs (fable'5.2.1).

Table 5.2.1 Centralized vs. Distributed VCS

Feature Centralized VCS (CVCS) Distributed VCS (DVCS)
All files and history stored on ~ Every developer has a full local
Definition a central server; developers copy of the repository, including
commit directly to it. history; can commit locally.
Repository . . Multiple repositories; each
. Single central repository
Location developer has a full copy
. Limited; cannot commit Full offline support; can commit,
Offline Work . . .
without server access branch, and view history locally
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Fault Low; server failure can halt High; multiple copies prevent
Tolerance work data loss
Branching & .
. Slow and complex Fast and flexible
Merging
. Must be online; all work goes ~ Can share changes peer-to-peer

Collaboration )

through central server or via central repo

Slower for operations requiring  Fast local operations; network
Performance

server only needed for sync
Examples SVN, CVS, Perforce Git, Mercurial, Bazaar

5.2.3 Git Basics and Workflows

Git is a distributed version control system (DVCS) designed to track changes in files
and coordinate work among multiple developers. Unlike ‘eentralized version control
systems, Git allows every developer to have a full copy of the,repository, including
its complete history. This enables offline work, locali\commits, flexible branching, and
efficient merging of changes. Git’s architecture ensures,high performance, reliability,
and fault tolerance, making it ideal for both small,and large-scale software projects.
Developers can work independently on féatures or‘bug fixes and later synchronize
their changes with a shared repository, which improves collaboration and project
management.

Git was created in 2005 by Linus Torvalds, the €teator of the Linux kernel, to address
the limitations of previous vergion contrel systems like CVS and Subversion. The Linux
project required a system that was fast; scalable, and capable of handling thousands of
developers across the glebe. Gitywas designed to be distributed, secure, and efficient,
with strong supportdor branching andimerging. Over the years, it has evolved into the
most widely used version.eontrol system, supported by platforms like GitHub, GitLab,
and Bitbucket, and*has become a standard tool in both open-source and commercial
software development. Its flexibility and robustness have made it indispensable for
modern software engineéring workflows. Some key features of Git are:

¢ Distributed System: Every developer has a full local copy of the repository.
¢ Fast Performance: Most operations are done locally, making Git very quick.
¢ Branching and Merging: Easy to create, switch, and merge branches.

¢ Data Integrity: Uses SHA-1 checksums to ensure history is safe.

¢ Staging Area: Lets you organize changes before committing.

¢ Collaboration: Supports push/pull for team collaboration and workflow
management.
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A. Advantages of Git

Advantages of Git highlight the key benefits that make it one of the most popular and
powerful version control systems used by developers today.

¢ Fast and efficient for local operations.

¢ Enables offline work and local commits.

¢ Easy branching and merging.

¢ High fault tolerance due to distributed copies.
¢ Flexible workflows to fit different team needs.

B. Disadvantages of Git

While Git is a powerful and widely used version control system, it comes with some
limitations that can affect usability, learning, and project management.

¢ Steeper learning curve for beginners.
¢ Large repositories may consume significant local storage.
¢ Merge conflicts may require careful resolution:

¢ [Initial setup and configuration can'be complex.

5.2.3.1 Core Concepts of Git

Git is built on several foundational concepts that allow it to manage code efficiently.
Understanding these eore Concepts.is essefitial for effective use of Git.

1. Repository (Repo)

Acrepository is the storage spacé for a project. It contains all the project files, directories,
and the complete history4ofchanges.

¢ Local repository: Stored on a developer’s machine.

¢ Remote repository: Hosted on a server (e.g., GitHub, GitLab) for team
collaboration.

2. Commit

A commit in Git represents a snapshot of the repository at a particular moment. Each
commit is identified by a unique SHA-1 hash and is accompanied by a descriptive
message explaining the changes made. Commits enable developers to track modifications,
revert to earlier versions when needed, and gain a clear understanding of the project’s
development history.
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3. Branch

A branch in Git represents an independent line of development, enabling developers
to work on new features or bug fixes without impacting the main codebase. Branching
in Git is lightweight and efficient, making it simple to create, manage, and eventually
merge changes back into the main branch.

4. Merge

A merge in Git is the process of integrating changes from one branch into another.
Git can automatically handle changes that do not conflict, but if there are conflicting
modifications, developers must resolve them manually before completing the merge.

5. Clone

Cloning in Git involves creating a complete copy of an existing repository on your
local system. This process duplicates all files, branches, and the entire commit history,
allowing you to work on the project independently.

6. Staging Area (Index)

The staging area in Git is a temporary workspace whereichanges/are prepared before
being committed. It enables developers togroup related meodifications into a single
commit, thereby improving organization and clarity. Changes are added to the staging
area using the command git add <filename>.

7. Remote Repository

A remote repository in Git is a shaséd repository hosted on a server to facilitate
collaboration among developers. Team members push their commits to share changes
with others and pull updates to meorporaté changes made by their collaborators.

8. Pull and Push

The pull operation retrieves updates from a remote repository and merges them into
your local copy, ensuringiyou stay in sync with the latest changes. In contrast, the
push command sends your local commits to the remote repository so that other team
members can access and collaborate on your updated work.

9. Working Directory vs. Repository

The working directory represents the active set of files you are currently editing, while
the repository (local/remote), whether local or remote, serves as the structured storage
area where version-controlled snapshots of the project are maintained.

5.2.3.2 The Three States (The Staging Area)

In Git, files exist in three primary states, and understanding these is essential for
managing your project effectively:
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1. Working Directory: This is the folder containing your project files where
you make changes. Any edits here are not yet tracked by Git.

2. Staging Area (Index): An intermediate area where you select the specific
changes you want to include in your next commit. The git add command
moves changes from the working directory into this area.

3. Repository (.git directory): The location where Git permanently stores
project snapshots (commits). The git commit command saves the staged
changes into the repository.

This workflow ‘modify — stage — commit’ gives you precise control over which
changes are recorded in your project’s history.

5.2.3.3 Git commands

Git commands are important for navigating and controlling your project repository.
These commands help you manage files, track changes, and collaborate with others

(Table 5.2.2).
Table 5.2.2 Git commands
Command Description

git status Shows the' current status-ofithe repository; staged,
unstaged, and untracked files.

git add <file-name> Stages a specific file/ for commit. Use git add . to
stage all changes.

git commit -m "message" Commits, the staged changes with a descriptive
commit message.

git branch <branch-name> Creates a/mew branch with the given name.

git checkout <branch-name> “Switehes to the specified branch.

git merge <branch-name> Merges changes from the given branch into the
current branch.

git push origin <branch-name> Pushes the local branch changes to the remote
repository.

git pull origin <branch-name> Fetches and merges changes from the remote
repository into the local branch.

git log Displays the commit history for the current branch.

5.2.3.4 Git Workflow

Git workflows provide a structured approach for developers to use Git efficiently and
collaborate effectively. A typical workflow (Fig. 5.2.4) includes the following steps:

1. Clone the Repository

To begin working with a project, you first need to copy the remote repository to your
local machine. This is done using the git clone command, which creates a full copy
of the repository on your system.
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Example: git clone git@github.com:username/repository.git
2. Create and Switch to a New Branch

When developing a new feature or fixing an issue, it is best practice to create a separate
branch. This keeps your work isolated from the main branch. You can create and switch
to a new branch using the git checkout -b command.

Example: git checkout -b feature-branch
3. Make Changes and Stage Them

After modifying your files, the next step is to stage the updates. Staging prepares your
changes to be committed and allows Git to track what should be included. You can add
individual files or all changes using the git add command.

Example: git add <file-name>
4. Commit the Changes

Once the changes are staged, you commit them to réeord the updates in your branch’s
history. Each commit should include ameaningful message describingwhat was changed.
Example: git commit -m "Add new feature"

5. Push the Changes

After committing, you need to send your changes to the remote repository. This is done
with the git push command, which updates theseofresponding branch on the remote.
Exanqﬂe:git push origin /feature-branch

6. Create a Pull Request

On collaborative platforms like GitHub, GitLab, or Bitbucket, you must submit a pull
request (PR) so your featufe branch can be reviewed and merged into the main branch.
This step ensures quality control and code review before integration.

7. Update Your Local Repository

Before starting new work or after your changes are merged, it is important to sync your
local repository with the latest updates from the remote. You switch back to the main
branch and pull the latest changes using Git commands.

Example:

git checkout main
git pull origin main
8. Delete the Feature Branch

Once your branch has been successfully merged, you can delete it to keep the repository
clean. Both local and remote copies of the branch can be removed using the appropriate
Git commands.
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Example:

git branch -d feature-branch

git push origin --delete feature-branch

Mastering these steps including repository setup, branching, and commit management
enables efficient collaboration and scalable development workflows.

|

Local Remote
Working  Staging = _
Directory Area

Git hosting platfo

backup, pull requ.
changes locally.

beginner developers. Features are:

¢

¢

¢

¢

Unlimited public and private repositories
Pull requests and code reviews for team collaboration
GitHub Pages for static website hosting

Automation and CI/CD with GitHub Actions

GitLab: Complete DevOps platform with Git hosting, CI/CD pipelines, issue

tracking, and project management tools. Features are:

¢

¢

Public and private repositories

Built-in CI/CD pipelines for workflow automation
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¢ Issue tracking and project management
¢ Option for self-hosting for control and privacy

3. Bitbucket: Git hosting by Atlassian, suitable for private repositories and team
collaboration. Features are:

¢ Public and private repositories

¢ Bitbucket Pipelines for CI/CD automation

<

Integration with Jira and Trello
¢ Secure, collaborative environment for teams

5.2.3.6 Common Git Workflows

Common Git Workflows outline the standard ways teams_.organize, collaborate, and
manage changes in a project using Git, ensuring smooth development and efficient
version control.

1. Centralized Workflow

In this approach, developers collaborate difectly onene ‘sharéd branch, keeping the
workflow straightforward and easy to manage. While this method resembles traditional
centralized version control systems, it does not provide the richer branching and parallel
development capabilities offered by.more advanced Git workflows.

2. Feature Branch Workflow

In this workflow, every new feature or bug fix is created in a separate branch, allowing
developers to work indepéndently, without interrupting the main codebase. After the
changes are reviewed and verified, the feature branch is merged back into the primary
branch to integrate the updates smoothly.

3. Gitflow Workflow

Structured workflow with multiple branches:
¢ Main branch: Production-ready code.
¢ Develop branch: Integration branch for features.
¢ Feature branches: New features.
¢ Release branches: Prepare for production release.
¢ Hotfix branches: Fix critical bugs in production.

4. Forking Workflow

Developers often create a fork of a repository under their own account, allowing
them to work independently on changes without affecting the original project. Once
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their modifications are complete, they submit a pull request to propose updates to the
main repository. This workflow is widely used in open-source development, where
contributors collaborate from different locations.

5.2.4 Branching and Merging Strategies

In Git, branching and merging strategies play a crucial role in coordinating collaborative
development, ensuring smooth integration of features, bug fixes, and releases with
minimal conflicts.

5.2.4.1 Branching Strategies in Git

A branching strategy is a set of rules and guidelines that development teams follow
to manage code creation, merging, and deployment efficiently using a version control
system like Git. It defines how developers collaborate on a shared codebase, ensuring
repositories stay organized, minimizing errors, and reducing merge conflicts when
multiple developers work simultaneously.

A. Step-by-Step Guide to Creating a Branch in Git

The following are the steps for creating a branch in Git:

1. Create a Branch

To begin, create a new branch using a clear and descriptive name that reflects the work
you plan to do, such as new-featuréThis 1s done with the command git branch
new-feature, which adds the branch te,your repository without switching to it.

2. Switch to the Branch

After creating the branch, you needitesmove into it to start working. You can switch to
the new branch using git heekout new-feature. Alternatively, Git allows you
to create and switch torthe branch in a single step using git checkout -b new-
feature, which is more convenient when starting fresh work.

3. Check the Current Branch

At any point, you can verify which branch you are currently working on. The command
git branch lists all branches and highlights the active one, helping ensure you are
making changes in the correct branch.

4. Delete a Branch

When a branch is no longer needed, you can delete it to keep your repository clean.
Make sure you are not currently on the branch you want to remove, then delete it using
git branch -d <branch-to-delete>. This safely removes the branch once
its work is complete.
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B. Common Git Branching Strategies

Common Git Branching Strategies provide structured ways for teams to organize
their development work, manage new features, and handle releases efficiently. These
strategies outline how branches should be created, used, and merged, ensuring smooth
collaboration and a clean project history. By following well-defined branching models,
development teams can avoid conflicts, maintain code stability, and streamline
workflows across different project stages. The following are the common Git branching
strategies:

1. Gitflow Workflow

One widely used Git branching strategy is the GitFlow Workflow, which supports
parallel development by allowing developers to work on separate feature branches. In
this workflow, a feature branch is created from the master branch, and once development
is complete, it is merged back into the master branch. GitFlow organizes branches for
different purposes (Fig. 5.2.5):

¢ Master: Maintains production-ready code and is used forproduct releases.
¢ Develop: Serves as the integration branch for engoing development.

¢ Feature Branches: Created from the develop,branchi®to work on specific
new features.

¢ Release Branches: Created from ‘develop to prepare code for production
releases and to handle bug fixes.

¢ Hotfix Branches: Created fromimaster to address urgent issues in production,
allowing developers to fix bugs while continuing other work in the develop
branch.

The Master and Developsbranches are permanent and central to the workflow, while
feature, release, and hotfix branches are temporary, serving specific development
purposes.

Master

Hotfixes

Faige 18

Release
branches

Develop

Feature
branches

Fig. 5.2.5 GitFlow
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Pros of GitFlow

The GitFlow model offers several advantages that make it a powerful and organized
workflow for managing complex development processes.

¢ Supports parallel development, allowing developers to work on separate
branches while keeping production stable.

¢ Organizes work efficiently with branches dedicated to specific purposes.
¢ Well-suited for managing multiple versions of production code.
¢ Streamlines release management processes.

¢ Facilitates smooth integration of new features into the main codebase,
reducing merge conflicts.

¢ Provides a structured approach for handling bugs and deploying hotfixes,
enabling rapid integration into production.

Cons of GitFlow

Despite its structured approach, GitFlow also_has,certainidrawbacks that can make it
less suitable for fast-paced or continuous delivery environments.

¢ Increased complexity with multiple branches can make management
challenging.

¢ Merging from development bran€hes to the main branch involves several
steps, increasing the risk of err@rs and conflicts.

¢ Debugging can'be difficult,due tod long and detailed commit history.

¢ Its complexity may slowrdown development and release cycles, making it
less suitable for continugus integration and delivery workflows.

2. GitHub Flow

GitHub Flow is a simpler branching model, ideal for small teams and projects. It uses
only feature branches that branch off from the master branch and are merged back once
the work is complete. Unlike GitFlow, it does not include release branches. The key
principle of GitHub Flow is to keep the master branch in a consistently deployable
state, supporting faster release cycles and continuous integration and delivery (Fig.
5.2.6). Branches in GitHub Flow are:

¢ Master: Contains the latest stable code ready for deployment.

¢ Feature: Created from master to develop new features or fix bugs. Once the
feature is complete, it is merged back into master. Merge conflicts must be
resolved before finalizing the merge.

o
—
g

e
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Master

. Cipen Pull Code Fevwew
Requast (PR) & Discussion
Start work Feature
'-";:J:‘ Eranch
Fig. 5.2.6 GitHub Flow
Pros of GitHub Flow

GitHub Flow offers several advantages that make it a popular choice for teams seeking
a simple, fast, and continuous development workflow.

L

¢ Ideal for small team
production version is

¢ Not suitable for managing multiple versions of a codebase.

¢ Absence of separate development branches can lead to unstable production
code if changes are not thoroughly tested before merging.

¢ The master branch may become cluttered, serving both development and
production purposes.

¢ Merge conflicts can increase as teams grow, since all changes are merged
into the same branch.

3. GitLab Flow

GitLab Flow is a scalable alternative to GitFlow, designed for teams using GitLab.
It provides a flexible approach to continuous integration and automated testing while
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maintaining the stability of the master branch (Fig. 5.2.7).Branches in GitLab Flow are:
¢ Master: Main production branch containing stable, release-ready code.

¢ Develop: Contains ongoing development, including new features and bug
fixes.

¢ Feature: Created from the develop branch to implement new features or
address bugs. Once complete, changes are merged back into develop.

¢ Release: Created from develop before a production release to consolidate
features and fixes. After preparation, changes from the release branch are
merged into both the develop and master branches.

Master

Feature

Feature Behind Featu
GitLab

Pros of GitLab F

GitLab Flow offers several adyantages that make it a flexible and powerful branching
strategy, especially for t equiring a structured and scalable workflow.

¢ GitLab Flow is a strong and scalable branching strategy, ideal for larger
teams and complex projects.

¢ Clearly separates code under development from production-ready code,
reducing the risk of accidental changes to live systems.

¢ Each feature is developed in its own branch, promoting independent work
and minimizing conflicts when integrating into the main codebase.

¢ Multiple branches allow developers to work simultaneously on different
features, speeding up development.

AAAAAAAAAAAAAA
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Cons of GitLab Flow

Despite its flexibility, GitLab Flow comes with certain drawbacks that teams must
consider to ensure it aligns with their project structure and workflow needs.

¢ Can be complex, especially for teams new to Git.

¢ Merging feature branches into the develop branch may cause conflicts if
branches diverge over time.

¢ Development may slow down because changes must be merged into develop
before release, which can be challenging for teams needing rapid deployment
of features and fixes.

4. Trunk-Based Development (TBD)

In this strategy, developers work directly on a single trunk, typically the master branch,
while using feature flags to hide or control unfinished fe@tures until they are ready
for release. Since no long-lived branches are created, the maimybranch is consistently
maintained in a stable, release-ready state. The workflow encourages small, frequent
commits, which reduces the chances of merge conflicts and eliminates issues associated
with long-lived branches. By supporting continuous integration and delivery, this
approach ensures that updates can be reléased quickly and reliably. Overall, it is
especially beneficial for smaller projects or teams that prefer a simple, streamlined
development workflow with minimal branching overhead (Fig. 5.2.8).

..

Feature Behind F;

Feature Behind Feature Flag 2
Fig. 5.2.8 Trunk-Based Development
Pros of Trunk-Based Development (TBD)

The advantages of Trunk-Based Development (TBD) highlight its ability to simplify
collaboration, accelerate delivery, and maintain a consistently stable codebase.

¢ Keeps the trunk consistently updated, supporting continuous integration of
code changes.

¢ Developers gain better visibility into each other’s work since commits are
made directly to the trunk, fostering collaboration and transparency.
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¢ Reduced likelihood of merge conflicts or "merge hell," as small, frequent
commits simplify conflict resolution.

¢ The shared trunk is always in a releasable state, enabling faster and more
stable releases.

Cons of Trunk-Based Development (TBD)

The drawbacks of Trunk-Based Development (TBD) mainly arise from its need for
strong discipline, coordination, and suitability for only certain team sizes and project

types.

¢ Requires highly autonomous and experienced developers.

¢ Demands strong discipline and effective communication to prevent conflicts
and properly isolate new features.

¢ Can be challenging to manage for large teams.

¢ Maintaining backward compatibility with older releases may be difficult.

C. Choosing the Right Branching Strategy

Git offers multiple branching strategies, each suited to different team sizes, project
types, and workflow requirements. Beginnérs are recommended to start with simpler
strategies like GitHub Flow or Trunk-Based Development, gradually adopting more
complex approaches as needed. Using feature flags can also reduce the need for
excessive branching.

¢ GitFlow is suitable for projects thatirequire strict access control, especially
in open-source envirgnments, but may be less compatible with DevOps
practices.

¢ Teams aiming for_Agile DevOps workflows with strong continuous
integration‘and.delivery support may prefer GitHub Flow or Trunk-Based
Development.

¢ The choice of strategy should align with the team’s goals, project complexity,
and release requirements (Table 5.2.3).

Table 5.2.3 Recommended Strategies Based on Project Type and Team Size

Product Type Team Size Suggested Strategy

Continuous Deployment and Srmall GitHub Flow, Trunk-Based
ma
Release Development (TBD)
Scheduled and Periodic Version ) ) )
Medium GitFlow, GitLab Flow
Release
Continuous Deployment for . .
] Medium GitLab Flow
Quality-Focused Products
Products with Long Maintenance .
Large GitFlow

Cycles
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5.2.4.2 Merging in Git

In Git, merging refers to the process of integrating changes from one branch into another.
The git merge command compares the branches and merges them if no conflicts exist.
If conflicts occur, Git prompts the user to resolve them before completing the merge.
Key points about Merging are:

¢ Preserves all changes and creates a merge commit in the history.
¢ Can merge more than two branches simultaneously.
¢ Works even when branches contain different changes.

¢ Adds a special commit to indicate when branches were combined.

A. Common Merge Strategies

Git offers various merge strategies tailored to different situations. The choice of strategy
depends on how complex the changes are and the desired result, The most frequently
used strategies include:

1. Fast-Forward Merge

A fast-forward merge happens when the tafget branch has not diverged from the source
branch. In this case, Git simply advances the target branch pointer to the latest commit
of the source branch. This method is straightforward/and maintains a linear commit
history.

In practice, after creating a branch and‘making commits, if there are no new commits
on the master branch when it’s\time to metge, Git moves the master pointer forward
directly. This resultsqn a straight-line history without creating an additional merge
commit (Fig. 5.2.9).

Command:
git checkout main

git merge feature-branch

Master

Fig.5.2.9 Fast-Forward Merge
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2. Recursive Merge (Default)

The recursive merge is Git’s default strategy for handling non-trivial merges where
branches have diverged. It works by creating a new merge commit that combines
changes from both branches, preserving the history of each development line.

In this scenario, after creating a branch and making commits, if the master branch has
received new commits, Git compares both branches and generates a merge commit
that incorporates changes from both. This merge commit has two parent commits,
maintaining a complete record of the branch history (Fig. 5.2.10).

Command: git merge --no-ff

Master

Pz =
Fig.5.2.10 Recursive merge

In table 5.2.4 depicts the comparison of Hast-Forward merge and Recursive merge
strategies.

Table 5.24 Fast-Forward merge vs Recursive merge

Fast Forward Recursive

No new commits on the master New commits on the master

Linear History Commit 2 parents
No merge commits Merge commit is created
git rebase git merge--no-ff

3. Octopus Merge

The octopus merge strategy is designed for combining more than two branches at the
same time. It is less commonly used and is typically applied in automated merges
involving multiple feature branches.

This strategy can handle multiple branch heads simultaneously but will not perform
complex merges that require manual conflict resolution. It is mainly used to bundle
several topic branches together and is the default method when merging or pulling more
than one branch at once (Fig. 5.2.11).
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Command: git merge -s octopus

4. Subtree Merge

The subtree merge s
subdirectory of ano
or submodules int

Use Case: When me

Command: git mer S subtree branch-name

5. Squash and Merge

Squash and merge combines all commits from a feature branch into a single commit
before merging into the target branch. This approach simplifies the commit history,
making it easier to follow.

Use Case: Best for merging feature branches with many small commits, resulting in a
cleaner main branch history.

Command:

git checkout main

git merge --squash feature-branch

git commit -m "Merged feature-branch with squash"
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6. Ours Merge

The ours merge strategy keeps the changes from the current branch while discarding the
changes from the branch being merged.

Use Case: When you want to retain your branch’s changes and ignore the other branch.
Command: git merge -s ours branch-name

Git provides multiple merge strategies to combine changes from various branches. Each
strategy has its specific use case (Table 5.2.5), whether preserving history, simplifying
commits, or discarding unwanted changes. Choosing the right merge strategy helps
maintain a clean, organized, and efficient repository.

Table 5.2.5 When to Use Different Merge Strategies

Merge Strategy Recommended Use Case
Fast Forward Merge No new commits exist on the target btanch
Recursive Merge Branches have independent changes that need integration
Octopus Merge Merging multiple branches at ence
Subtree Merge Merging an external project or submodule into a subdirectory

Squash and Merge ~ Combining multipledmall commits mte‘one

Ours Merge Keeping current branch changes and discarding the other

In conclusion, understanding sourceseode control systéms and version control tools is
essential for modern software development. This unit has provided a comprehensive
overview of version control; highlighting 'the differences between centralized and
distributed version control systems (VCS), and offering detailed insights into Git
fundamentals, workflowspand key concepts such as commits, branches, and merges.
Additionally, the stiidy of branching and merging strategies equips developers with
practical approaches to_manage, parallel development, maintain code stability, and
streamline collaboration within teams. Mastery of these tools and strategies not only
ensures efficient project management but also enhances code quality, reduces conflicts,
and supports continuous ntegration and delivery in software projects.

Recap

¢ Version Control Systems (VCS) track and manage changes to files over time.

¢ Local VCS keeps all version history on a single local machine; simple but
limited.

¢ Centralized VCS (CVCS) stores code in a central repository accessible by
all developers.

¢ CVCS enables collaboration but requires network connectivity for updates.

¢ Examples of CVCS include Subversion (SVN) and CVS.
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¢ Distributed VCS (DVCS) gives each developer a full copy of the repository,
allowing offline work.

¢ DVCS improves flexibility, collaboration, and resilience against server
failures.

¢ Examples of DVCS include Git, Mercurial, and Bazaar.

¢ Centralized vs Distributed VCS: CVCS relies on a single server, while
DVCS allows local commits and offline operations.

¢ Gitis a widely used distributed VCS, known for speed and robust branching.

¢ Core Concepts of Git include commits, branches, merges, clones, staging
area, push/pull, and remote repositories.

¢ The Three States in Git are: Working Directory, Stagi rea, and Repository
(Local/Remote).

¢ Commits are snapshots of the repository at
unique SHA-1 hash.

¢ Branches allow parallel develop
the main codebase.

5 or fixes without affecting

¢ Merging combines chang ong
if necessary.

ato another, resolving conflicts

¢ Staging Area tempotarily holds changes before committing, enabling
organized comumni

¢ Git Commands: i it clone, git add, git commit, git push, git pull, and

¢ Git Workflows ( ized, Feature Branch, Forking) provide structured
approaches to team collaboration.

¢ Branching Strategies: GitFlow, GitHub Flow, GitLab Flow, and Trunk-
Based Development organize releases and feature development.

¢ Merge Strategies (Fast-Forward, Recursive, Octopus, Subtree, Squash,
Ours) control how multiple changes are integrated efficiently.

AAAAAAAAAAAAAA
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Objective Type Questions

1.
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20.
21.
22.
23.
24.

25.

What does VCS stand for?

Which VCS stores all version history on a single machine?

Name an example of a Local VCS.

Which VCS stores code in a central repository accessible by all developers?
Name two examples of Centralized VCS.

Which VCS allows each developer to have a full copy of the repository?
Name two examples of Distributed VCS.

What is the key difference between CVCS and DVCS?

What does Git primarily used for?

. What are the three main states in Git?

. What is a commit in Git?

. Which Git com 1 anges to the staging area?

staged changes in Git?

send local commits to a remote repository?

. Which Git com used to fetch and integrate changes from a remote

repository?

Name three common Git workflows.

Which branching strategy involves a single trunk and feature flags?

Which Git merge strategy is used when the target branch has not diverged?
Which merge strategy is the default for non-trivial merges?

Which merge strategy combines all commits from a branch into a single
commit before merging?

What is the purpose of the “Ours” merge strategy in Git?
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Answers to Objective Type Questions

1. Version Control System.

2. Local VCS.

3. RCS (Revision Control System).
4. Centralized VCS (CVCS).

5. Subversion (SVN) and CVS.

6. Distributed VCS (DVCS).

7. Git and Mercurial.

8. CVCSrelies on asingle server; DVCS allows local copies for each developer.

9. Git is used for distributed version control and trac
code.

changes in source

10. Working Directory, Staging Area, Repository.
11. A snapshot of the repository at a sp

12. Work independently on features o

13. Combine changes from

14. Temporarily holds ch.
15.git clone
l16.git add
17.git commit
18.git push.
19.git pull.

20. Centralized Workflow, Feature Branch Workflow, Forking Workflow.
21. Trunk-Based Development (TBD).

22. Fast Forward Merge.

23. Recursive Merge.

24. Squash and Merge.

25. To keep the changes from the current branch and discard changes from the
other branch.
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Assignments

1. Explain the concept of version control and its significance in software
development. Illustrate your answer with examples of Local, Centralized,
and Distributed Version Control Systems.

2. Compare and contrast Centralized Version Control Systems (CVCS) and
Distributed Version Control Systems (DVCS). Discuss their advantages and
disadvantages.

3. Explain the core concepts of Git, including commits, branches, merge,
staging area, and repository. How do these concepts facilitate collaborative
development?

4. Describe the step-by-step workflow for creating a new branch in Git, making
changes, committing them, and merging back into ain branch. Include
relevant Git commands.

5. Discuss at least three common Git branching

GitFlow, GitHub Flow, Trunk-Based Develop
and suitable use cases for each. A
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Survey of Popular CI/
CD Tools

Learning OQutcomes

After completion of this unit, the learner will be able to:

¢ identify the concept and workflow of Continuous Integration and Continuous
Deployment (CI/CD)

¢ describe the setup and usage of Jenkins, GitLabhCIl, and CircleCI for
automated software development

¢ explain how automation improves software, quality, collaboration, and
delivery speed

¢ compare different CI/CD tools to gelect the most suitable one for specific
project requirements

Prerequisites

Learning Jenkins, GitleabyCl, and Circle€l is like discovering how the world’s most
successful softwaré teams work ‘behind the scenes. In today’s digital era, every
application you use —A{fom social media to online shopping — goes through a
continuous process of improvement, testing, and delivery. These improvements don’t
happen by magic; they’re madé possible through powerful automation tools that ensure
software is delivered faster, with fewer errors. By learning these tools, you step into the
world of DevOps, where development and operations come together to create smooth,
reliable, and efficient software systems.

Before such tools existed, developers had to manually test and deploy every piece
of code — a slow, stressful, and error-prone process. Jenkins changed this story by
introducing automation in Continuous Integration (CI), ensuring that every small
code change is instantly built, tested, and verified. GitLab CI took it a step further by
integrating these capabilities into a single collaborative platform, helping teams plan,
code, and deploy all in one place. Then came CircleCl, offering a cloud-based solution
that lets developers focus on writing code while it handles all the heavy lifting behind
the scenes. Learning these tools gives you firsthand experience of how real-world
development teams function in tech companies across the globe.
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More importantly, mastering CI/CD tools helps you develop a problem-solving
mindset. You learn to automate tasks, streamline workflows, and manage complex
projects efficiently — skills that are in high demand in every software organization
today. Whether you’re planning to work as a developer, tester, or system engineer,
understanding how automation pipelines work makes you an essential part of any team.

In short, these topics don’t just teach you tools — they teach you how modern software
delivery really happens. You learn to think like a professional, work like a team, and
build like an innovator. By the end of your learning, you won’t just know how to write
code — you’ll know how to make.

Keywords

Jenkins, GitLab, CircleCI, Git Bash, [aC

Discussion

5.3.1 Jenkins: The reliable partneriin modern
software development

In recent years, the demand for dependable, funetional, and high-performing
applications has grown dramatically. In today’s volatile@nd highly competitive business
environment, the systems develdped to supportand enhance organizational operations
play a vital role in success. Naturally, businesses depend on their in-house development
teams to create the programs, applications,/and tools that keep them competitive and
relevant in the market,

However, this expéctation_plaees tremendous responsibility on DevOps teams. They
must ensure that ‘softwarc is developed, tested, and deployed efficiently, without
compromising quality. Fortunately, powerful automation tools exist to assist in meeting
these challenges and Jenkinsfis one of the most prominent among them.

Jenkins, often associated with the image of a reliable English butler, acts as a
“faithful servant” to development teams. It automates repetitive and time-consuming
tasks involved in software development, allowing teams to focus on innovation and
functionality instead of manual processes. With Jenkins, organizations can deliver
high-quality, customized applications quickly and consistently.

5.3.1.1 Development before Jenkins

Before Jenkins revolutionized the development process, building and testing software
was a tedious and error-prone task. Developers had to manually test their code to
identify bugs before integrating it into the main project. Team members often worked
independently, creating large segments of code that were later combined with the base
code.
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This approach led to several challenges. The entire source code needed to be checked
for errors after integration, making the process time-consuming and inefficient. Since
multiple developers committed code separately to the version control system, identifying
and fixing bugs took longer. The lack of continuous testing and integration meant there
was no opportunity for iterative code improvement. As a result, the overall software
delivery process was slow and cumbersome.

5.3.1.2 What is Jenkins and Why Jenkin?

To overcome these inefficiencies, the software industry needed a tool that could automate
repetitive tasks, ensure continuous testing, and integrate code changes seamlessly.
Jenkins emerged as a solution that transformed the traditional development process
into a faster, more reliable, and automated workflow.

In the following sections, we will explore what Jenkins is, its key features, and its
architecture, to understand how it became the backbone of modern Continuous
Integration and Continuous Deployment (CI/CD) practices

Kohsuke Kawaguchi first developed Hudson in 2004 while working at Sun
Microsystems. When Oracle acquired Sun Microsystems in 2010, there was a dispute
between Oracle and the Hudson community with respect to the /infrastructure used.
There was a call for votes to change the projéct name fromyHudSon to Jenkins, which
was overwhelmingly approved by the Hud$on community on January 29, 2011, thereby
creating the first “Jenkins” project.

Jenkins comes to the rescue asqampowerfub, Continious Integration (CI) tool that
enables smooth, ongoing deyélopment,testing, and deployment of newly written
code. Continuous Integration refers tothe practice where developers regularly commit
their code changes to a shared repository,/Each time a change is made, the system
automatically builds andt€sts thewpdated'code, often multiple times a day.

With Jenkins acting as the €I'server, every commit is continuously monitored, ensuring
that errors are deteetéd early and code integration remains efficient. This automation
greatly reduces the workload on testers, allowing faster development cycles, quicker
integration, and optimal @1ise'of resources.

5.3.1.3 Jenkins Architecture

Let us now understand how Jenkins works behind the scenes.

Imagine you are part of a development team. You make changes to your program and
commit them to a shared source code repository, such as GitHub or GitLab. Jenkins,
which acts as the Continuous Integration (CI) server, keeps checking this repository at
regular intervals. Whenever it detects new code, it automatically pulls the latest version
for building.

Next, the Build Server comes into action. It compiles the code and converts it into an
executable file. If any problem occurs during this process, such as a syntax error or a
missing library, Jenkins immediately notifies the developers so that they can fix it. Once
the build is successful, Jenkins automatically deploys the application to the test server.
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If the testing process fails, the developers are informed.If the tests pass and the code
is error-free, Jenkins deploys the application on the production server, making it ready
for users.

In large-scale projects, applications often contain several files, modules, and builds.
A single Jenkins server cannot handle all this workload effectively by itself. For this
reason, Jenkins uses a distributed setup known as the Master-Slave Architecture.

Understanding the Jenkins Master and Slave Architecture

Let us now visualize how this structure works. On one side, there is the remote source
code repository where the team’s code is stored. The Jenkins Master connects to this
repository and manages the overall build process. However, the Master does not perform
all the work on its own. Instead, it assigns specific tasks such as compiling, testing, or
packaging to other systems known as Slaves.

You can think of the Master as a manager and the Slaves as workers. The Master gives
instructions, while the Slaves perform the builds and send back the results. This setup
allows Jenkins to handle multiple builds and tests at the same,time across different
environments.

For instance, one Slave may build and test code on Windows, another may handle
Linux, and another may manage macOS. After all the tasks arei€ompleted, the Master
collects and combines the results, then digplays a complete report to the development
team.

This distributed setup, often calledtheJenkins Distribated Build System, makes Jenkins
more efficient and scalable. It@llows testing and deployment to take place faster and
simultaneously in various environments, while the Master keeps the entire process
organized and synchronized.
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Fig. 5.3.1 Jenkins Master-Slave architecture

5.3.1.4 Jenkins Applications

Now that we understand what Jenkins is and how it works, let us explore where and
how it is actually used in real-world software development. Jenkins is one of the most
popular open-source automation servers, and it plays a key role in automating various
stages of software development. Because of its flexibility and wide range of plugins,
Jenkins can easily fit into almost any development workflow.
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Let us look at some important applications of Jenkins.

1. Continuous Integration (CI)

First, Jenkins is best known for Continuous Integration. Imagine a team of developers
working on different parts of the same project. Whenever one developer commits
new code to the shared repository, Jenkins automatically builds and tests the entire
application. This helps detect errors at an early stage before they become big problems.

It can perform automated builds, meaning it can compile and package the code
automatically in different environments and languages. It can also carry out automated
testing, such as unit tests and integration tests, to ensure that new code changes do not
break the existing application. This saves a lot of time and maintains the quality of the
software.

2. Continuous Delivery (CD)

Next comes Continuous Delivery. Once the code has been built and tested successfully,
Jenkins can automatically handle the deployment of that code towarious environments
such as testing, staging, or even production.

With automated deployment, Jenkins ensures that software updates are delivered
consistently and safely. It can also performrollbacks, whichsmeans if a deployment
fails, Jenkins can automatically revert t@ the previous, stable version. This ensures
smooth recovery from errors without manual intervention.

3. Infrastructure as Code (I1aC)

Jenkins is also very useful in managing mfrastructure. Through Infrastructure as Code,
teams can manage and provision their servers and environments using code rather than
manual setup.

For example, Jenkins candfitegrate with popular tools such as Ansible, Chef, or Puppet
to automate the configuration of servers. It can also handle server provisioning, meaning
it can create or update servefs using predefined templates or scripts. This ensures
consistency and reduces human errors in managing large infrastructure.

4. Monitoring and Reporting

Another important use of Jenkins is monitoring and reporting. Jenkins can keep track
of the performance and results of builds and tests.

Through build monitoring, it provides information on which builds succeeded or
failed, and it can instantly notify developers if something goes wrong. Jenkins can
also generate performance trend reports over time, helping teams identify recurring
problems or understand how the development process is improving.

5. DevOps and Multibranch Pipelines

Jenkins supports DevOps practices by allowing the creation of multibranch pipelines.
This means that each branch of a project can have its own independent CI/CD pipeline.
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Developers can define all stages of building, testing, and deploying using Pipeline
as Code, stored in a file called the Jenkinsfile. Jenkins can also run multiple jobs in
parallel, saving a lot of time, especially in large projects. This approach gives teams
more control and visibility over their development workflow.

6. Containerization Support

Jenkins works beautifully with modern container technologies like Docker and
Kubernetes. Containers make it easier to build, test, and deploy software consistently
across different environments.

With Docker integration, Jenkins can build Docker images and push them to container
registries. With Kubernetes integration, Jenkins can manage Kubernetes pods to run
builds and tests dynamically.This is especially helpful in large, cloud-based DevOps
setups where scalability and flexibility are important.

7. Third-Party Integration

One of Jenkins’ biggest strengths is its ability to integrate with almost any development
tool you can think of. Thanks to its vast plugin ecesystem, Jenkins can connect with
tools like Git for version control, JIRA for issue tracking, and Artifactory for storing
build artifacts. This makes Jenkins a central hubsthat coordinatesall stages of software
development.

8. Security and Compliance

Finally, Jenkins can help maintain security andseompliance within software projects.
It can run static code analysis/to scan fof security vulnerabilities in the source code. It
can also perform compliance checks, énsuring that the software meets organizational or
industry standards before,it is released.

By automating these processess Jenkins helps developers focus on writing code while
maintaining high seeurity and quality standards.

5.3.4 GitLab CI,

GitLab is one of the fastest-growing software platforms in the United States. It helps
developers and organizations manage their Git repositories and streamline software
development. Today, GitLab is used by over 100,000 users, including well-known
companies like IBM, Sony, Goldman Sachs, and NASA.

To understand its importance, let us look at Goldman Sachs. This large financial
company faced challenges such as improving software quality, increasing developer
efficiency, and managing multiple tools. GitLab helped them overcome these issues by
providing a single platform where all repositories and tools could be managed easily. It
simplified their development process and supported faster software delivery.

Now that we have seen how GitLab helps organizations in real life, let us begin by
understanding the first part of its name — “Git.”
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5.3.4.1 What is Git?

Let us first understand what Git is.

Git is a version control system, which means it helps us keep track of all the changes
made to files in a project. Imagine you and your friends are working together on a
coding project. Each of you makes updates to the same files at different times. Git
records every change, who made it, and when it was made. This helps in managing
teamwork efficiently and avoiding confusion when multiple people are editing the same
files.

Git is powerful enough to handle projects of any size. It allows many users to collaborate
without interfering with each other’s work. In short, Git keeps everything organized
and makes teamwork smooth.

5.3.4.2 What is GitLab?

Now that we know what Git does, let’s move on to GitLab.

GitLab is a web-based platform built on top of Git. Ithot only stores Git repositories but
also provides tools to plan projects, manage source code track issues, and even handle
deployment and monitoring. It is like a one-stopisolution for the entire DevOps process
: from writing code to releasing the final pgoduct.

With GitLab, teams can collaborate easily, shorten product development cycles, and
improve overall productivity. One key benefit is that you don’t need to set permissions
for every individual tool. Oncedecess is given, usérs can work across all parts of the
project seamlessly.

GitLab also offers both free and paid versions. The paid versions, like GitLab Premium,
include advanced features for large,teams and organizations.

5.3.4.3 Making yourfirst project in GitLab

Let’s go through a small GitLab demo to understand how to create your first project step
by step. ( Prerequisite step: Install git on your computer )

Step 1: Open GitLab

First, open your web browser and go to gitlab.com.

If you already have an account, simply log in. Otherwise, sign up for a free account.
Step 2: Create a New Project

Once you log in, you’ll see an option to create a new project. Click on it and give
your project a name and a short description. You can also choose whether you want the
project to be private or publicly visible. After filling in the details, click Create Project.

o
—
g

e
SREENARAYANAGURU

@ SGOU - SLM - BCA - Introduction to Cloud Computing



Step 3: Open Git Bash

Now open Git Bash on your computer. ( Start menu — Type Git Bash — Click on Git
Bash ) Before working with Git, you need to configure your username and email ID.
These details are used by Git to record who makes changes to the repository.

Type the following commands inside the Git Bash window and press enter after each
command:

git config --global user.name "tutorial"
git config --global user.email "yourname@example.com"
Press Enter after each command.
Step 4: Create your first repository
Next, let’s create a new folder for your project. This will act as your local repository.
Type the following commands one by one:
mkdir tutorial
cd tutorial

The first command creates a folder named tuterial, and the'second€ommand moves you
inside that folder.

Step 5: Check your current directory
To make sure you’re inside the cotrect folder, type:
pwd
This command displays the path, of your cutrent working directory.

If the folder is empty, that’s perfect, we’re starting fresh.
Step 6: Initialize theaépository

Now, it’s time to tell Git,that this folder will be managed as a repository. Type the
command:

git init
Once you press Enter, you’ll notice a message indicating that an empty Git repository

has been created.

You might also see the word “master” on your terminal — that’s the default branch Git
creates when a new repository is initialized.

Step 7: Explore the hidden .git folder

Go to your file explorer, open the tutorial folder, and you’ll notice a hidden folder
named .git.

This folder contains all the configuration files and history of your repository. Remember
don’t make any manual changes inside this folder. It’s managed automatically by Git.
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Step 8: Create a file to add to your repository

Now, create a simple file using Notepad. You can open Notepad, type a few lines like
“My first GitLab project,” and save it inside the tutorial folder.

Later, you’ll push this file to your GitLab repository — that’s how your local project
will appear online on GitLab.

Step 9: Add and Commit the file
gitadd .
git commit -m "Initial commit"
This adds your file to the repository and records your first commit.
Step 10: Link your local repo to GitLab
Copy the repository URL from GitLab (it looks something like this):
https://gitlab.com/username/tutorial.git
Then run:
git remote add origin https://gitlab.com/username/tutorial.git
Step 11: Push the file to GitLab
Finally, push your local repository to GitLab:
git push -u origin master

After this step, refresh your GitLab project page. Your file will appear there.

5.3.5 Circle €1

You’ve already worked with Jenkins and GitLab CI, so you know the purpose of CI/CD
tools automating the build, test; and deployment process to ensure software is delivered
faster and with fewer errors.

Now, we’re going to explore another popular CI/CD platform — CircleClL
It’s often chosen by development teams who want a cloud-based, fast, and simple
automation platform without managing their own infrastructure.

CircleCI is a Continuous Integration and Continuous Deployment platform that
automates the process of building, testing, and deploying applications whenever new
code is committed.

While Jenkins requires you to set up and maintain servers, and GitLab CI is integrated
within GitLab, CircleClI stands out as a dedicated cloud service that connects directly
to your code repositories on GitHub or Bitbucket.

In simple terms, CircleClI lets developers focus on writing code. It takes care of the rest:
building, testing, and deploying automatically.
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5.3.5.1 How CircleCI Works

Let’s understand its working in relation to what you already know:

¢ Triggering the Pipeline: Just like in Jenkins or GitLab, any new commit or
pull request in GitHub or Bitbucket triggers the CircleCI workflow.

¢ Configuration File: CircleCI uses a configuration file named .circleci/
config.yml. This file defines the steps for building, testing, and deploying
your code similar to .gitlab-ci.yml in GitLab or Jenkins pipeline scripts.

¢ Execution Environment: CircleCI provides pre-built virtual machines or
Docker containers where your pipeline runs. You don’t need to install agents
manually. Everything is handled automatically in the cloud.

¢ Feedback: Developers get instant feedback on whether their code passed or
failed, helping the team detect and fix problems quigkly.

5.3.6 Comparison

Table 5.3.1 Comparison between Jenkins, GitLab and CircleCI

Aspect Jenkins GitLab CI CircleCI
Setup & Manual setup and  “Built into GitLab, Cloud-based,
. . - no setup or
Maintenance maintenangce minimalsetup .
maintenance
Intesration Works with many® Best with GitLab Best with GitHub
g VCS tools repositories and Bitbucket
Configuration Jenkinsfile .gitlab-ci.yml .circleci/config.yml
File (Groovy) (YAML) (YAML)
Scalability & ) Auto-scaling in Fast auto-scaling
Manual scaling
Performance cloud mode on cloud
Complex, plugin-  Simple and Very easy, user-
Ease of Use based integrated friendly
. Teams needing full . . Teams using
Best Suitable For control Teams using GitLab GitHub/Bitbucket
Recap

Jenkins — overview
¢ Jenkins = open-source automation server for CI/CD.
¢ Nicknamed a reliable “butler” that runs repetitive build/test/deploy tasks.
¢ Origin: forked from Hudson; renamed Jenkins (vote on Jan 29, 2011).
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¢ Purpose: detect integration errors early, speed up delivery, reduce manual
work.

Before Jenkins (traditional problems)
¢ Manual builds and tests; slow and error-prone.
¢ Developers worked in isolation, causing late integration conflicts.
¢ Bug detection was late and fixing was time-consuming.

¢ No continuous testing or iterative improvement.

Jenkins core workflow

¢ Watches VCS (GitHub/GitLab) for commits — pulls code — builds — tests
— deploys.

¢ Immediate feedback to developers on build/test failures.

¢ Can automate rollbacks when deployments fail:

Jenkins architecture (master—slave / distributed)

¢ Master = coordinator (schedules jobs, gathers results, UI).

L 2

Slaves (agents) = execute builds/tests (Windows, Linux, macOS, etc.).
¢ Distributed builds imptove scalability and environment diversity.
¢ Master assigns tasks; slaves return results to Master.

Jenkins applications
¢ Continuous Integration (CI): automated builds & tests on every commit.

¢ Continuous Delivety (CD): automated deployments to test/staging/
production.

¢ Infrastructure as Code (IaC): integrates with Ansible/Chef/Puppet for
provisioning.

¢ Monitoring & reporting: build status, trends, notifications.
¢ Multibranch pipelines & Pipeline-as-Code (Jenkinsfile).
¢ Container support: build Docker images, run on Kubernetes.

¢ Third-party integrations: Git, JIRA, Artifactory, security scanners (via
plugins).

¢ Security & compliance: static analysis, policy checks before release.

o
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Practical Jenkins strengths

¢

Huge plugin ecosystem — integrates with most DevOps tools.
Flexible: runs on-prem or in cloud, supports custom workflows.

Good for teams needing full control over CI/CD infrastructure.

Distributed version control system; tracks changes, authors, timestamps.

Enables parallel collaboration without conflicts.

GitLab & GitLab CI

¢

¢

¢

Creating first project in GitLab

L

L

L

GitLab = web platform built on Git: repo hosting + planning + CI/CD +
monitoring.

Single platform for code, issues, CI/CD, and permissions:

Offers free and paid tiers (e.g., GitLab Premiu

Sign in / sign up at gitlab.com.

Create new project —
On local machine:
Create file, t mit -m "Initial commit".
Add remot origin <repo-URL> and git push -u origin master.

Repo appears on GitLab; CI uses .gitlab-ci.yml for pipelines.

GitLab strengths

L

¢

¢

Integrated toolchain (no glue between tools).
Best fit for teams already using GitLab for repos and planning.

Minimal setup for CI when using GitLab-hosted runners.

CircleCI

¢

¢

AAAAAAAAAAAAAA

Cloud-first CI/CD platform; connects to GitHub or Bitbucket.
Uses .circleci/config.yml to define pipelines.
Runs jobs in pre-built VMs or Docker containers—no agent setup.

Fastauto-scalingandquick feedback;ideal forteamspreferringmanagedservice.
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Objective Type Questions

1. Who developed Hudson, the predecessor of Jenkins?

2. In which year was the Jenkins project officially created?

3. What is the main function of Jenkins in software development?
4. What does “CI” stand for in Jenkins?

5. In Jenkins architecture, what is the role of the Master?

6. What do Jenkins Slaves (or agents) do?

7. Which file defines the pipeline in Jenkins?

10. What does IaC stand for in DevOps?
11. GitLab is built on top of which ve
12. What is the purpose of th

13. Which command initi

14. Which comm

15. What is t
initialized?

16. CircleClI connect ctly with which two major code hosting platforms?
17. What is the name of CircleCI’s configuration file?
18. Does CircleCI require manual server setup?

19. Which CI/CD tool is entirely cloud-based and offers automatic scaling?

20. Which CI/CD tool is most suitable for teams already using GitLab?
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Answers to Objective Type Questions

. Kohsuke Kawaguchi

. 2011

. Automating build, test, and deployment processes
. Continuous Integration
. Coordinates and manages the overall build process

. Executes builds and tests assigned by the Master

. Jenkinsfile

. Git, GitHub, GitLab

. Docker

. Infrastructure as Code

. Git

. Defines the build, test, and deployment stages i GitLab CI
. git init

. git push -u origin mas

. master

. GitHub and ucket

. .circleci/config.y

. No

19. CircleClI

20. GitLab CI
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Assignments

1. Compare and contrast Jenkins, GitLab CI, and CircleCI in terms of setup,
scalability, and ease of use. Which tool would you recommend for a startup
company and why?

2. Discuss the evolution of software development workflows from the pre-
Jenkins era to the present CI/CD-based approach. How has automation
changed the role of developers and testers?

3. Jenkins uses a Master—Slave architecture to manage distributed builds.
Explain how this model improves efficiency and scalability in large projects.
[lustrate your answer with a real-world example.

4. Analyze how CircleCI’s cloud-based model benefits modern development
teams compared to self-hosted solutions like Jenki hat trade-offs might
organizations face when using such fully managed C services?

5. Explain how GitLab CI integrates Continu:

Delivery into a single platform. How does thisyi
DevOps pipeline compared to usin a
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Suggested Reading

1. “The State of CI/CD 2024 — CircleClI Insights Report (Available at CircleCI
website — provides real-world analytics and best practices.)

2. “Automating Software Development with GitLab CI/CD” — GitLab Learn
Portal.

3. “Building CI/CD Pipelines with Jenkins” — Tutorialspoint or GeeksforGeeks
articles.
4. YouTube Playlists:
»  “Jenkins Full Course” by freeCodeCamp.org

* “GitLab CI/CD Pipeline Tutorial for Beginners” by TechWorld with
Nana

»  “CircleClI Tutorials” by CircleCI Official Chan
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Containerization and
Orchestration

Learning Qutcomes

After completion of this unit, the learner will be able to:

¢ explain how containers ensure consistent application execution across
different environments

¢ explaintherole of Docker in creating, managing, anddeploying containerized
applications efficiently

¢ differentiate between virtual machines and“Decker containers in terms of
architecture, performance, and use cases

¢ describe container orchestration and Kubernetes, for managing, scaling, and
maintaining containerized applications in produgtion environments

Prerequisites

In modern software gdevelopment, applications often behave differently across
environments due t0 variations in“operating systems, software versions, and library
dependencies. This problem 1s'commonly referred to as “it works on my machine, but
not on yours.” For instance, a developer may build a web application on a Windows
laptop with Python 3.10 and.épecific library versions. When the same application is
deployed on a Linux-based server with Python 3.8, it may fail due to incompatible
dependencies. Containers address this challenge by packaging the application along
with all its dependencies, libraries, and configurations into a single, standardized unit.
This ensures the application runs consistently across different environments, whether
on a developer’s laptop, a testing server, or a cloud platform. A real-time example is a
microservices-based e-commerce website, where the payment service, product catalog,
and recommendation engine all run as separate containers. Each container is isolated,
lightweight, and portable, enabling developers to test and deploy services independently.

However, when there are hundreds of containers running across multiple servers,
manually managing them becomes extremely difficult. This is where container
orchestration becomes essential. Orchestration automates deployment, scaling,
networking, and monitoring of containers across a cluster of machines. For example,
in the e-commerce website, if the product catalog service experiences high traffic, the
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orchestration platform can automatically scale up additional containers to handle the
load. Orchestration tools also ensure that if a container fails, a new one is launched
automatically without interrupting the service. Kubernetes, a popular orchestration
platform, allows seamless management of these containers in production across hybrid
cloud environments. By combining containers with orchestration, organizations can
ensure high availability, consistent performance, and efficient resource utilization. This
approach reduces deployment errors, accelerates development cycles, and supports
modern DevOps workflows. Ultimately, containers and orchestration together enable
scalable, reliable, and portable application deployment in real-world scenarios.

Keywords

Microservices, Orchestration, Kubernetes, Portability, Scalability, Virtualization, CI/
CD, Cloud-native, DevOps

Discussion

Introduction to Containers and Docker

5.4.1 Containers

In software development, a common challenge is that an application may run perfectly
on one system but fail on anothér'due to differeneé€s in operating systems, software
versions, libraries, or system/configurations. These inconsistencies often lead to the
well-known problem of “it works on My machine, but not on yours.”

Containers address thi§'isSue by packaging an application together with everything it
needs to run, including libraries, frameworks, runtime environments, dependencies,
and configuration files, afto a single, self-contained unit. This standardized package
ensures that the application behaves consistently across different environments, such
as a developer’s local machine, testing servers, or cloud platforms. By isolating
applications from the underlying system while still sharing the host operating system
kernel, containers provide a lightweight, efficient, and portable way to deploy and
manage software reliably across diverse platforms.

5.4.1.1 Key Features of Containers

Containers are designed to be lightweight because they share the host operating system’s
kernel instead of running a full, separate operating system like virtual machines. This
reduces resource consumption, allows faster startup times, and improves overall
efficiency. Containers are also highly portable, as a container created in one environment
can run in the same way across different systems such as a developer’s machine,
testing servers, or cloud platforms, without compatibility issues. In addition, containers
provide strong isolation by running applications in separate processes, ensuring that
one container does not interfere with others on the same host, which improves security,
stability, and reliability.
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5.4.2 Docker

With the concept of containers in mind, Docker can be understood as the platform
that popularized and standardized container technology. Docker is an open-source
containerization tool that simplifies the creation, deployment, and management of
applications by packaging them into lightweight, portable containers. Introduced in2013,
Docker transformed how developers build and deliver software by providing an easy-
to-use interface, consistent runtime environments, and strong automation capabilities.
Its extensive ecosystem, active community support, and seamless integration with
modern DevOps tools have made Docker a preferred choice for organizations seeking
faster development cycles, reliable deployments, and scalable application architectures.

5.4.2.1 Importance of Docker

Docker has gained widespread adoption because it effectively addresses many
common challenges faced by modern developers. It ensures environment consistency
by allowing applications to be built once and run reliably across different platforms,
from a developer’s local machine to production servers. Dockeralso offers high speed,
as containers start and stop quickly, making them Wwell suited for, continuous testing,
integration, and deployment workflows. In terms of resoutce efficiency, containers share
the host operating system, which minimizesdoverhéad compared to traditional virtual
machines and allows more applications t0 run on the\same hardware. Additionally,
Docker supports versioning of application environments, enabling developers to track,
reproduce, and roll back not just code changes but also/the exact runtime environment,
which simplifies debugging and maintenance imyproduction systems.

5.4.2.2 Docker Architecture

When starting out with ' Docker, itymay seéem like a tool that simply works behind the
scenes. However, gaining a clear understanding of Docker’s architecture is important
for troubleshooting \problems, improving performance, and making better decisions
about how containers are designed and deployed.

Docker follows an architeeture that emphasizes efficiency, flexibility, and scalability. It
is built on a client—server model where multiple components interact to build, run, and
manage containers seamlessly. Each component has a specific role, and together they
form the Docker ecosystem.

Docker is a containerization platform that uses operating system level virtualization
to run applications by sharing the host system’s kernel, rather than requiring a
separate guest operating system as in traditional virtualization. Because of this
approach, Docker containers are lightweight, start quickly, and can be easily moved
across different environments while remaining isolated from one another. Docker is
developed using the Go programming language and supports installation on Windows,
macOS, and Linux, although the Docker Engine runs natively on Linux systems. One
of Docker’s key advantages is its ability to eliminate the “works on my machine”
problem by ensuring that applications run consistently across development, testing,
and production environments. Unlike platforms such as VMware that rely on hardware
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level virtualization, Docker operates at the operating system level, making it more
efficient. Before Docker, deploying applications across multiple environments was
often challenging due to dependency conflicts, configuration differences, and operating
system variations, leading to frequent deployment issues.
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Fig. 5.4.1 VM Architecture Vs Docker Architecture

Virtual machines and Docker containers differ significantly in how they utilize the
operating system. In a virtual machine setup (see fig.\5.4.1), each VM runs its own
guest operating system on top of the host OS, which/adds substantial overhead and
makes virtual machines heavier and'Slower to start. [ni¢ontrast, Docker containers share
the host operating system kernél, eliminating the need for separate guest OS instances.
This shared-kernel approach imakes containers lightweight, allowing them to start in
seconds and reducing management overhead compared to virtual machines. Containers
are therefore well suifed for seenarios.avhere multiple applications need to run on
a single OS kernel, while virtual machines are more appropriate when applications
require different operating system environments.

Docker addresses common application deployment challenges by standardizing the
runtime environment. It packages the application along with all its dependencies into
containers, ensuring consistent behavior across different platforms and environments.
These containers are highly portable, allowing applications to run seamlessly on
local machines, cloud platforms, or on-premises servers. Docker ensures consistency
by maintaining identical performance in development, testing, and production
environments. Since containers share the host operating system kernel rather than
running a full operating system for each application, Docker remains lightweight
and resource-efficient. This design enables containers to start quickly and consume
fewer system resources. Docker also supports scalability, making it well suited for
microservices architectures and container orchestration tools such as Kubernetes and
Docker Swarm.

From a security perspective, virtual machines offer stronger isolation because each
VM has its own OS and the hypervisor strictly controls resource access, making them
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generally more secure. Containers, however, share the host kernel, which can introduce
security risks, as a compromise in one container could potentially affect others.

While understanding Docker’s core concepts is important, hands-on experience is
essential for mastering containerization. Hosting platforms like Hostinger simplify
Docker deployment by providing scalable infrastructure that supports containerized
applications. Such platforms allow developers to focus on building, testing, and
deploying applications without worrying about underlying infrastructure. With seamless
Docker integration, users can easily deploy both simple applications and complex multi-
container environments, making real-world experimentation with Docker efficient and
practical.

5.4.2.3 Docker Operation

Docker operates on a client-server architecture. The Docker Client communicates with
the Docker Daemon, which is responsible for building, running, and managing Docker
containers. The client and daemon can run on the same system or interact remotely.
Communication between them occurs through the REST APLever a UNIX socket or
network connection. This architecture allows seamless management and deployment of
containers across different environments. See fig. 5.4.2.
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Fig. 5.4.2 Docker Operation

Docker provides severalfeore components that work together to manage containers
efficiently. The Docker Command-Line Interface (CLI) serves as the primary way for
users to interact with Docker, allowing them to execute commands such as creating,
building, running, and pulling containers with simple instructions. Behind the scenes,
the Docker REST API acts as an HTTP-based communication layer that enables the
CLI and other tools to send requests to the Docker Daemon programmatically. The
Docker Daemon is the central service that handles all Docker operations by managing
images, containers, networks, and volumes. Supporting these components is the high-
level runtime, which controls the complete container lifecycle by performing actions
such as creating, starting, stopping, and removing containers, ensuring smooth and
consistent container management.

5.4.2.4 Components of Docker

Docker is made up of several essential components that work together to create, manage,
and distribute containers efficiently.
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¢ Docker Engine is the core component of Docker. It includes the Docker
daemon, which is responsible for building, running, and managing containers
on the host system.

¢ Dockerfile is a configuration file that defines the step-by-step instructions
required to build a Docker image. It automates the image creation process
and ensures consistency.

¢ Docker Image is a read-only blueprint used to create containers. It contains
the application code along with all required libraries, dependencies, and
configurations needed to run the application consistently across environments.

¢ Docker Registry is a centralized storage and distribution system for
Docker images. It supports both public and private repositories, allowing
organizations to securely store and manage their container images.

a. Docker Engine

The Docker Engine is the central component that powers Doc
to run on a system. It operates on a client-server arc
execution, and administration of Docker containers.:. Ehe Docker Engine Daemon,
known as dockerd, runs in the background ili
Docker objects such as images, container
Docker Client, accessed via the docker CLL,
API, providing the interface where Dock
active containers. See fig. 5.4.3.
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Fig. 5.4.3 Docker Engine
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Docker Engine Functionality

The Docker Engine is essential for building Docker images and running containers.

¢ Server (Daemon): The server, also called the Docker daemon, is responsible
for creating, running, and managing Docker images, containers, networks,
and volumes. It runs as a background process which executes these container
operations. Communication between the client and daemon is facilitated
through the REST API. In essence, the Docker Engine serves as the runtime
environment that enables containerization by linking the client and daemon,
allowing efficient creation and management of containers.

¢ RESTAPI: The REST API defines how applications and clients communicate
with the Docker server, allowing instructions to be sent and executed.

¢ Client (CLI): The Docker Client is a command-line interface (CLI) that
enables users to interact with Docker by executing commands, sending
requests to the server for container management tasksalt sends commands,
such as docker build or docker run, to the Docker Daemon.

Docker Engine is the core software that runs and manages containers. It operates on a
client-server architecture and consists of three primary components:

b. Dockerfile

A Dockerfile is a text file written in a Domain Specifi¢ Language (DSL) that contains
instructions to create a Docker image. It definesithe steps required to assemble an image
in a structured order, as the Docker Daémon executes commands sequentially from
top to bottom. Essentially, the Dockerfile acts as the source code of the Docker image,
providing all the necessary instructions té build it. When executed, the Dockerfile
allows the Docker Ddemon to generatesd complete image, ready to be instantiated as a

container.
—————— N N
Build Run
D?:ﬁker . — Docker
1 Container
Docker
Image

Fig. 5.4.4 Docker file, Docker Image and Docker Container

¢. Docker Image

A Docker Image is a layered file that contains all the instructions required to build and
run a Docker container. It serves as a complete, executable package that includes the
application code, runtime, libraries, environment variables, and configuration settings
necessary for execution. See fig. 5.4.4.
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How It Works:
¢ The image defines the blueprint for creating a container.
¢ It specifies the software components to be installed and their configurations.
¢ When the image is executed, it launches a Docker Container.
Relation to Containers:
¢ Docker Image: Acts as a static, read-only blueprint.

¢ Docker Container: The dynamic, running instance of that image, capable
of executing tasks.

Docker Container

A Docker Container is a lightweight, executable instance of a Docker Image. It
encapsulates the application code along with all its dependen€ies and runs in an isolated
environment, ensuring that the application behaves consistently across different
platforms, whether on a developer’s machine, a testifig server, or mproduction.

How It Works:
¢ A container is launched when a Docker Image‘is\executed.

¢ It runs as a separate process on the host system while sharing the host’s
operating system kernel.

¢ Multiple containers can operategimultaneously on the same machine without
interfering with one another.

¢ Example: Ranning an UbuntwrImage with NGINX using the docker run
command c¢reates aContainer where NGINX runs on Ubuntu.

Relation to Images:
¢ Docker Image: Serves as a static blueprint (read-only).

¢ Docker Container: Represents a live, running instance of that blueprint
(dynamic and executable). See fig. 5.4.4.

d. Docker Registry/Hub

Docker Hub is a cloud-based repository service that allows users to store, share, and
manage Docker container images. Users can push their Docker images to Docker Hub
and pull images from it anytime and from anywhere over the internet, enabling easy
access and distribution of containerized applications. See fig. 5.4.5.
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images. It allows
users to store images in either public or private istri ing sharing and

’ is an open-source
as a storage hub where
ed) as needed. To effectively
a fundamental understanding
of Docker. Next, we will explor: iremefts for using Docker.

platform available for all major operating
images can be uploaded (pushed) and dow

t workflows, largely due to its set of essential

commands. Some Docker commands include:

¢ Docker Run: Launch
runtime options

container from a Docker image while specifying
mmands.

¢ Docker Pull: Retrieves container images from a registry, such as Docker
Hub, to the local system.

¢ Docker ps: Displays all running containers along with key details such as
container ID, image used, and status.

¢ Docker Stop: Gracefully stops running containers, ensuring processes
within them are shut down properly.

¢ Docker Start: Restarts previously stopped containers, resuming operations
from their prior state.

¢ Docker Login: Allows users to log in to a Docker registry, providing access
to private repositories.
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These commands provide developers and DevOps teams with the ability to manage
containers efficiently, ensuring consistent and smooth application deployment.

Docker is available in two editions:

¢ Community Edition (CE): A free, open-source version intended for
individual developers, development teams, and open-source contributors.

¢ Enterprise Edition (EE): A paid version that includes enhanced security
features, certified plugins and images, and professional enterprise support.

5.4.3 Container Orchestration

Container orchestration refers to the automated management of containers across
their entire lifecycle, including deployment, scheduling, scaling, networking, and
monitoring. It ensures that containerized applications run reliably and consistently
across different environments, from development and testing to large-scale production
systems. By automating these tasks, container orchestratiomyremoves the need for
manual intervention and makes it easier to manage complex applieations at scale.

Containers bundle an application with its runtime emwironment into a single, self-
contained unit, making them a cornerstone of €loud-native application development.
However, as organizations deploy hundreds or even thousands of containers across
multiple hosts, manual management becomes impractical. Container orchestration
platforms address this challenge by coordinating how/ €ontainers interact, scale, and
recover from failures. Most modern orchestration selutions are built on Kubernetes,
a widely adopted open-source platformsthat has become the industry standard for
managing containerized workloads efficiently and reliably.

5.4.3.1 Advantages of ContainerOrchestration

Container orchestration.offers significant benefits across software development, cost
management, and security. It accelerates application development by enabling containers
to run reliably across differefit environments, which supports automated workflows
such as Continuous Integration and Continuous Deployment (CI/CD). By automating
build, test, and deployment processes, orchestration platforms align well with DevOps
practices and help teams move applications from development to production faster and
more efficiently.

From a cost perspective, container orchestration optimizes resource usage by
automatically scaling applications up or down based on demand. This ensures that
applications receive adequate resources during peak usage while avoiding unnecessary
consumption during low traffic periods. As a result, organizations can reduce
infrastructure costs and make better use of hybrid and multi-cloud environments.

In terms of security, container orchestration strengthens protection by allowing security
issues to be addressed early during the development and build stages rather than after
deployment. It enables consistent enforcement of security and governance policies
across containers, supports isolation through pods or groups of pods, and provides role-
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based access control (RBAC) to manage user permissions effectively. Together, these
features improve predictability, enhance threat detection, and create a more secure
application environment.

5.4.3.2 Uses of Container Orchestration

Container orchestration is primarily used to automate and coordinate the full lifecycle
management of containers across an infrastructure. It handles the provisioning and
deployment of containers, manages configuration and scheduling decisions, and allocates
system resources efficiently to ensure optimal performance. Orchestration platforms
maintain container availability by monitoring health and automatically restarting or
replacing failed containers. They also enable dynamic scaling by adding or removing
containers based on workload demands, while balancing traffic and routing requests
appropriately. In addition, container orchestration supports continuous monitoring,
adapts application configurations to their runtime environments, and enforces secure
communication between containers, ensuring reliable, scalable, and secure application
operations.

5.4.3.3 Container Orchestration Tools

Container orchestration tools offer a structuredsplatform for managing containers and
microservices efficiently at scale. These téols handle, the“entire container lifecycle,
including deployment, scaling, networking, and monitoring, making them essential for
modern cloud-native applications. Several orchestration solutions are available, with
Kubernetes, Docker Swarm, and Apache Mesos being@mong the most widely used.

Kubernetes is a prominent @pen-sourc€ container orchestration platform that was
initially created by Google engineers based on their internal experience running large-
scale containerized systems. Im,2015, Google contributed Kubernetes to the Cloud
Native Computing Eéundation (CNEE)ywhere it has since evolved into the industry’s
most widely adopted standardfor container orchestration.

5.4.3.4 How Container Orchestration Tools Work

Container orchestration tools such as Kubernetes operate by using configuration files
written in YAML or JSON format. These files describe how an application should run,
including details about container images, networking setup, logging locations, and
other deployment requirements. The orchestration system reads this configuration to
understand the desired state of the application.

When a container is deployed, the orchestration tool automatically schedules it on an
appropriate host within a cluster by evaluating resource needs, constraints, and policies.
It then manages the entire lifecycle of the container, such as starting, stopping, restarting,
and scaling according to the defined configuration.

Kubernetes also provides well-established design patterns that help developers manage
application configuration, scaling, and lifecycle operations in a consistent and reusable
way. These patterns enable developers to build reliable and scalable container-based
systems.
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Container orchestration tools can be used across different environments, including
on-premises infrastructure as well as public, private, and hybrid cloud platforms,
making them highly flexible for modern application deployment.

5.4.3.5 Kubernetes for container orchestration

Kubernetes simplifies container orchestration by enabling applications to be built as
services that run across multiple containers. It automatically schedules containers
within a cluster, scales them based on demand, and continuously monitors their health
to ensure reliable operation. By removing much of the manual effort involved in
deploying, managing, and scaling containerized applications, Kubernetes allows teams
to efficiently manage clusters of physical or virtual machines running Linux containers.
It provides a robust platform for operating container-based infrastructure in production,
whether deployed on public, private, or hybrid cloud environments. This makes
Kubernetes especially well suited for cloud-native applications that require flexibility,
high availability, and rapid scaling. Additionally, Kubernetes supports workload
portability and load balancing, allowing applications to beymoved or redistributed
across environments without the need for major redesigns.

Main Components of Kubernetes :

¢ Cluster: A Kubernetes cluster consists of a‘control plan€ along with one or
more worker machines, called nodes, that run containerized applications.

¢ Control Plane: This is the central management/layer that directs the cluster.
It makes decisions abouts€heduling, menitors§ the cluster state, and assigns
tasks to nodes.

¢ Kubelet: Kubelet is an agent that runs on each node. It reads the container
specifications and €nsuresithat thefrequired containers are created, running,
and healthyy

¢ Pod: A podisithe smallest deployable unit in Kubernetes. It contains one or
more containers that min together on the same node and share networking
details such as TP“address, hostname, and inter-process communication
resources. See fig. 5.4.6.
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5.4.3.6 Know the details of Kubernetes

The rapid integration of technology.into nearly every aspect of modern life has created
an enormous demand for software. Organizations that develop, deliver, or rely on
software face immense pressure to innovate,and standardize processes. This demand
has transformed how software is developed, deployed, and maintained. To understand
this evolution, considermthe amalogy offshipping containers: just as standardized
shipping containerséenable efficient tfansport across different vehicles and companies
worldwide, modern software systems rely on modular, self-contained components to
streamline development and deployment.

Assoftware grows in compleXity, it is increasingly broken down into smaller components,
often referred to as microservices. Each microservice must be packaged, deployed, and
managed independently, while still communicating with other components to form a
complete application. Containers provide the ideal environment for these components,
allowing multiple services to run on the same machine while maintaining isolation, as
if each were the only process running.

However, unlike shipping containers that operate independently, software components
often depend on interactions with other services to function correctly. This
interdependence creates the need for container orchestration. Container orchestration
provides mechanisms to deploy, manage, scale, and maintain multiple interdependent
containers efficiently. For example, an API service may need to interact with business
logic services, which in turn access databases. Kubernetes addresses these challenges
by coordinating container deployment, scaling, networking, and inter-service
communication, ensuring that all parts of a distributed application work seamlessly

together.
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Kubernetes enables organizations to manage complex software systems built from
modular, containerized components, allowing for efficient development, deployment,
and scaling while maintaining system reliability.

Containers isolate logically distinct software components, allowing each to be built,
deployed, maintained, managed, and scaled independently without negatively impacting
other parts of the system. Container orchestration, on the other hand, defines how these
containers interact, communicate, and integrate to form a high-performing, manageable,
reliable, and scalable system. Currently, Docker is the dominant force in container
technology and adoption. While alternative solutions exist, Docker’s influence is so
strong that containers are almost universally associated with Docker. Although other
players serve niche use cases and early efforts toward standardization are underway,
Docker’s file format has become the de facto standard, and Docker repositories remain
the primary method for hosting and sharing container versions between developers and
systems, including orchestration platforms like Kubernetes.
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Fig. 5.4.7 Kubernetes - Container orchestration

Container orchestration is a relatively new and rapidly evolving field, emerging
alongside the rise of container technology. Among the available solutions, Kubernetes
has become highly advanced and widely adopted. With major industry players,
including Amazon Web Services, supporting Kubernetes, it has gained strong backing
from the cloud computing community through the Cloud Native Computing Foundation
(CNCF), the governing body for Kubernetes. Over time, Kubernetes has effectively
become the industry’s de facto standard for container orchestration. Even Docker, which
initially promoted its own orchestration tool Docker Swarm, now supports Kubernetes-
style configuration and workflows, further cementing Kubernetes’ dominance. While
containerization transformed how software is developed and packaged, container
orchestration is revolutionizing how these containers are deployed, coordinated, and
integrated into larger, functional systems. See fig. 5.4.7.
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Recap
¢ Containers package an application with all its dependencies into a single
unit, ensuring it runs consistently across different environments.

¢ Containers share the host OS kernel, making them lightweight and fast to
start compared to virtual machines.

¢ Docker is an open-source platform that simplifies creating, deploying, and
managing containers.

¢ Docker ensures environment consistency by allowing applications to run the
same across development, testing, and production.

¢ Docker containers start quickly and use system resources efficiently.

¢ Docker supports versioning of applications and énvironments for easier
debugging and rollback.

¢ Docker architecture follows a client-server madel, including Docker Client,
Docker Daemon, Docker Engine, Docker Images, Containers, and Registry.

¢ Dockerfiles define instructions to build Docker images automatically.

¢ Docker Images are read-only blueprints that ¢ontain all necessary code,
libraries, and configurations.

¢ Docker Containers arg live, executable instances of Docker Images, running
in isolated environments.

¢ Docker Registry/Hub storesiand distributes Docker Images for easy access
and sharing.

¢ Container orchestration’ automates deployment, scaling, networking, and
monitoring of contaifiers.

¢ Kubernetes is the most widely used container orchestration tool, managing
clusters, scaling, and container health.

¢ Kubernetes components include Cluster, Control Plane, Kubelet, and Pods,
enabling reliable and scalable container management.

¢ Container orchestration improves development speed, resource efficiency,
security, and allows applications to scale across multiple environments.

o~
e,

@ SGOU - SLM - BCA - Introduction to Cloud Computing m




Objective Type Questions
1. What technology packages an application with all its dependencies for
consistent deployment?

2. Which Docker component defines the step-by-step instructions to create an
image?

3. What is a running instance of a Docker image called?

4. Which Docker component acts as a centralized storage and distribution
system for images?

5. Which architecture does Docker follow for its operation?

volumes?
8. What is the read-only template used

9. Which Docker edition is free and

13. In Kubernetes, what i
containers?

e smallest deployable unit containing one or more

14. Which Kubernetes component runs on nodes and ensures containers are
healthy and running?
15. What central layer in Kubernetes manages scheduling, cluster state, and task

assignment?

Answers to Objective Type Questions

1. Container

2. Dockerfile
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10.

I1.

12.

13.

14.

15.

Container

Registry

Client-server

CLI

Daemon

Image

CE (Docker Community Edition)
EE (Docker Enterprise / Docker Business)
Orchestration

Kubernetes

Pod

Kubelet

Control-plane

Assignments
1. Explain th s and how they solve the “works on my
machine”
2. What are the key features of containers that make them lightweight, portable,

and secure?
Define Docker and discuss its importance in modern software development.
Describe the main components of Docker architecture and their functions.

Compare Docker containers with virtual machines in terms of OS usage,
performance, and security.

What is container orchestration, and why is it necessary for managing
containers at scale?

List and explain the advantages of using container orchestration in software
deployment.

Explain Kubernetes and describe its main components and their roles in
container orchestration.
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Fundamentals of Mobile
Cloud Computing

Learning Qutcomes

After completion of this unit, the learner will be able to:

¢ understand the fundamentals of Mobile Cloud Computing and its role in
integrating mobile devices with cloud services

¢ identify the key benefits and characteristics of M@bile Cloud Computing
applications

¢ explain the working model, architecture,“and types of Mobile Cloud
Computing applications

¢ make aware of the advantages amd challenges associated with adopting
Mobile Cloud Computing in real-world scenarios

Prerequisites

In today’s digital worldimobileidevices suich as smartphones and tablets are widely
used for communigation, work, and entertainment, but they have limited processing
power, storage, and batterydife. Users expect mobile applications to be fast, feature-rich,
and available anytime'and anywhere. For example, consider a navigation application
like Google Maps, which must process large amounts of data, provide real-time traffic
updates, and store detailed maps. Performing all these tasks only on a mobile device
would quickly drain the battery and exceed its hardware capabilities. Mobile Cloud
Computing addresses this problem by shifting heavy data processing and storage to
powerful cloud servers. Through MCC, the mobile device acts mainly as an interface,
while complex computations occur in the cloud. This allows applications such as online
video streaming, mobile gaming, and cloud-based document editing to run smoothly on
smartphones. MCC also enables users to access the same data across multiple devices
without manual synchronization. Businesses benefit by reducing the need for high-end
mobile hardware and local infrastructure. Developers can build advanced applications
without being restricted by device limitations. Overall, Mobile Cloud Computing is
needed to overcome the constraints of mobile devices while delivering rich, scalable,
and reliable mobile services.
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Discussion
6.1.1 Mobile Cloud Computing

Mobile Cloud Computing (MCC) is the convergence of mobile computing, cloud
computing, and wireless networking. It allows mobile devices to leverage robust
computing power, storage, and services hosted in the cloud instead of depending entirely
on their own hardware. In MCC, data processing and storage are handled remotely,
enabling complex applications to run smoothly and efficiently on smartphones, tablets,
and other mobile devices.

6.1.1.1 Key Benefits of Mobile Cloud Computing

Mobile Cloud Computing (MCC) combines the capabilities of mobile devices with the
powerful infrastructure of cloud computing. Thi§intégration provides several advantages
that improve the performance, efficiency, and usability ef mobile applications.

1. Extended Battery Life:

Mobile devices usually have limited battery capaeitysand running complex applications
can quickly drain their power. In mobile cloud computing, heavy computational
tasks are transferred from the mobiledevice to cloud servers. This process, known as
computation offloading, reducesithe worklgad on the mobile device and helps conserve
battery power. As a x@sult, the device.ean operate for a longer period between charges.
For example, when a useratifis,a mobile application that processes large images or
performs data analysisyithe processing can be handled by cloud servers instead of the
smartphone itself, allowing theddevice to use less energy.

2. Enhanced Storage and Processing:

Mobile devices typically have limited storage space and processing capability
compared to computers or servers. Mobile cloud computing overcomes this limitation
by allowing users to store data and perform complex processing tasks on cloud servers.
This provides access to large storage capacity and powerful computing resources
without requiring high end mobile hardware. For instance, a user can store thousands
of photos, videos, or documents in cloud storage and access them through a smartphone
without occupying the device’s internal memory.

3. Improved Data Synchronization:

Another important benefit of mobile cloud computing is the ability to synchronize data
across multiple devices. When data is stored in the cloud, it can be automatically updated
and accessed from different devices such as smartphones, tablets, and computers. This
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ensures that users always have the latest version of their files regardless of the device
they are using. For example, a student may start writing a report on a laptop and later
continue editing the same document on a smartphone, with all changes automatically
synchronized through the cloud.

4. High Reliability and Scalability:

Cloud infrastructure is designed to provide reliable services and handle varying
workloads efficiently. Mobile cloud computing applications can easily scale up or down
depending on the number of users or the volume of data being processed. This ensures
that the applications remain stable even when there is a sudden increase in demand. For
example, during a major online event or festival sale, a mobile shopping application may
experience a large number of users at the same time. Cloud resources can automatically
expand to manage the increased traffic without slowing down the service.

5. Simplified Integration:

Cloud platforms provide various tools and frameworKkshthat make it easier for
developers to integrate mobile applications with other services‘and systems. These may
include databases, authentication systems, analytics teols, and communication services.
This simplifies the development and deployment of'mobile applications and allows
organizations to build more advanced solutions,quiekly. Forexample, a mobile banking
application can easily connect to cloud based security Systems, payment gateways, and
customer databases to provide secure and/efficient finangial services to users.

Mobile cloud computing improves the functienality and performance of mobile devices
by extending battery life, providifg powerful storageiand processing resources, ensuring
smooth data synchronization foffering r€liable and scalable services, and simplifying
application integration. These benefits make mobile cloud computing an essential
technology for modern.mobile@pplications and digital services.

6.1.1.2 Characteristics, @f Mobile Cloud Computing Application

Mobile cloud computing applications combine the advantages of mobile technology
and cloud infrastructure gogprovide flexible, efficient, and scalable services to users.
These applications have several important characteristics that enable them to deliver
powerful computing capabilities through mobile devices.

1. Cloud Infrastructure:

Cloud infrastructure forms the foundation of mobile cloud computing applications. It
refers to the collection of hardware and software resources such as servers, storage
systems, networking components, and virtualization technologies that are used to store
and process data in remote data centers. Instead of storing large amounts of data on a
mobile device, the data is stored securely in the cloud and accessed through the internet.
This allows users to use complex applications without depending heavily on their
device’s hardware. For example, photo storage services store images on cloud servers
so that users can access their photos from any device without filling up the storage
space of their smartphones.
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2. Data Cache:

Data caching is an important feature that improves the speed and efficiency of mobile
cloud applications. In this approach, frequently accessed data is temporarily stored
locally on the mobile device. When the user requests the same data again, it can be
retrieved quickly from the local cache instead of downloading it again from the cloud
server. This reduces network traffic and improves application performance. For example,
when a user opens a mobile map application, certain map areas may be stored locally on
the device so that they can load faster the next time the user views the same location.

3. User Accommodation:

Mobile cloud computing applications are designed to support a wide range of user
requirements and preferences. Different users may need different features, levels of
access, or personalized services. Cloud based systems allow developers to design
applications that can adapt to these varying needs. For instance, in a cloud based
learning platform, students, teachers, and administrators may have different types of
access and functionalities. Students may access study materials,and assignments, while
teachers may upload lecture notes and evaluate student performance.

4. Easy Access:

Another important characteristic of mobile’ cloud applications 1s their accessibility.
These applications can be accessed from yarious devices such as smartphones, tablets,
laptops, or desktop computers. As long as the user has an internet connection, the same
cloud based service can be used from different platforms. For example, a person may
upload documents using a laptep at home andilater view or edit the same files on a
smartphone while traveling.

5. Access to a Wide Range of Services:

Mobile cloud applications provide users with access to many advanced services that
would normally require powerful computing systems. Through the cloud, users can
utilize services such‘as'online storage, multimedia streaming, data processing, artificial
intelligence tools, and collaboration platforms. For example, a user can store documents
online, edit them througha cloud based office application, and share them instantly
with colleagues through a mobile device. This capability expands the functionality of
mobile devices and enables them to perform tasks that would otherwise require high
performance computers.

Mobile cloud computing applications are characterized by strong cloud infrastructure,
efficient data management through caching, adaptability to different user needs, easy
access across devices, and the ability to deliver a wide range of cloud based services.
These characteristics make mobile cloud computing an important technology for
modern digital communication and information access.

6.1.2 How Mobile Cloud Computing Works

Mobile Cloud Computing (MCC) applications primarily operate on remote data
centers managed by third-party providers. In this model, data storage, processing,
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and computational tasks are handled in the cloud instead of on the mobile device.
The backend infrastructure ensures uptime, security, and integration while supporting
multiple access methods and device types.

MCC applications function efficiently online and require only occasional updates.
Since the majority of processing occurs in the cloud, these apps do not need permanent
installation on the device, using minimal local storage. This architecture allows MCC
applications to offer performance and functionality comparable to desktop software
while retaining the portability and flexibility of web-based applications.

6.1.2.1 Mobile Cloud Computing Architecture

Mobile Cloud Computing (MCC) architecture represents the integration of mobile
computing, cloud computing, and wireless communication networks to deliver powerful
computing capabilities to mobile users. In this model, mobile devices act primarily as
access points, while data storage, processing, and computation are performed in the
cloud rather than on the device itself. By offloading resour€e-intensive tasks to cloud
servers, MCC enables advanced and feature-rich mobile applications to run efficiently
across a wide range of smartphones and tablets. This, architecture significantly extends
battery life by reducing local processing, enhances storage capacity and computing
power through cloud resources, and ensures_seamlessdata synehronization using a
“store once, access anywhere” approach.Additionally, MCC improves application
reliability and scalability by leveraging the cloud’s elastic infrastructure and simplifies
integration with various services and platforms, making it a flexible and efficient
solution for modern mobile applications. Seefig. 6.1.1

_ Servers and
_ | Database

Mobile -
Application
ry

v
Mobhile ]
Devices

Fig. 6.1.1 Mobile Cloud Computing Architecture

Factors Driving the Adoption of Mobile Cloud Computing

The adoption of Mobile Cloud Computing (MCC) is strongly influenced by changing
user expectations and technological advancements. Modern users demand the ability to
access applications and services anytime and from anywhere, making convenience and
mobility essential. MCC fulfills this need by allowing users to work productively even
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while traveling or away from traditional work environments. Another key factor is the
expansion and improvement of broadband connectivity. Technologies such as 3G, 4G,
Wi-Fi, and femtocells have significantly enhanced network coverage and reliability,
enabling smoother access to cloud services on mobile devices. In addition, several
enabling technologies are accelerating MCC adoption, including HTMLS5 and CSS3
for rich web-based interfaces, mobile hypervisors for efficient resource management,
cloudlets for low-latency processing, and the evolution toward Web 4.0. Together, these
factors make mobile cloud solutions more powerful, accessible, and appealing across
industries.

Mobile cloud computing applications are built on a robust cloud infrastructure that
serves as the backbone for storing, managing, and processing data efficiently. These
applications often support local data caching, allowing frequently accessed information
to be temporarily stored on the device to improve performance and reduce latency.
They are designed to accommodate diverse user needs by offering flexibility and
customization during application development. Another key characteristic is easy
accessibility, as mobile cloud applications can be seamlesslyaecessed from both mobile
devices and desktop systems. In addition, cloud-based applications enable users to take
advantage of a wide range of new and advanced services that would be difficult to
support using only the limited resources of mobile deviees.

6.1.2.2 Mobile Cloud Computing Applications

Mobile Cloud Computing (MCC) applications can be broadly classified into two closely
related categories, as explained below.

1. Mobile Cloud Applications:

A mobile cloud application follows a model in which both data processing and data
storage are performedfin the cloud, whilé the mobile device serves primarily as the
presentation interface. To access such applications, a reliable internet connection and a
mobile device capable offunninga web browser or installable application are required.
This model allows smartphones to effectively leverage cloud technologies with the
following characteristics:

¢ The smartphone operates on a clearly identifiable operating system.

¢ [t supports advanced communication features such as video calling and
conferencing.

¢ The device has the capability to install and run applications.
¢ Built-in messaging functionalities are available.

¢ Astable, continuous, and reliable internet connection is essential for seamless
operation.

2. Mobile Web Services:

Mobile Web Services involve mobile devices accessing web-based services, which
often results in higher network traffic consumption. This can introduce challenges
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such as differences in screen resolution and display details when compared to desktop
systems. To effectively use any web service, the mobile device must understand how
the service is accessed and be able to transmit relevant information about the user and
the device state. Technologies that enable Mobile Web Services include:

¢ Support for standard web-service systems.
¢ Integration with built-in external services.
¢ Compatibility with REST protocols.

¢ Support for XML-RPC protocols.

¢ Mechanisms to authenticate users and validate their roles.

Mobile Cloud Computing offers several significant benefits for businesses, users, and
service providers. By shifting storage and processing tasks to the cloud, organizations
can reduce infrastructure and maintenance costs, leading €0,substantial savings. The
portability of mobile cloud solutions allows employees and usets to work anytime and
anywhere, improving productivity and operational efficiency. Cloud consumers gain
access to advanced features and services on their mobile devices that would otherwise
require powerful local hardware. For developess, mobile cloudweb services open
opportunities to reach a wider global audience across multipléplatforms with minimal
deployment effort. Additionally, the growing adoption of Mobile Cloud Computing
encourages more network providers to participate in this gcosystem, leading to improved
connectivity, innovation, and expanded serviee offerings.

6.1.3 Advantages of MobileyCloud Computing

Mobile cloud computing combines the mobility of portable devices with the powerful
resources of cloud computing. This, integfation offers several advantages that improve
accessibility, efficiéncy, and preductivity for both individuals and organizations.

1. Anywhere, Anytime Access:

One of the most important'advantages of mobile cloud computing is that users can
access applications, files, and services from any location at any time, provided they
have an internet enabled mobile device. This enables true mobility and allows users to
stay connected even when they are away from their workplace. For example, a sales
representative traveling to meet clients can access customer records, product catalogs,
and sales reports directly from a smartphone or tablet through cloud services. This
ensures that important information is always available when needed.

2. Reduced Dependence on Device Hardware:

Mobile devices often have limited storage capacity and processing power compared
to desktop computers. Mobile cloud computing reduces this limitation by performing
most data processing and storage operations on remote cloud servers rather than on the
device itself. As a result, mobile devices can run complex applications without needing
powerful hardware. For instance, a student using a tablet can work on a large document
stored in cloud storage without worrying about the device’s storage limitations.
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3. Cost Efficiency:

Mobile cloud computing helps organizations and individuals reduce expenses related
to purchasing and maintaining expensive hardware and software. Cloud services are
usually provided through a pay as you use or subscription model, meaning users only
pay for the resources they actually use. For example, a small startup company can use
cloud based business applications instead of purchasing costly servers and software
licenses, thereby reducing initial investment and operational costs.

4. Support for Remote Work:

With mobile cloud computing, employees can work from different locations without
needing to carry physical storage devices or access office computers. As long as they
have a mobile device and internet connectivity, they can access business systems,
documents, and applications. For example, a project manager working from home can
review project files stored in the cloud and communicate with team members using a
smartphone or laptop.

5. Improved Collaboration:

Cloud platforms enable multiple users to work “on, shared files and applications
simultaneously, regardless of their physical location. This, greatly /improves teamwork
and communication among individuals working in different plaees. For example, a team
of researchers located in different cities can collaborate'on the same online document,
update information in real time, and instantly see each other’s changes through a cloud
based collaboration tool.

6. Scalability:

Mobile cloud computing allows organizations to easily increase or decrease computing
resources based on demand. If'additional storage or processing power is needed, it can
be quickly added without installing new hardware. For instance, an online shopping
application may experience high traffic during a festival season. Cloud services can
automatically increase server capacity to handle the increased number of mobile users.

7. Simplified Maintenanee:

Cloud service providers are responsible for maintaining the infrastructure, performing
system updates, and ensuring regular data backups. This reduces the technical workload
for organizations and individual users, allowing them to focus on their primary tasks
instead of managing IT systems. For example, when a cloud based mobile application
receives a software update, the service provider automatically updates the system
without requiring users to install updates manually.

8. Enhanced Productivity:

Mobile cloud computing provides quick access to various online tools such as file
sharing platforms, messaging services, and video conferencing applications. These
tools help users complete tasks efficiently and communicate easily with others. For
example, employees can participate in virtual meetings, share documents, and update
project tasks through mobile devices, allowing them to remain productive even while
traveling.
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9. Predictable Expenses:

Most cloud services follow a subscription based pricing structure. This allows
organizations to plan and manage their budgets more effectively because the costs are
predictable and transparent. For example, a company subscribing to a cloud storage
service may pay a fixed monthly fee for a specific amount of storage, making financial
planning easier.

10. Device Flexibility:

Another advantage of mobile cloud computing is that users can switch between different
devices without losing access to their data or applications. Since the information is
stored in the cloud rather than on a specific device, it can be accessed from smartphones,
tablets, or computers. For example, a user may begin editing a document on a smartphone
and later continue working on the same document from a laptop, with all changes
automatically synchronized through the cloud.

Mobile cloud computing enhances flexibility, accessibility, and efficiency by
combining the mobility of portable devices with the powerful eomputing capabilities
of cloud infrastructure. This technology supports medern digital lifestyles and enables
organizations to operate more effectively in a connected,world.

6.1.4 Difference Between Cloud Computing and
Mobile Cloud Computing

Cloud computing and mobile cletid computing, aresclosely related technologies that
support modern digital servigés. Both #€ly on internet based resources and remote
servers to provide computing power, storage, and applications to users. However, mobile
cloud computing extends the concept of cloud computing by integrating cloud services
with mobile devices@uch as smattphonés and tablets. Understanding the differences
between these twoltechnologies helps explain how they support different computing
environments and usermnéeds.

Cloud computing is a modeldn which computing resources such as servers, storage
systems, software applications, databases, and networking services are delivered
through the internet. These services are usually provided on a pay as you use basis,
allowing organizations and individuals to access powerful computing resources without
investing in expensive hardware or infrastructure. In cloud computing, the infrastructure
is mainly centralized, meaning that the data and applications are stored and managed
in large data centers maintained by service providers. Users can access these services
from different devices, including desktop computers, laptops, tablets, and smartphones,
as long as they have a stable internet connection. For example, businesses may use
cloud platforms to host websites, develop software, store large volumes of data, or
perform advanced data analysis.

Mobile cloud computing is an advanced extension of cloud computing that specifically
focuses on mobile users and mobile devices. It combines the capabilities of cloud
computing with the portability and connectivity of mobile technology. In mobile
cloud computing, mobile devices connect to cloud servers through wireless networks,

. SGOU - SLM - BCA - Introduction to Cloud Computing @



allowing users to access powerful computing services without relying entirely on
the limited processing power or storage capacity of their devices. Unlike traditional
cloud computing, mobile cloud computing may use both centralized and distributed
infrastructure to deliver services efficiently to mobile devices. For example, some
processing tasks may be handled by nearby servers or distributed systems to reduce
latency and improve performance.

Another important difference lies in mobility. While cloud computing services can be
accessed from any internet enabled device, they are not specifically designed for mobile
environments. In contrast, mobile cloud computing is optimized for mobile devices and
considers factors such as device limitations, battery usage, and mobility. Mobile cloud
applications are designed to function smoothly on smartphones and tablets while users
move between different locations.

Network connectivity also plays a role in distinguishing the two technologies. Cloud
computing generally requires a reliable and high speed internet connection to ensure
smooth access to remote resources. Mobile cloud computing, however, is designed
to operate even in environments where network connectivity may be unstable or
bandwidth may be limited. It uses wireless communication technologies such as mobile
data networks and WiF1i to support continuous access to,cloud services.

The applications of these technologies also differinfocus. €loud computing is widely
used for services such as data storage, web hosting, enterprise software development,
and large scale data processing. Mobile cloud computing, on the other hand, supports
applications that are specifically designed for mobile environments, including mobile
application development, mobilegaming, locatien based services, and enterprise mobile
solutions used by employees who work zémotely or travel frequently.

In summary, cloud computing provides/ powerful computing resources through
centralized internet baséd infrastructure, while mobile cloud computing extends these
services to mobile devices by combiing cloud technology with mobile communication
networks. Together, thesedtechnologies enable users to access information and services
anytime and anywhere, supporting the growing demand for flexible and mobile digital
solutions.
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Recap

¢ Mobile Cloud Computing (MCC) integrates mobile computing, cloud
computing, and wireless networking to enhance mobile device capabilities.

¢ MCC allows mobile devices to offload storage and processing tasks to cloud
servers, enabling complex applications to run efficiently.

¢ Key benefits of MCC include extended battery life, improved storage and
processing, seamless data synchronization, high reliability, and simplified
integration.

¢ MCC applications operate primarily on remote data centers, requiring only
minimal local storage on mobile devices.

¢ Mobile Cloud Applications perform all processing, and storage in the cloud,
with the device acting mainly as a presentation layer:

¢ Mobile Web Services enable mobile devices to access web-based services, often
involving higher network usage and requiring'deyice compatibility.

¢ Enabling technologies for Mobile Wéb Services include’RESTful APIs, XML-
RPC protocols, user authentication, and role-based access management.

¢ MCC reduces costs for businesses'by minimizing hardware and infrastructure
requirements.

¢ Portability of mobile cloud applications allows users to access services anytime,
anywhere, improving productivity.

¢ Developersgbenefit from MCC by reaching wider markets and deploying
applications fastegwithout platform-specific constraints.

¢ MCC fosters collaboration and innovation, encouraging network providers to
offer better services'and connectivity.

¢ MCC architecture leverages cloud servers for computation, storage, and
processing while mobile devices primarily serve as access points.

¢ Adoption of MCC is driven by user expectations for mobility, improved
broadband connectivity, and enabling technologies like HTMLS5, cloudlets, and
mobile hypervisors.

¢ MCC applications support local caching, accommodate diverse user needs, and
are accessible from both mobile and desktop devices, ensuring efficient and
flexible operation.
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Objective Type Questions

1. What does MCC stand for in computing?

2. Mobile Cloud Computing is a combination of mobile computing, cloud
computing, and which type of networking?

3. In MCC, where is most data processing performed?

4. Offloading computation to the cloud helps in extending what aspect of
mobile devices?

5. Which feature of MCC allows data to be accessed from multiple devices
consistently?

6. What type of infrastructure forms the backbone of m@bile cloud applications?

communication?

10. Which algorithm catego

platforms in MCC?
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Answers to Objective Type Questions

1. MobileCloudComputing

2. Wireless

3. Cloud

4. Battery

5. Synchronization

6. Cloud

7. Remote

8. Presentation

9. REST

10. Protocol

11. CostSaving

12. Bandwidth

13. Energy

14. IRNA
Assignments

. Explain th
integrates comp
enhance mobile appli

bile Cloud Computing (MCC) and discuss how it
g, cloud computing, and wireless networking to
n performance.

. Describe the key benefits of Mobile Cloud Computing and explain how
MCC improves battery life, storage capacity, scalability, and application
reliability.

. Discuss the main characteristics of Mobile Cloud Computing applications
and analyze how these characteristics support flexible and efficient mobile
app development.

. Explain the working of Mobile Cloud Computing in detail, highlighting
the role of remote data centers, third-party service providers, and backend
infrastructure.

. Differentiate between Mobile Cloud Applications and Mobile Web Services,

explaining their architecture, requirements, and use cases.
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6. Analyze the major benefits of Mobile Cloud Computing for businesses,
developers, and end users, with suitable examples.

7. Explain the architecture of Mobile Cloud Computing and examine the
factors driving its adoption, such as improved connectivity, user demand,
and enabling technologies.
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Challenges in Mobile and
Cloud Computing

Learning OQutcomes

After completion of this unit, the learner will be able to:

¢ explain the major challenges faced by mobile devices when interacting with
cloud environments

¢ cexplain how network limitations, latency, and battery constraints affect
mobile cloud performance

¢ describe the key issues the cloud encounters While supporting large numbers
of mobile users

¢ identify the importance of securityprivacy, andilegal compliance in Mobile
Cloud Computing

Prerequisites

You already have a_basic understanding of Mobile Cloud Computing from the
previous unit, including its need, feafurcs, and the benefits it offers to mobile users
and organizations. This_foundation helps in understanding why certain difficulties
arise when mobile devices depend heavily on cloud services. In everyday life, mobile
applications such as social media, online banking, cloud storage, and video streaming
are commonly used, and many have experienced slow loading, sudden app interruptions,
battery draining quickly, or weak internet signals affecting performance. These familiar
situations provide a useful starting point for exploring the challenges discussed in this
unit.

When a mobile phone struggles to load a video during travel, or when an online
class buffers due to poor connectivity, it becomes clear that mobile devices and cloud
servers must work together efficiently. This unit builds on what is already known and
explains why such problems occur, how mobile limitations and cloud-side issues affect
performance, and what factors must be addressed to ensure smooth functioning of
cloud-based applications.
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Keywords

Mobile limitations, connectivity issues, cloud scalability, security risks, performance
challenges

Discussion
6.2.1 Mobile Cloud Computing Challenges

In the previous unit, you learned the fundamental ideas of Mobile Cloud Computing,
including what it is, why it is needed, and how it benefits both users and organizations.
After understanding these basic concepts, it is equally important to explore the
difficulties that arise when mobile devices interact with cloud environments. Mobile
Cloud Computing may appear convenient because it shifts heavy processing to the cloud,
but it also introduces several challenges that can affect performance, user satisfaction,
and system reliability. These challenges mainly occur because mobile devices have
limited battery capacity, smaller processors, and depend on wireléss networks that can
change in speed and stability. As a result, issues such'ashigh latency, poor connectivity,
increased energy use, and security concerns become significant.

1. Limited Network Connectivity

One of the most significant challenges in Mobile Cloud Computing is the dependence
on network connectivity. Mobile deviees rely'on wireless networks such as 4G, 5G, or
Wi-Fi to send and receive data from the cloud. However, these networks are not always
stable. When a user moves betweendocations, the signal strength keeps changing,
which affects the speed and quality of communication with the cloud. In rural or remote
areas, connectivity may be weak or unavailable, making cloud-based applications
function slowly orgometimes not at'all. Even in urban locations, network congestion
can occur when many users connect to the same tower, reducing performance. This
instability affects the'smooth functioning of cloud applications and may lead to delays,
interruptions, or failures in essential services.

2. High Latency and Delay

Latency refers to the time taken for data to travel between a mobile device and the cloud
server. Since cloud servers are often located far away, data has to pass through several
network layers, which increases delay. High latency can be particularly problematic for
applications that need real-time responses, such as online gaming, video conferencing,
navigation, and remote healthcare monitoring. When delays occur, users experience
slow responses, lag, or interruptions. Even simple tasks like opening a document or
loading an app may feel slow if the network takes time to communicate with the cloud.
This problem becomes more noticeable when the mobile device is connected to weak
networks or when the cloud server is located in a different region.
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3. Limited Battery Life

Mobile devices operate using batteries that have limited capacity. When applications
rely heavily on the cloud, the device must frequently send and receive data, maintain
network connections, and perform background processing. All these activities consume
a significant amount of power. As a result, the battery drains faster when using cloud-
based services. For example, a cloud-based video editing app or a navigation app that
constantly downloads map details can consume more energy than traditional offline
applications. This challenge becomes important because users expect their devices
to work throughout the day without constant charging. Developers of mobile cloud
applications must therefore design energy-efficient solutions that reduce unnecessary
communication with the cloud.

4. Security and Privacy Concerns

Security and privacy remain major concerns in Mobile Cloud Computing because
data travels through wireless networks and is stored in remete cloud servers. Sensitive
information such as personal details, academic records, finaneial data, or healthcare
reports can become vulnerable if proper protection is not used. Attackers may try to
intercept data transmitted over the network, gain unauthorized access to cloud servers,
or misuse personal information. Privacy risks also arise when usets do not know how
their data is stored, who can access it, or how long itemainssqn the cloud. To address
these challenges, strong encryption, secute authentication, and strict data protection
policies are needed. However, implementing these measures can be complex and may
increase processing overhead on mobile devices.

5. Heterogeneity of Devices/and Platforms

Mobile Cloud Computing involves a wide variety of mobile devices, operating systems,
and hardware configurations. Users may.dccess cloud applications from smartphones,
tablets, or wearabledevices, all.of which have different screen sizes, processing abilities,
and software requirements. Developers must ensure that cloud-based applications work
smoothly across all these deviges. This diversity increases development complexity
because the same cloud servi¢e must adapt to different environments. For example, an
app designed for Android may behave differently on iOS due to variations in system
settings and permissions. Ensuring compatibility and consistent performance across
platforms becomes a challenging task.

6. Bandwidth Limitations

Although modern networks offer high-speed data transfer, bandwidth limitations still
pose challenges. Many cloud applications involve the continuous exchange of large
amounts of data, such as multimedia files, real-time video, or high-resolution images.
When bandwidth is limited, these applications may struggle to perform well. Uploading
or downloading large files becomes slow, and real-time applications may experience
buffering or quality reduction. In addition, mobile users often have limited data plans,
and heavy cloud usage can quickly exhaust their monthly data limit, making cloud-
based services expensive for regular use.
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7. Reliability and Availability Issues

Cloud applications depend heavily on both the mobile network and the cloud service
provider. If either one experiences downtime or failures, users are unable to access their
services. Unexpected outages can occur due to server maintenance, network failures,
software errors, or cyber attacks. This creates reliability issues, especially for critical
applications such as online examinations, telemedicine platforms, and mobile banking.
Ensuring high availability requires robust backup systems, effectiveload balancing, and
comprehensive disaster recovery mechanisms, which can be challenging to design and
manage.

6.2.2 Challenges at the Cloud End

When mobile devices connect to cloud services, a large part of the processing, storage,
and application management happens on the cloud side. The cloud is responsible for
receiving data from users, processing their requests, and sending back the results in real
time. Even though cloud systems are powerful, they face ‘several difficulties because
they must support millions of mobile users who have differentyneeds, locations, and
network conditions. These challenges arise mainly begeause cloud setvers must maintain
high performance, manage huge volumes of data, and'ensure secure access at all times.

1. Scalability Management

Cloud servers must handle a constantly'ehanging number of users. On some days,
very few mobile users may access an application, while on other days the number
may suddenly increase due to eyénts, exams, salesyor announcements. The cloud must
automatically adjust its resoufees such ds processing power, storage, and memory to
support this variation. If the cloud is nét able to scale properly, users may face delays or
application failures. For.example, during university admissions, thousands of students
may try to view the zésults at the same time. If the cloud server hosting the results does
not scale, the website may_erash:

2. High Data Processing Load

Mobile applications generate huge amounts of data, including pictures, videos, location
updates, and app usage records. The cloud must receive, store, and process all this
information continuously. Managing this heavy workload requires powerful servers
and efficient data-handling mechanisms. When the processing load is too high, the
cloud may respond slowly, affecting user experience. For example, a fitness-tracking
app may collect data every second from millions of users worldwide. The cloud server
must process all this data to generate real-time insights.

3. Network Traffic Management

Cloud systems must manage large volumes of network traffic from mobile devices
connected through different networks with varying speeds. If too many requests arrive
at the same time, the cloud may struggle to respond quickly. Designing the network to
handle traffic peaks is a major challenge, especially for global applications used across
different regions. For example, a mobile game with millions of players sends constant
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requests to the cloud. If the network traffic becomes too heavy, players may experience
lag.

4. Ensuring Data Security and Privacy

Cloud servers store sensitive information from mobile devices, such as personal
details, financial information, and health records. Protecting this data from hacking,
unauthorized access, and misuse is a major responsibility. The cloud must implement
strong security measures like encryption, access control, and secure data transmission.
Maintaining privacy laws for different regions also adds complexity. For example, an
online banking app stores account details on the cloud. If the cloud security is weak,
hackers can steal customer data.

5. Managing Distributed Architecture

Large cloud systems are not located in a single place. They are distributed across many
data centers in different countries. Coordinating these distributed systems and ensuring
that data is synchronized across all locations is highly complex. If coordination fails,
users may see outdated information or face unexpected errors. For example, a social
media post uploaded in India should appear instantly for a user in the US. This requires
very fast synchronization between cloud data centers.

6. Energy Consumption of Data Centers

Cloud servers run continuously 24/7 and consume huge amounts of energy for operation
and cooling. Managing this energy usage is a challenge because high energy consumption
increases costs and affects the efivironment. Cloudproviders must constantly find ways
to reduce energy usage whil¢ maintaiding performance. For example, A data center
supporting video streaming may handle millions of requests, requiring thousands of
servers running non-stop, which increases‘electricity consumption.

7. Fault Tolerance and Service Availability

The cloud must ensure that sérvices are always available, even if a server fails, a
network breaks, or a datafeenter goes offline. Building a cloud system that can continue
functioning despite failures is technically challenging. Without proper fault tolerance,
users may face interruptions and data loss. For example, If a cloud server storing exam
data suddenly crashes, the cloud should automatically shift the load to another server
to avoid disruption.

8. Compliance and Legal Requirements

Different countries have different rules for storing and processing user data. Cloud
providers must follow these laws to avoid penalties. Ensuring compliance is challenging
because mobile users may access services from anywhere in the world. For example,
some countries require personal data to be stored only within their borders, so the cloud
must manage data placement carefully.
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9. Cost Management for Resource Allocation

Cloud resources such as storage, processing power, and bandwidth cost money.
Managing these resources efficiently is important to keep costs under control, especially
when millions of mobile users are involved. Over-provisioning leads to waste, while
under-provisioning causes service delays. For example, a cloud-based learning app
must estimate how many servers are needed during exam season to avoid unnecessary
expenses.

Recap

¢ Mobile Cloud Computing Challenges

* Limited Network Connectivity: Unstable wireless networks slow
down cloud applications and can cause interruptions.

* High Latency and Delay: Long data travel, time between devices
and cloud servers affects real-time applicatiomyperformance.

» Limited Battery Life: Frequent cloud,communication drains mobile
device batteries quickly.

* Security and Privacy Concerfis: Data travelingsthrough networks
and stored in the cloud is yilnerable to attacks and misuse.

* Heterogeneity of Devices and Platforms: Different devices and
operating systems__create \compatibility challenges for cloud
applications.

* Bandwidth Limitations: Limited network bandwidth reduces
performance for large file transfers and real-time services.

* Reliability and Availability Issues: Network or cloud failures can
make criticalf@pplications inaccessible.

¢ Challenges at the Cloud End

* ScalabilityManagement: Cloud servers must adapt to changing user
loads to prevent delays or crashes.

* High Data Processing Load: Cloud must handle large volumes of
data from mobile applications efficiently.

* Network Traffic Management: Peak network requests can overwhelm
cloud servers and slow response time.

* Ensuring Data Security and Privacy: Cloud must protect sensitive
information from unauthorized access and comply with regulations.

* Managing Distributed Architecture: Synchronizing data across
multiple data centers is complex and critical for consistent service.

*  Energy Consumption of Data Centers: Continuous cloud operation
requires high energy, increasing cost and environmental impact.
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* Fault Tolerance and Service Availability: Cloud must continue
functioning despite hardware or network failures.

* Compliance and Legal Requirements: Cloud providers must follow
regional laws for data storage and processing.

* Cost Management for Resource Allocation: Efficient use of storage,
processing, and bandwidth prevents waste and service delays.

Objective Type Questions

10.

What term describes the delay experienced when data travels between a
mobile device and the cloud?

ves between different

What factor becomes weak or unstable when a user
locations while using cloud services?

What limited resource in mobile devices dra uickly during heavy cloud
usage?

What term refers to the variation it mobile deviees, operating systems, and
hardware configurations?

What network capacity
cloud applications?

performance of data-heavy

What cloud capability s to increase or decrease based on user

demand?

What issue rs are unsure how their data is stored and accessed

in the cloud?

What type of arch
regions?

re organizes cloud servers across multiple geographic

What essential feature ensures that cloud services continue functioning even
during failures?

What major operational factor increases due to continuous running of cloud
data centers?
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Answers to Objective Type Questions

1. Latency

2. Connectivity

3. Battery

4. Heterogeneity

5. Bandwidth

6. Scalability

7. Privacy

8. Distributed

9. Fault-tolerance

10. Energy

Assignments

1. Explain why mobil e network-related challenges when
interacting with clou s with simple examples.

2.

3.

4. Explain any three challenges faced at the cloud end when supporting large
numbers of mobile users. Use real-life scenarios to illustrate your answer.

5. Discuss how heterogeneity of devices creates challenges for Mobile Cloud

Computing. How do differences in operating systems and hardware affect
cloud-based applications?
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Mobile Cloud
Architecture and Energy
Efficiency

Learning Qutcomes

After completion of this unit, the learner will be able to:

¢ familiarize with the concepts and architecture of Mobile Cloud Computing

¢ identify the need for MCC and its role in supporting complex mobile
applications

¢ explore energy-efficient strategies across mobile deviees, networks, and
cloud systems

Prerequisites

Think about your daily routine with.yeur smartphone. You wake up and check messages,
edit a document on the way tosollege, back up photos automatically, ask your voice
assistant to set reminders, or/eéven play a‘high-end game during a break. All of this
happens on a device that fits in your hand—+~yet it feels as if it has the power of a full
computer. How is thatpossible?

Your phone, with it§ limited battery, small processor, and modest storage, should struggle
to perform these tagkss#fYet it doesn’t. Because much of the heavy lifting is quietly
done elsewhere. Every time your photos sync, every time your assistant understands
your voice, and every tigiera game streams smoothly on your screen, an entire cloud
infrastructure is working behind the scenes to support your device.

This invisible partnership between mobile devices and cloud servers is not just a clever
trick—it is the foundation of today’s mobile experience. And as apps become more
intelligent, more data-heavy, and more interactive, this partnership becomes even more
important. Without Mobile Cloud Computing, mobile technology as we know it simply
would not exist.

Understanding this topic means understanding how your everyday apps actually work,
why mobile devices can do so much, and how energy-efficient techniques ensure
everything runs smoothly without draining your phone in minutes. It opens the door
to exploring how modern systems balance performance, battery life, network capacity,
and cloud power.
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So, let’s step into this fascinating world and uncover how Mobile Cloud Computing
brings the real power behind your smartphone. Welcome to the topic.

Keywords

Mobile device layer, network layer, cloud layer, energy-aware cloud, computation
offloading

Discussion

Before we get into this topic, let us start with a question. How many of you use
smartphones for everything like social media, storing photos, streaming, or even
document editing? Almost all of you, right?

Now, have you ever thought about how your small mobile device handles such heavy
tasks without getting overloaded or draining the battery too fast?yThat’s where Mobile
Cloud Computing (MCC) comes in.

Mobile Cloud Computing brings together thespower of. cloud/computing and the
mobility of smartphones. It enables resoufee-constrained ‘mobile devices to offload
storage, computation, and services to cloud servers.

In this unit , we’ll explore two main aspects:
¢ Architecture of Mobile Cloud Computing

¢ Energy-Aware Cloud Computing
6.3.1 From €loud to Mebile Cloud

When we talk aboutCloud Computing, we usually imagine large data centers full of
powerful servers that store and process massive amounts of information. Now imagine
combining that power with'something we all carry every day. That is our mobile devices.
This combination gives rise to Mobile Cloud Computing (MCC).

In Mobile Cloud Computing, the mobile device acts mainly as an access point, while
the cloud handles the heavy tasks like computation, data processing, and large-scale
storage. In other words, instead of making your phone or tablet do all the work, it sends
tasks to the cloud, where powerful servers perform the operations and send back the
results.

This approach overcomes the limitations of mobile devices, such as:
1. Limited processing power
2. Restricted storage capacity

3. Short battery life
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By shifting complex operations to the cloud, mobile applications can deliver powerful
functionality without overloading the device.

Let’s take a few examples to understand this better:

1. Editing a Google Doc on your phone: When you open and edit a Google
document using your smartphone, you might think all the work is happening
locally. But in reality, your phone is only displaying the interface. The actual
data , your document’s content , is stored in Google’s cloud servers. The
formatting, saving, and version management all happen in the cloud, while
your phone just shows you the results.

2. Mobile gaming and streaming services: Services like Xbox Cloud Gaming
or NVIDIA GeForce Now let users play high-end games on ordinary
smartphones. The game doesn’t actually run on the phone. It’s processed in
the cloud and streamed to your screen in real time.

3. VoiceassistantslikeSirior GoogleAssistant: When you ask Siria question,
your voice is recorded and sent to Apple’s cloud serversaThere, the audio
is processed using advanced Al algorithms, and the response is sent back to
your phone.

These examples show that mobile cloud computing brings the'best of both worlds: the
mobility and convenience of smartphones combined with the power and scalability of
cloud computing.

In short, MCC transforms mobile devices intorlightweight terminals connected to a
powerful remote infrastructure. This enables users to access advanced applications,
store large amounts of data, and enjoy rich computing experiences, all while using
compact, portable devicess

6.3.2 Need for Maebile Cloud Computing

Let’s discuss why MCC becamé important.

¢ Limited mobile resources: Smartphones have limited CPU power, memory,
and battery life.

¢ Rising demand for complex apps: Apps like Al-based translation, AR/VR,
and mobile gaming require high computation.

¢ Storage requirements: Users generate a large amount of data daily (photos,
videos, files).

¢ Network availability: With 4G/5G, cloud access is faster and more stable.

Hence, MCC bridges the gap between resource-hungry applications and resource-
limited mobile devices.
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6.3.3 Architecture of Mobile Cloud Computing

To understand how Mobile Cloud Computing works behind the scenes, we can visualize
it as a three-layered structure. Each layer has a specific role, and together they ensure
that your mobile device can access cloud-based applications efficiently.

Layer 1: Mobile Device Layer

At the first level, we have the Mobile Device Layer, which represents the client side
of the architecture. This layer includes all the devices we use — smartphones, tablets,
and wearable gadgets like smartwatches. It acts as the interface between the user and
the cloud.

Whenever you use a mobile application, your device sends requests to the cloud and
receives responses in return. For instance, when you open Google Photos on your
phone, the app does not store all your pictures locally. Instead, it connects to the cloud
to upload or retrieve your images.

This layer also includes important components such as mobile applications, sensors,
and connectivity modules like Wi-Fi and mobile networks (4G ot 5G). The mobile
device layer, therefore, serves as the user’s access point to the powerful computing
resources available in the cloud.

Layer 2: Network Layer

The second layer is the Network Layer, which serves as a bridge between the mobile
device and the cloud. This is whefe all the communication and data transfer take place.

When your phone uploads a photo, streams‘awideo, or retrieves data, the network layer
ensures that the information is transmitted guickly and securely through the Internet. It
manages the data flowglensuring low latenCy, high bandwidth, and secure connectivity.

This layer uses different typ@s of communication technologies such as mobile networks
(3G, 4G, 5G) and ‘Wi=Fi. To enhance performance, techniques like edge computing
and caching are used. These méthods bring cloud resources closer to the user, reducing
delay and improving the‘overall experience.

Layer 3: Cloud Service Layer

The third layer is the Cloud Service Layer, which forms the back-end of the MCC
system. This is where most of the data storage, application hosting, and computation
take place in remote data centers.

This layer provides different types of services to meet user and developer needs.
Infrastructure as a Service (IaaS) offers virtual machines and storage so that applications
can run without needing physical hardware. Platform as a Service (PaaS) provides an
environment for building, testing, and deploying mobile applications. Software as a
Service (SaaS) delivers ready-to-use cloud-based applications that users can access
directly through the Internet.
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A simple example of this layer in action is an online mobile game like PUBG. The
game’s data, graphics rendering, and player matchmaking do not happen on your phone.
Instead, these processes are handled by remote cloud servers, and your phone simply
displays the results in real time.

Together, the Mobile Device Layer, Network Layer, and Cloud Service Layer form a
complete system that allows mobile users to access advanced applications, store large
amounts of data, and experience high performance using lightweight devices connected
to the cloud.

Cloud Service Layer
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Fig. 6.3.1 Mobile Cloud Computing Architecture

6.3.4 Energy Efficiency in Mobile Cloud Computing

Let’s think practically:

When your phone uploads a video to Google Drive, both the mobile device and the
cloud server consume energy. If done inefficiently, it wastes power and reduces battery
and server life.

Energy-aware computing focuses on reducing power consumption across all layers:
device, network, and cloud.

AAAAAAAAAAAAAA
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6.3.4.1 Sources of Energy Consumption

1. Mobile Device:
a. CPU and GPU processing
b. Display and sensors
c. Wireless communication (Wi-Fi, 4G/5G)
2. Network:
a. Data transmission between device and server
b. Network switching and handover
3. Cloud Infrastructure:
a. Powering data centers and cooling systems
b. Managing virtual machines and servers
6.3.4.2 Energy-Aware Cloud Computing

Energy-aware cloud computing refers to designing cloud systems that minimize energy
consumption while maintaining pérformance.

In MCC, this means:
1. Reducing energymuse on the mobile side through efficient offloading.

2. Managingenergy cefisumptiononthecloudsidethroughresourceoptimization.

6.3.4.3 Techniques forygEnergy Efficiency

Let’s go through a few energy-efficient approaches used in MCC.

¢ Computation Offloading

When a mobile device performs very heavy tasks, such as processing speech or running
complex Al functions, it consumes a lot of battery power. To reduce this energy usage,
many of these tasks are sent to the cloud, where powerful servers can handle the
computation more efficiently. This approach helps the mobile device save energy and
operate smoothly.

However, this decision depends on two important factors: the speed of the network and
the size of the data being sent. If the network connection is slow or the data is too large,
sending it to the cloud may take more time and may even consume more energy than
processing it locally.
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Consider a mobile Al assistant. It sends your voice to the cloud for speech recognition
only when a Wi-Fi connection is available. With Wi-Fi, the data can be transferred
quickly and with less battery usage. If Wi-Fi is not available, the assistant performs
the speech processing on the device itself to avoid delays and unnecessary energy
consumption.

¢ Virtual Machine (VM) Consolidation

Cloud data centers usually run many virtual machines at the same time. To use energy
wisely, these data centers try to place more tasks on fewer physical machines. When
some servers are not needed, they can be turned off or moved to a low-power mode.
This simple strategy helps reduce overall energy consumption while still keeping the
cloud services running smoothly.

¢ Dynamic Voltage and Frequency Scaling (DVFS)

This technique works by continuously adjusting the CPU’s voltage and operating
frequency based on the amount of work the system is handling at that moment. When
the workload is light, the CPU slows down and uses less powet, When the workload
increases, the CPU speeds up to maintain smooth petformance. In'this way, the system
saves energy without affecting the user’s experience or overall performance.

¢ Edge and Fog Computing

Edge and Fog Computing work by handling data much closer to where it is created,
instead of pushing everything all the way to a faraway cloud server. Here, nearby edge
servers do most of the processing, Since the datasdeésn’t have to travel a long distance,
everything works faster and gises less énergy. This helps apps respond quickly and
makes the whole system more efficient.

¢ Green Cloud Data Centers

Green Cloud Data Centersfocuson running cloud services in an environmentally friendly
way. They rely on renewable energy sources such as solar and wind power instead of
depending only on traditional electricity. They also use smarter cooling methods to
keep their servers at the right temperature without wasting energy. In addition to this,
they schedule tasks in a way that reduces unnecessary power consumption. All these
practices help lower the carbon footprint while still delivering reliable cloud services.

Recap

¢ Mobile devices rely on the cloud to handle heavy computation and storage.

¢ MCC overcomes limitations like low processing power, limited storage, and
short battery life.

¢ Examples of MCC include Google Docs, cloud gaming, and voice assistants.

¢ MCQC architecture consists of three layers: Mobile Device Layer, Network
Layer, and Cloud Service Layer.
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¢ The Mobile Device Layer handles user interaction, sensors, and connectivity.

¢ The Network Layer manages data transmission, bandwidth, and secure
communication.

¢ The Cloud Service Layer performs computation, storage, and application
hosting.

¢ Energy efficiency is crucial because both device and cloud consume power
during tasks.

¢ Mobile energy usage comes from CPU/GPU, display, sensors, and wireless
communication.

¢ Network energy usage depends on data transfer and switching.
¢ Cloud energy usage includes powering servers and cooling systems.

¢ Computation offloading reduces mobile energy but‘depends on network
speed and data size.

¢ VM consolidation reduces data center energy byusing fewer active servers.

¢ DVES adjusts CPU voltage and frequency to save power without affecting
performance.

¢ Edge and Fog Computing reduce delay and energy by processing data near
the source.

¢ Green Cloud Data Centers use ténewable energy, efficient cooling, and smart
scheduling.

Objective Type Questions

—

Which technolo ines mobile devices with cloud computing?
2. What layer in MCC includes smartphones and tablets?

3. Which layer handles data transmission between device and cloud?
4. Where does most computation and storage happen in MCC?

5. What term refers to sending heavy tasks from mobile to cloud?

6. Which mechanism places multiple VMs on fewer servers?

7. Which technique adjusts CPU voltage and frequency automatically?
8. What type of computing processes data close to the user?

9. What kind of data centers use renewable energy resources?
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10. Which network technology supports faster cloud access (4G or 5G)?

I1.

Which cloud service model provides virtual machines?

12. Which cloud service model offers ready-to-use applications?

13. Which component of a mobile device consumes energy during wireless

communication?

14. Which common mobile assistant sends voice to cloud servers for processing?

15. Which MCC layer uses Wi-Fi, 4G, and 5G for connectivity?

Answers to Objective Type Questions

1.

10.

I1.

12.

13.

14.

15.

MCC

Mobile Device Layer
Network Layer
Cloud Service Layer
Offloading
Consolidation
DVEFS

Edge (or F

Green

5G

JEEN

SaaS

Wi-Fi

Siri

Network Layer
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Assignments

1. Explain the architecture of Mobile Cloud Computing with the help of its
three layers. Describe the role of each layer in enabling cloud-based mobile
applications.

2. Discuss the need for Mobile Cloud Computing in modern mobile
environments. Highlight the limitations of mobile devices and how MCC
overcomes them.

3. Describe various techniques used in energy-aware cloud computing such as
computation offloading, VM consolidation, DVFS, and edge/fog computing.

4. A mobile application requires real-time image processing. Analyse whether
the computation should be performed on the device or offloaded to the cloud.
Consider network conditions, data size, and batterydisage in your answer.

5. Compare traditional cloud computing with
evaluate how the shift to MCC impacts per
and user experience.

Reference

management in mobi mputing environments. Springer.
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Application
Developments in Clouds

Learning Qutcomes

After completion of this unit, the learner will be able to:

¢ identify the key phases involved in developing applications for private and
public clouds

¢ recognize the differences in development approaches between private and
public cloud environments

¢ describe the idea of cloud native application development and its main
components

¢ recall the major responsibilities id deployment, testing, monitoring, and
maintenance of cloud applications

Prerequisites

Imagine you are standing at the final doorway of your cloud learning journey,
and beyond it lies the world “whefe ideas are transformed into real, working
cloud applications. Yous'have, already explored how cloud systems operate,
how resources arc sealed, and how virtualization powers today’s digital world.
Now, however, you face a new and exciting challenge: it is no longer about helping
you understand the cloudfrom the outside, but about stepping inside and learning how
applications are actually created for this vast environment.

Think for a moment about the apps you use every day. Whether it is streaming a movie,
shopping online, or storing photos, each of these applications handles millions of users
while staying fast, available, and secure. How do they achieve this? The secret lies
in cloud based development. Without mastering how cloud applications are designed,
developed, and maintained, it becomes difficult to build software that can survive in the
real world of enormous demand and continuous change.

This topic is important because it shows you the practical side of cloud computing.
It helps you understand how ideas evolve into cloud ready solutions, how developers
think differently when working in public and private clouds, and how every decision
they make affects performance, cost, and user experience. Once you learn this, you
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will not only appreciate the technology behind modern applications but also gain the
confidence to build them yourself.

With this exciting path ahead, let us now enter the topic and begin exploring how
applications are developed in private and public cloud environments.

Keywords

Requirement analysis, Designing, coding, testing, orchestration

Discussion

Letus begin by recalling all the cloud concepts you have studied so far. You already know
how cloud platforms work, how resources are managed, How virtualization supports
scalability, and how different service models like [aaS, PaaS,"and SaaS shape modern
computing. So, now that we are at the final topic, I want you to shiftyyour thinking from
“What is the cloud?” to “How do we actually build‘and develop applications for the
cloud?” This shift is important because cloud-based application development is not just
traditional software development placed ond remote server. Itiis'a whole different way
of planning, designing, deploying, scaling, and maintaining software.

Imagine you have been asked to develop ‘an application that should serve millions of
users across different locations,@adapt to pcakshours, stay available even if one data
center fails, and operate securgly in a dyfiamic environment. You cannot use the same
development approach you used for a'desktop application or even a simple web app.
You need to think the cloud way. Throughout this session, we will walk through what
this actually means afid how the phases-of developing applications differ in private and
public cloud envirénments.

Before getting into the phases, a question may be posed: When you deploy an
application in the cloud, whedeontrols the underlying infrastructure? You might say it
depends on the type of cloud. Exactly. In a public cloud, everything below your layer
( servers, networks, storage ) is handled by the service provider. In a private cloud,
your organization controls and customizes the entire infrastructure. This difference
influences every stage of the development process. Keep this distinction in mind as
we proceed, because it will help you understand why certain design decisions change
dramatically based on the cloud type.

Now, let us move into the main journey: how cloud applications are developed.
6.4.1 Understanding Cloud-Native Thinking

When a teacher talks about “cloud-native,” students sometimes imagine a buzzword.
However, cloud-native development simply means building applications that take full
advantage of the cloud, rather than merely running on cloud hardware. It involves
features such as auto-scaling, load balancing, microservices, distributed storage,
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and containerization.All these are not accessories to cloud applications; they are the
backbone. When you write an application for the cloud, you design it as a collection of
distributed services instead of a single monolithic program.

Atthis point, think of popular applications like Netflix, Amazon, or Google Photos. These
are not run from one giant server. They are composed of hundreds or even thousands
of microservices working together seamlessly. Cloud application development is,
therefore, about orchestrating these services effectively. With this foundation, let us
move into the phases.

6.4.2 Phases in Developing Applications for Private
and Public Clouds

We will now study the process step by step, and I want you to mentally compare how
things differ between private and public cloud models. As we go through each phase,
ask yourself: “What decisions do developers need to make atithis stage?”” Because cloud
development is full of decision points that affect cost, performance, and architecture.

1. Requirement Analysis and Workload Understanding

Every development process starts with requircment analysis, but €loud-based analysis
is more strategic. You are not only considering whatfeatures the application needs but
also how the application will behave in a distributed environment. For example, you
must identify how much data the app will handle, what level of security is required, how
many concurrent users will access.tgpand how,much elasticity the application needs.

In public clouds, cost become$ a major factor. You must estimate how much compute,
storage, and bandwidth the app will ¢onsume because you pay for every resource. In
private clouds, the focus shifts toward capacity planning: Do we have enough resources,
and do we need to expand the privatesinfrastructure?

During this stage, youalso classify workloads as stateless or stateful since cloud
elasticity works very differently in each case. Stateless components scale smoothly,
while stateful components require more planning.

2. Designing the Cloud Architecture

This is the stage where cloud development becomes interesting. You have to choose an
architectural style suitable for cloud deployment. In most cases today, microservices
architecture is preferred, supported by container technologies like Docker and
orchestrators like Kubernetes.

If we are working on a private cloud, you might design custom networking, storage
policies, and security frameworks because you control everything. In a public cloud,
such as AWS, Azure, or Google Cloud, you adapt your architecture to the pre-built
services available. For example, instead of building your own authentication system,
you may rely on AWS Cognito or Azure AD. Instead of maintaining your own database
cluster, you use managed services like AWS RDS or Cloud SQL.
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Students often ask whether architecture differs drastically between cloud types. The
answer is yes. Private cloud architectures are more flexible but require more management.
Public cloud architectures are service-rich but require developers to design within the
provider’s ecosystem.

3. Application Development and Coding

This stage looks similar to traditional development on the surface, but the mindset is
different. Developers write loosely coupled components that can run independently.
Instead of storing a file on the local system, you store it in a distributed storage service.
Instead of running all logic in one program, you separate logic across services so that
each service can scale independently.

Now you visualize the development of an e-commerce application. The payment
service, product catalog service, user service, and recommendation engine all operate
independently. Each service may even be written in a different language, because cloud-
native development encourages the “best tool for the job” approach.

In public cloud development, developers also integrate APIs from providers to handle
messaging, queueing, caching, logging, and content delivery. This reduces development
time significantly. In private cloud development, developers might build or customize
these components internally.

4. Testing in Cloud Environments

Testing cloud applications is always.more complex thafi local testing because you must
account for distributed behaviorgYou check notoenlywhether features work but also how
the system behaves under different loads, how it scales, and how failures are handled.

In a public cloud, testing includes validating configurations related to security groups,
identity policies, loadbalancers, autescaling groups, and virtual networks. Tools offered
by the cloud provider simplifysthis process.

In a private cloud, yousimulate real-world loads using internal testing environments, but
the responsibility for every failure lies with your team. This difference often surprises
learners because the testing phase for private clouds is much more demanding.

5. Deployment and Orchestration

Deployment in cloud environments is no longer about uploading files to a server. It
involves orchestrating multiple services, configuring containers, setting up clusters, and
integrating CI/CD pipelines. Public clouds offer ready-made deployment tools such as
AWS CodeDeploy or Azure DevOps pipelines, which automate almost everything.

In private clouds, deployment pipelines must be built and maintained internally. This
increases control but also adds complexity. You must configure your own Jenkins
pipelines, Kubernetes clusters, and automation scripts.

Whether public or private, orchestration ensures services communicate correctly, scale
automatically, and remain fault-tolerant.
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6. Monitoring and Performance Optimization

After deployment, the focus shifts to observing how the application behaves. You use
logs, metrics, and traces to monitor resource usage and detect issues early. Public clouds
provide built-in dashboards like CloudWatch, Azure Monitor, or Google Operations
Suite. Private clouds require custom monitoring stacks such as Prometheus, Grafana,
and ELK.

Monitoring helps identify performance bottlenecks, slow microservices, inefficient
queries, memory leaks, and unexpected usage spikes. This phase is continuous and
essential for maintaining quality.

7. Scaling, Elasticity, and Resource Management

Cloud applications must grow with user demand. Public clouds handle scaling
gracefully, offering autoscaling rules, serverless functions, and managed databases
that automatically adjust capacity. In private clouds, scaling requires adding physical
resources to the cloud infrastructure, which means scaling is slower and more expensive.

Students often ask whether elasticity is possible ingrivate cloudss Yes, it is possible
but only within the limits of available hardware. That,is why large enterprises with
sensitive data use hybrid approaches to balancepsivate control and public scalability.

8. Security and Compliance Implementation

Security is fundamental. In public clouds, responsibilitiesare shared. The provider secures
the infrastructure while the developer securessappli€ations, data, and configurations.
You manage access policies, eficryption,£ertificates, and security audits.

In private clouds, security is fully controlled by the organization. This gives more
flexibility but also in€réases ‘tesponsibility. Every vulnerability must be handled
internally.

Understanding these differences helps developers choose the right cloud model for their
application.

9. Maintenance, Updates, and Continuous Improvement

The development cycle does not end after deployment. Applications evolve through
regular updates, bug fixes, performance improvements, and feature expansions. Cloud
environments make this easier through continuous delivery pipelines and rolling
updates.

Public clouds simplify maintenance by automatically managing infrastructure updates.
Private clouds require manual management and infrastructure patching, which increases
workload but offers customization.

. SGOU - SLM - BCA - Introduction to Cloud Computing @



Phases in Cloud Development
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To conclude, developing applications for the cloud is not si
a strategic approach that blends architecture, scalabi
improvement. By now, you can clearly see how each e, from requirement analysis
to maintenance, shifts its emphasis depending enwh envifonment is private or
i , while private clouds
oth cases, the core principle

an ongoing journey, a mindset that
new possibilities. With this perspective,
eal world cloud application design and

evolves with new tools, new
you are now ready to step ¢
development.

Recap
¢ Cloud developm quires a different mindset than traditional software
development.

¢ Cloud native applications use microservices, containers, and distributed
storage.

¢ Public clouds manage infrastructure; private clouds give full internal control.

¢ Requirements include workload estimation, elasticity needs, and cost or
capacity planning.

¢ Cloud architectures commonly use microservices and Kubernetes.

¢ Public clouds offer managed services for databases, authentication, and
messaging.
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¢ Development uses loosely coupled services that can scale independently.
¢ Cloud testing checks load behavior, scaling, and fault tolerance.

¢ Deployment uses orchestration and CI/CD pipelines.

¢ Monitoring relies on logs, metrics, and traces.

¢ Scaling is automatic in public clouds but limited in private clouds.

¢ Security is shared in public clouds and fully internal in private clouds.

¢ Maintenance is ongoing, with automation helping more in public clouds.

Objective Type Questions

—

What type of architecture is commonly used.in cloud n applications?

3. What tool is widely used for contai

4. What do cloud applications use to

stateless?

7. What is the te lications built as independent, loosely coupled
services?

8. Which process es continuous updates and deployment in cloud
environments?

9. What essential activity involves observing logs, metrics, and traces?

10. What model describes shared responsibilities between provider and user?
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Answers to Objective Type Questions

8.

9.

Microservices
Public
Kubernetes
Autoscaling
Private
Stateless
Microservices
CI/CD

Monitoring

10. Cloud model

Assignments

1. Explain the concept o application development and discuss
why it is essential in ironments.

2. Describe the d in developing applications for both
private an

3. Compare t responsibilities of developers in public cloud
environments versus ate cloud environments.

4. An organization wants to build a large scale application that requires high
elasticity, low maintenance effort, and rapid scaling during peak usage.
Analyze whether a public cloud or a private cloud is more suitable and
justify your choice.

5. A development team plans to convert a monolithic application into a cloud

native architecture. Identify the key challenges they may face and analyze
how microservices and containerization help overcome these challenges.
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SREENARAYANAGURU OPEN UNIVERSITY
L MODEL QUESTION PAPER - SET 1
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FIFTH SEMESTER EXAMINATION
DISCIPLINE SPECIFIC ELECTIVE COURSE
BACHELOR OF COMPUTER APPLICATIONS
B21CA21DE - INTRODUCTION TO CLOUD COMPUTING

Time: 3 Hours MaxMarks:70

Section A
Answer any 10 questions. Each carries one mark

(10x1=10)

1. What feature of cloud computing allows usersito access services over the
Internet?

2. Which computing model_ist€onsidered, the fotindation of cloud computing
by sharing resources acfoss networks?

3. Which cloud deployment model is/shared by multiple organizations with
common conceriis?

4. Which cloud servie€ model provides virtualized hardware resources?

5. Which cloud service model provides a complete software application to end
users?

6. What security feature adds an extra verification step during login?

7. What are the three components of AAA?

8. What type of resources include servers, disks, and networking devices?
9. Where are large scientific simulations commonly executed?

10. What kind of datasets does big data analytics handle?

11. What does CD stand for in CI/CD?

12. Name two examples of Distributed VCS.
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13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

What is the name of CircleCI’s configuration file?

The integration of mobile computing and cloud computing is called

Unauthorized access to data is a 1SSue.

Section B
Answer any 5 questions. Each carries two marks

(5x2=10)
What is meant by basic cloud infrastructure?
List any two issues that arise without a load balancer.
What is meant by serverless computing?
What is Google Cloud Platform (GCP)?
What is Cloud Migration?
What are the characteristics of a Dis em?
What is GitLab?
What are Containers?
Define Energy re d Co ing.

Mention two diffe etween private and public clouds.

Section C
Answer any 5 questions. Each carries four marks
(5x4=20)
Explain the different cloud computing deployment models.
Explain the role of virtualization in cloud computing infrastructure.
Define Infrastructure as a Service (IaaS).

Differentiate ~ between  traditional login systems and SSO-based
authentication.

Differentiate between Owner, Contributor (Editor), and Reader (Viewer)
roles in cloud platforms.
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31. Define Grid Computing and explain its main characteristics

32. Explain the benefits of Cloud Computing

33. Explain the common Git Branching Strategies.

34. Explain the architecture overview of Mobile Cloud Computing.

35. Explain the major challenges faced in Mobile Cloud Computing.

Section D
Answer any 2 questions. Each carries fifteen mark
(2x15=30)

36. Explain the 7 R’s in Cloud Migration

37. Define cloud computing and explain its characte
disadvantages, and major applications in de

ics, advantages,

38. Compare and contrast Centralized
Distributed Version Control Systeny
disadvantages.

39. Explain Role-Based A Cont
components, working mechanis
security.
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SREENARAYANAGURU OPEN UNIVERSITY
MODEL QUESTION PAPER - SET 2

QP CODE.: ......... Reg. Noiovooiieeiies

FIFTH SEMESTER EXAMINATION
DISCIPLINE SPECIFIC ELECTIVE COURSE
BACHELOR OF COMPUTER APPLICATIONS
B21CA21DE - INTRODUCTION TO CLOUD COMPUTING

Time: 3 Hours MaxMarks:70

10.

I1.

12.

13.

Section A
Answer any 10 questions. Each carries one mark

(10x1=10)

. What s the process of creating access credentials\for a new cloud user called?

Which security model stands for Authentication, Authorization, and
Accounting?

. What technique is used to distribtite Werkload evenly across multiple servers?

What process automates eode integration and deployment?

What process automates eode integration and deployment?

Which platform is used{for container orchestration?

What is on-demand self-service?

Which computing model connects geographically distributed resources?

What cloud capability allows resources to increase or decrease based on user
demand?

What term refers to sending heavy tasks from mobile to cloud?
What tool is widely used for container orchestration?
What type of service model allows renting servers and storage?

What type of computing service is AWS PCS?
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14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

What type of scaling adds more power to an existing server?

Which “R” requires the least amount of time to migrate?

Section B
Answer any 5 questions. Each carries two marks

(5x2=10)
What is resource provisioning in cloud computing?
Define auditability in cloud computing.
Mention any two benefits of using CI/CD pipelines.
What is Docker used for?
Describe any two advantages of cloud computing.
What is Web 2.0? Mention any two features.

What is meant by network traffic loud Computing?

What is the need for Mobile Cloud
Write any two advantagés of Saa

Describe the uses of cloud computing in data storage and backup, including
real-time exa

Section C
Answer any® questions. Each carries four marks

(5x4=20)
Explain user roles and permissions in cloud environments.
Explain how load balancing improves performance and availability.
Describe GitLab CI and its role in continuous integration and deployment.
Explain the concept of virtualization and its role in cloud computing.
What are the major challenges of Mobile Cloud Computing (MCC)?

Difference between Public Cloud and Private Cloud
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32. Explain the concept of Managed High-Performance Computing (HPC) and
discuss its importance..

33. Discuss the planning phase in cloud migration and its importance.
34. Discuss the role of cloud computing in data storage and backup.

35. Explain how the 7 ‘R’s help organizations plan a cloud migration strategy.

Section D
Answer any 2 questions. Each carries fifteen mark

(2x15=30)

36. Explain in detail the major benefits of cloud computing, including cost
efficiency, scalability, flexibility, and security. Ill te your answer with
suitable examples.

37. Describe the CI/CD pipeline, its workflow ss its benefits

and challenges in cloud environments.

38. Explain Kubernetes and describe ponents and their roles in

container orchestration.

39. Explain the architecture
of its three layers and
mobile applications.

puting (MCC) with the help
layer in enabling cloud-based
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